
The information contained in these course outlines is correct at the time of publication, but may be subject to change as part of the Department’s policy of continuous improvement and development.  Every effort will be made to notify you of any such changes.

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5412
Course Value:
200hr
Status:

(ie:Core, or Optional)
Optional for MfA and MCC MScs

Course Title:
Computational Number Theory
Availability: 

(state which teaching terms)
Term 1

(not 2009/10)

Prerequisites:
UG course in number theory
Recommended:
none

Co-ordinator:
Dr Christian Elsholtz 

Course Staff:
Dr James McKee

Aims:
To provide an introduction to many major methods currently used for testing/proving primality and for the factorisation of composite integers.  The course will develop the mathematical theory that underlies these methods, as well as describing the methods themselves.



Learning Outcomes:
On completion of the course, students should:

· Be familiar with a variety of methods used for testing/proving primality, and for the factorisation of composite integers.

· Have an introductory knowledge of the theory of binary quadratic forms, elliptic curves, and quadratic number fields, sufficient to understand the principles behind state-of-the art factorisation methods.

· Be equipped with the tools to analyse the complexity of some fundamental number-theoretic algorithms.

Course

Content:
Background: Complexity analysis; revision of Euclid’s algorithm, and continued fractions; the Prime Number Theorem; smooth numbers; elliptic curves over a finite prime field; square roots modulo a prime; quadratic number fields; binary quadratic forms; fast polynomial evaluation.

Primality tests: Fermat test; Carmichael numbers; Euler test; Euler-Jacobi test; Miller-Rabin test; Lucas test; AKS test.

Primality proofs: succinct certificates; p – 1 methods; elliptic curve method; AKS method.

Factorisation: Trial division; Fermat’s method, and extensions; methods using binary quadratic forms; Pollard’s p – 1 method; elliptic curve method; Pollard’s rho and roo methods; factor-base methods; quadratic sieve; number field sieve.

Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:
Prime Numbers: a Computational Perspective – R. Crandall and C. Pomerance (Springer 2005).   512.91 CRA

A course in number theory and cryptography – N Koblitz (Springer 1994).  512.91 KOB

A course in number theory – H.E. Rose (Oxford, 1994)

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)
    None

Deadlines:    n/a

DEPARTMENT OF: MATHEMATICS
Academic Session: 2008-9

Course Code:
MT5413
Course Value:
200hr
Status:

(ie:Core, or Optional)
Optional

Course Title:
Complexity theory
Availability: 

(state which teaching terms)
Term 2

Prerequisites:
UG course in discrete mathematics
Recommended:


Co-ordinator:
Dr C Elsholtz

Course Staff
Dr A Dent

Aims:
To introduce the technical skills to enable the student to understand the different classes of computational complexity, recognise when different problems have different computational hardness, and to be able to deduce cryptographic properties of related algorithms and protocols.

Learning Outcomes:
At the end of this course the student should

· understand the formal definition of algorithms and Turing machines

· understand that not all languages are computable and prove simple examples

· organise the low-level complexity classes (P, NP, coNP, NP-complete, RP, ZPP, BPP, PSPACE) into a hierarchy and prove simple languages exist in each class

· give examples of one-way functions and hardcore functions, and demonstrate that every NP function has a hardcore predicate

· use complexity theoretic techniques as a method of analysing communication services

Course

Content:
Algorithms: Motivation for complexity; languages; deterministic Turing machines; Church-Turing thesis; randomised algorithms.

Computability: Goedel numbers; incomputable languages.

Low-level complexity classes: Class P; 2-SAT; class NP; Cook’s theorem; 3-SAT; coNP; class RP; class BPP; probability amplification; relation between classes; class PSPACE.

One-way functions: One-way functions; one-way permutations; trapdoors; hardcore functions; Goldreich-Levin theorem

Applications of complexity theory to communication: Applications of complexity theory to analysing the efficiency of communications’ services.

Teaching & Learning Methods:
33 hours of lectures with weekly question sheets

167 hours of private study, including time spent on exercises and exam preparation

Key Bibliography:


Complexity and cryptography by Talbot and Welsh (001.5436 TAL)

Introduction to the theory of complexity by Bouvet and Crescenzi (519.22 BOV)

Foundations of cryptography by Goldreich (001.5436 GOL)

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.



Summative Assessment:
Exam Four questions out of five in a two-hour paper: 100% 
Coursework (%) None

Deadlines: n/a



DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5420
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Quantum Theory II
Availability: 

(state which teaching terms)
Term 2

Prerequisites:
An undergraduate course in quantum theory
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Dr Francisca Mota-Furtado

Aims:
· To derive methods, such as the Rayleigh-Ritz variational principle and perturbation theory, in order to obtain approximate solutions of the Schrödinger equation.

· To introduce spin and the Pauli exclusion principle and hence explain the mathematical basis of the Periodic table of elements.

· To introduce the quantum theory of the interaction of electromagnetic radiation with matter using time dependent perturbation theory. 

· To show how scattering theory is used to probe interactions between particles and hence to show how the probability or cross section for a scattering event to occur can be derived from quantum theory.



Learning Outcomes:
On completion of the course students should be able to:

· use various methods to obtain approximate eigenvalues and eigenfunctions of any given Schrödinger equation,

· to understand the importance of spin in quantum theory,

· to appreciate how the Periodic Table of elements follows from quantum theory,

· to write down the Schrödinger equation for the interaction of electromagnetic radiation with the hydrogen atom and to work out photoabsorption cross sections for hydrogen, 

· to define the scattering cross section and to work it out for some simple systems.

Course

Content:
Variational principles in quantum mechanics:  the Rayleigh-Ritz variational principle.  Bounds on energy levels for quantum systems.

Perturbation theory:  Rayleigh-Schrödinger time-independent perturbation theory.  Perturbations of energy levels due to external electromagnetic fields.

The electron’s spin:  the eigenfunctions and eigenvalues of the spin operator.  The Pauli exclusion principle.  The periodic table of elements.  Spin precession in an external magnetic field.

Radiative transitions:  the absorption and emission of electromagnetic radiation by matter. Photoabsorption cross-sections for the hydrogen atom.

Scattering theory:  definition of the scattering cross-section and the scattering amplitude.  Decomposition of the scattering amplitude into partial waves.  Phase shifts and the S-matrix.  Integral representations of the scattering amplitude.  The Born approximation.  Potential scattering.



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:
Quantum Physics – S. Gasiorowicz  (Wiley 1974)  Library reference 530.12 GAS

Quantum Mechanics – P C W Davies  (Chapman and Hall 1984)

Library reference 530.12 DAV

Formative Assessment & Feedback:
Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%) (hours)  Four questions out of five in a two-hour paper:  100%

Coursework (%)   None


Deadlines:  n/a

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5421
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Aerodynamics and Geophysical Fluid Dynamics
Availability: 

(state which teaching terms)
Term 2

 (not 2009/10)

Prerequisites:
An undergraduate course in fluid dynamics
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Dr Christine Davies

Aims:
This course aims to show how the mathematical models of fluid flow (the Navier-Stokes equation and others) are successful in describing how aircraft are able to fly, and how the motions of the atmosphere and the oceans are caused.  It also gives insight into the effect that individual terms in the mathematical model may have on the behaviour of the whole system.

Learning Outcomes:
At the end of the course the students should be able to

· derive the freezing-in of vortex lines for incompressible fluids;

· use complex variable theory to derive the formula for lift on an infinite cylinder;

· explain in broad terms how an aircraft is able to fly;

· understand the role of Coriolis and centrifugal forces in a rotating fluid;

· describe how rotation causes various phenomena in fluids;

· solve the simple equations for motion in an Ekman layer.



Course

Content:
Vortex dynamics:  freezing-in of vortex lines, why vorticity can be treated as a pollutant.  Examples.

Flow past wing sections:  two-dimensional flow, flow at sharp corners, generation of lift.  Blasius’ formula.  Three-dimensional flows, trailing vortices, induced drag.  Supersonic flow past wing sections.

Rotating fluid systems:  equation of motion of a rotating fluid.  Geostrophic flow and simple properties.  Secondary flow and examples (e.g. meanders, tea leaves in a cup).  Inertial waves.

Viscosity-rotation interactions:  Ekman layers and boundary fluxes.

The atmosphere and oceans:  large-scale motions and the role of Coriolis forces.  Tornado generation.  Effects of the earth’s curvature and induced waves.



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:


Elementary Fluid Dynamics – D J Acheson  (Oxford 1990)  Library ref.  532.05 ACH

A First Course in Fluid Dynamics – A R Paterson  (Cambridge 1983)  Library ref.  532.05 PAT 

Fluid Mechanics – P K Kundu and I M Cohen  (Academic Press 2002)  Library ref.  532 KUN

Formative Assessment & Feedback:
Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)  None

Deadlines:    n/a

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5422
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Advanced Electromagnetism and Special Relativity
Availability: 

(state which teaching terms)
Term 2 

(not 2009/10)

Prerequisites:
An undergraduate course in electromagnetism
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Prof Pat O'Mahony

Aims:
· To show how Maxwell’s equations lead to electromagnetic waves and indirectly to the special theory of relativity;

· To show how electromagnetic fields propagate with the speed of light;

· To derive the laws of optics from Maxwell’s equations;

· To show how the laws of special relativity lead to time dilation and length contraction.



Learning Outcomes:
On completion of the course students should be able to

· use Maxwell’s equations to demonstrate the polarization, reflection and refraction of electromagnetic waves;

· understand the fundamental ideas of electromagnetic radiation;

· demonstrate the Galilean non-invariance and Lorentz invariance of Maxwell’s equations;

· derive the fundamental properties of relativistic optics.

Course

Content:
Electromagnetic theory:  electromagnetic waves, reflection and refraction with both normal and oblique incidence, total internal reflection, waves in conducting media, wave guides.  Radiation: the Hertz vector and related field strengths, fields of moving charges, Lienhard-Wiechart potentials, motion of charged particles.

Special relativity:  the Lorentz transformation.  Relativistic invariance, the Fitzgerald contraction, time dilation.  Relativistic electromagnetic theory: Lorentz invariance of Maxwell’s equations, the transformation of 
[image: image1.emf]E

 and 
[image: image2.emf]B

.  Relativistic mechanics: mass, momentum, energy.  Relativistic optics: aberration, the Doppler effect.



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:
Foundations of Electromagnetic Theory (Fourth Edition) – J R Reitz, F J Milford and R W Christy (Addison-Wesley 1993)  Library reference 538.141 REI.

Formative Assessment & Feedback:
Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)   None

Deadlines:    n/a

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5423
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Magnetohydrodynamics
Availability: 

(state which teaching terms)
Term 2

Prerequisites:
An undergraduate course in fluid dynamics
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:


Aims:
This course aims to introduce the study of the motion of conducting fluids in the presence of a magnetic field.  Practical applications and a discussion of the structure of sunspots and the origin of the Earth’s magnetic field will be given.



Learning Outcomes:
On completion of the course the student should be able to:

· demonstrate an understanding of the basic principles of MHD;

· apply appropriate mathematical techniques to solve a wide variety of problems in MHD.



Course

Content:
Foundations of Magnetohydrodynamics (MHD):  Consideration of the electrodynamics of moving media and MHD approximations, leading to the induction equation - an equation central to MHD.  Alfvén's theorem for a medium of infinite electrical conductivity - its proof and physical importance.  The necessity for an additional term in the equation of motion - the electromagnetic body force.  Alternative description in terms of electromagnetic stresses.  

MHD waves:  Alfvén waves in a medium of infinite electrical conductivity, reflection and transmission at a discontinuity in density, effect of finite electrical conductivity and/or viscosity, waves in a compressible medium.  MHD shock waves.

Steady flow problems:  including Hartmann flow.

Magnetohydrostatics:  Pressure balanced configurations.   Force-free fields.

Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:


An Introduction to Magneto-fluid Mechanics  V.C.A. Ferraro & C. Plumpton (2nd edition)  (OUP 1966).  Library Ref. 538.6 FER

An Introduction to Magnetohydrodynamics – P A Davidson  (CUP 2001)  Library ref.  538.6 DAV

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)   None

Deadlines:    n/a

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5441
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Core for MCC, optional for MfA

Course Title:
Channels
Availability: 

(state which teaching terms)
Term 1

Prerequisites:
Undergraduate courses in probability and algebra.
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Dr Koenraad Audenaert

Aims:
To investigate the problems of data compression and information

transmission in both noiseless and noisy environments.



Learning Outcomes:
On completion of the course the student should be able to

· state and derive a range of information-theoretic equalities and inequalities;

· explain data-compression techniques for ergodic as well as memoryless sources;

· explain the asymptotic equipartition property of ergodic sources;

· understand the proof of the noiseless coding theorem; 

· define and use the concept of channel capacity of a noisy channel; 

· explain the noisy channel coding theorem;

· understand a range of further applications of the theory.



Course

Content:
1. Entropy: Definition and mathematical properties of entropy, information and mutual information.

2. Noiseless coding: Memoryless sources: proof of the Kraft inequality for uniquely decipherable codes, proof of the optimality of Huffman codes, typical sequences of a memoryless source, the fixed-length coding theorem.

Ergodic sources: entropy rate, the asymptotic equipartition property, the noiseless coding theorem for ergodic sources. Lempel-Ziv coding.

3. Noisy coding: Noisy channels, the noisy channel coding theory, channel capacity.

4. Further topics, such as hash codes, or the information-theoretic

approach to cryptography and authentication.



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:


Codes and Cryptography, D Welsh (Oxford UP 1988),  Library reference 001.5436 WEL

Elements of Information Theory, TM Cover and JA Thomas   (Wiley 1991), 

Library Reference 001.539 COV

Information Theory, Inference, and Learning Algorithms, DJC MacKay   (Cambridge UP 2003), Library Reference 001.539 MAC

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)  Four questions out of five in a two-hour written paper:  100%

Coursework (%)  None



Deadlines:  n/a



DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5445
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Quantum Information Theory
Availability: 

(state which teaching terms)
Term 2

Prerequisites:
Undergraduate courses in probability and linear algebra.
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Professor Pat O’Mahony

Aims:
'Anybody who is not shocked by quantum theory has not understood it' (Niels Bohr).  This course aims to provide a sufficient understanding of quantum theory in the spirit of the above quote.  Many applications of the novel field of quantum information theory can be studied using undergraduate mathematics.  

Learning Outcomes:
On completion of the course the student should be able to:

· demonstrate a comprehensive understanding of the principles of quantum superposition and quantum measurement;

· use the basic linear algebra tools of quantum information theory confidently;

· manipulate tensor-product states and use and explain the concept of entanglement;

· explain applications of entanglement such as quantum teleportation or quantum secret key distribution;

· describe the Einstein-Podolsky-Rosen paradox and derive a Bell inequality;

· solve a range of problems involving one or two quantum bits;

· discuss Deutsch's algorithm and its implications for the power of a quantum computer;

· understand and apply Grover’s search algorithm.



Course

Content:
Linear algebra:  Complex vector space, inner product, Dirac notation, projection operators, unitary operators, Hermitian operators, Pauli matrices.

One qubit:  Pure states of a qubit, the Poincaré sphere, von Neumann measurements, quantum logic gates for a single qubit.

Tensor products:  2 qubits, 3 qubits, quantum logic gates for 2 qubits, Deutsch's algorithm, the Schmidt decomposition.

Mixed states:  Partial trace, probability, entropy, von Neumann entropy.

Entanglement:  The Einstein-Podolsky-Rosen paradox, Bell inequalities, quantum teleportation, measures of entanglement, decoherence.

Grover's search algorithm, and applications.

Further applications,  such as e.g. the quantum Fourier transform, Shor's factoring algorithm, the BB84 key distribution protocol, quantum channel capacity, the Holevo bound.



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets, the self-study module on Grover’s algorithm, and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:
M A Nielsen and I L Chuang – Quantum Computation and Quantum Information (Cambridge 2000).  Library Ref. 001.64 NIE



Formative Assessment & Feedback:
Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)              Four questions out of five in a two-hour paper:  (100%)

Coursework (%)   None

Deadlines:  n/a



DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5447
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Advanced Financial Mathematics
Availability: 

(state which teaching terms)
Term 2

Prerequisites:
An undergraduate course in financial mathematics
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Dr Andrew Sheer

Aims:
· To investigate the validity of various linear and non-linear time series occurring in finance;

· To extend the use of stochastic calculus to interest rate movements and credit rating;



Learning Outcomes:
On completion of the course, students should:

· make use of some of the ARCH (autoregressive conditionally heteroscedastic) family of models in time series;

· appreciate the ideas behind the use of the BDS test and the bispectral test for time series.

· understand the partial differential equation for interest rates and the assumptions that lead to it;

· be able to model forward and spot rates;

· see how to model the prices for certain exotic options.



Course

Content:
Financial time series: Linear time series: ARMA and ARIMA models, stationarity, autoregressions.  Testing of linearity, using spectral analysis.  ARCH and GARCH models.

Structure of financial series:  The random walk model, trend and volatility, moments.  Comparison with chaotic systems, dimensionality and memory effects in financial series.  The nearest neighbour algorithm and the BDS test.

Interest rate analysis:  Revision of ideas in stochastic calculus.  Modelling of interest rates, the bond pricing equation.  Bond derivatives.  The Heath-Jarrow-Morton model.

Exotic options:  Asian and barrier options.



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:


Paul Wilmott Introduces Quantitative Finance – P Wilmott  (Wiley 2007)  Library reference 332.632 WIL

Analysis of Financial Time Series – R S Tsay (Wiley 2005)  Library reference 330.0151 TSA

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)   Four questions out of five in a two-hour paper:  100%

Coursework (%)   None



Deadlines:    n/a



DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5454
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Combinatorics
Availability: 

(state which teaching terms)
Term 1

Prerequisites:
An undergraduate course in discrete mathematics
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz (Programme Director)

Course Staff:
Dr Stefanie Gerke

Aims:
To introduce some standard techniques and concepts of combinatorics, including

· methods of counting including the principle of inclusion and exclusion;

· generating functions;

· probabilistic methods;

· permutations, Ramsey theory.



Learning Outcomes:
On completion of the course, students should be able to:

· perform simple calculations with generating functions;.

· understand Ramsey numbers and calculate upper and lower bounds for these (where practical);

· calculate sets by inclusion and exclusion and understand the applications to number theory;

· use simple probabilistic tools for solving combinatorial problems.



Course

Content:
Enumeration: Binomial identities.  The Principle of Inclusion-Exclusion with applications to number theory.  Rook polynomials.  

Generating functions:  Linear recursion.  Power series and ordinary generating functions.  Singularities.

Ramsey Theory:  Monochromatic subsets, Ramsey numbers and Ramsey's Theorem.

Probabilistic methods:  First-moment method, Lovász local lemma. 



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.



Key Bibliography:


Discrete Mathematics  N L Biggs  (Oxford UP)   510 BIG.

Combinatorics: Topics, Techniques, Algorithms – P J Cameron (Cambridge UP)  512.23 CAM.

Invitation to Discrete Mathematics = J Matoušek and J Nešetřil (Oxford UP)  512.23 MAT

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)   Four questions out of five in a two-hour paper:  100%

Coursework (%)   None



Deadlines:    n/a




DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5462
Course Value:
200hr
Status:

(ie:Core, or Optional)
Core for MfA and MCC MScs

Course Title:
Advanced Cipher Systems
Availability: 

(state which teaching terms)
Term 1

Prerequisites:
UG courses in linear algebra and probability
Recommended:
none

Co-ordinator:
Dr Christian Elsholtz 

Course Staff:
Dr Siaw-Lynn Ng and Dr Carlos Cid

Aims:
To introduce and study the mathematical and security properties of both symmetric key cipher systems and public key cryptography, covering methods for obtaining confidentiality and authentication.



Learning Outcomes:
On completion of the course the student should be able to:

· Understand the concepts of secure communications and cipher systems;

· Understand and use statistical information and the concept of entropy in the cryptanalysis of cipher systems;

· Understand the main properties of Boolean functions, and their applications and use in cryptographic algorithms;

· Understand the structure of stream ciphers and block ciphers;

· Know how to construct as well as have an appreciation of desirable properties of keystream generators, and understand and manipulate the concept of perfect secrecy;

· Understand the main mathematical and statistical properties of Feedback Shift Registers, and of FSR-based stream ciphers;

· Understand the modes of operation of block ciphers and their properties;

· Understand the main design principles and cryptographic techniques of modern symmetric cryptography algorithms;

· Understand the concept of public key cryptography, including the details of the RSA and ElGamal cryptosystems, both in the description of the schemes and in their cryptanalysis;

· Understand the concepts of authentication, identification and signature, be familiar with techniques that provide these, including one-way functions, hash functions and interactive protocols, and the Fiat-Shamir scheme;

· Understand the problems of key management, and be aware of key distribution techniques.

Course

Content:
Cipher systems: An introductory overview of the aims and types of ciphers.  Methods and types of attack.  Information theory.  Boolean functions.  Statistical tests.

Stream ciphers: The one-time pad.  Pseudo-random key streams – properties and generation.  Mathematical and statistical properties of feedback shift registers.  Berlekamp-Massey algorithm.  Design principles and cryptanalytic techniques of modern stream ciphers.

Block ciphers: Confusion and diffusion.  Iterated block ciphers – substitution/permutation.  SP-networks.  The Feistel principle.  DES, AES.  Modes of operation.  Linear and differentiable cryptanalysis, and related cryptographic techniques.

Public key ciphers: Discussion of key management.  Diffie-Hellman key exchange.  One-way functions and trapdoors.  RSA, ElGamal cryptosystem.

Authentication/identification: Protocols.  Challenge/response.  MACs.  Zero-knowledge protocols; Fiat-Shamir protocol.

Digital signatures: Digital signature methods.  Hash functions – design and analysis techniques.  DSS.  Digital certificates.

Teaching & Learning Methods:
44 hours of lectures and examples classes.

156 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:
Codes and Cryptography – D Welsh  (Oxford 1988)   001.5436 WEL

Cipher Systems – H J Beker and F C Piper  (Van Nostrand 1982)   001.5436 BEK



Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)
    None

Deadlines:    n/a

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5465
Course Value:
200 hours
Status:

(ie:Core, or Optional)
Optional

Course Title:
Network Algorithms
Availability
Term 2

Prerequisites:
An undergraduate course in discrete mathematics
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz

Course Staff:
Dr James McKee

Aims:
· To introduce the formal idea of an algorithm, when it is a good algorithm and techniques for constructing algorithms and checking that they work.

· To explore connectivity and colourings of graphs, from an algorithmic perspective.

· To show how algebraic methods such as path algebras and cycle spaces may be used to solve network problems.



Learning Outcomes:
On completion of the course the students should be able to:

· use particular algorithms which optimize various properties for graphs and networks and prove that they work;

· understand ideas of complexity exemplified in particular by the Travelling Salesman Problem;

· apply Fleury’s and Tucker’s algorithms to find Eulerian trails;

· find chromatic polynomials and illustrate Vizing’s theorem on edge colourings;

· use path algebra methods to find maximal flows, critical paths and similar problems.



Course

Content:
Trees:  Algorithms for minimum spanning trees.

Sorting and searching:  Sorting methods including bubble sort and heap sort.   Depth first search and breadth first search.   Shortest paths.

The Travelling Salesman Problem:  Branch and bound method, upper and lower bounds, approximate methods. 

Flows in networks:  The max-flow min-cut theorem.  An algorithm for finding maximum flows.  

Matching problems:  Hall's theorem.  Maximum and complete matchings.  Alternating paths and applications.  Menger's theorems on edge and vertex connectivity.

Eulerian trails:  Algorithms for finding them: Fleury's algorithm; Tucker's algorithm.

Hamiltonian paths:  Ore’s and Dirac’s theorems on Hamiltonian cycles.

Colouring graphs:  Vertex and edge colourings; chromatic polynomials.  Brook's, Vizing's and König's theorems.  Colouring maps, the four-colour theorem.  

Path algebras:  Definitions, strong and weak closure, matrices over path algebras, absorptive matrices, applications to various network problems, including critical path analysis

Cycle spaces:  Definitions, feasible flows, displacement networks.  Maximum flow minimum cost flows, cost-reducing cycles.

Teaching & Learning Methods:
44 hours of lectures and examples classes.

156 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:


Algorithmic Graph Theory  A. Gibbons (Cambridge UP). Library Ref. 512.23 GIB

Discrete Mathematics  N.L. Biggs  (Oxford UP). Library Ref. 510 BIG

Graphs and Networks – B. Carré (Oxford UP). Library Ref. 512.23 CAR

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)
    None

Deadlines:    n/a

DEPARTMENT OF MATHEMATICS
Academic Session:  2008-2009

Course Code:
MT5466
Course Value:
200hr
Status:

(ie:Core, or Optional)
Optional for MfA, core for MCC 

Course Title:
Public Key Cryptography
Availability: 

(state which teaching terms)
Term 2

Prerequisites:
MT5462
Recommended:
none

Co-ordinator:
Dr Christian Elsholtz 

Course Staff:
Professor Simon Blackburn

Aims:
· To introduce some of the mathematical ideas essential for an understanding of public key cryptography, such as discrete logarithms, lattices and elliptic curves;

· To introduce several important public key cryptosystems, such as RSA, Rabin, ElGamal Encryption, Schnorr signatures;

· To discuss modern notions of security and attack models for public key cryptosystems.

Learning Outcomes:
On completion of the course, students should:

· be familiar with the RSA and Rabin cryptosystems, the hard problems on which their security relies and certain attacks on them;

· have a basic knowledge of finite fields and elliptic curves over finite fields, and the discrete logarithm problem in these groups;

· be familiar with cryptosystems based on discrete logarithms, and some algorithms for solving the discrete logarithm problem;

· know the definition of a lattice and be familiar with the LLL algorithm and some applications of lattices in cryptography and cryptanalysis;

· be able to define security notions and attack models relevant for modern theoretical cryptography, such as indistinguishability and adaptive chosen-ciphertext attack.;

· be able to critically analyse cryptosystems;

· have experience with implementing cryptosystems and cryptanalytic methods using a computer algebra package such as Mathematica.

Course

Content:
Background: Integers modulo n; Chinese remainder theorem; finite fields; fast exponentiation; public key cryptography and security; complexity theory.

RSA/Rabin: Key generation; implementation; encryption and signatures; OAEP; the RSA problem and relationship with factoring; square roots modulo a prime; Hastad attack; Wiener attack.

Discrete logarithms: Diffie-Hellman; ElGamal encryption; Schnorr signatures; Diffie-Hellman problem and decision Diffie-Hellman; methods to solve discrete logarithms such as baby-step-giant-step, Pollard rho and lambda, index calculus.

Lattices: Definition of a lattice; GGH cryptosystem; LLL algorithm; lattice attacks on knapsack cryptosystems and variants of RSA.

Elliptic curves: Group law; Hasse bound; group structure; point counting; ECC protocols; Maurer equivalence of DH and DL.

Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:
Cryptography: an introduction – Nigel Smart (McGraw Hill)   001.5436 SMA

Cryptography theory and practice – Doug Stinson (CRC press, 2nd ed.)   

001.5436 STI

Formative Assessment & Feedback:
Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)    Four questions out of five in a two-hour paper:  100%

Coursework (%)
    None

Deadlines:    n/a

DEPARTMENT OF: Mathematics
Academic Session: 2008-9

Course Code:
MT5485
Course Value:
0.5
Status:

(ie:Core, or Optional)
Core for MfA, Optional for MCC

Course Title:
Applications of Field Theory
Availability: 

(state which teaching terms)
Term 1

Prerequisites:
An undergraduate course covering the elementary theory of groups, rings and fields.
Recommended:
None

Co-ordinator:
Dr Andrew Sheer

Course Staff
Dr Benjamin Klopsch

Aims:
To introduce some of the basic theory of field extensions, with special emphasis on applications in the context of finite fields.



Learning Outcomes:
On completion of the course, students should be able to:

· understand simple field extensions of finite degree;

· classify finite fields and determine the number of irreducible polynomials over a finite field;

· state the fundamental theorem of Galois theory;

· compute in a finite field;

· understand some of the applications of fields.



Course

Content:
Extension theory:  Polynomial factorisation.  Field extensions.  Simple extensions.  The degree of an extension.  Applications to ruler and compass constructions.

Classifying finite fields:  The number of irreducible polynomials.  Existence and uniqueness of finite fields of a given size.  Concrete representations of a finite field.

The structure of finite fields:  Roots of irreducible polynomials and the Frobenius automorphism.  Cyclotomic polynomials.  The Galois correspondence for finite fields.  An indication of Galois correspondence for general fields.  The norm and trace of an element.  Applications to m-sequences.  Dual and self-dual bases.  Normal bases and the normal basis theorem.  Applications to multiplication in finite fields.

Discrete logarithms:  The discrete log problem and its applications.  The Pohlig-Hellman and baby step, giant step algorithms.  



Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.

Key Bibliography:


Introduction to Finite Fields and their Applications – R. Lidl and H. Niederreiter (Cambridge UP 1994);  Library reference 512.4 LID.

Galois Theory – I. Stewart  (Chapman and Hall 2003);  Library reference 512.4 STE.

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)   Four questions out of five in a two-hour paper:  100%

Coursework (%)   None



Deadlines:    n/a



DEPARTMENT OF: Mathematics
Academic Session: 2008-9

Course Code:
MT5486
Course Value:
0.5
Status:

(ie:Core, or Optional)
Optional

Course Title:
Permutations and Counting with Groups
Availability: 

(state which teaching terms)
Term 1

(not 2009/10)

Prerequisites:
An undergraduate course in introductory group theory
Recommended:
None

Co-ordinator:
Dr Christian Elsholtz 

Course Staff
Dr Yiftach Barnea

Aims:
Recognising the symmetries of mathematical, physical or chemical structures - such as graphs, tilings, the Platonic solids, crystals, molecules or the entire universe - is fundamental to our understanding of these structures. Since symmetries can be described as permutations, we start by studying the basic properties of permutations. By introducing the notion of a group, we are able to capture and investigate algebraically all the symmetries of a given structure. We proceed to develop the basic theory of finite groups, emphasising concrete examples which are often geometrical in nature. By connecting groups back to permutations via group actions, we solve various types of counting problems concerning discrete patterns. Finally, we explore the subgroup structure of finite groups, again based on counting arguments, and we touch upon one of the most striking achievements of 20th century mathematics, the classification of finite simple groups.



Learning Outcomes:
At the end of the course a student should be able to

· Calculate, use and interpret the cycle structure of permutations;

· Understand the concepts of (normal) subgroups and quotient groups;

· Apply all the isomorphism theorems;

· Count the number of orbits and determine their sizes in specific group actions;

· Apply the concept of a group action to count discrete patterns; 

· Use the Sylow theorems to show that certain finite groups are not simple;

· Prove that the alternating groups are in general simple.



Course

Content:
Permutations: sign of a permutation, cycles, transpositions and cycle structure of permutations, symmetric and alternating groups.

Groups:  group axioms, subgroups, cosets, Lagrange’s theorem, order of a group element, homomorphisms, normal subgroups, quotient groups, isomorphism theorems.

Examples: cyclic groups, permutation groups, e.g. dihedral groups (symmetries of regular polygons) and symmetries of the Platonic solids, matrix groups.

Group actions: definition of a group action, connection with permutations (Cayley’s theorem), orbits and stabilizers, the size of an orbit, the number of orbits, application to counting problems concerning discrete patterns (Polya’s theorem).

Subgroup structure: conjugacy classes, centralizers, p-groups, Sylow theorems, simplicity of the alternating groups in general, non-simplicity of some groups such as p-groups and pq-groups.

Teaching & Learning Methods:
33 hours of lectures and examples classes.

167 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.



Key Bibliography:


Groups and Symmetry - M A Armstrong (Springer).  512.51 ARM

Groups:  a Path to Geometry - R P Burn (Cambridge UP).  512.51 BUR

A First Course in Abstract Algebra with Applications- J.J Rotman (Pearson Prentice Hall).  Library Ref. 

The Theory of Groups:  an Introduction - J.J Rotman (Allyn & Baron).  512.51 ROT

Formative Assessment & Feedback:


Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.

Summative Assessment:
Exam (%)   Four questions out of five in a two-hour paper:  100%

Coursework (%)   None



Deadlines:    n/a



DEPARTMENT OF MATHEMATICS�
Academic Session:  2008-2009�
�
Course Code:�
MT5461�
Course Value:�
200hr�
Status:


(ie:Core, or Optional)�
Core for MfA and MCC MScs�
�
Course Title:�
Theory of Error-Correcting Codes�
Availability: 


(state which teaching terms)�
Term 2�
�
Prerequisites:�
Undergraduate courses on linear algebra and finite fields�
Recommended:�
none�
�
Co-ordinator:�
Dr Christian Elsholtz �
�
Course Staff:�
Dr Koenraad Audenaert�
�



Aims:�
To provide an introduction to the theory of error-correcting codes employing the methods of elementary enumeration, linear algebra and finite fields.�
�



Learning Outcomes:�
On completion of the course, students should:


calculate the probability of error or the necessity of retransmission for a binary symmetric channel with given cross-over probability, with and without coding;


prove and apply various bounds on the number of possible code words in a code of given length and minimal distance;


use MOLSs and Hadamard matrices to construct medium-sized linear codes of certain parameters;


reduce a linear code to standard form, finding a parity check matrix, building standard array and syndrome decoding tables, including for partial decoding;


know/prove/apply the theorem that a cyclic code of length n over a field consists of the codewords corresponding to all multiples of any factor of xn-1;


understand the structure of BCH codes.�
�



Course


Content:�
Basic theory of coding: Words, codes, errors, t-error detection and t-error correction.  The Hamming distance in the space V(n,q) of n-tuples over an alphabet of q symbols (with emphasis on (Z2)n).  Probability calculations.


The main coding theory problem: Construction of small binary codes.  Rate of a code.  Equivalence of codes.  The Hamming, Singleton, Gilbert-Varshamov and Plotkin bounds.  Puncturing a code.  Perfect codes.  Hadamard codes and Levenshtein’s Theorem.  Codes based on mutually orthogonal latin squares (MOLS).


Linear codes: Linear codes as linear subspaces of V(n,q).  Generator and parity check matrices, standard array and syndrome decoding.  Dual of a code.  Hamming codes.


Cyclic codes: Structure of GF(q) relevant to coding theory, minimal polynomial of an element of GF(q); generator polynomial, check polynomial; BCH codes, RS codes.�
�



Teaching & Learning Methods:�
44 hours of lectures and examples classes.


156 hours of private study, including work on problem sheets and examination preparation.  This may include discussions with the course leader if the student wishes.�
�



Key Bibliography:�
A First Course in Coding Theory – R Hill (Oxford UP)   001.539 HIL


Coding Theory – a First Course – S Ling and C Xing (Cambridge UP)   001.539 LIN


The Theory of Error-Correcting Codes – F J MacWilliams and N J A Sloane (North-Holland)   512.23 MAC�
�



Formative Assessment & Feedback:�
Formative assignments in the form of 8 problem sheets.  The students will receive feedback as written comments on their attempts.�
�



Summative Assessment:�



Exam (%)    Four questions out of five in a two-hour paper:  100%


Coursework (%)	    None


Deadlines:    n/a�
�
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