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Abstract

Secure electronic payment systems are of paramount importance in supporting the further
development of electronic commerce. While an electronic payment system must meet the
needs of both businesses and consumers, most of the current electronic payment schemes
are based on the traditional methods of finance we are familiar with in the western world.
The main aim of this thesis is to develop new secure electronic payment schemes that satisfy
the requirements posed by Islamic finance principles, which forbid the payment or receipt of
interest.

After providing a generic model for an electronic payment system, a description of some of
the properties that distinguish the various types of electronic payment systems is given. The
thesis then reviews examples of electronic payment schemes that are relevant to this thesis.
The main concepts underlying Islamic finance are also introduced.

The main contribution of this thesis is to propose four protocols that can be used to conduct
secure electronic commerce transactions in a way that is consistent with Islamic financial
principles. In the theme of developing new schemes to enable new participants to benefit
from electronic payments, we also propose a simple and secure interpersonal payment system.

EMV compliant IC cards have been developed to secure traditional Point of Sale debit/credit
transactions. In this thesis, we propose a way to use EMV-compliant cards to conduct an
electronic Murabaha transaction with the goal of exploiting the widespread deployment of
EMYV cards.

The Internet is the platform on which most electronic commerce transactions are performed.
To build upon this base, this thesis presents a method for conducting a secure electronic
Murabaha transaction using the Internet.

The increase in ownership of mobile phones suggests that they can be an effective means of
authorising payment in electronic commerce transactions, offering security and convenience
advantages by comparison with on-line payments conducted using PCs only. Therefore, this
thesis proposes a new GSM-based payment system that enhances the security of Internet
Murabaha transactions.

Although many charities have a web presence, almost all of them have been designed to accept
credit cards as the only means for making donations. The anonymity requirements of many
donors, however, make the existing means of donation inappropriate for them. A new scheme
supporting anonymous donations and distribution of these donations is therefore proposed.
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This chapter describes the context of the research in this thesis, its contribution to the field

of secure electronic payments, and presents the overall structure of this thesis.
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INTRODUCTION

1.1 Motivation

Commerce is a basic economic activity that involves the buying and selling of goods. As com-
merce became more complicated and inconvenient, humans invented abstract representations
of value. Through history, physical means of payment have evolved from coins made of gold

and silver to bank notes, payment orders, cheques, and credit cards.

Over the last decade, there has been a massive move from conventional to electronic trans-
actions. A powerful force in this transformation has been the emergence of the Internet as a
medium for conducting electronic commerce (e-commerce). Many products are now promoted

and sold over the Internet.

Motivated by the convenience that e-commerce provides for consumers, merchants, and fi-
nancial institutions, transactions have evolved to become a fully electronic process. Advances
in computers, networking technology, mobile networks, and smart cards have enabled new
carriers for consumer financial data to emerge. These include magnetic stripe cards, chip
cards, PCs, and mobile phones. Meanwhile, electronic payment infrastructures have emerged
connecting financial institution computers to merchant Point Of Sale (POS) terminals to

support conventional face-to-face transactions.

As is the case with physical payments, many forms of electronic payment have been pro-
posed. These include electronic money, electronic cheque, chip card transactions, and remote

debit/credit card transactions.

Security has always been very important when dealing with money, and a substantial effort
has been invested to make creating false money very difficult and costly. Unlike physical
means of payment, electronic payments systems do not require that the parties to the trans-
action be physically present at the same location. Therefore the opportunities for transaction

participants or unauthorised third parties to cheat are increased in an electronic payment

18



1.2 Main contributions

scheme. Perhaps the simplest attack on an electronic payment scheme is for a third party to
use stolen account details to conduct a fraudulent transaction. Thus, where user authentica-
tion is not enforced (as is typically the case for current e-commerce transactions) electronic
payment transaction data need to be protected against disclosure to potential adversaries.
Also, electronic payment transaction data need to be verifiably authentic and uncorrupted,
lest false or modified data be used to perform a fraudulent transaction. It is also important
that, once a transaction has been made, neither a merchant nor a customer can deny receiving
or making a payment. The issue of security is thus a particular concern for electronic payment

schemes.

For a Muslim, many of the current electronic payment schemes can be used as long they do
not involve paying interest. However, when a Muslim wishes to buy goods on credit, then a
conventional credit card transaction will not be acceptable since it involves paying interest.
Muslims are required by their religion not to pay or receive interest on financial transactions.
To address this issue, some financial institutions have offered other financial instruments that

are consistent with Islamic law; an example of such an instrument is the Murabaha sale.

Despite the development of many electronic payment schemes, no work appears to have been
done to enable Islamic financial instruments to be performed electronically. This motivates
research on the design of electronic equivalents of Islamic financial instruments, such as means
for conducting electronic Murabaha transactions at the point of sale and via the Internet.
Apart from meeting Islamic requirements, such protocols clearly also need to be convenient

and secure to use by the participants.

1.2 Main contributions

This thesis proposes a variety of new secure electronic payment schemes designed to enable
parties currently excluded from e-commerce to enjoy the benefits it brings. The main contri-

butions of this thesis are as follows.
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INTRODUCTION

e Three novel electronic payment protocols have been proposed that satisfy Islamic finance

principles.

e A scheme is proposed that allows secure electronic charitable donations and distribution

using the Internet and smart cards.

e A protocol is described that enables person-to-person Internet payments.

While EMV debit card transactions are consistent with Islamic finance principles, since the
payment is cleared immediately without payment of interest, EMV credit card transactions
are not, since they involve dealing in interest. To address this issue, a way to use EMV-
compliant cards to conduct a face-to-face Murabaha transaction is proposed (chapter 5).
The scheme only requires users to possess an EMV-compliant debit/credit card. Necessary

changes to the standard EMV payment transaction are described.

The emergence of the Internet has led to the development of a variety of electronic payment
protocols. However, many of these schemes are based on the credit card transaction model.
Therefore, we propose a scheme for conducting a secure electronic Murabaha transaction

using the Internet (chapter 6). The scheme builds upon the SET protocol.

The increase in ownership of mobile phones suggests that they can be an effective means of
authorising payment in electronic commerce transactions, offering security and convenience
advantages by comparison with on-line payments conducted using PCs only. Therefore, in
chapter 7 we propose a new GSM-based payment system that enables Internet Murabaha
transactions to be performed securely. By comparison with the scheme proposed in chapter 6,

this scheme has the advantage of supporting user mobility.

Debit /credit cards provide a simple way for individuals to pay businesses for products and
services, but they do not provide private individuals with the means to make payments to one
another. There do exist schemes by which a payer can make a payment to anyone with an

e-mail address. However, these schemes require both the payer and the payee to move money

20



1.3 Structure of the thesis

from their bank accounts to their account with the scheme provider in order to benefit from
the service. Moreover, the payment instruction does not contain any information that links
the goods being sold to the payment itself. Therefore, these schemes are not particularly
appropriate for the case where a payment is made in exchange for goods. In chapter 8 we
propose a new person-to-person Internet payment system that uses the existing relationships
between buyers, sellers, and their respective banks to perform remote payments, and that

links payment details to the goods being sold.

Finally although many charities have a web presence, almost all of these web sites have been
designed to accept credit cards as the only means for making donations. The anonymity
requirements of many donors, however, make the existing means of donation inappropriate
for them. In chapter 9 we therefore propose a scheme that uses an anonymous electronic cash

technique to make donations, and that employs smart cards for donation distribution.

1.3 Structure of the thesis

This thesis is organised as follows.

Chapter 2 is a preliminary chapter that introduces the security services and mechanisms used

throughout this thesis.

Chapter 3 provides a generic model for an electronic payment system, followed by a description
of some of the properties that distinguish the various types of electronic payment systems.
A review of examples of electronic payment schemes that are relevant to this thesis is then

given.

Chapter 4 introduces the main concepts underlying Islamic finance. We start by briefly
describing the relevant aspects of the religion of Islam. The view of Islam regarding the

payment of interest is presented. Islamic banking as an alternative to conventional banking
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INTRODUCTION

is described, followed by a description of the notion of a Murabaha sale. Finally, we describe

the importance of charity to Muslims.

Chapter 5 proposes a way of using EMV cards to conduct secure Murabaha transactions at
the point of sale. An overview of the EMV card payment transaction procedure is first given.
This is followed by an analysis of security and Murabaha requirements and a description of
a possible modification to the EMV specifications that allows an EMV card to be used to
conduct a Murabaha sale transaction. An analysis of how the proposed extension to EMV

matches the identified requirements is also given.

Chapter 6 proposes a method to conduct secure electronic Murabaha transactions on the
Internet. First, a model for a secure electronic Murabaha transaction is described. We then
identify the security and Murabaha requirements for an electronic Murabaha transaction, and
present the Secure Electronic Murabaha Transaction (SEMT) scheme, designed to address the
identified requirements. Finally, we analyse how the proposed protocol matches the identified

requirements.

In chapter 7 a way of using the GSM security services to conduct a secure electronic Murabaha
e-commerce transaction is proposed. An overview of the wireless infrastructure and services
which are relevant to the proposed protocol is first given. A model of a GSM-based electronic
payment system is then discussed. This is followed by a description of a method for mobile
secure electronic Murabaha transactions using a combination of the Internet, a mobile phone,
and a hash-chain scheme related to S/KEY. A security analysis of the proposed protocol is
then given. Finally, a description of how the protocol can be extended to make use of the

security features of UMTS instead of GSM is presented.

Chapter 8 proposes a new Internet person-to-person payment system. We start by describing
a general model for interpersonal Internet payments. Security requirements are then identified
for a person-to-person Internet payment system. A payment protocol designed to address the

identified security requirements is proposed. Finally, we analyse how the proposed protocol
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1.3 Structure of the thesis

matches the identified security requirements.

Chapter 9 proposes a scheme that supports secure anonymous electronic charity donations.
First, a model for a secure electronic charity donation scheme is described. We then identify
the security requirements such a scheme should fulfill, and propose a scheme that uses an
anonymous electronic cash technique to make donations, and that employs smart cards for
donation distribution. Finally, we analyse how the proposed scheme matches the identified

security requirements.

Finally, chapter 10 gives the conclusions of this thesis.
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SECURITY SERVICES AND
MECHANISMS
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This chapter introduces the security threats, services, and mechanisms used throughout this

thesis.
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2.1 Introduction

2.1 Introduction

In this chapter we briefly describe the generic security threats and the basic security services
(section 2.2 and 2.3) relevant to this thesis, as well as the mechanisms (section 2.4) which
can provide these security services. For a more thorough introduction to all the necessary

cryptography see, for example, [66].

2.2 Security threats

A security threat is a potential violation of security of a system. The following generic security

threats can be identified within a networked information system [58].

e Impersonation, whereby an attacker pretends to be an authorised entity which is entitled

to participate in a transaction.

e Eavesdropping, whereby an attacker monitors network activity to obtain sensitive in-

formation.

e Data replay, where a previous message, in its entirety or in part, is retransmitted after

its recording.

e Manipulation of the content of exchanged data by substitution, insertion, deletion, or

reorganisation.

e Denial of service, i.e. preventing or delaying access to resources by authorised users,
by the prevention or interruption of communications. Denial of service attacks may be

caused deliberately or accidentally.

e Repudiation or denial of participation in part or in all of a communications session by

an entity.
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2.3 Security services

To counter the threats identified in section 2.2, we identify four main security services which
are of importance in this thesis. They are authentication, confidentiality, integrity, and non-

repudiation. The following definitions are based on those given in [50].

2.3.1 Authentication

This service can be sub-divided into the following:

e FEntity authentication, which provides assurance to one party regarding the identity of
a second party involved in a protocol, and that the second has actually participated.
This service provides confidence at the establishment of (or during) a communications
connection that an entity has the identity claimed, and that the current communications

session is not a replay of a previous connection.

e Data origin authentication, which provides to a party which receives a message, assur-
ance of the identity of the party which originated the message. However, it does not,
in itself, provide protection against duplication or modification of data. These latter

properties are issues addressed by a data integrity service.

2.3.2 Confidentiality

This service provides protection for data against unauthorised disclosure. It can be sub-

divided into the following:

o Connection confidentiality, which provides confidentiality for all user data transferred

using a connection,
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o (Connectionless confidentiality, which provides confidentiality for all user data trans-

ferred in a single connectionless data unit, i.e. a data packet,

e Selective field confidentiality, which provides confidentiality for selected fields within

user data transferred in either a connection or a single connectionless data unit, and

e Traffic flow confidentiality, which provides confidentiality for information which might
be derived from observation of traffic flows, e.g. the time at which data is sent, the
volumes of data sent to, or received by, particular recipients, or the length of individual

messages.

2.3.3 Integrity

This service provides protection for data against active threats to the validity of transferred

data. It can be sub-divided into the following:

o Connection integrity with recovery, which provides integrity protection for all the user
data transferred using a connection, and detects any modification, insertion, deletion
or replay of data within an entire data unit sequence. The term ‘with recovery’ means
that, if some form of modification is detected, then the service attempts to recover the

correct data, typically by requesting the data to be re-sent.

o (Connection integrity without recovery, which is the same as previously, but with no

recovery attempted if an integrity failure is detected.

e Selective field connection integrity, which provides integrity protection for selected fields

within the user data, or within a data unit transferred over a connection.

o (Connectionless integrity, which provides integrity assurance to the recipient of a data
unit. More specifically, it enables the recipient of a connectionless data unit to deter-
mine whether that data unit has been modified. Additionally, a limited form of replay

detection may be provided.
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o Selective field connectionless integrity, which provides integrity protection for selective

fields within a single connectionless data unit.

2.3.4 Non-repudiation

This service can be sub-divided into the following:

e Non-repudiation with proof of origin, where the recipient of data is provided with evi-
dence of the origin of data. This evidence will protect against any subsequent attempt
by the sender to falsely deny sending the data. This service is usually abbreviated to

non-repudiation of origin.

e Non-repudiation with proof of delivery, where the sender of data is provided with evi-
dence of delivery of data. This evidence will protect against any subsequent attempt

by the recipient to falsely deny receiving the data.

In both cases the evidence provided by the service must be of value in helping to resolve

disputes using a trusted third party acting as an arbiter (e.g. a judge in a court of law).

2.4 Security mechanisms

In the context of this thesis, a security mechanism is the means by which a security service is
provided. This section outlines the security mechanisms used in the design of the electronic
payment schemes proposed in this thesis. Note that we use X||Y throughout the thesis to

denote the concatenation of data items X and Y.
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2.4.1 Cryptographic hash-functions

A cryptographic hash function is an algorithm that takes a message of any size as an input
and outputs a fixed-length ‘hash code’ (or message digest). Cryptographic hash functions are
used as a building block to help construct other cryptographic mechanisms. For example,

hash functions are used as a component in almost all practical digital signature schemes.

A cryptographic hash function must satisfy the following properties [66].

e Pre-image resistance: Given a random hash code, it must be computationally infeasible

to find an input which the hash function maps to that hash code,

e 2nd pre-image resistance: Given any input, it must be computationally infeasible to

find a second input which gives the same hash code, and

o (Collision resistance: It must be computationally infeasible to find two inputs which give

the same hash code.

2.4.2 Symmetric cryptography

Symmetric cryptography includes symmetric encryption and message authentication codes.
The use of symmetric cryptography requires the sender and receiver to agree on a shared
secret key. Thus a major issue with symmetric cryptography is to find an efficient method to

agree upon, or to securely exchange, keys between pairs of communicating parties.

Symmetric encryption

Symmetric encryption uses a secret key to encrypt a message into ciphertext and the same key
to decrypt the ciphertext into the original message. For the purposes of this thesis, Ex (M)
denotes the symmetric encryption of message M using secret key K. There are two widely

used classes of symmetric encryption schemes: block ciphers and stream ciphers — see, for
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example, [66] for a description of a number of symmetric encryption algorithms.

Message authentication codes

A Message Authentication Code (MAC) function takes as input a message and a secret key
and outputs a fixed length MAC. MACs are used to help guarantee the source and integrity
of a message. A MAC is sent together with the message it is protecting. For the purposes of

this thesis, MACk (M) denotes a MAC computed on message M using the secret key K.

There are a variety of means for computing MACs, typically either based on the use of a

block cipher or a cryptographic hash function (see, for example, [66]).

2.4.3 Asymmetric cryptography

The use of asymmetric, or public key, cryptography, as introduced by Diffie and Hellman
[25], involves the use of key pairs instead of single secret keys, as is the case for symmetric
cryptography. Moreover, each key pair is associated with a single entity, as opposed to secret
keys which are typically shared by pairs or groups of entities. That is, each entity using public

key cryptography has to obtain its own key pair.

Each key pair is made up of public key and a private key. The public key is typically widely
distributed (and does not need to remain secret), whereas the private key should be a secret
known only to its owner. The ways in which public and private keys are used depends on
the type of cryptographic scheme involved. Asymmetric cryptographic schemes are typically
based on complex mathematical functions, and tend to operate rather more slowly than

symmetric cryptographic schemes.

Key management for asymmetric cryptography is a rather different problem than