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Abstract

Public key cryptography is a relatively new branch of cryptography, with the first
cryptosystems published in the 1970’s. Despite its youth, much of our modern
information infrastructure relies on public key cryptography for efficient security.

Public key cryptosystems are built on computationally infeasible mathematical
problems. The two most common problems are factoring large composite integers
and computing discrete logarithms. It is well known that the problems of factoring
a composite integer /N and computing a square root modulo /N are equivalent,
with several cryptosystems designed from this hard problem. A lesser known
equivalency exists between the discrete logarithm and ¢*" root problems. Public
key cryptosystems have been based on the difficulty of the ¢*" root problem,
including a key exchange provably secure against the man-in-the-middle attack.

If ¢ is a prime integer and G is a finite cyclic group such that ¢* divides the
order of (3, then computing a ¢*" root in G appears to be equivalent to computing
a discrete logarithm of an element of order ¢. No known ¢'" root algorithms for
groups G exist which do not require discrete logarithm computation. Earlier work
proved that if a ‘well-behaved’ ¢ root algorithm existed, then discrete logarithms
of elements of order ¢ in these groups could be computed with 2log,(q) calls to
the ¢*" root algorithm.

All known ¢'* root algorithms for G can be reduced to a single algorithm,
described in the thesis. It requires a discrete logarithm computation whenever
¢ divides the order of the group. However, one specialized algorithm is known
which does not require a discrete logarithm computation: Cipolla’s algorithm.

This algorithm only works if GG is the multiplicative group of a finite field. If



Cipolla’s algorithm were more efficient than discrete logarithm computation this
would show that with current technology the ¢** root problem is easier than the
discrete logarithm problem in finite fields. If it was ‘well-behaved’ then it would
give an efficient discrete logarithm algorithm when combined with earlier work.
However in its current form Cipolla’s algorithm is computationally more expensive
than finding a discrete logarithm using exhaustion and does not have the ‘well-
behaved’ property needed to find discrete logarithms.

Cipolla’s algorithm was originally designed to compute square roots when
large powers of 2 divided the order of the group and has not been analyzed
for larger primes. If the algorithm could be modified such that its computational
requirements were less than a discrete logarithm or it were given the ‘well-behaved’
property needed to compute a discrete logarithm, then the balance between the two
problems would be upset, at least in the multiplicative groups of finite fields.

We will show that Cipolla’s algorithm does not upset the balance of the ¢*"
root and discrete logarithm problems. If the computational requirements could
be minimized with respect to ¢, then this implies pre-knowledge of the ¢*" root.
While Cipolla’s algorithm itself gives no further insight into the ¢'* root or discrete
logarithm problems, the research indicates new directions for future work on these

problems.
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Notation

dlg(w)

N(), Nepa (f)

ord(G) , ord(g)

n—1

F(A) = [F5(A)];=

the set of natural numbers {1,2,3,...};

The ring of integers under standard addition and multiplication;
the ring of integers modulo P;

the finite field of order P and its multiplicative subgroup;

the cyclic group generated by a;

the index or discrete logarithm of w base g: g%(™) =

w;

the norm of v € Fp, or of f(x) € Fp[z] with respect to Fpq;
the order of the group G or the order of the element g € G|
a finite cyclic group and one with given order s;

a divides b;

for prime ¢ and integer n > 0, ¢" |b and ¢" " fb;

lg(P) = log,y(P);

the ¢'" root returned using Cipolla’s algorithm and irreducible

degree ¢ polynomial f € Fp|x] or its root 7 € Fpq;

, the n dimension discrete Fourier transform on A € Ff or

A(x) € Fplz];

11



Chapter 1

Introduction

Public key cryptography is a relatively new branch of cryptography, with the first
cryptosystems published in the 1970’s. Despite its youth, much of our modern
information infrastructure relies on public key cryptography for efficient security.

Public key cryptosystems are built on computationally infeasible mathematical
problems. The two most common problems are factoring large composite integers
and computing discrete logarithms. It is well known that the problems of factoring
a composite integer N and computing a square root modulo NV are equivalent, with
several cryptosystems designed from this hard problem, as in [36] and [14]. A
lesser known problem equivalency exists between the discrete logarithm and ¢'*
root problems. Public key cryptosystems have been designed off of the ¢*" root
problem, including a key exchange provably secure against the man-in-the-middle
attack. This key exchange is known as the Secure Authenticated Key Exchange

(SAKE) and is briefly described below. See [22] for a more detailed description.
SAKE Components
q : A large prime integer;

Gg2 + A group (or subgroup) for which discrete logarithms are “hard” and which

has order ¢

12
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problem. It was first suggested for use in public key cryptosystems in 1999 in [4].
Like the square root problem, it is concerned with the difficulty of root computa-
tion. Unlike the square root problem, its difficulty is linked not to factoring but the
discrete logarithm problem. Traits of the cryptosystem arise from the problem on

which it is based. Factoring based algorithms are generally simpler to implement

u € G2, whose order is ¢*;
Long term secret integer (modulo ¢?) for user i;
The public version of x;, namely a; = u™;

A one-time random secret integer (modulo ¢?) for user i

: The public version of r;, namely b; = u";

Simplified Authenticated Key Exchange (SAKE)
1. Transmit the b; values;

2. Receive b;;

3. Compute: 7; = bja; = u™ ",

4. Compute the shared key: ¢ """ = ylritard(@itrio);

Simplified Authenticated Key Exchange
A B

bp=u"A
_;L>

TA,TAQB TB,I'B,AA
bp=u"B

(quaB>($A+q7’A) — u(mA-l—qrA)(a:B—i—qu) — (b(ilaA)(a:B—f—qu)

The ¢'* root problem is a very newly discovered computationally infeasible

13



and have straight forward encryption/decryption processes, as in RSA [37]. Dis-
crete logarithm based algorithms have different qualities: simplified infrastructure,
increased flexibility in choice of underlying group, and often improved confidence
in its security.

In large systems with many users, discrete logarithm based systems can simplify
key generation and updating. Factoring based algorithms generally require each
user to have their own secret moduli, which determines the ring over which to
operate. In a large system this requires the secure generation and distribution of
many two prime composite integers. In discrete logarithm based systems, all users
can operate over the same group. Furthermore, if a public/private key pair is
compromised in a factoring based system, the factorization is also compromised
and the ring must be replaced. If the cryptosystem is one of the few which allows
for a shared modulus, a single compromise would require the re-keying of the
entire system. In a discrete logarithm based system only the public/private key
pair for the individual would need to be replaced — the group structure could
remain.

Both factoring and discrete logarithm based cryptosystems are computationally
expensive compared to their symmetric counterparts. The cost of discrete logarithm
(and therefore ¢'" root) based systems can be greatly reduced by choosing an
appropriate group. Elliptic curve cryptosystems are based on the discrete logarithm
problem over a group of points on an elliptic curve [24], greatly reducing the
required key size and often the computation.

Both factoring and discrete logarithm based algorithms have attacks based
on the order of the group. An ill chosen group with poor order, such as those
vulnerable to the attack in [33], severely weakens the security of the algorithm.

Public knowledge of the group’s order, as in most discrete logarithm based systems,

14



can reassure both secret key holders and public users of the systems security.
The ¢'" root problem opened new public key design possibilities while retaining

the benefits of discrete logarithm based systems. Algorithms based on the ¢** root

problem work over the same types of finite cyclic groups that discrete logarithm

based algorithms use.

1.1 The ¢ root and discrete logarithm problems

The ¢'" root problem is closely connected to the discrete logarithm problem. In
chapter 5 we prove that, in certain circumstances, the two problems are computa-
tionally equivalent. In other words, the ability to take discrete logarithms implies
the ability to solve the ¢'* root problem and the ability to solve the ¢*" root prob-
lem implies the ability to compute discrete logarithms. This section defines the
two problems.

The discrete logarithm problem is one of the foundational problems of public
key cryptography and is throughly described in most books on cryptography such
as [43] and [31], and a formal definition of the discrete logarithm function is in
section 2.2. For elements ¢g,a € G where G is a finite cyclic group, the notation

dly(a) will be used to denote the discrete logarithm of a to the base ¢: g¥d@) =

a.
The ¢*" root problem is not as well known as the discrete logarithm problem.
The first reference to the ¢*" root problem as a basis for public key cryptographic

algorithms is in [4].

Definition 1.1.1 (¢*" roots and the ¢'" root problem): Let q be a
prime integer and G be a finite cyclic group such that ¢* |ord(G). If
w,a € G such that a? = w then a is a ¢'* root of w. The ¢"" root

problem is to find a ¢ root for a given w € G.

15



Let a ¢'" root exist for w € G where w # 1. In chapter 5 we show that

Q=

(w)e € (w) exists only if ¢ Jord(G). If ¢2 ford(G) a ¢'* root can be found with
a simple exponentiation. However, if ¢* |ord(G), then (w)% ¢ (w) and a ¢'" root
can not be found with an exponentiation. The most efficient ¢*" root technique
currently known requires computation of discrete logarithms of elements with order
q. This is described in more detail in chapter 4.

Computing ¢'" roots for the special case of ¢ = 2 (i.e., square roots) has
recieved great deal of attention. The most efficient square root algorithms over
finite cyclic groups are essentially equivalent'. Algorithm 4.1.1 generalizes these
square root techniques, explaining the major steps and why they are needed. No
matter how the algorithm is described, all require discrete logarithm computations
in a subgroup of order 2 when (2%) divides the order of the group. This fact is
often disguised behind quadratic reciprocity testing and the simplicity of finding
the discrete logarithms of elements of order two.

Similarly, there is really only one known ¢ root algorithm on finite cyclic
groups, generalized in algorithm 4.2.1. Substituting ¢ = 2 into this algorithm

produces algorithm 4.1.1. For ¢ > 2 the discrete logarithm computation can not

be disguised.

1.2 An unexplored algorithm

An equivalency proof of the ¢*" root and discrete logarithm problems was given
in [4] and is also shown in chapter 5. It is easy to show that the ability to
compute discrete logarithms implies the ability to find ¢** roots. The difficult

part is proving that the ability to compute ¢** roots implies the ability to compute

!Other algorithms for computing square roots exist when working over a finite field, such as
[40]

16



discrete logarithms. In the equivalency proof this was done by first assuming the
ability to compute ¢ roots, then using this ability to compute discrete logarithms.
This ability is defined by a ¢ root oracle: an imaginary machine which computes
q'" roots.

Unlike the discrete logarithm problem, the ¢ root problem does not generate
a well defined function. If a ¢*" root exists for w € G, then there are ¢ solutions
to (w)% So the proof made assumptions about the type of ¢'* roots the oracle
returned. The assumptions were based on general purpose ¢! root algorithms
currently known which do not require discrete logarithm computations, as in [2],
[21], and chapter 4.

Although the efficient ¢*" root algorithms over arbritrary finite cyclic groups re-
quire discrete logarithm computations, one special purpose algorithm exists which
does not: Cipolla’s algorithm [7] and [2]. This algorithm finds ¢ roots in the
multiplicative group of a finite field, F*, by working in its extention field ' of
degree ¢. It was originally designed to compute square roots (¢ = 2). The general
purpose form of the algorithm computes ¢ roots for any prime ¢ dividing the
order of the multiplicative group and is described in section 4.3.

Cipolla’s is the only known ¢'* root algorithm which does not require com-
putation of discrete logarithms. Unfortunately the algorithm is computationally
more costly than computing a discrete logarithm, even using simple exhaustion,
for all but the smallest primes ¢ or if very large powers of ¢ divide the order of the
group (section 4.4). Furthermore, it produces a random oracle and does not satisfy
the assumptions needed for the equivalency proof in [4]. If Cipolla’s algorithm
could be modified so that either the computational requirements were significantly
reduced and/or it produced ¢'* roots which fit the needed ¢'* root oracle in the

equivalency proof, then it could be used in several ways:

17



e If the algorithm could be modified such that the computational cost was less
than that of current discrete logarithm techniques this would show that with
current technology the ¢'" root problem over finite fields is computationally

less expensive than the discrete logarithm problem.

e If the algorithm could also be modified to satisfy the requirements of the ¢*"
root oracle, then it could be used in conjunction with the algorithm outlined

in [4] and chapter 5 to compute discrete logarithms.

The goal of this research is to investigate Cipolla’s algorithm, find out what
modifications are possible and what impact these discoveries have on ¢*" root based
cryptographic algorithms. We show that modifying Cipolla’s algorithm in certain
fields to minimize the computational requirements implies knowledge of a ¢'*
root without using Cipolla’s algorithm. This implies that Cipolla’s algorithm can
not be modified to assist with ¢ root or discrete logarithm computation without
the ability from another source to compute ¢'* roots. In other words Cipolla’s
algorithm has no impact on either the discrete logarithm or ¢ root problems, or

on the cryptography based on these systems.

18



Chapter 2

Number theory for finding roots
and Cipolla’s algorithm

This chapter covers the background number theory needed for the ¢* root problem
and Cipolla’s algorithm. Cipolla’s algorithm computes ¢*" roots, where ¢ is prime,
in a finite field Fp with ¢* |(P —1).

The algorithm operates in the extension field Fpq,. This section covers the the-
ory and tools needed to examine both the ¢ root problem and Cipolla’s algorithm
and to explore modifications to the algorithm.

This chapter describes well known concepts relevant to the ¢** root problem.
Section 2.1 deals with the unique, number theoretic traits of the order of [},
the group in which Cipolla’s algorithm operates. The remaining sections describe

more common number theoretic concepts but described in unique ways which

enable them to be applied to the ¢** root problem.

2.1 Number theoretic structure of (P? — 1)

Cipolla’s algorithm [7] was originally designed to compute square roots in a finite
field, Fp, and worked in a second degree extension field of Fp. The extended

version of Cipolla’s algorithm computes ¢'" roots , where ¢ is a prime integer, in a

19



prime integer, ¢ > 2
order of base field Fp

n>1and ¢"||(P—1)
o= (P-D)

qn
_ (PT-1)
K= q(P—1)

S| e |3l

Table 2.1: Parameters for [Fpq

finite field where ¢ divides the order of the multiplicative group. This algorithm
works in a degree ¢ extension field and is described in section 4.3. Since the
algorithm operates in the multiplicative group of the extension field, the first step
in understanding Cipolla’s algorithm is to understand the form or factorization of
the order of this group: (P? — 1). The following will be shown in this section:

Let ¢ be prime with P = (¢"s+ 1), n > 1 and ged(q, s) = 1 (table 2.1). Then

1. P71 —1=q¢""'sK with ged(K, P —1) = 1;

14527t forqg=2

2. Kmod (P—1) = { 1 otherwise

3. If r |K then 7 = 1 mod g.

Many of the properties hold for n = 1 but the ¢** root problem is of interest only

for n > 1.
Theorem 2.1.1. If q is prime, n > 1 and P = (q"s + 1) with gcd(q, s) = 1, then
(P?T—1) = q""'sK with

1+s201 ifg=2

1 otherwise (2.1.1)

Kmod(P—l)E{

Proof. We are given that (P—1) = ¢"s and know that (P? — 1) = (((P — 1) + 1) — 1).

20



Expanding this equation gives:

Pq_1:(—1)+i(§)(P_1)f
:(P—1)§q:(‘§)(13—1)2‘—1

i=1

q—1
1 .
= — n(g—1)—1.q—1 - q o i—1
v 1)q<q i +Z;Q(i)(P Y )
therefore

-1
(P1-1) (¢=1)—1 g—1 — ! q i—1
K=~—— "L — bl (T ) (P=-1)

—1
1 .
— <qn(q—1)—18q—1 + 1+ § a( ) 1)2—2)
=2

1+s21 ifg=2
1 otherwise

Therefore

Kmod(P—l)E{

O

It is clear from this theorem that ged(K, (P — 1)) = 1, as is shown in the

following corollary.

Corollary 2.1.2. Let q, P,n, s, K be defined as in table 2.1. Then gcd(K, P — 1) =
1.

Proof. This follows directly from theorem 2.1.1: K = 1 mod s and since n >
1, K = 1 mod q. Therefore ged(K,s) = ged(K,q) = 1 and ged(K, ¢"s) =
ged(K,P—1)=1. O

At this point we know that P¢ — 1 = ¢""!'sK with ¢, s, K pairwise relatively
prime and that X' = 1 mod ¢"s for all ¢ > 2. One final property of K will be
shown: all divisors of K" must be congruent to 1 modulo ¢q. This implies that the

smallest factor of K possible is (2¢ + 1).
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Theorem 2.1.3. Let P,q, K be defined as table 2.1. If r is a prime divisor of K
then:

r=1mod q. (2.1.2)

Proof. Since r|K |(P?—1) and ged(K,P —1) = 1, we know that P? = 1
(mod r) and P # 1 mod r. So P is a non-trivial ¢ root of unity modulo 7.
This implies that ged(q, ¢(r)) > 1. ¢,r are prime and ged(q, ¢(r)) > 1 together

implies that ¢|(r — 1) and therefore r = 1 (mod q). O

Notice that although this theorem specifies r as a prime divisor of K, a trivial
extention allows r to be any divisor of K.

For polynomial irreducibility testing (appendix B.1) and for proving certain
relationships between conjugate elements in Fp, (lemma 9.1.1) more information
about the relationship between ¢, K and (P' — 1) for 0 < i < ¢ is needed. The

following lemma details these relationships.

Lemma 2.1.4. Let a,b € N and gcd(a,b) = 1. Then:

pPr—1 P"—1
=1 2.1.
and if ¢|(P — 1) then
P —1
2 = a mod ¢

Proof. Corollary 3.7 in [29] states that ged(z® — 1,2° — 1) = 28¢da@d) _ 1 Since

ged(a,b) = 1, ged(P* — 1, P* — 1) = P — 1. Therefore

gcd<(P“—1) (Pb—1)> :1

(P—-1)" (P—1)

22



We know that (55__11)) = ;:01 Piand q |(P — 1) implies P = 1 mod ¢. There-

fore

pPe_1 a—1 i
P—1 :;P

= a mod ¢

2.2 The discrete logarithm function

The discrete logarithm function, the inverse of exponentiation in a finite cyclic
group, can be found in numerous sources, such as [31] and [38]. The function is

formally defined here because of its importance to the ¢** root problem.

Definition 2.2.1 (discrete logarithm function): Let G be a finite
cyclic group, g € G be a generator with ord(g) = R, and a € G
such that a = g° for some x € Zpr. The discrete logarithm function

with base g, dly: G — Zg is defined as
dlg(a) = . (2.2.1)

Notice that the range of the function dl, is defined here to be Zp, instead of Z. Any
integer y € (x + RZ) is a valid solution to dl,(¢”) and any integer y ¢ (x + RZ)
is not a solution. The discrete logarithm function is well defined when the range

is set to Zg: Suppose dl,(a) =z and di,(a) = y. Then

g9 =9’
— g7 =1
—x—y|R

— r=ymod R

23



2.3 The Chinese remainder theorem in finite cyclic
groups

The Chinese remainder theorem (CRT) is a powerful tool used extensively in this
research. A generalized proof of the CRT over ideals in a commutative ring is
given in [25] and [19]. The CRT in the integers, combined with the exponentiation
(or its inverse, the discrete logarithm function), can be used to reduce operations
in a finite cyclic group into operations on its subgroups with co-prime order. This
technique was used in [33] to simplify discrete logarithm computation and is often
used to minimize computation in RSA — at least for the holder of the secret key.

It is well known that any finite cyclic group G of order R is isomorphic to the
group Zj},. Furthermore if R can be factored into co-prime parts, R = pg, then the
ring Zp is isomorphic to the ring (Z, x Z,). Combining these two isomorphisms
gives us a group isomorphism from G to the subgroups of G of order p and gq.
However multiplicative operations in Zx and how they relate to the group G are
central to root finding. For example, when ¢ /R, the isomorphic equivalent to
computing a ¢ root G is multiplication by ¢~ € Zy. For this reason, we extend
the finite cyclic group to a finite ring. This new ring is isomorphic to Zg, uses
the Diffie-Hellman oracle [9], and enables the ¢ root problem to be reduced to

the subrings of co-prime order.
Lemma 2.3.1. Let G be a finite cyclic group of order R with G = (g), and define
the binary operations (®,®) on G by:

9* gl =g""
9" @9 =g".

Then G = (G, ®,®) is a commutative ring with unity g.
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Proof. Define 0,:Zr — G by 0,(x) = ¢°. Since Zg is a commutative ring with
unity 1, if 6, is an isomorphism then G is a commutative ring with unity ¢! = g.
The function 6, is a ring isomorphism if it is a bijection and homomorphic under
addition and multiplication. Since G = (g) is a finite cyclic group of order R,
0,:7Z} — G is a group isomorphism (bijection and homomorphic). It remains to
be shown that 0, is also homomorphic under multiplication.

Let x,y € Zi. Then

Qg(xy) =g

= 0y(x) ® 0y(y)

Therefore 6, is homomorphic under multiplication and 6, is a ring isomorphism.

Therefore G is a commutative ring with unity g. U

The function ¢, is exponentiation, therefore its inverse is the discrete logarithm
function: 6! = dl, as defined in 2.2.1.

The second ring isomorphism needed is defined by the CRT. Let R € Z be
R = pq with ged(p,q) = 1. The CRT function ¥ : Zr — (Z, X Z,) is an
isomorphism (corollary 2.27 [20]).

A composition of the exponentiation (6,) and CRT (V) isomorphisms defines
an isomorphism between G and its subrings of relatively prime order (\TJ). With this
isomorphism operations in CAJ, in particular computing ¢*” roots, can be performed
using operations in the subgroups of relatively prime order.

Let the order of G be R = pq where p, ¢ are co-prime and G, = (g,), G4 =
(gq) be the subgroups G of order p and ¢ respectively. Then the mapping 6, .
(Zy x Zq) — <é; X é\q) defined by

egpagq (x,y) = (egp(x> 799!1 (y>) = (g;:’gg)
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o~ 9_1
G —G4— ZR
d )
~ 7T N0
<Gp X GQ) e (Zp X Zq)

Figure 2.1: U function diagram

is also a ring isomorphism. Composing the isomorphisms 9;1, U, 0,4, gives the
isomorphism U:G— <@p X @q) as in figure 2.1:
U(a) = by,4, -V -0, (a) = (a, ) (2.3.1)

The isomorphism ¥ can be used in the q'" root problem, reducing the problem
to finding roots in subgroups of prime order. Leaving the general group and
concentrating on the group of order ¢%s of interest, let G = (g) be the finite
cyclic group of ord(G) = ¢"s where ged(q,s) = 1 and n > 1, and w € G be
the element we wish to find the ¢ root of. If g, = ¢g7" and g,» = ¢°, then the
subgroups G = (gs) and Gy = (g4n) are subgroups of G with orders s and ¢"
respectively. Finding a ¢'" root in G is trivial, as an inverse for ¢ exists modulo

1 . « . . .
= ds, p q- No inverse for ¢

Q=

s: (w)
exists in Zg». Simple exponentiation alone can not solve the problem. The best
method currently known for computing a ¢ root in this subgroup is to compute
a discrete logarithm.

For computational purposes exact formulas for ¥, U ~! are given here as well as
derivation of the generators for G, GG;. The CRT functions used in the examples
are

U(z) = (z mod p, x mod q). (2.3.2)

and its inverse ~':(Z, x Z,) — Zg defined by

Uz, 2y) =q (qu_l mod p) +p (qup_1 mod q) mod R. (2.3.3)
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These formulas can be found in [1].

Let g, = g%, g, = ¢*. The order of the subrings é; = (gp) and é; = (g,) are

_ o) _pa_
O’I“d(Gp> - gcd(o')“d(g) 7Q) q g
ord(G,) Ly = '

~ ged(ord(g),p)  p

therefore they are generators of the co-prime subrings.

W=

The following example demonstrates use of U to compute (12)3 in Zj,.

wl=

Example 2.3.2 — Compute (12)3 in Fyg: The group used is G =

F;y = (2), which has order 18 =2-3% Letp =2, ¢ =3, n = 2,

W=

and Ip = 24" — 18; Jgn = 20 =4, Compute (12)

1. Use U to map the problem into subgroups of order 9 and 2:

~

B(12)%) = (0297, 12)7) = (a8)*, (1) );

2. Solve the root problem for Go: 37! = 1 mod p; (18)

W=

= 18;

3. Since ¢ divides the dl, , (11), compute the discrete logarithm:
dlg(s n)(ll) = 2mod 3; .. dly,(11) = 2+ 3z mod 9 for 0 <

T <3
4. Solve the ¢'" root problem in Gy: (11)7 € {g2, g7, g5} = {16,17,5};

5. The inverse values needed for the inverse of the CRT are: ¢! =

1 mod p, p~! = 5 mod g;

6. Patch the two results together with the inverse CRT function:

~

U-1(18,5) = 18! x {16,17,5}® = {15, 13,10} mod 19.

So any element of the set {15, 13,10} are ¢! roots of 12 in Fy,.
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2.4 Residues and residuosity testing

The focus of this research is on the ¢'* root problem in finite cyclic groups,
particularly over finite fields. The concepts of residues and residuosity are used
throughout this paper and and are discussed in great detail in [28]. Unless other-
wise stated, all groups are assumed to be finite cyclic groups.

The terms residue and residuosity most often refer to residues of order 2:
quadratic residues or quadratic residuosity. A definition of quadratic residues is
given in section 6.5 of [18]. The generalized concept of residues, that is of order
greater than two, are defined in chapter 4.7.3 of [38]. Many techniques exist
for exploring quadratic residuosity, such as quadratic reciprocity laws and Jacobi
symols, which do not generalize to residuosity of orders greater than 2. The
definitions and algorithms given here are generalized for residues of prime order

q in finite cyclic groups.

Definition 2.4.1 (¢ residue/mon-residue): Let ¢ € Z with q > 1,
G a finite cyclic group with q|ord(G). w € G is a q'* residue (or
q"-power residue) in G if there exists an element a € G such that

a? = w. If no such a exists then w is a ¢'" non-residue.

So a ¢'" residue is any element in G for which a ¢ root exists.

Definition 2.4.2 (¢! residuosity): The ¢! residuosity of an element
w is its status as either a ¢ residue or non-residue. Two elements,
wi,wy € G, have the same ¢ residuosity if wy,wo are both ¢'"
residues or both ¢'" non-residues in G. They have differing ¢*" resid-

uosity if one element is a ¢'" residue and the other is a ¢'" non-residue.

Definition 2.4.1 leads to the following equivalent statements on ¢ residues
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in finite cyclic groups, a corollary concerning multiplication by ¢ residues, and

an algorithm for testing residuosity.

Lemma 2.4.3. Let G = (g) be a finite cyclic group and q € 7 with ¢ > 2 and

qlord(G). If w € G then the following statements are equivalent:
1. wis a ¢'" residue;
2. ord(w) mfI—G)
3. dly(w) =0 mod q.

Proof. From definition 2.4.1, w € G is a ¢'" residue if and only if there exists
a € G such that a? = w. Since g is a generator of GG, there exists ¢t € Z such
that ¢' = a, therefore ¢ = w and dl,(w) = qt = 0 mod q. Therefore w is a ¢

residue if and only if di,(w) = 0 mod q. We know that

_ ord(g)
ged(ord(g) , dlg(w))

ord(w)

therefore di,(w) = 0 mod ¢ if and only if

gcd(ord(g)’ dlg(w)) ord(w) = ord(g)

q q
which implies that d/,(w) = 0 mod ¢ if and only if ord(w) @ Therefore the
three statements w is a ¢'* residue, ord(w) mfl—G), and dl,(w) = 0 mod ¢ are
equivalent. ]

Corollary 2.4.4 (Multiplication by ¢'" residue does not change residuosity).
Let w € G be a ¢" residue and a € G. Then the elements a,wa have the same

q'" residuosity.
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Proof. Let G = {(g), a = g'« and w = ¢g?. From lemma 2.4.3 a is a ¢ residue
if and only if dl,(a) = t, = 0 mod ¢. Since wa = g?*', dl,(wa) = qt + t, =

t, mod q, therefore wa has the same residuosity as a. L

Residuosity testing on w € G determines whether or not w is a ¢*" residue in
G. If w passes the ¢'" residuosity test then ord(w) 0"51—0), and w is a ¢'" residue.

If w is a ¢*" residue then ¢*" roots exist for w.

Algorithm 2.4.5: ¢'" residuosity test
Input: w e G

Output: an answer to the question ‘is w a ¢*" residue’

ord G)
I: Compute x =w ¢

2: Ifz =1, wis a ¢'" residue; otherwise it is not.

2.4.1 Residuosity and discrete logarithms

Quadratic residuosity can also be used to determine the discrete logarithm, reduced
modulo 2, of an element. If G = (g), 2|ord(G) and a € G, then from lemma
2.4.3 a is a quadratic residue if and only if di,(a) = 0 mod 2. If @ is a quadratic
non-residue, then dl,(a) # 0 mod 2 which implies dl,(a) = 1 mod 2. Therefore
the discrete logarithm base ¢, modulo 2, of a is 0 if a is a quadratic residue and

1 if and only if it is a quadratic non-residue.

Example 2.4.6 — quadratic residuosity determines d/, mod 2: Let
G = Z;, with generator ¢ = 3. Quadratic residuosity testing in G
implies raising an element to the 8 power. 7 = 16 mod 17 so the
dly(7) = 1mod 2. 2® = 1 mod 17 so the dl,(2) = 0 mod 2. The

discrete logarithms are dl,(7) = 11 mod 16; dl,(2) = 14 mod 16.
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Square root algorithms which work in groups whose order is divisible by 4 use
this fact either explicitly or implicitly. If 2" is the largest power of 2 dividing the
order of the group, with n > 1, then the discrete logarithm modulo 2" is found
using 2'-th residuosity testing, where 0 < i < n. Only the upper (n — 1) bits of
this discrete logarithm are needed as the low order bit must be 0 (i.e., the element

must be a quadratic residue) for the root to exist.

Example 2.4.7 — square roots using residuosity testing: Let G =
75, with generator g = 3, and (&, be the subgroups of GG of order ¢.

Find the square root of wy = 15 mod 17. Let:

w; = g2?=i+1 Y% mod 17

i—1 64
_ Y iloig,
a; = g*=i=0""* mod 17

be the current remaining quadratic residue and square root values with

[SIE

wo = 15, ag = 1. The final values will be wy = 1, as = (wy)?.

1. xo must be zero, otherwise no square root exists. Test this with
residuosity testing: w® = 15 = 1 mod 17, so ¢y = 0
2. Compute x; by computing the quadratic residuosity of wy € Gjs:

wg = 15* = 16 mod 17, so x; = 1. Remove x; from wy:

w; = weg 2 =15x2=13; Add 1 to ap: a1 = ag X g = 3.

3. Compute x5 by computing the quadratic residuosity of w; € Gy:

w? = 132 = 1 mod 17 so x5 = 1. Remove x from wi: wy =

wig~* = 1mod 17. Add x5 to ai: as = a;¢9®> = 10 mod 17.

4. Compute x3 by computing the quadratic residuosity of wy € G:

weg =150 x3 = 0.

The ¢*" root of 15 is +a, = +10 mod 17.
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For prime ¢ greater than 2, ¢*" residuosity testing does not produce the discrete
logarithm modulo ¢. If G = (g) and a € G, then ¢'" residuosity testing only
determines if dl,(a) = 0 mod q. If ¢ is large and a is a ¢'" non-residue, residuosity
testing gives very little information. Residue testing can not help compute ¢*" roots
for these larger ¢. Instead, discrete logarithms are computed. If ¢" is the largest
power of the prime ¢ dividing the order of the group, that is ¢" ||ord(G), n — 1
discrete logarithms, using a base of order ¢, must be found. These algorithms are

described in chapter 4.

2.5 ¢'" roots of unity

Another important tool for this research is a primitive ¢** root of unity.

Definition 2.5.1 (¢'" root of unity and primitive ¢*" root of unity):
A ¢'" root of unity in a finite cyclic group G is an element h € G such

that h? = 1. h is a primitive ¢'* root of unity if k' 1V 0 < i < q.

The element 1 is always a ¢ root of unity for any ¢. If ¢ is prime and h # 1 is a
¢ root of unity, then it must also be a primitive ¢** root of unity. Notice that if
h € G is a primitive ¢'" root of unity, then G, = (h), the subgroup of G of order
q.

The following lemma is well known and can be found in [1]. It applies to ¢"

roots of unity in the multiplicative group of a finite field.

Lemma 2.5.2. Let ¢ be a prime integer and h # 1 be ¢ root of unity in a field
F. Then:

q—1
Y ht=0v0<t<g (2.5.1)

=0
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If w € G is a ¢ residue then it is well known that it has exactly ¢ distinct
roots. Multiplying a given ¢ root by any ¢ root of unity produces another ¢

root.

Lemma 2.5.3 (There are ¢ distinct roots for every ¢ residue). If w € G is a

1
q'" residue then there are q distinct solutions to (w)e.

Proof. Let n,(w) be the number of ¢'" roots for w. By definition, a ¢*" residue has
at least one solution a to a? = w, or a = (w)% For any h € G,, (ah)? = a9(1).
Ifb € G is a ¢"" root of w, then (a~10)? = w™lw = 1. Therefore a~'b = h € G,,
and b = ah. This implies that the set of ¢! roots of w is exactly the coset

{ah | h € G,} and n,(w) = q for all ¢'" residues w € G. O

q'" roots of unity also play an important role in chapter 9. Using ¢! roots of

unity in functions closely resembling Fourier transforms we can:
1. easily compute all conjugates of a given element;

2. represent ¢ irreducible polynomials for use in Cipolla’s algorithm with a

single set of ¢ elements in Fp.

2.6 Conjugates, Norms, and Traces

Cipolla’s algorithm for finding ¢'* roots in Fp, described in section 4.3, operates
in the extension field Fps. Conjugates, norms and traces of elements in Fp, are
crucial to understanding the algorithm. General definitions can be found in [20]
and [26]; definitions and theory over finite fields can be found in [29]. The

following definitions are specialized for the extension field, Fpq.
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Definition 2.6.1 (Minimal polynomial): The minimal polynomial for
a € Fpq is the monic polynomial, f(x), of lowest degree n > 1 over

Fp for which f(a) = 0.

Definition 2.6.2 (Degree of o« € Fpq): The degree of o over Fpq is

defined to be the degree of its minimal polynomial

Lemma 2.6.3. Every element Fpq \ Fp, where q is prime, has degree q.

Proof. Let o € Fpq \ Fp. The degree of o must divide ¢ (theorem 1.86 in [29]),
and since ¢ is prime deg(a) € {1,¢}. An element a € Fp, is the root of a degree
1 polynomial if and only if & € Fp. Therefore every element in Fp, \ Fp must

have degree q. L

Definition 2.6.4 (Conjugates): If o € Fpq, has minimal polynomial
f(z) of degree m, then the conjugates of « are the distinct elements
{apj |0<j<m } These elements are the m roots of f(x) (theo-

rem 2.14 in [29]).

Any element in Fps \ Fp has degree ¢, and therefore has ¢ conjugates, including
itself. Since the conjugates of o € Fps \ Fp are the distinct roots its minimal
polynomial f(x), we know that

q—1

flz) = H <x - Oépj) : (2.6.1)

=0
The following defines norms and traces for both elements in Fp, and irre-
ducible degree ¢ polynomials over FFp. The norm and trace of an irreducible

degree ¢ polynomial over Fp is simply the norm and trace of one of its roots.
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Definition 2.6.5 (Norm): The norm of o € Fpq is the function N :

Fps — Fp defined by:

N(a) =[] " (2.6.2)

The norm of an irreducible polynomial f(x) over Fp with root o €

Fpa, with respect to Fpa, is Ng,,(f(z)) = N(a).

Definition 2.6.6 (Trace): The trace of o € Fpq is the function Tr:

Fps — Fp defined by:
Tr(a) =Y o (2.6.3)

The trace of an irreducible polynomial f(x) over Fp, with respect to
Fpq, is the trace of any one of its roots in Fpq: if o« € Fpq such that f(a) =

0 then Tr(f) = Tr(«).

For elements in Fp, \ Fp the sum and product of all conjugates of an element
have special properties. The following theorems describe a collection of these
properties. Variants on these theorems and the proofs can be found in chapter 3 of
[29]. The first theorem describes properties of roots of degree ¢ monic irreducible
polynomials. The second theorem describes properties of norms and traces in

general.

Theorem 2.6.7. Let f(x) = >_!_ ¢;z" be a degree ¢ monic irreducible polynomial

over Fp with root oo. Then:
1. N(a)=(—1)c
2. Tr(a) = (—1)cq—

Theorem 2.6.8. Let o« € Fpq Then:
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1. the norm is

2. The norm and trace are mappings from Fpq to Fp;
3. The norm and trace are multiplicative and additive respectively:

N(OZlOZQ) = N(Oél) N(Oég)

Tr(on + ag) = Tr(aq) + Tr(as)

The exponent used in the norm function has a particularly nice form when
q|(P —1). Recall from section 2.1 that if (P — 1) = ¢"s where ged(q, s) = 1,

then (P?—1) = ¢""'sK where ged(¢"s, K) = 1. The exponent used in the norm

function for these fields is (1]35:11) = qK. Therefore if N(n) = n?® = w then

Q=

(w)s =n~. (2.6.4)

This is the heart of Cipolla’s ¢ root algorithm, described in section 4.3.
Although nice formulas exist for computation of the norm, few exist for com-
puting the trace. A formula for the trace function for a special class of polynomials
is given in section 8.3. This formula is crucial in demonstrating that Cipolla’s
algorithm has no impact on the ¢** root problem.
The concept of a reciprocal polynomial is used in the development of this trace

formula. A definition of a reciprocal polynomial over [, can be found in [30].

Definition 2.6.9 (Reciprocal of an irreducible polynomial): Let
f(z) be the minimal polynomial for o € Fpa\Fp. Then the reciprocal

of f is f, the minimal polynomial for o',

The coefficients for the reciprocal polynomial can be derived directly from the

coefficients of f(x).
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Lemma 2.6.10. Let the minimal polynomial for o € Fpd\Fp be f(x) = > 1, cia’,

Then the reciprocal polynomial of f(x) is
q
f(z) = (co)™* Z Cqi (2.6.5)
i=0
Proof. Evaluating f(z) at o~ gives us

F™)

a(co)”" i Cqi0?!
i=0

@™ (co) " fla)

0

Furthermore, f is monic since ¢, 1cq_q = 1. Therefore f is the minimal polynomial

1

for o= and the reciprocal polynomial for f. L

2.7 Representation of [Fpq

All fields of order P? are isomorphic therefore any field of order P¢ can be used
to implement and analyze Cipolla’s algorithm. However, choosing an appropriate
representation for Fp, simplifies and clarifies the algorithm. There are several
ways to represent elements in an extension field, as described in chapter 2.5 of
[29]. Two methods will be described: one for strictly theoretical purposes and the
second for both theoretical and computational purposes. The first representation
method uses the fact that [}, is a finite cyclic group and IF;; is isomorphic to
Zpa_1. If v € Fpq is a generator, then every element, « € Fp, can be expressed
as a =~ for some i € Zps_1, and Fps = {0} J{7* |0<i< (P?—1)}. In
section 7.1 this representation is used to detail the inner workings of Cipolla’s
algorithm and how ¢ residues are mapped to their respective ¢*" roots.

The second method, used for computational and theoretical purposes, is the

residue class ring representation of Fpq. Let f(x) = Y7 ¢;a" € Fp[z] be a monic
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irreducible polynomial of degree q. Then Fp, = Fp[z]/(f(z)) and operators in
the field will be straight forward polynomial multiplication and addition, reduced
with 27 = — Z?:_Ol c;x®. Vector notation will often be used to represent elements
in Fplz]/ (f(z)). If B =30 aiw’ € Fplz]/ (f(z)), then the vector notation for
Bis = [ ag-1 Gg—2 ... a1 Qg }

All fields of order P? are isomorphic, therefore the choice of the field repre-
sentation used for computation or analysis has no effect on the theoretical results.
However, if the representation Fp[z]/ (f(x)) is used, the choice of the monic ir-
reducible polynomial f(z) of degree ¢ does have an effect on computation and
some polynomials illuminate the structure of the field better than others. For
example, there are three irreducible polynomials in Fs[z]: fi(x) = 2? + z + 2,
fo(x) = 2% + 22 + 2, f3(x) = 2% + 1. Trreducible binomial polynomials, such as
f3 can minimize computation costs and, as is shown in chapter 9, enable alternate
views on conjugates and determining ¢'* roots. Irreducible polynomials of this
form only exist when ¢ |(P —1). If a € Fp, (27 — a) is irreducible if and only if

the order of a is divisible by ¢".

Lemma 2.7.1 (Irreducibility of (x?—a)). Let q, P,n, s, K be defined as in table
2.1 (page 20). Then f(z) = 29— a, a € F}, is irreducible over Fp if and only if

q" divides the order of a.

Proof. Let v € Fpq be a generator, f(z) = (x9—a), and recall from theorem 2.1.1

that (P — 1) = ¢"s and (P? — 1) = ¢""'sK. The order of ¥4 is ord(y?%) =

qn;fK = q"s, so v € Fp is a generator of Fp and there exists ¢ € ZLgns such
that a = %', The order of a is ord(a) = ord(y*<") = —£2— 50 ¢" |ord(a)

o ng(q"s,t)
if and only if ged(q,t) = 1.
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Since f(7X?) = (v%*)? —a = 0, we know that 7" is a root of f(x). Further-

more,

Kt ¢ Fp — ord(’th lq"s <= ged(q,t) =q
7 Fpo \Fp <= ord(v"') Jg"s <= ged(q,t)=1

and since ¢ is prime the degree for the minimal polynomial, m(x), for v5? is:

- 1 ’}/KtEFp
degme) = { | T Spr\ g,

Since m(y"**) = f(v**) = 0 and m(z) is the minimal polynomial for v**, we
know that m(z) |f(x). Therefore if v5¢ € Fp, f(x) is divisible by m(z) with
deg(m(z)) < deg(f(x)) and is not irreducible. If Y5 € Fp, \ Fp, deg(m(z)) =
deg(f(z)) and since both m(z), f(x) are monic this implies that m(z) = f(x)
and f(z) is irreducible. Therefore f(x) = (29 — a) is irreducible if and only if

q" |ord(a)
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Chapter 3

Discrete logarithm techniques

Although the discrete logarithm or index computation problem, described in figure
3.1, has been studied for centuries, techniques for solving it, other than exhaustion,
have only been discovered in recent decades. The best general purpose discrete
logarithm techniques run in square root time. Special purpose algorithms run much
faster but are restricted to groups whose underlying structure can be mapped to a
unique factorization domain, such as finite fields.

The Diffie-Hellman key exchange [9] was the first published public key cryp-
tosystem and is based on the discrete logarithm problem. Many more discrete
logarithm based public key cryptosystems followed, such as the ElGamal [13],
Schnorr [39], and Feige-Fiat-Shamir [14] signature schemes. The DSA (Digital
Signature Algorithm) [11] is based on the discrete logarithm problem as are many
other key exchanges, including single pass authenticated key exchanges as in [27]
and [22]. The difficulty of both factoring and discrete logarithm problems is still
unknown, even though most public key systems are based on one of these two
problems. Confidence in the difficulty of these problems arises from the intense
scrutiny they have received in the past few decades. This section gives an overview
of the discrete logarithm algorithms designed during this period.

All techniques for finding discrete logarithms are based on the commutative
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G a finite cyclic group

v, | elements in G such that v generates «

t a non-negative integer such that 7' = «
Given v, « find ¢

Figure 3.1: The Discrete Logarithm Problem

properties of cyclic groups. The techniques can be divided into two classes. The
first type are the square root algorithms. These work for any cyclic group. The
algorithms can be improved and parallelized using the ring isomorphism ¥ in
section 2.3, as was done in [33].

The second type of discrete logarithm algorithm is index calculus. Index
calculus works over the multiplicative group of a quotient ring, D/I, where D
is a Euclidian domain, such as Z/PZ. 1t is a two-phase algorithm: phase one
generates a look-up table, phase two uses the look-up table to compute the discrete
logarithm. Phase one, the generation of the look-up table, is the computationally
expensive phase. This phase is generally solved using a sieving technique such
as [32], and many special purpose sieving algorithms have been designed to work
with Fp where P has special form. Once phase one is finished and the look-up
table is built, any number of discrete logarithms can be found using the same
look-up table. The speed of phase two, finding individual discrete logarithms,
depends on the size of the look-up table generated in phase one. The majority of

the computational effort in the most efficient algorithms is in phase one.

Example 3.0.2 — Discrete logarithm via exhaustion: For this
example let G = F3,, represented by F3[y] where v is a root of

f(z) = 2% + 2 + 2. Find the discrete logarithm of o = ~ + 2 base .

t 101 2 3 415 6 7
YL y|2v+1|2y+2(2 |2y |v+2|v+1

From the table dl,(«) = 6.
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3.1 Discrete logarithm algorithms with square root
run-time

The class of algorithms described in this section have several common attributes.
First, they work over any finite cyclic group. Second, if the order of the group is
n, run time for the algorithms is generally O(y/n).

Among the square root algorithms are two further subdivisions: determinis-
tic and random. The deterministic algorithm was first described in [41] and is
known as baby-step-giant-step or meet-in-the-middle. Its generalized form, de-
scribed here, solves the discrete logarithm and many other problems, as in [44].
Randomized versions were first designed by Pollard [34]. They drastically reduce
the storage requirements of the deterministic algorithm, using traits of the birthday
problem and the coalescing nature of random mappings.

The run time for many of the algorithms in this section can be reduced using
the isomorphism U as described in section 2.3, and working in subgroups of G.

This improvement is also described in [33].

3.1.1 Baby-step-giant-step

The baby-step-giant-step or meet-in-the-middle algorithm is described in [41] and
[10] and is one of the most simple and elegant of all cryptanalytic algorithms. It
not only computes discrete logarithms, but can be applied to a variety of other
problems.

The algorithm solves the following problem: Let F, be an indexed, invertible
function. Given a pair, (3, a), find a value x for which F,(3) = . In some cases
there may be multiple values, z, which solve this problem.

The baby-step-giant-step algorithm works over three sets of indexed, easily
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invertible functions:
T={E,:S—S|zeX}
Ty ={K, :S—8S |z1€ X1}
To={H,,:S— S5 |x2€ Xo}
and a surjective mapping on the index sets, f : (X; X X3) — X, such that if

f(z1,x2) = x then H,,o K,, = E,. The following are a few examples of possible

sets and functions f:
e Let (7) = G be a finite cyclic group of order n and m = [y/n].
T={E(8)=07" | BE(); €Ly}

T ={K(8)=07" [ BE€(V); 11 €Ln}

To={Hy,(B)=B0")" | BE(V); 22 € ZLn},
and f(x1,22) = x1 + mae mod n.

e Let (7) = G be a finite cyclic group of order n < 2™, and let W (x) :

Ziom — 7L, be the Hamming weight function on z.

T={E(8) =/ | Ben); vef{rely | W(r)<2k}}
Ty ={Kw(B) = 57" | Be(); w1 €f{ar € Zom | W(z) <k}}

Ty ={H.,(0) = 57" | B (); w2 €{r2 € Zom | W(z) <k}},
and f(x1,22) = x1 + x2 mod 2™.
e Let H, K be m-bit block ciphers using n-bit keys. Then

T ={Eu(f) = Ha, (Ko, () | # = (21, 22) € Fan X Fon }
Tl = {Ka:1 :FQm — Fgm | xr, € an}

TQ = {ng :FQm — IFQm | To € an}
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with f(x1,29) = (21, x2).

Since f is a surjection, for every € X there exists at least one pair, (21, x2) €
(X1 xX3), such that f(x,z2) = x. Given E, () = «, we know that H,,,(K,, (7)) =
o Therefore, K, (8) = H,'(c). The algorithm searches for a pair, (21, x5), such

T

that K, (0) = H,,' (o). If it finds such a pair then E,, 4,)(3) = o

The most common way to find a feasible pair, (xy,x5), is with exhaustion.

Using the input pair (3, ), the two sets

{(z1, Kz, (B)) | 21 € Xu} {(z2, H (@) |22 € Xa}

are generated and searched to find (1, z5) such that K, () = H,'(«). There-
fore the run-time for this algorithm is O(maxz (| X1]|,|Xz2|)). Since f is a surjection,
| X1| x | X2 > |X]|, so the the optimal size for X1, Xy is 1/]X[. When this can
be accomplished, the algorithm runs in O<\/m) time.

The first example of possible baby-step-giant-step sets given above is used to
solve the general purpose discrete logarithm problem. Let G = (v) be a finite
cyclic group. In this problem we want to find the discrete logarithm, base ~, in

GG. The baby-step-giant-step algorithm computes a discrete logarithm using the

following sets and function:

T={EB) =07 [B€(n); v €Ln}

Yo ={Ke (B) =By [ B € (); @1 € L}

To={Hu,(8) =B(0")" | BE€(); 22 € Zm},
and f (1, x9) = 1 + mxy mod n, where ord(y) =n and m = [y/n]. The input
pair we are given is (1, £, (1) = 4" = «), and the two sets which must be generated
are {(x1,7") | 0<z; <m} and {(z2, (7)) | 0 < x5 < m}. To find the
discrete logarithm of « base ~, find a pair, (z1,z3), such that 4% = « (y™)".

The discrete logarithm will be x = 1 + max mod n.
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This technique is used in the following example.

Example 3.1.1 — Baby-step-giant-step Algorithm: Find the discrete

logarithm of @ = 3 base v = 2 modulo 101 with n = 100 and m = 10.

i 0 1 2 3 4 5 6 7 8 9
2! 11 2 4 8 16 32 64 27 54 7
3(2719° |3 94 50 18 59 98 7 51 83 42

The matching pair found at (z1,x2) = (9,6) which gives di5(3) =
94 10 x 6 = 69.

One of the main drawbacks of the baby-step-giant-step algorithm, compared
to other square root algorithms, is the large memory requirement of 2m. Although
these requirements can be reduced the randomized techniques require even less.
On the other hand, this technique guarantees a solution; the randomized algorithms

do not.

3.1.2 Pollard’s randomized techniques

Pollard’s Rho and Kangaroo traps [34] are two randomized square root discrete
logarithm algorithms. Parallel improvements to these collision search techniques
can be found in [45]. The coalescing properties of random mappings are used to
find the discrete logarithm in about the same run time as the baby-step-giant-step
algorithm, but with almost no storage requirements. Baby-step-giant-step, on a
group G of order ord(G) = n, required storage for around (2+/n) elements in
G and their corresponding function indices. Random mapping techniques require
storage for only a hand full of these elements and indices.

Random mappings coalesce into cycles, forming a shape something like p,
as shown in figure 3.2. This gives the name to Pollard’s first algorithm. Let
() = G be the finite cyclic group over which a discrete logarithm is sought with

ord(G) = n. Given «, the goal is to find an = € Z,, such that v* = a.

45



Pollard Rho is based on a sequence, d; € G, guided by a random mapping
[ (Zy X L) — (Zy, X Zyy). If f(u;—1,v;—1) = (u;, v;), the sequence ¢; is defined
by §; = v’ for ¢ > 0. The assumption is that §; will eventually reach a point ¢
such that §; = Jy;. Starting at a known point, (ug, vg), (9;, d2;) are computed until

0; = 09;. This point generates the following equation:

’y“ia”i — 52 — 5% — ,Yuziavzi

,Yuz'—I—a:vi — ,YuQi—l—mvzi
This gives us the following equation in Z,,:
u; — Ug; = x (ve; — v;) mod n (3.1.1)

Solving for x in equation (3.1.1) gives us the discrete logarithm — or at least part
of it.

Occasionally an equation is found which generates multiple solutions for x.
The discrete logarithm function (see 2.2.1) is well defined, which implies that
only one of these solutions is the discrete logarithm. In this case only the discrete
logarithm of a modulo % is found. The discrete logarithm modulo ¢ will still need
to be computed. If ged(n, vo; — v;) = t, the discrete logarithm of « base v modulo

n

tlS

—1
x ti tu% (U2Zt UZ) modﬁ (3.1.2)

t

Example 3.1.2 — Pollard Rho: Using the parameters from example
3.1.1, let G = Fjy, v =2 and a = 3. Let §; € Zjo1 be represented
by §; € {0,1,...,100}. The function f will be determined by the
residue class modulo 3 of J; in this reduced form.

((w; + 1,v;),28;) if §; = 0mod 3
((3ui, 3v;) , 02) if 3; = 2 mod 3
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Figure 3.2: Pollard Rho Example

A starting point of (ug,v9) = (4, 1) is randomly generated. Start the
sequences 0;, 0o; with §g = 48. The following chart show the progress

of d;, 09;, with it’s eventual match at 7 = 9, as does figure 3.2:

‘ 7 ‘ (UZ‘,’UZ) ‘ 52 H 521‘ ‘ (ng,’ljgz) ‘
0 [(4,1) [48[48](4,1)
1 |(5,1) |96 |91](6,1)
2 [(6,1) |91 (92 ](12,4)
3 1(6,2) |71/ 61](258)
4 1(12,4) |92 |44 | (25,10)
5 [(24,8) |81 |87 |(0,40)
6 |(25,8) |61 |17 |(1,41)
7 1(25,9) |82 73 |(3,82)
8 |(25,10) | 44 | 87 | (6,66)
9 |(50,20) | 17|17 | (7,67)
10| (0,40) |87 || 73 | (15,34)
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Since §; = dy; at © = 9, the (ug, v9), (u1s, v1s) pairs gives:

50 — 7 = x(67 — 20) mod 100
43 = 47x mod 100

69 = x mod 100
and the discrete logarithm of 3 base 2 is 69.

Pollard’s second algorithm, Kangaroo traps, uses a slightly different model.
Instead of stepping a single random mapping in lock step and finding a match
point, different start points of the random mapping are used, one (or more) ‘tame’
point starting at a known exponent and one (or more) ‘wild’ point starting at the
unknown discrete logarithm. The tame points are stepped a sufficient number of
steps (around \/W(fy)) to place them on the one of the cycles of the random
mapping. That end point (a trap) is stored. The wild point is then stepped and its
value checked against the value of the trap. The hope is that it will, at some point
in its travels, be equivalent to a stored value (fall into the trap). If this happens
then an equation once again exists for the discrete logarithm.

Let f(u;—1) = w;, 0; = " Wild traps will have the variable z in its represen-
tation of u;. Starting at one or more chosen points u, the function is stepped and
the pair (0, u,) computed (n ~ y/ord(y)). Now start at ug = = or up = x + ¢
for some known integer ¢ and compute the wild pairs, comparing them with the
traps. Recall that the wild value for u; will be a function on z.

Multiple traps and multiple wild kangaroos are often launched as there are
generally many disjoint cycles. The individual traps are independent of each
other, therefore can be set in parallel. The wild kangaroos are also independent of
each other, but each wild kangaroo will need the entire set of set traps to check

itself against.
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Example 3.1.3 — Kangaroo Traps: Find the discrete logarithm of
3 base 2 modulo 101. For the random mapping use:

r+10 if0<9; <25

iy =) 3 if 25 < §; < 50
“) z+Tl if50<6 <75
Ta if 75 < §; < 101

¥

149; 1f0<6; <25

129, if50 <9; <75
67 if 75 < 9; < 101

7

5i+1 =

Set two traps starting at ug = 0 and uy = 32 and step them each 10

steps:

trap 1 | trap 2
(95,20) | (92, 88)

Now set the wild kangaroo free. Start it with two offsets: xy =
x, k1 = x + 5. The wild initial pairs are (3, x) and (96, z 4 5). After

four steps the second wild kangaroo falls into the second trap:
(92,47x + 45) ~ (92, 88)

This generates the equation
88 = 47x 4 45 mod 100

and solving for x gives z = 69 mod 100.

3.2 Index Calculus

Index calculus, as described in [8], [17], and [31], is a special purpose discrete
logarithm technique, working only in certain types of groups. It is very impor-
tant however, as it is currently the fastest known technique for finding discrete

logarithms over G = [}, where P is a large prime.
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Index calculus works best over a group G' = (D/I)*, the multiplicative group
of the quotient ring, D/I, where D is a Euclidean domain. The two main traits

of Euclidean domains used by index calculus are:

Unique Factorization: Every element s € D can be represented uniquely, up to

multiplication by units, as the product of irreducible elements.

Euclidean valuation: An ordering of irreducible elements in D is necessary. The
necessary ordering is guaranteed in a Euclidean domain by its Euclid valu-
ation. A Euclidean valuation (chapter 33 in [15] or definition 3.8 in [20])

is a mapping v : D \ {0} — N, such that for all a,b € D\ {0}:

1. v(a) < v(ab);

r=20
2. 4 q,r € D such that a = bq + r with or
r#0,v(r) < v(b)

The ordering used is b < a if and only if v(b) < v(a).

These traits allow for the concept of smooth numbers. Smooth numbers are those
which can be factored into irreducible numbers, all less than a given bound, B5.
Index calculus first creates a factor base of irreducible numbers all less than
B. With this factor base the discrete logarithms of smooth numbers can easily
be found. All that is needed to compute a discrete logarithm, di.(«), where
(o) = %y, is to map « into one of these smooth numbers, factor it, and solve the
simple equation resulting from that factorization.

The first phase of the algorithm, creation of the factor base, is one-time work
but computationally intensive. The run time of the algorithm is mostly based on
the run time of the first phase. Algorithms such as the number field sieve [17]
or its predecessor the Gaussian integer sieve [8] use fast sieving techniques for

the first phase. These sieves generate equations with the discrete logarithm of the
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factor base primes as variables. Once enough have been generated the system of
equations is solved modulo the order of the group to obtain the discrete logarithm
of factor base elements.

The second phase of index calculus computes the actual discrete logarithm,
dl,(a). Assuming « is not already smooth, techniques such as multiplying by
known powers of the base or adding elements of the ideal are used to transform
« into a smooth element. Once a smooth form of o has been found it can be
factored. Let the factor base be {p; | v(p;) < v(B)} for some bound B € D. If

multiplication of o by ¢ is smooth then:

n—1
= []w (3.2.1)
=0
n—1
dly () = —c+ > edly(p) (3.2.2)
=0

Example 3.2.1 — Index Calculus: A slightly larger problem was
needed to properly demonstrate index calculus. Let G = Fp where
P = 251941. Find the discrete logarithm of o = 101, base v = 11 (a
generator), using a smoothness bound B = 30. Because the problem is
so small, the first phase of the problem is done by generating random

numbers, factoring them and checking for smoothness.

Phase 1: The small primes in the factor base are {2, 3,5,7,11, 13,17, 19, 23, 29} ;

the discrete logarithms for them are {xs, 23, x5, T7, 213, 17, 19, T23, T29 }.
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The following smooth numbers were found through trial and er-

ror:

1'=11 1172499 = 922 5 7 x 11
1116003 = 2 % 3% x 52 11240664 = 93 % 3 % 5 x 1371 x 17 x 23
11137993 = 23 % 112 x 13 11115186 = 92 5 3 % 7 x 13 x 19
1193987 = 25 % 3° x 57! x 7 11387 =24 3 x 571 x 29
11231833 = 5% 7 11 11206010 = 95 5 3 % 17 x 29

1157647 = 22 « 3 x 571 x 73 x 23

generating the equation set:

00 001 000007, - 1
20 111 00000 2 124947
14 200 00000 3 16003
31 100 11010 5 240664
30 002 10000 7 137993
21 010 10100/ |"™|=]115186
55 —-110 00000 13 53937
41 =100 00001 L 13487
00 411 00000 19 231833
51 000 01001 23 206010
(21 -130 0001 0] "4 | 57647 |
Solving this set of equations gives us the factor base:

€2 xr3 Ty X7 11

246875 | 22086 | 200212 | 186804 1

Z13 17 Z19 €23 Z29

153186 | 249316 | 69120 | 243311 | 138371

Phase 2: To find an individual discrete logarithm, multiply the value

by random powers of the base.
101 x 1176431 = 223*5129!
dl,(101) = 2d1,(2) + 4dl,(3) + dl,(5) + dl,(29) — 76431 mod 251940

dl,(101) = 108
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Chapter 4

Root finding techniques

There are two categories of root finding algorithms on finite cyclic groups. The
first and best known exploits the isomorphism between the group and Zpr, where R
is the order of the group. These algorithms can be used on any finite cyclic group,
but if ¢? divides the order of the group they require discrete logarithm computation.
The second category of algorithms does not require discrete logarithm computation,
but operates only on the multiplicative group of a finite field, Fp, using Fpq to
find the root.

The first category of algorithms, based on the group’s isomorphism to Zp, are
the only known algorithms which operate over any finite cyclic group. Although
there are many published algorithms in this category, all of them can be reduced
to the same basic computations. Discrete logarithm computations, implicitly or
explicitly, are included in these computations whenever ¢ divides the order of the
group. A generalized description of these algorithms and an example of a square
root algorithm which explicitly computes a discrete logarithm are described in
sections 4.1 and 4.2.

The second category of ¢! root algorithms operate only in the multiplicative
group of a finite field and make use of its degree ¢ extension field to compute

roots. This is the one category of algorithms which does not require discrete
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logarithm computation.
Although algorithms for computing ¢'* roots are described here only for prime
¢, the homomorphic property of root computation makes it easy to extend them to

1
compute composite roots: <(w)%) f = (w)ﬁ.

4.1 Analysis of a square root algorithm

Most published ¢** root algorithms on a finite cyclic group G, including square
root algorithms, are based on the isomorphism between G (section 2.3 on page 24)
and Z,.qq)- These algorithms can be found in many sources including [31], [41],
[2], [24] and [21]. Often only the square root version of the algorithm (¢ = 2) is
described. In these algorithms the discrete logarithm computation is often hidden
behind the link between residuosity testing and discrete logarithm computation in
subgroups of order 2" (see section 2.4.1).

The following square root algorithm is taken from [31], page 100, and gener-
alized to work over any finite cyclic group, G. It is similar to Tonelli’s algorithm
in [3] on page 156, but with one less exponentiation and with the processes in a
different order. In this form the algorithm and why it works is easy to explain
in relation to its isomorphism to Z,.qq). This also simplifies the explanation of

the extension of the algorithm to ¢ > 2.

Algorithm 4.1.1: Square root algorithm found in [31]

Input: w,b € G such that w is a quadratic residue, b is a quadratic
non-residue, with ord(G) = 2"s where ged(2,s) = 1

Output: a € G such that a? = w

I ag=wttH/2

2: Ug = b®
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3: fori=1ton—1do:

i oa; = Aj—1U5—1
Aj—1

ii:  Setu; =u?

(a?_lw_l) gn—1—i _ 4

otherwise

4:  Return a = a,_1.

To understand how this algorithm operates, let ¢ € GG be a generator such that

bS
w
T

g—S
g2a: |
S 2 9%, mod 27 = dl s (w®)  with e; € Zs.

For ¢'" roots with ¢ > 2, replace 2 with ¢ in these formulas.

1. Define an approximate root as a root multiplied by a 2" root of unity, with
the error term being that 2" root of unity. Step 1 computes an approximate
root: ag = w*+t1/2 = ¢% (4°)*. Notice that (s +1)/2 = 27! mod s, so this
approximation step alone generates a square root for n < 2. If n =1, as in

the case in Fp where P = 3 mod 4, then (s+1)/2 = (P+1)/4. Expanding

1+s(—s_1 mod q)

p = ¢ ' mod s. Thus a

this inverse formula to ¢ > 2 gives
formula to obtain a similar approximation for ¢* roots is

1+s(—s_1 mod q)

(") =g (gt

2. Each step of the algorithm refines this approximation by removing one bit

5 — T (48 Zn:_-Q 2jej
of the error term, with a; = ¢g* (¢°)~i=" = 9.

3. Step 3.1 computes e;_1:

(a2 w—1)2"‘1‘i _g(2m+25 M2 2ej—2)2n 1
i1 =

_ gsZ?:i_l 2n—itie;

o 82n_1ei_1
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Therefore if ¢;_; = 0, the result will be 1; if e;_; = 1, the result will be -1,

and

on—1—1

e :{ 1 (a? w™?) =-1

0 otherwise

For ¢ > 2, ;1 € Zg, and its value can not be determined by this simple
test. The difficulty of this discrete logarithm computation is determined by

the size of q.

4. The value u;,_1 = g_SQi_1 computed in step 2 and updated in step 3.2 is the
inverse of gSQH. If the value of e;_; = 1 then multiplying this value by the

current approximation removes e;_; from the exponent of the error term.

Algorithm 4.1.1 is a specialized version of algorithm 4.2.1, with ¢ = 2.

4.2 Root finding algorithms based on the order of
the group

The square root algorithm 4.1.1, its ¢*" root generalization 4.2.1, and and similar
algorithms found in [24], [2], [21] are all based on the isomorphism between G
and Zo,qc). Let G = (g) be a finite cyclic group of order R and ¢ > 1 a prime
integer. Recall that CAJ, derived from G as in section 2.3, is isomorphic to Zg.
Finding a ¢'" root in G is equivalent to a multiplicative operation in G. The
operation in Zp isomorphic to finding a ¢** root in G is division by ¢. If ¢ JR

then ¢! € Zp and

Q=

W gq‘1 = gﬂll.q(w)q‘1

(w)
for any w € G. When ¢q|R however, ¢! ¢ Zg. In this case division by
q is possible only for elements in the subgroup ¢Zr C Zg, and then only by

leaving Zp and performing the division in the integers. If ¢ ||R then dividing

r € (¢'Zg) \ (¢"™'Zr) by ¢ returns an element in ¢"'Zg \ ¢'Zg for 1 < i < n,
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That is, division of x by ¢ returns an element not included in the smallest ideal
¢'Zp containing x. It is this ideal jumping division which requires a discrete
logarithm computation when the isomorphic operation of computing a ¢** root in
G is performed. This becomes clear when the ¢** root computation is broken into
subgroups of GG with co-prime orders.

The square root algorithm in section 4.1 and its generalized ¢*" root algorithm
had a trivial portion, the approximation, and a difficult portion, computation of
the ‘error term’. By using the CRT isomorphism from section 2.3 the difficult
portion is separated from the easy portion.

Let R = ¢"s with n > 1, ged(q,s) = 1, and G, G be the subgroups of
G of order ¢" and s respectively. Using the CRT, ¢*" roots will be computed in
(C/Jq\n X é\s) instead of &, with \Tf(w) = (wgn,w,) and \Tf(g) = (gqn,gs) where
G = (g) (equation (2.3.1)).

The trivial part of the root computation occurs in é\s Since ¢! € Z,,

Q|

—1
=w,®gl =w!

(ws)

The difficult portion occurs in C/}q\n . Division of x € (¢Z4) by ¢ is not defined
in Zgn even though a y € Z,» such that gy = x exists. A solution is found by
performing an operation over Z. Likewise, a solution to (qu)% is not possible
with operations only within C/}q\n . Operations in an extension field (covered in the
following section) or operations in Z, performing division with a discrete logarithm
and exponentiation (as done here) are used in every ¢ root algorithm currently
known.

Let dly . (wgn) = xgn With ¢* ||z for some 0 < ¢ < n, and write z,» as
Tgn = th

1
for some ¢ € Z;, .. Except for the trivial case (t = n, ¢ = 0 and (wgn)1 =
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wgn = 1), a ¢' root of w,n is computed with the following discrete logarithm
and exponentiation. Notice the different bases used on the discrete logarithm and

exponentiation:

C = dlgqt (qu>

qn

(wgn)7 = <g3n_ ) )

The order of the two bases differ by a factor of ¢, producing the division by
q necessary in Z to obtain the ¢'" root. All solutions to <x%") in Zgn are in

{¢" T+ kg™ | 0 <k < ¢} soall ¢ roots of wyn are in {g;’;_lc’%qn_l | 0< k< q}.
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The following algorithm summarizes this form of ¢* root computation.

Algorithm 4.2.1: Computing a ¢ root for prime integer ¢
Input: w, g;» € G with ord(G) = ¢"s, ged(q, s) = 1, ¢ |ord(w) and
ord(geym) = ¢

Output: a € GG such that a? = w
1: Split w with ¥
U(w) = (w*, w?") = (wgn,ws)

2:  Compute the ¢*" root in G:

i Compute ¢! mod s.
—1 mod
ii: Compute w./? = wgq ’ 8).

3:  Compute the ¢*" root in Gyn:

i:  Compute the order of wy: ord(w,) = ¢"*.

ii:  Compute ¢ = dlgqt (wg)-

q?’l
jii: wy' = gl “.
4:  Combine the results using equation (2.3.3)

¢~ ™ mod s 1
a=w'"= (w7 <w Al

s mod q™
)

4.3 Cipolla’s algorithm

Cipolla’s algorithm is the only known technique for solving the ¢*" root problem
which does not require discrete logarithm computation. Its original design in [7]
computed square roots in a finite field with odd characteristic. Extending this

technique to find ¢** roots, where ¢ is prime, produces a root finding algorithm

which works over any finite field, Fp, in which ¢ |ord(F%).
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Cipolla’s algorithm is based on properties of the norm function. Let ¢, P, K

be defined as in table 2.1 (page 20), and 1 € Fp, \ Fp with minimal polynomial

f(z) = Y% ¢z, The two norm equations
Pd_1
N(n) =nr

are of particular importance to Cipolla’s algorithm. From theorem 2.1.1 we know

that £=1 = ¢ K. Therefore (n®)? = (—1)7c, and ((=1)%c)7 = yX.

To compute a ¢ root of w in Fp, where q|P — 1, Cipolla’s algorithm first
finds an irreducible polynomial of degree ¢ over Fp: f(z) = Y7 ¢z’ with
co = (—1)%w and ¢, = 1. This is generally done by randomly generating f(x)
with ¢y, ¢, fixed to their proper values and testing for irreducibility (see [16],
[29], and section B.1). Working in Fplx]/ (f(z)), a ¢'* root is computed with
(w)s = 2K mod f(z).

Q|

Definition 4.3.1 (Cipolla’s function): Let f € Fplz| be an irre-
ducible polynomial of degree q, norm w and root 1 € Fpq. Then

Cipolla’s function on f or n is defined as:
¢(f) = 2™ mod f(z) = €(n) =n" (4.3.1)

Cipolla’s algorithm comes directly from the function defined above.

Algorithm 4.3.2: Cipolla’s ¢ root algorithm
Input: w € Fp such that wF~D/4 =1

Output: (w)%

1:  Find an monic irreducible polynomial, f(x) € Fp|x],

of degree ¢ and constant term (—1)%w.
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2:  Letn € Fpq be aroot of f(z).

Q=

3:  Compute €(f) = (w)s =n* = 2 mod f(x)

While Cipolla’s algorithm is straight forward, the computational requirements
for any cryptographically sized values are larger than using exhaustive discrete
logarithm computation. The average number of multiplications in Fps required
for this exponentiation using a standard multiply/square exponentiation is % lg(K)

pPi—1

([23], section 4.6.3). Since K = A1) this number is approximately

average multiplies = ((¢ — 1)1g P —1gq).

Furthermore, these cost estimates do not take into consideration the search for an
appropriate irreducible polynomial (see section B.1).

For cryptographically sized values of ¢ the number of multiplies in Fpq is
approximately (¢ — 1)lg P. Using the digital signature algorithm (DSA, page 8
in [11]) as an example, the size of ¢ would be on the order of 159 < Igq < 160.
In comparison, the number of multiplications in Fp needed to find the discrete
logarithm of an element of order ¢ using a simple exhaustive search is ¢. If
P = q"s + 1, then the maximal number of these discrete logarithms necessary to
compute the ¢*" root with algorithm 4.2.1 method is ¢"~!. For large ¢ Cipolla’s
algorithm takes on the order of (lg P)/(n — 1) times the work of algorithm 4.2.1.
Since g P > nlgq > n > n — 1, this value is greater than one. Therefore
algorithm 4.2.1, even using simple exhaustion to find discrete logarithms, is more
efficient than Cipolla’s algorithm.

A second problem with Cipolla’s algorithm is storage. For example, if P ~

21024 and ¢ ~ 299, a single element in Fp, requires 27 bits.
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4.4 Comparison of required multiplies for Cipolla’s
and standard ¢'" root algorithms

The computational cost for the ¢*" root algorithm 4.2.1 is dependant on the number
of times ¢ divides the order of the group. For example, in Fp, where P = ¢"s+1,
requires more multiplies as n — oo. If n is increased and s decreased so that P
was approximately the same size, the cost of algorithm 4.2.1 would increase. To
get an idea of how expensive Cipolla’s algorithm is, we examine the worst case
for this algorithm and see how large n must be, with respect to ¢, in order for
Cipolla’s algorithm to be cost effective.

For odd ¢ let P = 2¢™ + 1. This form allows for the largest n with respect to

P. The number of multiplies over Fp for algorithm 4.2.1 is:

1. Steps (1) and (2) force the element into the two subgroups and compute
the root in the subgroup of order s, relativly prime to ¢. This initial setup
cost will be ignored as it is very small compared to the discrete logarithm

computations when ¢ is large.

2. Step (3) computes ¢, where (n — t) is the actual number of times ¢ divides
the order of the element. This value ¢ must be at least one or the element
is not a ¢*" residue and no ¢'" root exists. Step (3.ii) computes the discrete
logarithm in the subgroup of order ¢"*, generally performed by computing
(n —t) discrete logarithm computations on elements of order q. We will see

that the boundary size for n given ¢ changes little if we use dlm(q) = ¢ or

dim(q) = (q)>.

[SIE

3 ‘
number of multiplies = 5 1g(¢" ") + dim(q)

3. The final step (4) removes the ‘error’ term: 3 1g(¢"?)
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Therefore the total number of multiplies for this technique (ignoring small constant

multiplications) is approximately

[\

3 S
multiplications = i(n —2)lg(q) + (

i

g lg (q”_2_i) + dlm(q))

Il
=)

= 3n - 2)15(0) + (0~ Dlim(a) + 3 1g(a) Y (n~2 -
= (0= 2)lgla) + (n — Ddim(a) + ; lg(a) (1 1) (1~ 2
=21+ 0 (o) - 215(0)) - (dmio) + 3 1000))

(4.4.1)

As ¢ — oo, this cost will be approximately (n — 1)dlm(q), the cost of (n — 1)
discrete logarithm computations.

For Cipolla’s algorithm, the main cost is in finding the polynomial and the

pPi-1

exponentiation. In theorem 6.2.1 we show that there are a1

1 degree q
monic irreducible polynomials with given norm. This implies that approximately
1/q of these randomly chosen polynomials are prime, therefore an irreducible
polynomial will be found, on average, in ¢/2 tries. The irreducibility test and
¢ root computation can be combined (see appendix B.1); the number of Fp
multiplies for a multiply in Fp[z]/ (f(z)) using a degree ¢ polynomial f is ¢* so

the total number of multiplies in Fp expected for Cipolla’s algorithm is:

3
[# multiplications] = qu lg(K)

3 3

= 7¢’ (g(P* = 1) —nlg(q) — 1 - lg(q)) (4.4.2)

To give Cipolla’s algorithm the extreme benefit of the doubt, assume we already
have the necessary irreducible polynomial and are able to reduce the cost of a mul-

tiplication in Fp[z]/ (f(z)) to that of a multiplication in Fp. With this assumption
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the number of multiplications in Fp for Cipolla’s algorithm is:

[ofe]
—~
~—

[# multiplications| =

DO LoD W

(Ig(P?—1) —nlg(q) — 1 —1g(q))

Since 1g(P? — 1) =~ 1g((2¢™)?) = q + nqlg(q), we have the approximate number

of multiplies required for Cipolla’s algorithm is

[# multiplications| ~ ng lg(q) (¢ —1)+ g (g —1—1g(q)) (4.4.3)

The dominating factor of this cost is ¢ or ¢ if we account for the real cost of the
algorithm.

Given ¢ then we can solve for the smallest n for which Cipolla’s algorithm
is cost effective by subtracting equation (4.4.3) from (4.4.1) and solving for n.

Subtracting equation (4.4.3) from (4.4.1) is An? + Bn + C where:

A= glg(q)
B =dim(q) — ~1g(q) (2¢ — 1))

3
4

3
¢ =~ (am(o) + 5a-1)
Plugging these values into the quadratic formula gives us the values for n given ¢
in table 4.1. The values for n given dim(q) = ¢ and dim(q) = (q)% are given in
the table. Notice that in order for Cipolla’s algorithm to be faster than algorithm
4.2.1, even using exhaustion for the discrete logarithm computation and ignoring
much of the computational cost of Cipolla’s algorithm, requires that n > ¢ for
every odd prime ¢. If the added computational cost of Cipolla’s algorithm is
used, the size of n increases significantly. Table 4.2 gives the smallest n for
which Cipolla’s algorithm requires less multiplications than algorithm 4.2.1 using

equation (4.4.2) for the number of multiplications in Cipolla’s algorithm.
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q n
using an exhaustive | using an algorithm
search from section 3.1
dlm(q) = q dim(q) = (¢)?

3 4 5

5 8 9

7 11 13

11 18 21

13 21 25

23 39 44

101 | 182 200

1999 | 3755 3992

Table 4.1: Smallest n for a given ¢ such that Cipolla’s algorithm is cost effec-
tive assuming: we have an appropriate polynomial and that multiplications in
Fplx]/(f(x)) are equivalent to multiplications in Fp .

q n
using an exhaustive | using an algorithm
search from section 3.1
dim(q) = q dim(q) = (q)®

3 53 54

5 499 500

7 2056 2058

11 13307 13310

13 26361 26364

23 267669 267674

101 | 10% 108

1999 | 1013 1013

Table 4.2: Smallest n for a given ¢ such that Cipolla’s algorithm is cost effective.
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These bounds on n are the reason why Cipolla’s algorithm is really only used
for computing square roots. For the larger of these small values of ¢, the size of
P at which Cipolla’s algorithm is cost effective are larger than any currently used
public key prime. In table 4.1, if ¢ > 1999 then lg(P) > 41,000, and for the
more realistic view of Cipolla’s algorithm, if ¢ > 11 then lg(P) > 46,000. For
cryptographically secure values of ¢, with ¢ > 290, the smallest value for n for
which Cipolla’s algorithm is less expensive than standard methods is on the order

2167

of 2q, forcing P > 2 .
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Chapter 5

On the difficulty of the 7" root
problem

The ¢ root algorithms described in chapter 4 for groups in which ¢? divided its
order, were either more costly than or required a discrete logarithm computation.
This chapter explains why ¢ root computation under these conditions are difficult
and proves the equivalence of these two problems. This chapter extends previous
work done in [4] with refined definitions, a generalized algorithm description,
and a detailed description of problems which arise in a practical implementation
of the equivalence proof.

The difficulty of computing ¢*" roots can be isolated in the subgroup of order
q", where n > 1. The remainder of this research will focus on finite cyclic groups
of order ¢".

This section will prove that the ¢ root problem in definition 1.1.1 is, under
certain assumptions, equivalent to the discrete logarithm problem. There are two

parts to proving this equivalence:

1. Prove that a solution to the discrete logarithm problem generates a solution

to the ¢*" root problem;

2. Prove that a solution to the ¢ root problem generates a solution to the
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discrete logarithm problem.

The first part of the equivalence proof is straight forward. Let G = (g) be a
finite cyclic group with ord(g) = ¢™. If w € G has a ¢'" root and dl,(w) = gz,
then %’“) = x mod ¢"! and the roots of w are (w)% = ¢"t" i for 0 < i < q.
It is not quite as easy to prove that a solution to the ¢'" root problem generates a
solution to the discrete logarithm problem.

The first problem with the second half of the proof is to define the ¢'* root

function which will enable us to compute a discrete logarithm. This is done using

a ¢ root oracle.

5.1 The ¢'" root oracles

The discrete logarithm function is well defined and therefore it is easy to show
that the ability to compute discrete logarithm implies the ability to compute ¢*"
roots. However the ¢'" root mapping is not well defined. If ¢"|jord(G), the
number of ¢ root mappings is ¢¢" ' as in definition 5.1.1: each ¢'" residue can
be mapped to any one of ¢ roots and there are (¢" ') residues. Furthermore, all
known ¢ root techniques are computationally equivalent or more costly than a
discrete logarithm computation, and therefore no known model exists on which to

base the oracle.

Definition 5.1.1 (General ¢'" root mapping): Let G, = (g) be an

group of order ¢ with n > 1. A ¢'" root oracle

Q:(g") — (9)
is @ mapping from a ¢'" residue to a ¢'" root and is defined as

Q(g) = gt A (5.1.1)



where 0 < t < ¢" "' and ¢ is any function §:{0,1,...,¢" ' — 1} — Z,.

A well defined ¢'* root oracle is needed for the second half of the equivalency
proof. All well defined ¢! root functions are described using equation (5.1.1)
and one of the ¢¢" ' § functions. Since no generalized ¢ root algorithm in
G, exists which does not use discrete logarithm computations, the proof which
follows modeled the oracle on the type of ¢ roots returned in known algorithms
for groups other than G;». These algorithms operate on groups where ¢ ||ord(G),
or ord(G) = g¢s where ged(g, s) = 1. The § function in these algorithms is linear:
§(t) = ct for some ¢ € Z,. A q'" root of g7 can be computed by:

() = (g
_ gt+56(t)

where §(t) = (—s71) ¢t mod q.
Oracles on cyclic groups of order ¢™ with linear form of ¢ are called well-

behaved and if they existed, could be used to compute a discrete logarithm in the
group.

Definition 5.1.2 (Well-behaved ¢'" root oracle): A well-behaved ¢'"

root oracle is a ¢'" root oracle with a linear function §:
d(t) = ct mod g
forall 0 <t < ¢"', and where c is a constant.
If a well behaved (2 is used to find the ¢'* root of ¢ then
Qg™) = gt (5.12)

The number of mappings 6:{0,1,...,¢" ' — 1} — Z, is ¢”"". There are only

q well-behaved oracles. This implies that the probability of finding a well-behaved
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oracle, at random, is ¢/¢?" = ¢'~7"". If you only needed the mapping for - of

the elements instead of all ¢"~*, or §: {ao, a1, ...,a,_1} — Z,, the chances of that
partial mapping being well-behaved is slightly better: ¢'~". In section 5.2 discrete
logarithms are taken using lg (¢) calls to a well-behaved oracle. So the probability
of getting a well-behaved oracle for a single discrete logarithm computation would

be ¢'~'89,

5.2 Using the well-behaved ¢'" root oracle to com-
pute a discrete logarithm

This section describes an algorithm to compute discrete logarithms given a well-
behaved ¢ root oracle in a group of order ¢" (n > 1) using O(nlg(q)) operations.
The oracle is used to solve the smaller problem of computing a discrete logarithm
in a subgroup of order q.

The larger discrete logarithm problem on an element of order ¢" is broken
up into n sub-problems, each requiring a discrete logarithm computation in the
subgroup of order ¢q. Let G = (g) be a group of order ¢", a € G, and the unknown

value dl,(a) =t be in reduced form with 0 <t < ¢™:

a=g".

n

Since 0 < ¢ < ¢", it can be written as ¢ = ) .

o tigh with 0 < t; < ¢. Let

aj = gzy:—jl 't for () < j < n. If a; is known, then
)

a0 = gq"(Z?:_ﬁrl @D gty gq"‘lt]-
J

n

and t; = dl <a§’» _H), where 0rd<gqn_1) =q. If j < (n—1), then a;,; is

1 n—1 ip
aji1 = a;g T = g=imGn T

70



The initial ap = a, therefore each t; can be found with a discrete logarithm
computation on an element of order q.

Given a well behaved ¢ root oracle, 2: G4 — G2, and generator u of G2,
the discrete logarithm of w € G, base u? can be computed using 2 [1g(q)] calls
to . Let dl,(w) = ¢ be the unknown discrete logarithm we wish to compute,
and let ¢ in reduced form have known bound R: 0 <t < R < q. We will show
two calls to the oracle divide this known range in half. After k£ steps the range
is reduced in size to [Z]. If the initial bound on ¢ is g, then after [lg(q)] steps
only one value is left in the range and ¢ is fully determined.

Halving the known range of a discrete logarithm is accomplished using a
linear function on Z,> combined with the linearity of the oracle’s ¢ function. Let
f:Z,; — Zg be a linear function, f:Gg2 — G, be defined by f(u!) = u/®,
and represent f(t) in reduced form (i.e., 0 < f(t) < ¢*) by f(t) = so + gs1 with

0 < 50,51 < q. Applying Q- f and f - Q to u? give the following results:

0. ?(uqt) _ Q(uq(80+q81))

= ot edso) (5.2.1)
-Qu?) = 7(ut+q6(t))
= yotestaf Al (5.2.2)

Since ¢ is linear, f - 5(t) = - f(t) = d(s0) + ¢d(s1) and equation (5.2.2) reduces
to f - Q(ud) = yPoresi+a¥so) Equations (5.2.1) and (5.2.2) are equivalent if and
only if s; = 0, or that f(¢) in reduced form is less than ¢. If the known range of
the discrete logarithm, t, is 0 < ¢ <  for some integer R, then letting f(t) = 2Rt
bounds f(t) to 0 < f(t) < 2q or that s; € {0, 1}. Therefore comparing these two

equations enables the range of ¢ to be halved:

o Q- f(u) = f-Qu): 0<t< % and tis in the lower half of the range;
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o Q- f(u?) # f-Qut'): 5% <t <4 andtis in the upper half of the range.

Let f:Zgz — Zg2 be defined by f(t) = 28*1¢. The algorithm uses variables
Tk, wy and t; to compute dl,q.(w) = t, where T} represents the current known
portion of the discrete logarithm and ¢; the remaining unknown portion. At step
k of the algorithm the values T}, w;, will be known with ¢ = T}, + ¢, wp = u?*,
and 0 < ¢}, < (Z%W The algorithm starts with 7, = 0 and wy = w = u?° with
0 <ty < q. At each step equations (5.2.1) and (5.2.2) determine which half of
the range t; is in. If 0 < ¢, < (#L then Ty 1 = Ty, wgr1 = wg, and all
conditions hold. If [5%:]| < ¢, < [], the conditions are satisfied by setting
W1 = wku_q(#w, Tis1 = Tk + [54+], and t44 is forced into the range
0 <tps1 < [ |- Atk = [lg(q)] the remaining unknown portion of the discrete

logarithm is 0 <t < 1 so dlyq(w) = Tj.

Algorithm 5.2.1: Computing discrete logarithms via a root
finding oracle
Input: v € G where ord(u) = ¢% w = (u?)’, with 0 < t < ¢

Output: dl,q(w)

1: Letwy=w, tog=t,and Ty = 0.
2: Fork=1tok=1[lg(q)l:

i  Compute:

A = ?k—l . Q(wk—1> — u2ktk_1+q5(2ktk_1>
B = Q- ?k—l(wk—l) — u(2ktk_1 mod q)+q5(2ktk_1)
0 ifA=DB
i taa={ by iths
Ty =Ty 1+d
by =tp1—d

W = Wy_qu" 9
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30 dl (w) = Tﬂg(q)].

Theorem 5.2.2. Algorithm 5.2.1 computes the discrete logarithm of w in 2[1g(q)]

oracle calls.

Proof. Let dl,(w) = t, with initial values of t, = ¢, Ty = 0, wy = w. This

implies that t = ¢ty + 1. Therefore at iteration £ > 0,
o t=tp+Tpsincet, +T1,=tpr1 —d+Th1+d="tr_1+T)_1;
o wy, = u 9 since wy = wip_qu" 1 = ydtr-1=d) — yatx

By induction, 0 < ¢}, < g for all 0 < k:

1. k = 0: Since tg = dly(w) € Zq, in its reduced form 0 < ¢, <  and

wy = w = u,

2. Assume wy, = u?* is known with 0 < ¢, < 5k for k =0,1,..., j and define

fi(w;) =w?"". Let

A= f;-Quw;)
B=Q-f;(w)
. _ B 0 | A=DB .
By definition ¢, —tj—dwhered—{ ] |A+4B Since 0 <

201, < 2q, 2771, can be represented as 297, = so+s1¢ with 0 < s < ¢
and s, € {0,1}. Since 2 is a well behaved oracle,

A = f_j(utj+q5(tj)) —  gfotasitad(so)
B = Q((u?)®) —  0taXso)

e A=B & s =0 which implies 2/"'¢; < ¢ and t;41 = t;, therefore

0< tj+1 < —2]-3_1.
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e A# B & s =1 which implies ¢ < 27*¢; and t;41 = t; — [5%].

Since t; € Z and ¢; < 3 this implies that [ 3% | < ¢; and

q q

q
0 Stj—f—l < ﬁ

3. Therefore 0 < ¢;, < g% holds for k =0,1,.. ..

At k = [lg(q)], the bound on ¢; is 0 < ¢, < 1 or that ¢, = 0. Therefore
dlya(w) = Ty + ti = Thgq)- Each of the [lg(q)] iterations made two calls to the
well-behaved oracle, therefore algorithm 5.2.1 computes the discrete logarithm of

w with 2 [lg(q)] well-behaved oracle calls. O

The probability that this algorithm computes the discrete logarithm using a
random ¢'* root oracle is ¢~ '9. Each step of the algorithm makes two calls to
the oracle. These two calls must be from the same well behaved oracle, but since
there is no comparison of these oracle calls between different steps a different
well-behaved oracle can be used at each step. The probability that two calls to
a random oracle return well-behaved results is ¢' 2 = ¢~'. This is much lower

than the % probability of choosing the correct bit at random.

5.3 An example

The following example illustrates how this technique for computing discrete log-
arithms works. In this example ¢ = 19 and P = 10831. An oracle is created
with the appropriate properties, demonstrated here as a look-up table. Using this

look-up table as the oracle, the discrete logarithm of an element is found.

Example 5.3.1 — Discrete logarithm via root finding: Let P =

10831, ¢ = 19, u = 7240 an element of order ¢%. Find the discrete
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logarithm of w = 618.

1. Let the oracle 2 be defined as Q (u) = u!+90);
tu [Q®) [t Ju® [Qu?)]

01 1 10 | 4399 | 5187
117035 | 5635 11 | 2798 | 6707
214386 | 7564 12 | 4003 | 4586
318822 | 3155 13 {505 | 10157
411140 | 4754 14 1107 | 7642
5 14960 | 3727 15 | 5406 | 9445
616949 | 336 16 | 3569 | 9872
75912 | 8766 17 | 1657 | 704

8 110711 | 7050 18 | 2839 | 2894
91618 9473

2. The initial range is 0 < ¢y < 19, wy = w, and T = 0. The first
calls to the oracle are:
Q(618)* = 2894
Q(618%) = 2894
Since the oracle calls are identical, ¢ = to, 1% = 1y = 0,
wy =618, and 0 < ¢; < 19/2 .
3. The second call to the oracle returns:
Q(618)* = 2873
Q(618") = 704
Since the oracle calls return different answers, 19/4 < ¢; < 19/2.
So since [] = 5:
wy = wiu" P
= 618 - 72407
= 1140

T2:5
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4. The range is now 0 < t5 < 19/4. The oracle calls return:

Q(1140)® = 9877

Q(1140%) = 10175

Once again the calls return different answers so the range of ¢

is 198 <1y < 19/4. So since [{]| = 3:

w3 = wou B
= 1140 - 72407°7
= 7035

T3:T2+3:8

5. The current range is 0 < t3 < 19/8. The call to the oracle returns

the same value:

Q(7035)"6 = 9872

Q(7035'%) = 9872

so the range is 0 < t3 < 19/16. This implies that 0 < ¢35 < 2
is either zero or one. Another iteration would return ¢3 = 1, but
it’s easy to see that ¢3 is not zero, so it must be one. The final

value of Ty = T3+ 1 = 9.
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Chapter 6

Polynomials and elements for
Cipolla’s algorithm

Leaving general finite cyclic groups, the remainder of this research will focus on
finite fields and the analysis of Cipolla’s algorithm. Cipolla’s algorithm, described
in section 4.3, is the only known ¢ root algorithm independent of the discrete
logarithm problem. It only works on the multiplicative groups of finite fields,
does not have the ‘well-behaved’ property needed for algorithm 5.2.1, and has
greater computational requirements than the worst discrete logarithm algorithm
(i.e., exhaustion). For these reasons, Cipolla’s algorithm in its current form nei-
ther supports nor weakens the hypothesis that the discrete logarithm and ¢'* root
problems are computationally equivalent.

The goal of this research was to determine if modifications to the algorithm
exist which either convert it to a well-behaved ¢*" root algorithm or sufficiently
reduce the computational requirements. Cipolla’s algorithm, described in section
4.3, computes the ¢'* root of w € Fp by finding an irreducible polynomial,
f € Fplz], of degree ¢ whose norm is w. If n € Fp, is a root of f then Cipolla’s

algorithm computes a ¢ root by exponentiation: €(f) = (w)% = 1’ where

K = éf;j; (see section 2.1). Exponentiation algorithms are discussed in [23],

[51, [1], and a new technique specifically for performing multiplication in Fp,

77



is described in section 9.4. However, the size of the exponent is so large that
even with the best exponentiation techniques, the algorithm is computationally
infeasible. Any modifications to Cipolla’s algorithm, either to improve efficiency
or to add structure, must be based on how 7, or equivalently its minimal polynomial
f,) is chosen. Currently f is found by randomly generating monic degree g
polynomials with constant term (—1)%w, and testing for irreducibility (see [29]).
Given w, can an intelligent method for choosing f or one of its roots be found
such that this ¢*" root function is well behaved or has greatly reduced run time?
We show how the size of the exponent can be reduced in section 8.1 using the
ground work developed in this chapter.

The analysis of Cipolla’s algorithm begins in this chapter by categorizing and
enumerating the desired subset of elements in [Fpq, and their associated minimal

polynomials, capable of computing ¢** roots for residues in Gyn.

6.1 Root generating elements and root mapping poly-
nomials

Not all elements in Fp, will be capable of generating a ¢'* root for ¢'* residues in
Fp. Furthermore, as stated in chapter 5, we are only interested in computing the
roots of elements in Gyjn-1, whose roots are in G, where the Gyn-1 C Ggn C Fp
are the subgroups of order ¢"~' and ¢" respectively. This section defines the
elements in Fp, capable of generating g™ roots of elements in Gn-1, enumerates
them and their corresponding minimal polynomials.

The first restriction on the elements of interest is that they have norm in Gyn-1.
Therefore ord(n?) |¢"~*. If n € Fp, has order z, then the order of its norm is

X
(") = i, aky

78



This implies z |¢" K and that these elements are contained in Gyny C Fp,.

The second restriction is that the element must generate a ¢'* root. If an ele-
ment’s order divides ¢" it will be in the base field I, and incapable of generating
a ¢'" root: since K = 1 mod ¢"s, raising an element in Fp to the K power does
not change the element. An element in F% may be a ¢ root, but it will not

generate a new ¢'" root. This leads to a definition of root generating elements.

Definition 6.1.1 (Root generating element/subgroup): Let q, P,n, KK
be defined as in table 2.1. A root generating element is an element

in Fpq whose order divides q" K but does not divide q".

The subgroups Gj» C Gyn C [, contain all elements with order dividing ¢" and
q" K respectively. Therefore the set of all root generating elements is Gyn \ Ggn.
The following lemma enumerates the number of root generating elements in

qui
Lemma 6.1.2. There are ¢"(K — 1) root generating elements.

Proof. This follows directly from the fact that the set of all root generating ele-
ments is Gyn \ Ggn:
ord(Gegng \ Ggn) = ord(Gyng) — ord(Gyn)
=q¢"K —¢" (6.1.1)
=q"(K-1)
O
Every root generating element has a minimal polynomial. Cipolla’s algorithm
finds root generating elements by finding a minimal polynomial whose norm is

the appropriate ¢! residue. Any root of this polynomial generates a ¢ root of

the given residue.
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Definition 6.1.3 (Root mapping polynomial): A4 root mapping

polynomial is the minimal polynomial for a root generating element.

Notice that if f(z) is a root mapping polynomial then it is an irreducible degree
q polynomial over Fp. If n € Fps is a root generating element, we know that
n € Ggnk \ Ggn. Therefore 7 is not in the base field and has minimal polynomial
over Fp of degree d with d > 1 and d|q. Since ¢ is prime, this implies that n
has minimal polynomial of degree ¢, and that all root mapping polynomials are
irreducible degree ¢ over Fp.

The following lemma enumerates the root mapping polynomials:
Lemma 6.1.4. There are "' (K — 1) root mapping polynomials.

Proof. Root mapping polynomials are the polynomials whose roots are root gener-
ating elements. From equation (6.1.1) we know there are ¢" (K —1) root generating
elements. There are ¢ conjugates for each root mapping polynomial, so there are:

q"(K —1)

S " NK —-1) (6.1.2)

root mapping polynomials. U

6.2 Enumeration of Polynomials based on the norm
of its roots

Lemma 6.1.4 revealed that there were ¢" '(K — 1) root mapping polynomials
which might be used in Cipolla’s algorithm to compute ¢** roots in the subgroup
of interest. Since the algorithm needs a polynomial whose norm is a particular ¢*"
residue, the next enumeration question is: How many root mapping polynomials
have norm w € Gy»-1? This section will prove that the root mapping polynomials

are evenly distributed among the ¢"~! possible ¢ residues.

80



The following theorem enumerates polynomials with any fixed norm in Fp,

not just for those with norms in Gn-1.

Theorem 6.2.1. The number of degree q monic irreducible polynomials over Fp

with norm (with respect to Fpq) a € F} is

. . th ~ .
(a) = { K if a is a ¢"" non-residue 6.2.1)

(K —1) ifaisaq" residue

Proof. Let v € Fpq be a generator with N () = g. The order of Fp, is P71 —1 =
¢""1sK (theorem 2.1.1), therefore every element in Fp, can be represented by
~* for some x € Z with 0 < 2 < ¢""'sK. For every 0 < z < ¢""sK, let
T = {qi—SJ and xg = — x1(q"s): © = x¢ + x1¢"s with 0 < 21 < <qn;%) and
0 < x¢ < ¢"s. This mapping is bijection from the set {0,1,...,¢""'sK — 1} to
the set {{0,1,...,¢"s — 1} x {0,1,...,¢K —1}}.

With this representation, we have N(7%) = ™45 = g% Since 0 < z¢ < ¢"s,
the norm of +* is uniquely determined by zy. There are ¢ K values of x; for every
fixed value of x, therefore there are ¢ X' elements in Fp, with norm g*°.

An element 7* € Fp if and only if x = 0 mod ¢ K, therefore v* € Fp if and
only if zp = 0 mod ¢ and x; = —x¢ (q”s)_1 mod K. Since 0 < 27 < ¢K, there
are % = ¢ base field elements with norm ¢g*°. Therefore the number of elements
in the base field with norm g™ is zero if g fz¢ and ¢ if ¢ |z¢. Therefore the number
of elements in Fpq \ Fp with norm g*° is ¢ K if ¢ fxo and ¢(K —1) if ¢ |x¢. Since
q is prime, all of these elements have minimal polynomials of degree ¢, therefore

q?K—l)

kK if a is a ¢*" non-residue
7(a)
q

if a is a ¢*" residue

[ K if a is a ¢'" non-residue
Tl (K —1) ifaisa g™ residue
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Chapter 7

Breaking down Cipolla’s Algorithm

Modifications to Cipolla’s algorithm, reducing the required computation or making
it well-behaved (definition 5.1.2), rely on how root generating elements are chosen.
Chapter 6 enumerated the root generating elements. This chapter dissects their
structure, both for theoretical and computational purposes.

The discrete logarithm isomorphism, §~! discussed in section 2.3, mapped G
t0 Zorqa)- Using this isomorphism on the subgroup G{q;( C Iﬁ;, root generating

elements can be represented by an integer x € Zgng. The first dissection of root

generating elements in this chapter breaks z into a triplet (¢, a, b) such that:
e t defines the ¢'" residue for which a root is desired;
e ¢ defines which of the ¢ roots the element will return;
e b defines all possible elements in G4nx which return this particular root.

The nature of a set of root generating elements, whether they are well-behaved or
not, will be easily observed in this triplet representation. Furthermore, computation
of a particular root generating element or exhaustion over any given subset (for
small P, q) is simplified by it.

The second dissection uses the CRT isomorphism \TI, from section 2.3, to divide

a root generating element into two parts. Root generating elements are a subset
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of Gynk, therefore U @ — <C/}q\n X é;) is used. Given a root mapping
polynomial f with root 7 € Gy and norm w, let W(n) = (9, 7x). In this
chapter we show that €(f) = 1, the ¢'" root returned with Cipolla’s algorithm
and f. Exponentiation by K erases 7y, leaving 7,» unchanged.

From this second dissection of root generating elements comes a partitioning
of root mapping polynomials into equivalence classes. Each equivalence class
contains exactly one polynomial for each ¢’ root of every element w € Gyn-1.
Any reduced computation version of Cipolla’s algorithm, as in chapter 8, requires
polynomials to be found from a small collection of these equivalence classes:
classes with small order (definition 7.3.4). Each equivalence class is determined
by a representative polynomial (definition 7.3.1). In section 7.4 we show that if
we have a root mapping polynomial f in an equivalence class S and can determine
the representative polynomial for S, then the ¢*" root can be determined with a
few operations in Fp instead of a large exponentiation in Fp,. For a random
root mapping polynomial the easiest way to compute the representative polyno-
mial appears to require extracting 7,» from its root 7, or computing the ¢ root
using Cipolla’s algorithm. However for the equivalence classes with the smallest
possible order the representative polynomials are easy to determine. This will be

shown in chapter 8.

7.1 Exponential structure of Cipolla’s root finding
algorithm

This section examines the structure of root generating elements using the isomor-
phism dl,(n), where 1 is defined in table 7.1 and 1 € Gy is a root generating
element. Since every root generating element has order dividing ¢" K, every root

generating element 7 € Fp, can be represented as = u”, or dl,,(n) = x, for some
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q,P,n,s, K | as in table 2.1

W i € Fpq, an element of order ¢" K;

u u € Fp, an element of order ¢" with u = u*;
h h=g*" ', aq¢" root of unity in Fp;

w w = v a ¢'" residue in Fp;

Table 7.1: Variables used for analysis of Cipolla’s algorithm

x € Zgnik. The purpose of the following theorem will be to uniquely represent

every x € Zgnk, and therefore every 1 € Gynk, as a triplet (¢, a,b) where
1. t determines the ¢'" residue in Ggn-1;
2. a determines the root;

3. b determines elements in G,nx which generate the same root for a given

residue,

and to define a function £ mapping these triplets back to z € Zgn.

With £ and ;1 we can compute root generating elements for any root/residue
pair desired: for a desired root/residue pair (¢, a) pick a random b and compute
pétab) - The root mapping polynomial associated with the root generating ele-
ment (i.e., its minimal polynomial) can be also be computed (see chapter 3.3 in
[29]). Triplets which generate base field elements and conjugates can be com-
puted (section 7.1.1) and eliminated from the computation. For smaller P, g values
this function simplifies exhaustion over all root mapping polynomials. For larger
cases, selective samples of various size and form can be generated. Besides us-
ing the function for computation, it also gives an alternative enumeration for root

generating elements and root mapping polynomials.

Lemma 7.1.1. Let q, P,n, K be defined as in table 2.1 and

E:({0,1,...,¢" " =1} X Zy X i) — Lok
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be defined as:
E(t,a,b) =t +a¢" 'K + bg" mod ¢"K. (7.1.1)
Then & is a bijection.
Proof. Define E': Zynge — ({0,1,...,(¢" ' = 1)} x Z, x Zk) by
-1 r—1 —-n
E (x)=(t,—— modq,(r—t)g " mod K (7.1.2)
qr-

where t = x mod ¢" ! and 0 <t < ¢"!. Then £~! is the inverse of &:

£(67 (@) = 5((t, ”;n—__f mod ¢, (z — £) ¢~ mod K))

—1
=t+ (Z” mod q) ¢"IK + ((x —t)qg " mod K) q"

-1

_ [ t+ =5¢"  mod ¢"
Sl t+((x—t)g ) ¢" mod K

| xmod ¢"
| zmod K

and since ged(q, K') = 1, this uniquely determines = € Zgn k. Since an inverse of

£ exists, £ is a bijection. O

Equation (7.1.1) tells us exactly how root generating elements map to elements

in Fp in terms of residue and root. If n = puf®*% is a root generating element,
then
dl,(N(n)) = (t +aq" 'K + bq") ¢K mod ¢"K
= qKtmod ¢"K
= gt mod ¢"

dl,(€(n)) =tK + aq" ' K* mod ¢"K

=t+aq" ! mod ¢"

Therefore, N (1) = u? and €(n) = u**""", where u = pX as defined in table

7.1. The (t, a)-values of the triplet represent the ¢ residue and root for Cipolla’s
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algorithm, while the b-value dictates which root generating element is used for the
given root/residue pair.

Besides containing all root generating elements, the subgroup Gk also con-
tains a few non-root generating elements (the elements in G ), as well as redun-
dant elements (conjugates). The next section defines formulas for these non-root

generating elements and the redundant conjugates.

7.1.1 Formulas for base field elements and conjugates

This section determines which triplets generate base field elements and conjugates.
Base field elements can not be used in Cipolla’s algorithm and if equation (7.1.1)
is used to find root mapping polynomials, the conjugates should be avoided to
reduce computational costs.

The mapping defined by lemma 7.1.1 generates all elements in Zy» g, including
those in its subring K Zg i of order ¢". The subring KZgn i is isomorphic to Zgn
with KZjy = {Kz | x € Zyn }. Therefore p* = u* € Gy is a base field

element. The triplets, (¢, a,b), which generate the base field elements are:

E(t,a,b) =0mod K
t+aq" 'K + bg" = 0mod K

=—tqg " (7.1.3)
and
G = {1* } v=E(ta,—tqg"), 0<t<q" !, a€Zy}. (7.1.4)

A root generating element has ¢ conjugates, including itself, and each conju-
gate has the same root mapping polynomial. When equation (7.1.1) is used to

generate root mapping polynomials, only one of its roots is needed. Recall that
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the conjugates of an element o € Fpq are o "fori=0,1,...,q— 1. Conjugate
elements have the same minimal polynomial, norm, and generate the same ¢'"
root. Therefore if o = p®*%), then

of = Mg(t,a,b(i))

for some b() € Z. This implies that £(¢,a,b) P' = £(t,a,b™) mod ¢"K. Since
the b(*) portion of the equation vanishes modulo ¢", we only need to look at this

equation modulo K. Solving for () mod K gives:

(P - 1)

n

b =t + bP mod K. (7.1.5)

For computational purposes, the following recursive version of this formula

may be more suitable. Recall from section 2.1 that ¢"s = (P — 1) and that

Bl - Z;lo P%. Replacing  with 7o) gives:

i1
b = s Z P/ + P! mod K

J=0

i—2

=t{s+P (tsZPj + bPH) mod K
7=0

= ts+ Pb~Y mod K. (7.1.6)

7.1.2 An alternate enumeration

Lemma 7.1.1 also gives an enumeration of root mapping polynomials returning a

specified ¢'" root. The (¢, a) pair in the triplet representation (¢, a, b) dictate the ¢*"

residue (u?) and root resulting from applying Cipolla’s algorithm (& (p&®e)) =

utt2" ). Two root mapping polynomials generate the same ¢ root with if and

only if they have the same (¢, a) pair. Since there are (K — 1) valid, non-base

generating values of b which can be matched with (¢, a) to form a root generating
(K1)

element, dividing out the ¢ conjugates gives us that there are =, root mapping

polynomials returning a specified ¢ root with Cipolla’s algorithm.
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7.2 Similar root mapping polynomials

Section 7.1 analyzed the set of all root mapping polynomials based on an equation
in Zgn . In this section the root mapping polynomials will be analyzed using the
CRT isomorphism U from section 2.3. Root generating elements lie in the sub-
group of order ¢" K, with ¢" and K relatively prime, therefore the root generating
elements can be looked at as elements of <C/1q\n X 5;)

Let n € Gynk be a root generating element. The mapping \Tf(n) = (Ngn, M)
is defined as:

Ngr ="

e =n".
If the minimal polynomial for ) is f then &(f) = n,», the portion of 1 contained
in Ggn. Definition 6.1.1 states that the order of a root generating element divides
q" K but does not divide ¢". This implies that nx # 1. A non-trivial 75 implies
that the minimal polynomial for 7 has degree q.

Exponentiation by K erases 7x without changing 7,» because ord(nx ) |K and
K =1 mod ¢". Since the computational requirements of Cipolla’s algorithm are
determined by the size of K, if n can be found such that the order of ny is very
small, these requirements could be reduced. This is explained in more detail in
section 8.1.

This section defines a partitioning of the root mapping polynomials such that
polynomials in the same class have roots with equivalent nx portions. Reducing
the computational requirements of Cipolla’s algorithm implies finding a polyno-
mial (or one of its roots) in a root mapping polynomial equivalence class with a

small ordered 7, portion.

Definition 7.2.1 (Similar root mapping polynomials): 7Two root
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mapping polynomials, f(x), h(x) are similar (f(z) ~ h(x)) if f(x) =

Zgzo c;xt and there exists a € Fp such that
q . .
hz)=a'f(a'z) = Z a®’'e;xt. (7.2.1)
i=0

Let f(x) be a root mapping polynomial with root 7. The following lemma shows

that the set of all similar root mapping polynomials for f is exactly the set

{fula) =a'f(a"'2) |a € Gy}

with f, (na) = 0. In other words, similarity is the action of the group G;» on the

set of all root mapping polynomials.

Lemma 7.2.2 (Set of similar root mapping polynomials). Let f be a root map-

ping polynomial with root n € Ggn. The set
S={fulz)=0a'f (a7'2) |a € G} (7.2.2)
is the set of all root mapping polynomials similar to f, with f, (na) = 0.

Proof. Let the root mapping polynomial f(z) = Y7 , ¢;a" define S, as in equation
(7.2.2), with root 7. Since Gy C F}, definition 7.2.1 gives us that the subset
of root mapping polynomials in S are similar to f. From definitions 6.1.3 and
6.1.1, f, is a root mapping polynomial if its root o has order ord(«) |¢"K and
ord(a) fg". For all a € G,

Ja(na) ="y ca™ (na)’
i=0

7.2.3
= a’f(n) (7.2.3)
= 0.
Therefore f,(na) =0V f, € S. Since a € G,» we know that (na)? = ni" =
)

nk # 1and (na)®?" = 1 which implies ord(na) |¢"K and ord(na) Jg". Therefore
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na is a root generating element, f, is a root mapping polynomial, and by definition
f(@) ~ fa(z) V fo € 5.

Assume h ~ f. Then h is a root mapping polynomial and 3 a € Fp such that h(z) =
a?f(a~'z). Furthermore, h(na) = a?f(n) = 0. Since h is a root mapping poly-
nomial, its root na is a root generating element and (na)an = 1. This implies
a?" =1 and that a € Gyn. Therefore h € SV h~ f. Since h ~ fV h € S and
h e SV h~ f,weknow that S is the set of all similar root mapping polynomials

to f. O

Since similarity is the action of the group G;» on the set of all root mapping
polynomials, it partitions the root mapping polynomials and is an equivalence
relation (see theorem 4.2 in [20]). If the polynomials f,h are in an equivalence
class S defined by root mapping polynomial similarity, with f(n) = h(na) = 0

and U (n) = (ng, nx), then

~

¥(na) = (1), (na)”")

= (Ngna,nK) -

The multiplier a used to derive h from f can also be used to convert the ¢ root

(7.2.4)

generated by f to the ¢! root generated by h. In other words €(h) = a€&(f).
Lemma 7.2.3. Let f, h be two root mapping polynomials with f ~ h and h(z) =
alf(a=tz), a € Gyn. Then:

¢(h) = aC(f) (7.2.5)
Proof. Let 1 be a root of f(x). Then from lemma 7.2.2 we know that an is a root

of h(x). Since a € Fp and K = 1 mod P — 1 we know that

¢(h) = (an)"®
= anK

— ag(f).
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7.3 Representation and order of a root mapping poly-
nomial equivalence class

Root mapping polynomial similarity partitions the set of root mapping polynomials
into equivalence classes. One polynomial in each equivalence class will be used
to represent the entire set. This representative polynomial is chosen to simplify
the set description. Root generating elements with 7,» = 1 generate the trivial ¢'"

root of (1)% = 1. This is the logical choice for the representative polynomial.

Definition 7.3.1 (Representative polynomial for a root mapping
polynomial equivalence class): Let S be an equivalence class of
similar root mapping polynomials. A representative polynomial for S

is a polynomial r(x) € S such that if o € Fpa is a root of r(x) then

Q
Il
—

With this definition, Cipolla’s algorithm performed on the representative polyno-
mial is €(r) = 1. If f, = a% (a~'x), as in equation (7.2.2), then from lemma
7.2.3:

e(fa) = a.

Every equivalence class contains exactly one representative polynomial as well
as exactly one polynomial, f,(z), for each a € G». This is shown in the following

lemma

Lemma 7.3.2. Let S be an equivalence class of similar root mapping polynomials

and €(f) be the ¢'" root generated using Cipolla’s algorithm with root mapping
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polynomial f(x). Then

e(S) = {€(f) | f €S} =Gy

Proof. Let S be a root mapping polynomial equivalence class with r(z) = >°7  ¢;a,

7=

r(z) € S, and €(r) = a. By definition
S={bir(b7'z) | b€ G},

and €(f) € Gy ¥V f € S. Forall b € Gy let fiy(z) = (a'b)'r <(a_1b)_1 x)
Then f,(x) € S and

Therefore €(S) = Gyn. O

From this lemma the size and number of equivalence classes is easily deter-

mined.

Lemma 7.3.3. Let q, P,n, K be defined as in table 2.1 and S be an equivalence

class of similar root mapping polynomials for computing q'" roots in Fp. Then

e ord(S) = q" and

e the number of equivalence classes is (K=l

Proof. By lemma 7.2.2, ord(S) < ¢" and from lemma 7.3.2, €(S) = Gy so
ord(S) > ¢". Therefore ord(S) = q".
There are (K — 1) root mapping polynomials for each ¢ residue in Gn

(theorem 6.2.1) and the set of ¢'" residues in Ggn is G n-1. Therefore there are
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q"'(K — 1) root mapping polynomials. Dividing by the number of polynomials
in each class gives us the number of similar root mapping polynomial equivalence

classes:
K -1 (K-1)

q" q

O

As mentioned in the beginning of section 7.2, the computational requirements
of Cipolla’s algorithm can be reduced if a root generating element 7 can be found
with low order nx components. Root generating elements are found by generat-
ing root mapping polynomials and all polynomials in an equivalence class have
roots with identical 7 component. Finding a root generating element with a low
computational requirements implies finding a polynomial in an equivalence class

with low order 7).

Definition 7.3.4 (Order of a root mapping polynomial equivalence
class): The order of a root mapping polynomial equivalence class S

is the order of the representative polynomial r(x) € S.

Equivalence class orders have several restrictions. The following lemma de-
fines these restrictions and can be used to generate finite fields such that a root
mapping polynomial equivalence class of a specific order R exists. Although of
little value in solving the general ¢! root problem, it is useful to generate these
fields for analysis and they may have future value in designing new public key

cryptosystems.

Lemma 7.3.5 (Properties of root mapping polynomial equivalence class or-
ders). Let q, P be defined as in table 2.1 and R be the order of a root mapping

polynomial equivalence class for computing ¢'" roots in Fp. Then:
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o R=2qt+1 for somet € N
e PZ1mod R
e P1=1mod R.

Proof. From definition 7.3.4, R = ord(r) where r is the representative polynomial
for the class. All representative polynomials have ord(r) |[K with ord(r) > 1,
therefore R|K. Lemma 2.1.3 gives us that R = 1 mod ¢q. Since ¢ > 2, 2 #
1 mod ¢ therefore 2 JK and 2 JR. Therefore R = 2qt + 1 for some ¢ € N. From
2.1.1 we know that gcd(K, (P —1)) = 1, therefore ged(R, (P —1)) = 1 and
P # 1mod R. Finally, R|K |(P?— 1) which implies P! = 1 mod R. O

Any prime P with equivalence class of order R (where R = 1 mod 2¢) must

satisfy the following properties:
e P =1mod ¢*: this makes computation of q'" roots in Fp difficult;

e P = hmod R where h is a primitive ¢'" root of unity: this insures that

P?=1mod R and P # 1 mod R.

The Chinese remainder theorem can be used to generate possible P values, which
can then be tested for primality.

The number of equivalence classes of order R is equal to the number of repre-
sentative polynomials of order R. If R = 2¢t + 1, there are ¢(R) elements in Fpq
with order R, all with representative polynomials as their minimal polynomials.
Therefore there are dTR) representative polynomials and equivalence classes with
order R.

Reducing the computation in Cipolla’s algorithm hinges on finding a root

mapping polynomial equivalence class with small order. Therefore an important
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question to ask is ‘how small, with respect to ¢, can the order of a root mapping
polynomial equivalence class be?” If R is represented as R = 2qt + 1 then the
smallest value possible is R = 2¢g + 1 (R > 1 from the root generating element

requirements). This smallest possible R value exists only for certain (¢, P) pairs.

Definition 7.3.6 (Minimal order equivalence class): Let ¢, P be
defined as in table 2.1 and R = 2qt + 1 be the order of a root
mapping polynomial equivalence class S for computing ¢ roots in

Fp. The equivalence class S has minimal order if t = 1.

The minimal order equivalence class, by this definition, is R = 2¢ + 1. This

equivalence class exists if and only if:
e R is prime;
e P#*1modR
e P?=1mod R.

Lemma 7.3.5 explains all of the requirements except primality. The order of
a minimal order equivalence class must be prime otherwise other equivalence
classes would exist with orders equivalent to its non-trivial factors. These classes
would have smaller order, and the original would not be minimal. Examples of
(q, P) pairs for which minimal order equivalence classs exist are in table A.2.

In general, polynomials in a given equivalence class are difficult to find. For
this minimal order case however, the representative polynomial is easy to generate.
The formula for the polynomials trace function is given in 8.3, with formulas for
the remaining coefficients developed in section 8.4.

We show in section 7.4 that ¢! roots can be computed with a few operations

in Fp if the root mapping polynomial and the representative polynomial for its
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equivalence class are known. Finding a polynomial for any given norm in these
minimal equivalence classes minimizes the work required in Cipolla’s algorithm,
however it also makes Cipolla’s algorithm, even with the reduced computation,
irrelevant. It is much more efficient to extract the ¢*" root from the coefficients

of the two polynomials than to compute €(f).

7.4 Knowledge of set representative implies knowl-
edge of ¢'" roots

Reduced computation versions of Cipolla’s algorithm require polynomials in low
order equivalence classes to be found. If a reduced computation version of
Cipolla’s algorithm exists and the representative polynomial for that equivalence
class can also be found, then the trace of the two polynomials will reveal the ¢"
root.

Assume we are trying to find the ¢’ root of w € Gn C Fp and have found a
root mapping polynomial f with N(f) = w. Let S be the equivalence class con-
taining f and the representative polynomial for S be r(z) with f(z) = a%r(a'z).

Then we know that:
&(f) = al(r)
=aq

and since ¢ is prime, a can be extracted from any non-zero term of the polynomial,
except the constant and ¢*" terms.

Letr(z) = Y7, c;z’. From lemma 7.3.2 we know that  must have a non-zero
coefficient ¢y where 0 < d < ¢. From the d""-coefficients of the two polynomials,

cq and a?%cy, we can compute a?”%:

a®? = (cq)”" (a% %) .
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Since ¢ is prime, the order of a divides ¢", and 0 < d < ¢, an inverse for
(¢—d) mod ¢" exists and €(f) can be computed without the costly exponentiation

of Cipolla’s algorithm:

(cg1 (cda(Q—d))) (g—d)~" mod ¢

¢(f)
(7.4.1)

a.

In other words the ¢*" root of w can be computed with only an inverse, a multi-
plication, and an exponentiation, all in Fp.
If the trace of the polynomials is non-zero and known, then since ¢, =

(—1)Tr(r) and ¢ — d = 1, we have the formula
¢(f) = Tr(r)"" Tr(f). (7.4.2)

This is what happens in the case of a minimal order equivalence class. The formula
for the trace of the representative polynomial is given in section 8.3, reducing ¢'"

root computation to an inverse and multiplication over Fp.
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Chapter 8

Reducing computational
requirements

Chapter 7 described the structure of root generating elements and their associated
root mapping polynomials. Recall from chapter 2.3 that a root generating element
n € Fpq can also be represented as \ff(n) = (Mg, k) With ngm € Gy and

K

nk € Gk. The exponentiation by K used in Cipolla’s algorithm, €(n) = n*,

erases 1)k, leaving 7,» unchanged:

T(E(n) = (ngn,1).

If the order of 7)) is small, that is if the root mapping polynomial is from a low
order equivalence class, K (which is on the order of P? for cryptographic sized
P, q) can be replaced by a smaller exponent. The first section of this chapter
contains the details of this reduced computation Cipolla’s algorithm.

The reduced computation version of Cipolla’s algorithm in section 8.1 has
one requirement: polynomials with arbritrary norms from a low order equivalence
class must be found. No efficient algorithm for finding these polynomials is cur-
rently known. However, generating the representative polynomials from minimal
order classes (definition 7.3.6) is straight forward. The trace function for these
)th

polynomials (leading directly to the (¢ — 1)"" coefficient) requires a square root
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and a few other operations in Fp, while the remaining coefficients require a bit
more work. Section 8.3 derives a simple formula for the trace of the representative
polynomials. The formulas for the remaining coefficients are derived in section

8.4.

Q=

Although the representative polynomial generates the trivial ¢ root, (1) = 1,
knowledge of the representative polynomial and another root mapping polynomial,
f, in the same equivalence class reveals €(f) (equation (7.4.1)). In other words
minimizing the computational requirements of Cipolla’s algorithm in these fields

implies the existence of another, more efficient ¢*" root algorithm. Knowledge of

a non-zero trace simplifies this computation further.

8.1 Cipolla’s algorithm for small order equivalence
class

Let f be a root mapping polynomial from an equivalence class S. From section
7.2 we know that if f has root 1 then \Tf(n) = (14, i) Where 1k is the root
of the representative polynomial for S and &(f) = 7,». Exponentiation by K in
Cipolla’s algorithm removes 7 from 7 because ord(ng ) |K . If the order of 7 is
R, a small factor of K, then exponentiation by R is all that is required to remove
K-

Exponentiation by the order of the equivalence class removes 7 from 7, but
unlike exponentiation by K there is no guarantee that it will leave 7,» unchanged.
We know from theorem 2.1.1 that K = 1 mod ¢" for ¢ > 2, or that the 7752 =
Ng». All we know about R is that ® = 1 mod ¢ (theorem 2.1.3). Therefore
exponentiation by R may change 4.

Fortunately this change can be compensated for by a small exponentiation in
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Fp. Since K = 1 mod ¢" and R|K, we know that
K
R™' = = mod ¢".
7 mod ¢

We know that ord(n®) [¢" therefore

¢(f) = G medd”) = (8.1.1)
Since (% mod ¢") < ¢" and for most cases ¢" < K, the size of the required

exponentiation can be greatly reduced if an appropriate root mapping polynomial

with sufficiently small order can be found.

8.2 Prime order equivalence classes

If we could generate polynomials in low order equivalence classes the reduced
computation version of Cipolla’s algorithm in section 8.1 could be used. The
smallest orders are the prime divisors of K. There is no known efficient technique
for finding a root mapping polynomial with a specific norm in these classes, but
finding the representative polynomial, in at least one case, is easy. Minimal order
equivalence classes, as in definition 7.3.6, have minimal order with respect to q.
When these equivalence classes exist, the trace function for their representative
polynomials are easy to compute. The formulas are derived in section 8.3 with
the remaining coefficients computed in section 8.4.

The trace of these representative polynomials is the key element in computing
the coefficients. Furthermore, only the trace of the representative polynomial is
needed to compute the ¢*" root from any other polynomial in the class, without the
cost of Cipolla’s algorithm. Equation (7.4.1) gives an alternate equation for &( f)
if a non-zero coefficient of the representative polynomial, r, from the equivalence
class containing f is known. Equation (7.4.2) gives a simplified version of this

formula if the traces of the two polynomials is non-zero and known.
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This section will prove some basic properties of the trace function for prime
order representative polynomials. Section 8.3 uses these properties to develop trace
function formulas for the representative polynomials of minimal order equivalence
classes. Since prime order equivalence classes exist for the ¢'* root problem in
every finite field, the theorems developed in this section may be used in future
research to extend the trace formulas to larger order representative polynomials.

Lemma 7.3.5 states that when ¢ > 2 the order of an equivalence class must
have the form R = 2tq + 1 for some integer ¢ > 1. For prime orders R, there are
¢(R) = 2tq elements of order R in Fp, and 2%(; = 2t minimal polynomials for
these elements. These are the representative polynomials of order R. Let be the
set of all representative polynomials of order R.

Every polynomial, r;(x) € REPg, has a unique reciprocal polynomial 7;(x) #
ri(z) (see definition 2.6.9). Since roots of 7; are the inverses of roots of r;, the

order of 7;(x) is also R. Therefore 7;(z) € REPg. Furthermore, the reciprocal

of the reciprocal is the original polynomial: (7;) = r;. Therefore REPx can be
ordered such that 7; = r¢1; moq 2t

The following theorem gives a formula for the sum of the product of reciprocals
in REPi. This theorem is used in the case of R = 2¢ + 1 to compute the two

trace values, and may be valuable in extending the trace formulas to larger R.

Theorem 8.2.1. Let P, q, K be defined as in table 2.1 and R = 2qt + 1 a prime
integer with R|K. If REPr = {r;(z) | 0 <1i <2t} is the set of order R rep-
resentative polynomials for computing ¢'" roots in Fp, ordered such that the

reciprocal of r; is T;(x) = riyi(x), then

t—1 R—q

Z Tr(ri) Tr(rg) = 5 (8.2.1)
i=0

Proof. Let {n; | 0 <i < 2qt} be the set of all elements of order R = 2¢gt + 1 in
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Fpq,. Then:

t—1 2qt—1
QqZ Tr(r:) Tr(rew) = Z Tr(n;) Tr(n; ")
=0 =0
2qt—1 /q—1 ' qg—1 '
- (S ()
i=0 \j=0 J=0
2qt—1
j _ pk
Sy
i=0 0<jk<q
2qt—1
j _ pk
- S
0<j,k<q i=0
2qt—1 2qt—1
j _ pk
ST I S
=0 0<j,k<q 1=0
it

Since R is prime, for any constant ¢ # 0 mod R, Z?ito_l??f = Z?g’fo—lm and

Z?ito_l n; = —1. Therefore

t—1
20 Tr(r;) Tr(ri) =2¢°t + Y (—1)
i=0 0<j,k<q
7k
=2¢*t —q(q — 1)
=q(2qt+1—q)
=q(R—q)
Therefore
t—1
R— R —
Z Tr(ri) Tr(rega) = ciCitt ) 7
=0 2q 2
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P order of base field Fp;
q a prime integer, ¢ > 2, dividing (P — 1);
R R =2q+1 is prime with P # 1 mod R and P? = 1 mod R,
r(x) | r(x) = 29+ 3 crt + (—1),
a minimal polynomial over Fp whose roots have order R.

Table 8.1: Minimal order root mapping polynomial equivalence class restrictions

Other identities for the traces, such as

2t—1

Z Tr(r;)* = —q

(Tr(rs) = Tr())” = —R

-
|
—_

ﬁ‘ﬂ»
|
)

(Tr(r;) + Tr(r_i))2 =R—2

Il
=)

i

are simple to prove with this theorem.

8.3 'Trace formulas for minimal order representative
polynomials

The representative polynomials with minimal order (definition 7.3.6 and table 8.1)
will be determined in this section. Examples are worked out in section 8.5, giving
formulas for the minimal order representative polynomials for ¢ = 5 and ¢ = 11.
These formulas hold for any base field, F'p, satisfying the conditions of a minimal
order representative class given in section 7.3.

Let n € Fps be an element of order R = 2¢ + 1 with minimal polynomial
r(z) =1, ¢;z'. Formulas for the traces of ) and 1! will be developed in this
section by computing the sum and product of the two traces. These two values are
then used to generate a quadratic equation with the trace as a variable. Solving

this equation gives the two trace values.
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Theorem 8.3.1. Let P, q, R, r(x) be defined as in table 8.1 and a root of r(x) be

1. Then

Tr(n)+ Tr (77_1)

Tr(n) Tr (77_1)

1 (8.3.1)
at1
2

(8.3.2)

Proof. Let P,q,R,r(x) be defined as in table 8.1 and n € Fp, be a root of
r(z). Since r and T are degree ¢ irreducible polynomials, the set of conjugates,
{77P P 0<j< q}, contain 2¢ unique elements of order R. There are
R — 1 = 2q elements of order R in Fp,, therefore {npj,n_Pj |0<j< q} =
{n* | 0 <i < R}. Therefore

q—1 ' q—1 '
Tr(n)+ Tr(n™) => 0"+ n"”
=0 =0

Since ord(n) = R we know that Y"1 "' = 0 and Tr(n) + Tr(n~') = S5 ni—
1=-1.

From theorem 8.2.1 we know that Tr(n) Tr(n~') = &4

A direct result of this theorem is a formula for the trace functions of r(x).

Corollary 8.3.2. Let P,q, R,r(x) be defined as in table 8.1 and a root of r(x)

be 1. Then the formula for the traces of n and n~' are

Tr(n), Tr(n™") € {2—1 (-1 + (—R)%)} (8.3.3)

with the difference of the traces
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Proof. Theorem 8.3.1 gave us that Tr(n) + Tr(n~") = —1 and Tr(n) Tr(n~') =

%. Together these generate the quadratic equation:

a+tl_

0.
2

Tr(n)? + Tr(n) +

Solving for the trace with the quadratic formula gives:

Tr(n), Tr(n") € {2—1 (-1 + (—R)%) }

With these formulas for the trace function, the difference of the traces can be

computed:

8.4 Minimal order representative polynomials

In this section the trace functions developed in the last section will be used to
compute the individual coefficients of the two minimal order representative poly-
nomials. The final formulas are independent of the base field and hold for any
chosen field.

As before, let 7(z) = Y%, ¢;x’ be a minimal representative polynomial. If 7
is a root of 7(x), we know that r(z) = [, <x - nPi). Let A; be the set of all
subsets of {0,1,..., (¢ — 1)} of size i. Expanding this formula for r(x) gives us:

q

@)=Y [ (=) Y gt | (84.1)

i=0 AEA,

and formulas for the individual coefficients are

= (=0T Y e, (3:4.2)
AE.Aq_i
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Let h € Zg be a primitive ¢'* root of unity and define G : A; — Zp by
G(A) = >,ca hF mod R. Applying G to B C A; is defined by

G(B) =1{G(A) [ A< B},

the collection of all G/(B) counting multiplicities. Recall that P is a primitive
q'" root of unity. When G is applied to the full set, A;, G(A;) is independent of

which ¢ root of unity is used.

Lemma 8.4.1. Let q and R be defined as in table 8.1, h € Zg be a primitive ¢
root of unity and A; be the set of all subsets of {0,1,...,(q— 1)} of size i. The

set

G(Ai) ={G(4) | A e A}
where G(A) = ZakeA h* mod R is independent of the ¢'" root of unity h used.

Proof. Let A € A; with A = {a;}_,m € Z;; and define mA = {ma; mod qh_
with mA; = {mA | A € A;}. We know that A contains ¢ distinct elements from
{0,1,...,(¢— 1)} and m is a unit, therefore mA € A; and for A,B € A,
mA = mB if and only if A = B. Every possible subset of 7 distinct elements is
contained in A; therefore mA; = A;. If h € Zg is a primitive ¢*" root of unity
then for any other primitive ¢'* root of unity b € Zr I3 m € Zy such that h = b™.

Therefore

G(A) = {meﬂ‘ mod R | A€ AZ}

JEA

— {ij mod R | A Em.AZ}
JEA

- {ij mod R |AeAZ}. (8.4.3)
JEA
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Using this function the formula for the coefficients can be rewritten as

Cz‘:(_l)q_i Z 77k-

keG(Aq—i)
Simplified formulas for the coefficients are obtained by partitioning A; into subsets
B € A; such that ZjeG( B) n’ is a known value. Counting the subsets which
generate the different fixed values gives us the coefficient formulas.

The formula for the (g — 7)™ coefficient is obtained by analyzing A;. This
analysis only needs to be done for 1 < 7 < %. From lemma 2.6.10 we know
that ¢; = ¢, 1cq_i. Therefore the coefficients for i € {0,1,q — 1,¢} are already
known: ¢y = —1, ¢,o1 = —Tr(n), ¢ = Tr(n~'). Furthermore the sets A; and
A,_; are closely related, with the partitioning of .4; giving us the partitioning for

A,_i. Define A= {0,1,---,(¢g—1)} \ A where A € A;. Then the set A, ; for

0 <1 < ¢ can be redefined as
A ={A | Ac A,

Since Y o4 PPHY " PP = Y012 PF = 0, weknow that 3, 5 P¥ = — 3", _, P*

and
=D Y gt (8.4.4)
k‘EG(.Ai)
i = (=1 Y " (8.4.5)
k‘EG(.Ai)

The partition of A; used to create formulas for the coefficients divides .4; into

subsets of size q. Therefore each coefficient requires

ord(A;) ( 3 )

q q

computations in Zg. Using this technique there are

2 (1)

EN 20-1 _ 1
> - -1 (8.4.6)
=2 q

q
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computations in Zp to perform to obtain the coefficients of r,7. For cryptograph-
ically sized ¢ this is computationally infeasible. However for smaller ¢ it allows
us to generate formulas for the minimal representative polynomials for a given

(¢, R =2q+ 1) pair.

8.4.1 Distributions in Zp

The following lemma defines the basic sets used in formulas for the remaining
coefficients. An element € Fp, of order R generates all elements of order R
in Fpq. Since R = 2q + 1 is prime, there are 2q elements of order R. The ¢
conjugates of 7 are n*’ for 0 < j < ¢. The remaining ¢ elements of order R are

the conjugates of n~!.

Lemma 8.4.2. Let P, q, R be defined as in table 8.1 and

Sp={P’mod R |0<j<q} (8.4.7)
Sp={-P'modR [0<j<q} (8.4.8)
S. = {0} (8.4.9)

be sets of elements in Zr. Then S, contains all quadratic residues, S,, contains

all quadratic non-residues, and

Zr =S| S| S- (8.4.10)

Proof. Let P, q, R be defined as in table 8.1 and S,., S, .S, be defined as above.
By definition, P =Pi=1mod Rso Pisa quadratic residue. Since ¢ is odd,
(—1)? = —1 mod R so (—1) is a quadratic non-residue. Therefore from corollary
2.4.4, P are quadratic residues and — P* are quadratic non-residues in Zg for all

© € Z. This implies

e S, ={P'mod R | 0<i< g} contains only quadratic residues and
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e S, ={—P'mod R | 0 <i < ¢} contains only quadratic non-residues.

Since 0 is neither a quadratic residue or non-residue, the three collections, S, S, S.,
are pairwise disjoint. P is a primitive ¢'* root of unity in Zg since ¢ is prime,
P # 1mod R, and P? = 1 mod R, therefore P! = P/ mod R for 0 < i,j < q
if and only if ¢ = 7 mod ¢. This implies that S,, S,, each contains ¢ distinct ele-

ments. Therefore ord(S,|JS,US.) =2¢+1=Rand Zr =S,JS.UJS.. O

The first thing to notice about this partitioning of Zp is that S, S, generate
two sets of roots, one for each minimal order root mapping polynomial. If € Fp,

has order R then all (R — 1) = 2q elements of order R are in

(i lies J{r lies.)

with {n’ | i€ S.} = {1}. Let r(x) be the minimal polynomial for 7. The
conjugates of 7, and therefore all the roots of r(x), are {nP lo<i< q} =
{n* | i€ S,}. Let 7(x) be the reciprocal polynomial for r(z), as in defini-

tion 2.6.9. All of the conjugates of 1!

in{n_Pi |og¢<q}:{nf i€ Sy}

, and therefore all roots of 7(z), are

8.4.2 A partitioning of A;

This section will show that every set .A; can be partitioned into subsets B C A;

with ord(B) = ¢ such that
G(B> € {ST’7 STM q- Sz}

where ¢ - S, represents ¢ copies of the set S,. If r;, n;, z; are the number of subsets

B C A; generating S,., S, q- S, respectively, then the formulas for the coefficients
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are

Cqi = (1)’ (n Sl > 0+ qzz)

JES, JESH

(=1 (r:Tr(n) +n; Tr(n™") + qz) - (8.4.11)

The partitioning is accomplished by characterizing elements A € A; by a
set of minimal distances between each a; € A. The minimal distances force an
ordering on A up to cyclic shifts. However the elements in A, and therefore their
distances, are in Z, which does not have a well defined ordering. For this reason

the following definition and lemma are needed for a complete ordering.

Definition 8.4.3 (Minimal distance): Let A; be the set of all subsets
of {0,1,....(q— 1)} of size i, with1 <i < (q—1)and A c A, If

J,k € A with j # k, the (ordered) distance from k to j is:
D(k,j) = (j —k)mod g € {0,1,...,(¢— 1)} (8.4.12)

Using the integer ordering 0 < 1 < ... < (¢ — 1) < q, the minimal
distance element of k € A, is j € A, j # k such that D(k,j) <
D(k,t) forallt € Aandt & {k,j}.

Every element in A is distinct, therefore the distances D(j, k) from a; € A
to every other a; € A are distinct. Because these distances are distinct, minimal
distances for each a; € A exist and are also distinct. These distances create an

ordering on elements in A.

Definition 8.4.4 (Minimal distance ordering): Let A; be the set of
all distinct subsets of {0,1,...,(q— 1)} of size i, with 1 < i < (¢—1).
A minimal distance ordering of A € A; is A = {ap,a1,...,a;_1}
such that for 0 < j < i the element a(ji1moaiy has the minimal

distance from a;.
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A minimal distance ordering only determines adjacent elements. If A = {q; };;10

is a minimal distance ordering then so is any cyclic shift of A:

{alma(k—l—l mod i) - - -aa(k—lmodz‘)} , 0< k<.

Lemma 8.4.5 (Minimal distance ordering exists and is distinct up to cyclic
shift). Let A; be the set of all distinct subsets of {0,1,...,q — 1} of size i where
q is prime, 1 < i < (q— 1), and A € A;. Then there exists a minimal distance

ordering of elements in A:
A= {ao, a1, ag, ... ,ai_l}
which is unique up to cyclic shift.

Proof. A minimal distance ordering is determined by distinct minimal distance ele-
ments, so if an ordering exists it uniquely determines adjacent elements. Therefore
if a minimal distance ordering exists, it is distinct up to cyclic shift.

Since a; € {0,1,...,¢— 1} and a; # ax ¥V (k # j), the set can be ordered
over the integers such that a; < a;4; for 0 < j < (i — 1). This ordering over
the integers is also a minimal distance ordering. For 0 < j < (i — 1) the distance

function described over the integers is

D(ajaak:>_{ q+ak‘_aj O§k<j ’

therefore
D(aj, aj41) = aj1 — a; < ap — a; = D(aj, ax) j+l<k<i
D(aj,a11) = ajy1 — a; < g+ a, — a; = D(ay, a) 0<k<j

For j =i —1, D(a;—1,a;) = q + a; — a;_1, therefore D(a;_1,a¢) < D(a;_1,a;)
for 0 < j < (i — 1). Therefore the ordering described is a minimal ordering, and

minimal orderings exist. L
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Example 8.4.6 — Minimal distance and minimal distance ordering:
For example, let ¢ = 11, h = 2 be a primitive 11-th root of unity in
Zoz, and A € Ay be A= {3,1,7,9}. Notice that G(A) = 23 +2' +
27429 =8 +2+ 13+ 6 = 6. The distances D(k,t) for the elements

are:
(kN3 [1]7 ]9 ]
3 —]94]6
1 |2 |-1]6|s
7 75 |-]|2
9 5|39 |-

The minimal distance orderings of A = {3,1,7,9} are {1,3,7,9},
{3,7,9,1}, {7,9,1,3} and {9,1,3,7}.

If A = {aop,ai,...,a;—1} is a minimal distance ordering for A and the ordered

collection of distances is
D={d; |0<j<i}

where d; = D(aj, a;+1 mod i), then an alternate representation of A is:

j—1
(ao;D):{ao—l—Zdl mod ¢ |O§j<z}. (8.4.13)

=0

Distance representations such as this are used to partition .A;.

Definition 8.4.7 (Distance representation and distance representa-
tion sets): Let A; be the set of all distinct subsets of {0,1,..., (¢ — 1)}

of size i with 1 <i < (¢g—1), A€ A; and
A= {ao,al,. . .,G,Z‘_l}

a minimal distance ordering of A. The distance representation set

of A is the set with multiplicities D = {dy, d,...,d;—1} ordered up
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to cyclic shifts with d; = D (a;,aj11mod:) as defined in equation

(8.4.12) and
j—1
A = (ap; D) = {aj 0<yj<1; ajzao—l—Zdl modq}
1=0

is a distance representation of A.
With this definition the distance representation set is:
D — {d07 dl’ A 7d2—1}
= {dt, di+1modis 5 diy(io1) modi}

for any 0 < ¢t < 1. However when used in a distance representation, the particular

cyclic shift must be known:

A= (at3 {dt, dit1mod iy ** 5 dis(i-1) modz‘}) (8.4.14)

Example 8.4.8 — Distance representation: From example 8.4.6 let
A =1{1,3,7,9} be a minimal distance ordering with distance repre-
sentation set D = {2,4,2,3}. The set A can be represented by any

of the following distance representations:

(1;{2,4,2,3}) (3:{4,2,3,2})

(7:{2,3,2,4}) (9:{3,2,4,2})
Working out the first distance representation gives:
A={1,(142=3),3+4=7),(T+2=9)}
with 94+ 3 = a9 = 1 mod 11.

Distance representation sets for A € A; are distinct (up to cyclic shifts) as
they are directly related to the minimal distance ordering of A. Every distance

representation with the properties in lemma 8.4.9 represents some A € A,;.
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Lemma 8.4.9 (Distance representation set properties). The ordered set with
multiplicities D = {d; | 0 < j < i} is a distance representation set for elements

in A; (1 <i<q—1)ifand only if:
1. 0<d; <qfor0<j<i;
2. Yidi=aq

Proof. Let A€ A, be A= {ap,a1,...,a;—1 | 0 <a;j <q} be ordered such that
a; < ajy for 0 < j < (i —1). This ordering is a minimal ordering (proved
in lemma 8.4.5) and has distance representation set D = {dy, ds, ..., d;—1} with
dj = aj41 —aj for 0 < j < (i —1) and di_y = ¢ + a9 — a;—1. Therefore
22;10 d; = q and by definition 0 < d; < ¢. Minimal distance orderings are
unique up to cyclic shifts, therefore the distance representation set is unique up to
cyclic shifts. Therefore if D is a distance representation set then it satisfies the
constraints of the lemma.

Let D= {d; | 0<d; <gq; 0<j<i}with}"{d; =q. Then (ap;D) € A;
for 0 < ag < ¢: The set (ap; D) contains i elements by definition, so (ag; D) ¢ A;

if and only if there exists 0 < j < k < 4 such that a; = a;. This implies

j—1 k—1
ao—i—Zdl an—l—Zdl mod ¢
1=0 1=0

k—1
0= Z d; mod q.
l=j

Since 0 < 7 < k < ¢ we know that 0 < Zf:_jl d; < q which contradicts this

assumption, therefore (ao; D) contains 7 distinct elements and (ag; D) € A;. O

Example 8.4.10 — Distance representation: From example 8.4.8,

A = {1,3,7,9} has the distance representation A = (1;D) with
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D = {2,4,2,3}. Other sets in 4, generated by this distance set
are (0;D) = {0,2,6,8} and (3;D) = {3,5,9,0}. Recall from ex-
ample 8.4.6 that G(A) = 6 with h = 2. Notice that G ((0; D)) = 3,
G ((3;D)) =1 and 6,3,1 € S,, all quadratic residues in Zos.

Given the properties of distance representation from lemma 8.4.9, we can
show that the set of all possible distance representations partitions A; and that
each distinct (up to cyclic shift) distance representation set D generates exactly ¢
of sets A € A;. Furthermore, if G(D) is G applied to the subset of A; generated

by the distance representation set D, then G(D) € {S,,S,,q- S.}.

Lemma 8.4.11 (Distance representations generate ¢ elements from A;). If D

is a distance representation set from A; (1 < i < (q— 1)), then:
1. D is distinct for A € A; up to cyclic shifts;

2. D defines exactly q distinct sets (t;D) € A, for t € Z, as defined in
equation (8.4.13);

3. The set

GD)=¢ > hmodR |0<t<q (8.4.15)

ke(t;D)

where h € Zg is a primitive ¢'" root of unity, is either S,, S, or q- S..

Proof. Let D = {d;, | 0 <k <i} be a distance representation set of .4; with

l<i<(g—1).

1. The minimal distance ordering for A € A; is distinct up to cyclic shift
(lemma 8.4.5) and D is defined by this ordering, therefore D is distinct up

to cyclic shift.
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2. Let t,z € Z, with (t;D) = (z; D). Since minimal distance orderings are

unique up to cyclic shifts, 3 0 < r < i such that ¢ + Z;;é dj = z mod q.
But this implies that dj, moq: = di for all 0 < k < 7. Therefore D has a

repeated cycle of length r and

i—1 i r—1
dj N dj
T
i r—1
q=- d;.
r J

—0

<

Since 0 < r <i < (¢g— 1) we know that 0 < Z;;é d; < q. We know that *
is a divisor of ¢, = < ¢ and ¢ prime therefore r = 1, % =1 and Z;;é d; =q.

Therefore ¢ = z and every ¢ € Z, generates a unique set (¢; D) € A,.

. We know that:

GD)=¢ > hmodR |0<u<g
ke(u;D)
i—1 .
— {Zh’“ZiZédk mod R |0 <u< q}
=0
={h"G((0;D)) mod R | 0 <u < q} (8.4.16)

and since h is a quadratic residue, every element in G(D) has the same
quadratic residuosity (from corollary 2.4.4) or all are 0. If G((0;D)) #
0 mod R then every element in G(D) is distinct: Assume that 30 < u,v <
q such that G((u; D)) = G((v; D)). Then h*G((0; D)) = G((0; D)) mod
R and since G((0; D)) # 0 mod R we know that u = v. Therefore G(D)
contains ¢ distinct elements and either G(D) = ¢ - S, or G(D) = S, or

G(D) = S,.
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Lemma 8.4.11 tells us that for all distance representation set D,
Z n e {Tr(n), Tr(n™").q}.
JEG(D)
The last step in generating the formulas for the coefficients is to show that A4; is
partitioned by the distance representation sets. The set of all distance representation
sets is well defined for a given A; (lemma 8.4.9), every A € A; is represented
by exactly one distance representation set and every distance representation set
generates ¢ distinct elements in A; (lemma 8.4.11). This leads immediately to

partitioning of A;.

Theorem 8.4.12 (Distance representations partition A;). The set D; of all dis-
tinct distance representation sets D with properties described in lemma 8.4.9

partitions A; into:

1)

Proof. From lemma 8.4.11 each distance representation set D represents exactly ¢

q—1

A = U U(tSD)

DEDZ' t=0

<. Q

with ord(D;) =

Q

elements in A; and each A € A; is represented by exactly one D € ;. Therefore

Ai = U L_J(tSD)

Deb; t=0

')
and ord(D;) = 244 ( L/ O

q q

Letting 7;, n;, z; be the number of distance representation sets from .4; which
generate S,, S,, q -5, respectively gives us equation (8.4.11). Since the com-
putation of r;,n;, z; and the trace formulas do not rely on P, formulas for the

coefficients can be generated which are independent of the actual base field used.
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8.5 Minimal representative polynomials for ¢ = 5
and g =11

The first example uses ¢ = 5, R = 11. The value h = 4 is a quadratic residue/q"

root of unity in Z;;. Only the difference representation sets for A, need to be

analyzed.
Difference representation
sets for A,/ Az
D | G((0;D)) in
1 4|4°+4'=5] S,
2 3(4°+42=61 9,
ngngzlzngng
Z9 = 0= Z3
Therefore

co=(—=13*(Tr(r)+ Tr(7)) =1 cs = (=1D)*(Tr(r) + Tr(F)) = —1

Gy = (=1 (Tr(7) + Tr(r)) =1 ¢z = (=1)*(Tr(F) + Tr(r)) = —1

For a concrete example, the prime P = 751 has extension field 75,5 with mini-
mal order equivalence classes. Let Tr(r) = 27! (=1 + (—=11)"/%) =199, Tr(T) =

27! (=1 — (—11)"/%) = 551, then the minimal representative polynomials are:

r(z) = 2° + 552z* + 7502° + 2% + 5512 + 750

7(z) = 2° + 2002* 4 7502° + 2% + 1992 + 750

For a slightly more complex example, let ¢ = 11 and R = 23. The value
h = 2 is a quadratic residue/q’” root of unity in Z,3. For ¢ = 11 the difference
representation sets for A, As, A4, A5 must be analyzed. The (r;, n;, 2;) triplets
for these difference representations are:

Te | Ny | %
2 |3
T
15|14
19121

U = W DN =

N — = O
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The order 23 degree 11 representative polynomials for appropriate fields are (z) =

c1o = = Tr(r) ¢1 = Tr(7)

co = (2Tr(r) + 3Tr(F)) = Tr(F) — 2 ¢ = —(Tr(r) —2)
cs=—(TTr(r)+77r(F) +11) = —4 c3=4

cr = (15Tr(r) + 14Tr(7) + 11) = Tr(r) — 3 i = —(Tr(7) — 3)

cs=—19Tr(r)+217r(7) +22) = —2Tr(7) +3) ¢ =2Tr(r)+3

For a concrete example let P = 63647 with (—23)% = £5481. Setting Tr(r) =

2740 and Tr(7) = 60906 gives order 23 representative polynomials:
r(z) =z +609072'% + 609042° + 636432° + 27372 + 57492°

+ 5483z° + 2744x* + 42* 4 609092 + 60906z + (—1)
T(x) = 2 4+ 27412" + 27382° + 636432° + 60903x" + 58164x°

+ 57898x° + 60910x" + 4a® + 27432* + 2740z + (—1)
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Chapter 9

Fourier transforms on root mapping
polynomial and elements in [¥ pq

The ill-defined nature of the ¢ root function is the main difficulty in the equiva-
lence proof in chapter 5. For any ¢ residue w € Fp there exist ¢ valid solutions

to (w)< in Fp. However, once one solution is known, the remaining are trivial to

Q=

compute (lemma 2.5.3): if (w)

{(w)

where h € Fp is a primitive ¢'* root of unity.

= a, then

Q=

}:{ahi |0<i<q}

Cipolla’s algorithm generates ¢ roots using the root mapping polynomials
defined in chapter 6. The algorithm returns random ¢** roots because generation
of root mapping polynomials is random. However, just as with ¢** roots, once
a root mapping polynomial is known, polynomials returning the remaining roots

are easily found (lemma 7.2.3): if f(x) is a root mapping polynomial for which

¢(f) = (w)

Q|

= a, then

{)} ={e() | flo)=nipmay 0<i<ql @01

where h € Fp is once again a primitive ¢*" root of unity and €(f;) = ah’.
A primitive ¢*" root of unity also gives us an alternate way to compute the ¢

conjugates for an element. If u € Fp is a ¢'" non-residue, then f(r) = (29 — u)
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is irreducible over Fp (see lemma 2.7.1). We will show in lemma 9.1.1 that the

conjugates of n € Fplz|/ (f(x)), where n = Z;’;é rizd, are

{npi |0§i<q}={m

Notice that the formulas for f; and n; are very similar:

q—1
0<i<q n = Z (hjirj) x’ } . (9.0.2)

J=0

q—1 qg—1
fi(z) =27+ Z (h7¢;) 2 N = Z (W'r;) o
j=0 Jj=0

and resemble discrete Fourier transforms. This chapter explores the relationship
of discrete Fourier transforms to these alternate root generating polynomials ( f;)
and the almost identical formulas for conjugates (7;). A simple cyclic shift of a
transformed root mapping polynomial or element in Fp, generates the ¢ alternative
forms. Therefore the ¢ alternative forms can be represented by a single cyclicly
ordered set of ¢ elements in Fp. Examining polynomials, or their roots, in their
transformed state gives us a representation independent of the root generated or
which conjugate it is.

Besides giving us a simplified form in which to examine root mapping polyno-
mial and their roots, transformed polynomials and elements reduce computational
costs associated with Cipolla’s algorithm. In their transformed state, degree ¢
polynomial components can be chosen to increase the probability of it being ir-
reducible. Furthermore, a dimension 2¢ discrete Fourier transform enables us to
perform multiplication in Fp, in parallel. Although polynomial multiplication us-
ing discrete Fourier transforms is fairly standard (see [1]), the reduction modulo
(27 — u) is not. Generally the polynomial can not be reduced without transforming
the polynomial back to its original state. The algorithm in section 9.4 describes a

technique for reduction which does not require the inverse transformation.
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9.1 Simplified conjugate formula

Before describing the Fourier transforms on root mapping polynomials and ele-
ments in Fpq, the simplified representations of conjugates must be proved. The

following lemma proves that 7;, as in equation (9.0.2) is the i-th conjugate of 7:

m=n""

Lemma 9.1.1. Let P, q,u be defined as in table 7.1 with h = u'T Ifn e

Fplx]/ (29 —u) with n = Z;’;é iz, then
q—1
N = 77Pk = Z’I“jhkjl'j
=0
is the k-th conjugate of .

Proof. Since ord(u) |¢"s and ¢" |ord(u) we know that ord(h) = ¢, and h is a

primitive ¢ root of unity. The conjugates of 7 are 1, = n*" for 0 < k < ¢, or

Since z7 1 = (29)7 1" = 4P~11 = h, mod (27 — u), the equation reduces to:

qg—1
e =y rad
J=0

Pk_1 _
P-1 —

q—1
e = E rjhjk:cj.
Jj=0

From lemma 2.1.4 we know that k mod g, therefore
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9.2 Fourier transforms over [Fp on root mapping
polynomials and elements in [ pq

The discrete Fourier transform, generally used in signal processing and for con-

volutions, is defined over the complex numbers as the function 7 :C" — C"
F(larlio) = [Fili=y 9.2.1)

where h = e~"n is a primitive n-th root of unity in C and F; = 3~ akhﬂ“

The inverse discrete Fourier transform is defined as:

n—1

n—1
F(FI) - [%ijh-ﬂf] - ©22)
j=0

k=0
These formulas and their variants are described in [1], [23], [12], and many others.
The formula over any field F' is identical, except a primitive n-th root of unity in
F, instead of in C, is used.

The discrete Fourier transform of dimension n over the field F' using the
primitive n'* root of unity h € F is equivalent to the Chinese remainder theorem
mapping

U:Flz]f(a" — 1) ®F (x — 7). (9.2.3)

This mapping was discussed in section 2.3 and generalized over ideals in a com-
mutative ring in [25] and [19]. An n dimensional vector A € F”™ can also

represent polynomials in F[x] /(™ — 1):

A=la]i5,
n—1
Alx) =) aja’
7=0

Reducing A(z) modulo (x — h7) is equivalent to A(z) evaluated at A7 or the j-th

123



term of F(A) :

n—1
Fi(4) = 3 ant
k=0
= A(x) mod x — b’ (9.2.4)
- AQW)

Since the degree of A(x) < n and H?:_OI (x —h)= (2" —1)
V(@) = [F

The notation F(A(x)) will be used to denote this function:

Root mapping polynomials and elements in Fp[z]/ (27 — u) are expressed as
polynomials over Fp, therefore they can be reduced modulo (z? — 1) and repre-
sented using the vector obtained with the mapping in equation (9.2.3). Elements
in Fp[z]/ (27 — u) in reduced form have degree less than ¢, therefore no informa-
tion is lost in this transformation, however root mapping polynomials have degree
q and will be reduced modulo (29 — 1). Let f(z) = 29 + 3%} ¢;a’ be a root
mapping polynomial in Fp[z]. The discrete Fourier transform of f(x), with initial

reduction, is:

f(z) = icixi + 1 mod (27— 1)
i=0
F(f(x)) = qicihik +1mod (z — ")
1=0 k=0

The inverse transform in equation (9.2.2) will return f(x) mod (z? — 1), so f(x)

can be completely recovered by

flx) = F Y F(f(x) -1+ 27 (9.2.5)
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The purpose of applying discrete Fourier transforms to root mapping poly-
nomials and elements in Fp, is to give an alternate form of polynomial and el-
ement independent of either the ¢'" root it returned by Cipolla’s algorithm or
which conjugate it was. If A(z) = 3% a2’ is in Fp[z] (either an element in
Fplz]/ ((z? — u)) or a root mapping polynomial reduced modulo (z? — 1)) and

Ap(z) = 370 ah*a’ then Fj(Ag(x)) is

—_

q—

0
1

R e,

aihi(j+k) )

0

(2

This equation implies that the discrete Fourier transform of Ay is just the transform

of A cyclicly shifted k£ places.
Theorem 9.2.1. Let P, q,u be defined as in table 7.1 with h = u"~Y4. If A €
Fplz] with A(x) = Z air’ and Ay = Y1) ah™* then
F(AR) = [Fjimoa o A)1g
where F;(A) = S a;h, the j-th component of F(A).

Proof. From the proof of lemma 9.1.1 we know that h = u” '/ is a primitive ¢*"

root of unity.

F(Ar) = [F5 (A2,

rg—1
— a; hz(k—i—j mod q)

= [~7:J+k mod q(
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Theorem 9.2.1 tells us that a k-cyclic shift of the transformed vector, reduced
root mapping polynomial f or element 7, produces the transform of f,_; (with the
adjustments in equation (9.2.5)) or 7. These equations can be used to generate
the alternate polynomials or conjugates and introduces a new form in which to

study the polynomials and elements.

9.3 Properties of Fourier transformed root mapping
polynomials and their roots

Given a ¢'" residue w € Fp, and a root mapping polynomial f with norm N(f) =
w, Cipolla’s algorithm generates a specific ¢ root: €(f) = a. The uncertainty
of which root would be returned causes problems in the proof of equality between
the discrete logarithm and ¢ root problems. The discrete Fourier transform gives
us a way to examine a set of elements from which all ¢** roots can be generated.
This section examines some of the traits of root mapping polynomials in their
discrete Fourier transformed state.

There are two traits we can use to search for transformed root mapping polyno-
mials. Let f(z) = x9+ 3. c;a’. If the element whose ¢** root we are searching
for is w, then ¢y = (—1)%w. Since ¢y = ; (39, Fi(f)) — 1, choosing any (¢ — 1)
of the terms {F;(f)} uniquely determines the remaining term. Furthermore, a nec-
essary condition for f(z) to be irreducible is that none of the elements in {F;(f)}

is equivalent to 0.

Lemma 9.3.1. No coefficient of a discrete Fourier transformed root mapping

polynomial is equivalent to 0.

Proof. Let f(x) be a root mapping polynomial for computing ¢'* roots in Fp.

The discrete Fourier transform of f(x) is F(f) = [F;(f) = f(I/ )];’;é Therefore
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if F;(f) = 0, this implies that (z — h7) |f, which implies f(z) is not irreducible
and f(z) is not an root mapping polynomial. Therefore no term of the discrete

Fourier transformed f(z) can be 0. O

These two restrictions may be useful for generating root mapping polynomials
as they reduce the search space for irreducible polynomials. Most current irre-
ducibility tests for polynomials f(x) of degree g over Fp check that f has order
dividing P? — 1 but not P — 1; the first stage checks that f(z) has no roots in Fp
(its order does not divide P — 1). Fourier transformed polynomials with no zero
terms automatically gives us that 27, for 0 < j < g, is not a root of f(x). However
there are currently no known techniques for irreducibility testing polynomials in
their transformed state beyond checking that no ¢ root of unity is a root. Any
practical use of transformed polynomials in generating root mapping polynomials
must transform the polynomials back to polynomial state to finish the testing.

The discrete Fourier transform of the roots of these associated root mapping
polynomials are also closely related. Recall from section 9.1 that in their trans-
formed state the roots of a particular root mapping polynomial in Fp[z]/ ((29 — u))
are simple cyclic shifts of one another. If f(z) is a root mapping polynomial with
root 7, then the alternate polynomials are f;(z) = f(h~'z) with root nh’ (lemma

7.2.3). Therefore the set
{[Fewm)] ) 10< ik <q}

is a transformed set of ¢? elements in Fp, which compute the ¢ root of w.

9.4 Multiplication in [F p; using transformed elements

This section describes a technique for performing multiplication in Fp, using a

dimension 2q discrete Fourier transform. Recall from section 9.2 that discrete
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Fourier transforms can be viewed as an application of the Chinese remainder
theorem, mapping Fp[z]/ (z"" — 1) to @I~ Fp[z]/ (z — h?) where h € Fp is a
primitive n'" root of unity. This was used in the Schonhage-Strassen multiplication
technique described in 7.5 of [1]. As long as the resulting degree is less than the
dimension of the transform, operations in Fp[z| can be performed. Elements in
Fplx]/ (x9 — u) are polynomials in Fp|x] with degree less than ¢ and the product
of any two elements, before reduction modulo (2?7 — ), have degree less than 2q.
Therefore a discrete Fourier transform of dimension 2q allows multiplication of
any two reduced elements in Fp[x]/ (x? — u) without loss of information. If Fp
has odd characteristic and ¢ is an odd prime, then a 2¢-th primitive root of unity
is guaranteed to exist. The only difficulty is the reduction.

Let o, 5 € Fplz]/ (29 — u), ¢ € Fp be a 2¢g-th primitive root of unity. Define

2q—1
I'=af(z?+ u) Z ¢z’ mod x4 (9.4.1)
which is explained further in equations (9.4.2) and (9.4.3). This section will show
that aff = Z o Citq®’ mod 27 — u and describe a technique for converting I' €
[12%," Fla)/(x — ) into T € T[, Fple]/ (@ — ) where T = Y0} ¢y =

aff mod z? — u. Notice that
I = [Fi(a) F(B) Fia + u)4!

which implies that two dimension 2¢ vector multiplications over Fp are required.
This is much less than the standard ¢®> multiplications needed to perform a stan-
dard polynomial multiplication. But what is gained in the multiply is lost in the
reduction. The reduction technique described here requires ¢ multiplications in
®2q "Fplz]/ (x — %), or ¢ dimension 2¢ vector multiplies.

The value of I' is created using the Chinese remainder theorem as in section

2.3 and the fact that (% — 1) = (u®> — 1) mod 29 — u. With these two facts we
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can create a polynomial congruent to 0 modulo (z??—1) and a3(z*? — 1) modulo

(27— u):

Caf) = af(uP~1)+(x"—u) (~(u? — 1)(a? —u)~'af mod (2 1)) (94.2)

with degree less than 3¢. Dividing C'(a3) by (%1 —1) therefore reduces the degree

to a value less than ¢ and returns a polynomial equivalent to a5 mod x? — w:

C(aB) _ af(u? —1) + (29 —u) (27 + u)af mod x27 — 1)
1) (1)
_ af(u? —1) + (29 —u)T
FZE

(9.4.3)

The degree of I' € Fp[z]/(2%7—1) is bounded by 2g as is © = aB(u*—1) € Fp[z].

Letting © = af(u? — 1) = 3.7, d;z" gives us that

Claf) =0+ (27— u)l
3q—1 2q—1 —1
_ZCZ 7" —|—Z Cig — uc; +d;) ' Z(d—uci)xi
i=2q =0

and since C'(af) = 0 mod %7 — 1, this implies that

x%—q E:Qﬂx (9.4.4)

One way to compute o mod x? — u would be to compute the individual

20 Fplx]/ (x — 1p7), convert it back to a polynomial in

components of I' € @),
Fplz]/(2* — 1), subtract off the lower ¢ terms, divide by 2, then convert it
back to an element in ®?gl Fplz]/ (z — 7). However the goal is to remain in
®2q "Fplz]/ (x — 17) and spare the cost of conversion. The algorithm which fol-
lows does essentially the same procedure but remains in ®?gl Fplz]/ (z — 7).
If done in serial, the number of multiplies in Fp is approximately the same num-

ber needed to perform one transform. Minimal communication is required when

implemented in parallel.
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The conversion of T' = 2% ' ¢,z into T = 3297} ¢, 42" is done in ¢ steps.
Starting at step ¢« = 0, the current constant term, ¢; is computed, subtracted off, then

the remaining polynomial multiplied by z~*

. This makes c;;; the new constant
term for the next step of the algorithm. After ¢ steps, the low order ¢ terms will
have been subtracted and the polynomial multiplied by x 9.

In the following algorithm, vector notation is used to indicate an element in

®2q "Fp[z]/ (x — /%) with operations on these elements being standard com-

ponent wise vector multiply, add, and subtract. For example, if [b;],[a;] €

®275 Fpl]/ (x — 1) then [b;] ® [a;] = [bjay].

Algorithm 9.4.1: Polynomial DFT reduction
Input: ' = [”Yj]jqol = Z?qol cix’ mod 227 — 1

Output: I' = [7 }21 = =% ¢iqr’ mod 2% — 1

2q—1
- T — [”YJ(O)} ‘q T
7=0

2: Fori=0toq—1:
ine=(20)7 00
i DO = [t @ (1O o [e)}sy)

3: return =I'@,

Step i of the algorithm is computes F; ' (™), producing the current constant
term. Step ii subtracts off the constant term and multiplies the result by 2! €

®2q "Fplz]/ (x — 7). Therefore T = 329" ¢z~ and T'@) = Zj “o Citq®.

J=1

Example 9.4.2 — DFT polynomial multiplication: Let P = 101,
q =5, u=16 and v = 14 with the powers of 1) and )~! being:

i |9 8 7 6 5 4 3 2 1 0
Y |65 84 6 87 100 36 17 95 14 1
F(z=') |14 95 17 36 100 87 6 84 65 1
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The example goes through multiplication of « and (3:

a =2+ 32% + 022 + 22 + 91 mod 29 — u

B = 3z* +822° + 02% + 792 + 29 mod 29 — u

The elements in their transformed states and the resulting product, I"

are given below:

Fla)=1[23 58 27 48 87 30 11 20 4 97 ]

F(B)=1]59 4 8 61 73 16 18 73 11 92 |
Fla'4u)=[15 17 15 17 15 17 15 17 15 17|

FM)=[54 5 85 84 22 80 41 75 54 6 |

Each of the next ¢ steps removes ¢; and divides by z. Note that
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(2¢)"' =91

mod P:

P® =154 58 84 22 80 41 75 54 6 |

i=0 co=91(54+5+85+84+22+480+41 475+ 54 +6)
= 91 mod 101
T =70 _91=[64 15 95 94 32 90 51 85 64 16 ]
T =TT =8 11 100 51 69 53 3 70 19 16 ]
i=1 c1 = 91(76) = 48 mod 101
T =T _48=[40 64 52 3 21 5 56 22 72 69 ]
r® =Ty 1=[55 20 76 7 80 31 33 30 34 69 ]
i=2 ¢ =91(31) =94
T =T® _94=[62 27 83 14 87 38 40 37 41 76 ]
I'® =T®'=160 40 98 100 14 74 38 78 39 76 |
i=3 cz = 91(11) = 92
T =T® _92=[69 49 6 8 23 83 47 87 48 8]
re = r(3—5[5 9 1 8 78 50 80 36 90 85 |
i=4 ¢y = 91(67) =37
T —T®_37=[20 73 65 49 41 13 43 100 53 48 ]
r6) =T 1= 78 67 95 47 60 20 56 17 11 48]

The inverse DET on I'®) is

®

= 97z* + 2223 + 9922 + 73z + 29 mod z%7 —

= af mod 27— u
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Chapter 10

Conclusions

The ¢'* root problem was suggested as a basis for public key cryptosystems in
[4]. Several designs were described in [4] and a single pass authenticated key
exchange provably secure against man-in-the-middle attack was described in [22].
The general nature of the problem enables these systems to be designed over Fp,
elliptic curves (see [6]), or any group containing a suitably sized subgroup of order
q? for which the discrete logarithm problem is difficult.

q™" root cryptosystems are based on the assumption that the difficulty of the

th root problem is equivalent to that of the discrete logarithm problem. This

4q
equivalence is suggested by the fact that the most efficient ¢*" root techniques over
a general finite cyclic group of order ¢", where ¢ is prime and n > 1, require a
discrete logarithm computation. These ¢*" root techniques are equivalent to, or are
special cases of, algorithm 4.2.1. Further evidence linking the two problems was
given in [4] and chapter 5 in the form of an algorithm. The algorithm computes
discrete logarithms using a well-behaved ¢ root oracle. The ability to compute
discrete logarithms enables ¢*" roots to be computed, and if a well-behaved ¢"

root oracle existed, then discrete logarithms could be computed using algorithm

5.2.1, reinforcing the hypothesis that the two problems are equivalent.
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A proof of equivalence between two problems generally assumes that one prob-
lem is solvable, then uses that solution to solve the second problem. Unfortunately
the ¢'* root mapping is ill defined (definition 5.1.1) and there is no known, well
defined ¢! root function over general finite cyclic groups which does not require
discrete logarithm computations. Equivalence was shown for the two problems
(chapter 5 and in [4]) only after the well-behaved assumptions were made about
the behaviour of the ¢ root mapping.

Although no general purpose ¢'* root algorithm independent of discrete log-
arithm computations exists, one special purpose algorithm does: Cipolla’s algo-
rithm. This algorithm works only over a finite field and requires the use of a
degree ¢ extension field. To find the ¢*" root of w, an irreducible degree ¢ polyno-
mial with norm w is generated. The type of root returned by the algorithm depends
entirely on this polynomial. Current techniques for finding these polynomials are
random (see appendix B.1), therefore the algorithm returns a random ¢'* root.

If Cipolla’s algorithm was more efficient than currently known discrete log-
arithm techniques it would show that, with current technologies, the ¢ root
problem was computationally less expensive than the discrete logarithm problem.
If the algorithm was not only more efficient than a discrete logarithm computation
but was well-behaved, it would give us another way to compute discrete loga-
rithms. However the algorithm is not less expensive: its current form is far more
costly than computing discrete logarithms for any cryptographically secure value
of ¢q. The goal of this research was to analyze Cipolla’s algorithm to determine
if its run time could be reduced or if it could be modified to return well-behaved
¢ roots.

After finding a degree ¢ irreducible polynomial with norm w, Cipolla’s algo-

rithm raises one of the polynomials roots, € Fpa, to the K power: €(n) = n*.
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Since the ¢'" residues we are interested in are in G,» C Fp, the element € G-
Using the Chinese remainder theorem, 1 can be represented as an element in
Gy X Gi: U(n) = (ngn, nx) where ngn € Ggn C Fp and ng € G C Fpo \ Fp.
Section 7.2 shows that 7, is exactly the ¢'" root generated by the algorithm:
&(n) = ngr-

The very large exponentiation required by the algorithm removes the portion
of the root exclusively in the extension field (1x), leaving the ¢*" root untouched
(ngn). Ignoring the cost of finding this polynomial, the main expense of the algo-
rithm comes from the size of the exponentiation. Reducing the cost of Cipolla’s
algorithm implies reducing the size of this exponentiation, which implies generat-
ing a polynomial with low order 7.

Generating root mapping polynomials (the polynomials needed for Cipolla’s
algorithm) with low order 7 portions equates to finding a polynomial in a low
order equivalence class, with the equivalence class order defined in 7.3.4. If a root
mapping polynomial and the representative polynomial for its class could be found,
then section 7.4 showed that the ¢*" root would be revealed from the coefficients
of the two polynomials, making Cipolla’s algorithm extraneous. Furthermore, if a
polynomial from the lowest possible order equivalence class were known the ¢*"
root would be revealed from the (¢ — 1) coefficient of the polynomial and the
trace formulas derived in section 8.3. Since — Tr(n) is the (¢ — 1) coefficient
of the polynomial and there are only two equivalence classes with this order, the
existence of minimal order Cipolla’s algorithm implies that the ¢ root is already
known.

Cipolla’s algorithm reveals little about the connection between the ¢'* root and

discrete logarithm problems, however it points to new directions for research into

these problems. We discovered a simple formula for the trace of minimal order
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elements in G C Fpq. If these equations could be extended to other low order
elements in Fp, \ Fp we may be able to use this to compute ¢'" roots.

Another area which may deserve further research is the analysis of Fourier
transformed elements and polynomials. The transformed polynomial returned a
set which, when viewed as a cyclicly ordered set of ¢ elements in Fp, represented
a root mapping polynomial independent of the root it generates. It may be possible

to exploit adjacency relationships for irreducible polynomial generation.
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Appendix A

Tables

A.1 Examples of prime (¢, P) pairs for which ¢* |(P — 1)

Table A.1 gives primes for which ¢* divides (P — 1). The table is divided into

sections for ¢ = 3,5,7,11, 13, 19.

A.2 Examples of fields with minimal order root map-
ping polynomial equivalence class

Table A.2 contains primes P such that ¢* |(P — 1) and 2¢ + 1|P? — 1. Minimal
order equivalence classs (order R = 2¢ + 1, as in definition 7.3.6 on page 95)
exist for computing ¢'" roots in Fp. Formulas the representative polynomials for

(¢, R) = (11,23) are given in section 8.5.
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Prime | P-1 g | K

19 322! 2 | 127

127 322171 3 | 5419

5419 | 3221743 |3 | 31-313-1009

1009 | 327124 11} 37-9181

37 3322 2 | 7-67

73 3223 5 | 1801

109 3322 6 |7-571

163 3121 2 |7-19-67

181 322251 2 | 7-1093

101 5222 2 | 1381-31-491

151 | 523121 6 | (prime)

1801 | 523%23 11 | 101 - (prime)

197 722* 2 |29-97847 - 2957767
491 722151 2 | 617 -1051 - 3093060713
883 722132 2 | 379 - 3389 - (prime)

727 | 1122131 |5 | 6972321 - (prime)

1453 | 1122231 |2 | 23 - (composite)

677 | 13224 2 | (prime)

2029 | 1323122 2 | 53?-65677 - (prime)
3719 | 132112 |2 | 157 - 188137 - (composite)
10831 | 19513121 | 7 | 1787 - 2053 - 29917819 - (prime)

Table A.1: Small test primes with ¢* |P — 1

¢\ R[11\23]23\47] 41\83 | 83\ 167 |

11617 | 205253 | 20173 | 7316119
1453 | 14813 | 1260751 | 21562571
3389 | 31741 | 319391 | 1736029
9439 | 165049 | 181549 | 21907021
2663 | 33857 | 188273 | 20832337

Table A.2: Primes for which minimal order equivalence classs exist
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Appendix B

Other Algorithms

B.1 Degree ¢ polynomial irreducibility testing in [ p

The first step in computing the ¢** root of w € Fp with Cipolla’s algorithm is to
find an irreducible polynomial in Fp which has constant term (—1)%w. In general
this implies testing random (except for the constant term) degree ¢ polynomials
for irreducibility. The irreducibility tests given here are specialized variants of
those discussed in [16]. Other techniques can be found in [42]. They have been
adapted for polynomials with prime degree and incorporated for the final use of
the polynomial: to compute the ¢'* root of an element in Fp using Cipolla’s
algorithm.

Let P,q,n, K be defined as in table 2.1, with ¢*" residue w € Fp. If a
randomly generated monic polynomial, f(z) = Y7 ¢;a’, with ¢ = (—1)%w is
irreducible, it has a root n € Fp, \ Fp with n?% = w and n € Fp. If [ is
not irreducible, then f(x) = H?:o hy'(z) with hy(x) irreducible polynomials of
degree 0 < deg(h;) < ¢, ¢; € N and Z?:o e;deg(h;) = q. The order of a root a
degree i > 0 irreducible polynomial in Fp must divide (P’ — 1). Since g is prime
we know from lemma 2.1.4 that ged(K, P* — 1) = 1 for 0 < i < ¢. Therefore if

is a root of a composite f, its order must be relatively prime to K. If & Fp, then
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n & Fp. However if f is an irreducible polynomial with root 1, then n* € Fp.

If the polynomial is irreducible, this test also produces the ¢** root.

Algorithm B.1.1: Attempt to compute &(f) = (w)% with
appropriately generated random f
Input: f(z) = 3% cia’ with ¢, = 1, ¢g = (—=1)%w and w?" '* =1

Output: ¢'" root or FAIL

1:  Compute b = 27! mod f:

2: TIfged(f,b—1) # 1 return FAIL;
3:  Compute a = 2% mod f € Fp;
4: Ifa € Fp: return a.

5:  else return FAIL.

The first two steps of the algorithm checks to see if any degree 1 polynomials
divide f. These first two steps can be skipped. This is not cost effective for large
q as more of the very expensive exponentiations by K would be required. Since
the polynomials are being sought to solve the ¢ root problem and the end result
is the ¢*" root, we can assume no polynomials of degree 1 divide f, compute what
might be the ¢! root, and if the result is in the base field check to see that it is a
q'" root: a? = w. If it does we have computed a ¢ root and if not f(x) was not

irreducible.

Algorithm B.1.2: Simplified attempt to compute &(f) = (w)%
with appropriately generated random f
1

Input: f(z) =Y 7 ¢z’ withe, =1, ¢g = (—1)%w and w?" =1

Output: ¢'" root or FAIL
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I:  Compute a = 2 mod f;
2: Ifa¢Fp: return FAIL;
3:  else if a? = w return a.

4. else FAIL;
The probability of choosing an irreducible polynomial out of the set
q .
{Z cr' | co=(—1)w, ¢, =1, ¢; e FpV0 <i < q}
=0

is approximately % when P, q are large. There are P?~! polynomials in this set,
and only (K — 1) of them are irreducible (theorem 6.2.1). The probability of

hitting an irreducible polynomial at random is:

K—1 K—1
Pt~ (¢sK + 1) s + 1)
K-1
~ T
L
T q

Therefore adding the computational work required by irreducibility testing in-

creases Cipolla’s algorithm computation by a factor of ¢ on average.
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