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Executive Summary 
Information security standards, best practices and literature all identify the need for 

Training & Awareness, the theory is clear. The surveys studied, [PWC-06] and [D-06], 

show that in the real world the situation is different: the focus of businesses is still on 

technical information security controls aimed at the external attacker. And although 

threats and vulnerabilities point out that personnel security becomes more important, the 

attitude of managers and employees does not reflect that. Information Security Training 

and Awareness is not recognised as contributor to security. 

This needs changing, which means changing behaviour and attitude. One way of 

achieving that is giving people the information security knowledge and awareness they 

need for their role. It seems that the solution is not to be found in technical controls but 

more on the non-technical side: the side of human resource security and psychology. 

A psychological model is introduced in this project and applied to information security. 

This model can be used as a tool to visualise and quantify the forces that impact on 

information security. The exercise of analysing the driving and restraining forces 

impacting on security in general and the security of information in particular visualises 

how forces work together or against each other; and identifies the relationship with 

business processes.  

The driving and restraining forces of the information security force field diagram reflect 

all areas of information security counter measures: technical, procedural and personnel. 

Visualising the forces enables the information security professional to explain to non-

specialists why an organisation needs to invest, in resources and finances, to secure 

information. The diagram will point out where investments are most effective and 

efficient. 

The information security force field analysis and diagram as introduced in this project, 

can be a useful new tool for information security professionals to: 

• communicate effectively to line and senior managers about the link between 

business processes and information security; 

• explain how investment in training and awareness can impact on information 

security and improve security of an organisation; 

• quantify the level of security of an organisation in comparison with other 

organisations or in comparison with the previous moment of measuring; 

• quantify the impact of information security training & awareness. 

The information security force field diagram will prove that investing in training and 

awareness is a very cost-effective counter measure: it will increase the overall level of 

security of an organisation and it decreases the restraining forces and with doing so the 

driving forces become more effective. 
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Chapter 1:  
Introduction and Background 

1.1. Information Security Training & Awareness 

More than fifteen years working in different environments has shown me that the 

security of an organisation is very dependent on the knowledge and awareness of 

employees and managers. Personal experience has convinced me that investing in 

Information Security Training and Awareness is a viable decision to make: it is one 

of the protective layers in a defence in depth approach to secure information. 

From a theoretical point of view all Information Security publications identify the 

need for Training & Awareness, but unfortunately it is not widely recognised as a 

contributor to security and Senior Management is reluctant to invest time and 

money. Ways need to be found to change this situation. 

The focus of businesses is still on technical information security controls aimed at 

the external attacker. Reality shows that many security incidents and breaches of 

security policies are traceable to people and more specifically to employees within 

the organisation. Not that the incidents and breaches are deliberate, in my opinion 

most of them are due to not knowing the security policies, not understanding the 

risks to information and not having the knowledge to securely using information 

systems and processing information. 

This situation needs to change and this will not be easy, as a change in behaviour 

and perception is a challenging task. Communication skills and psychology will play 

a main part in this change.  

1.2. Project Objectives 

To be able to test my views and to prove the viability of investing time and money 

in a structured Information Security Training & Awareness program, it is necessary 

to investigate how it contributes to the security of an organisation. This project has 

three objectives; each of these is briefly described in this paragraph. 

• Identify the link between Information Security Training & Awareness and overall 

security of an organisation. 

If professionals want to convince senior management that it is necessary to 

invest time and money in information security, they will have to prove to them 

how information security links in with the business processes. Without secure, 

correct and reliable information business processes will fail, therefore the first 

step to get senior management buy-in is to visualise the connection between 

securing information and their business. After this first step the link with training 

and awareness needs to be made clear. And again when visualising the aspects 
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of information security, it becomes clear that training and awareness is one of 

the layers of controls in the protection of information.  

• Develop a method for the measurement of security in general and the impact of 

training & awareness in particular. 

Besides visualising the links as described above, measuring the level of security 

of an organisation and quantifying the impact training and awareness is essential 

to prove the necessity to invest finances and resources in an Information 

Security Program. By quantifying the impact training and awareness can have on 

overall security we have a tool to prove that investing in training and awareness 

is a viable cost-effective control that should be part of the overall Information 

Security Program. 

• List the possible benefits of training and awareness and give a possible structure 

of Information Security Training Program and an Information Security Awareness 

& Communication plan. 

Giving real-life examples of the benefits organisations experienced after 

implementing training and awareness confirms firmly that it contributes to the 

security of an organisation. Using possible structures for training and awareness 

brings the actual realisation closer to the managers. It also enables the 

managers to for example choose parts of the training or awareness program to 

be implemented at first to see from their own experience what the impact can 

be.  In a way they can opt for a phased implementation and have a “proof of 

concept” before the next phase is implemented. 

1.3. Methods used 

To test my personal views and ideas in a practical, business environment a case 

study has been conducted as part of this project. Two tools form the basis of the 

case study in this project. Interviews with a small number of Information Security 

professionals working in a business environment. Followed by a questionnaire for a 

larger group of Information Security professionals, to find additional experiences.  

The interviews are based on the objectives of this project and the psychological 

model introduced. After analysis of the interview results a questionnaire is 

developed to gather more experiences on specific areas to develop the Information 

Security Force Field Analysis and Diagram. 

1.4. Structure of report 

The first part of the project report is research, studying information security 

standards, best practices, books and articles on the topic of training and 

awareness. Research is followed by the introduction of a psychological model used 
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for change management, production improvement and decision making. This model 

is made applicable to information security. 

The results of the case study are used in the chapters that follow in the second half 

of the report. Each of these chapters covers one objective of this project in turn, 

using the Information Security Force Field model and the results of the case study. 

The final chapter summarises the project report and looks at the way ahead for 

using training and awareness as a cost-effective control and efficient contributor to 

information security. 

In three chapters of this project report (2, 3 and 6) a number of publications are 

quoted. To reflect my opinion on these publications each titled paragraph with 

quotes has a sub-paragraph containing my view on these publications and may 

identify how they contribute to the rest of this project. Although these publications 

contributed to the development of the information security force field model and 

the use as a tool for information security professionals, the introduced model is a 

new way to approach the problems these professionals encounter in their day job. 
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Chapter 2:  
Problem Exploration 

2.1. Introduction 

More than fifteen years working in different environments has shown me that the 

security of an organisation is very dependent on the security knowledge and 

awareness of employees and managers. Personal experience in training people and 

making them aware of the risks that information is under, gives me the confidence 

that investing in Information Security Training and Awareness is a viable decision to 

make. To be able to test my views it is necessary to investigate how Information 

Security Training & Awareness contributes to the security of an organisation. 

Information security standards, best practices and literature all identify the need for 

Training & Awareness, but it is not widely recognised as a contributor to security. 

As a result Senior Management seems reluctant to invest time and money in 

appropriate Information Security Training & Awareness.  

This chapter looks at the standards, best practices, literature and surveys in 

support of Information Security Training & Awareness. This chapter differs from the 

other chapters in the way that publications will be quoted and they contribute to 

the developments of this project. At the end of each titled paragraph there is a 

section that will reflect my opinion on these publications, these sections will be 

marked with the sub-title My View. 

The last paragraph of this chapter identifies the aversion against information 

security and suggests that structured Information Security Training & Awareness 

can contribute to the overall security of an organisation. 

2.2. Standards and Best Practices 

The international standard specifying the requirements for establishing, 

implementing, operating, monitoring, reviewing, maintaining and improving a 

documented Information Security Management System (ISMS) is  ISO/IEC 

27001:2005 [ISO-05/1]. One of the requirements in ISO/IEC 27001:2005 is the 

implementation of Information Security Training and Awareness Programmes. 

Training, awareness and competence is identified as a management responsibility, 

paragraph 5.2.2 of standard [ISO-05/1], it states that an organisation shall ensure 

that: 

“…all personnel who are assigned responsibilities defined in the ISMS are 

competent to perform their tasks…” 

The standard [ISO-05/1] also reads: 
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“…all relevant personnel are aware of the relevance and importance of their 

information security activities and how they contribute to the achievement of 

the ISMS objectives.” 

The Code of Practice for Information Security Management, ISO/IEC 

17799:2005 [ISO-05/2] establishes general guidelines to implement selected 

relevant security controls to meet the requirements of ISO/IEC 27001:2005. One of 

the clauses in this Code of Practice is Human Resource Security (clause 8); more 

specifically control 8.2.2 of the Code of Practice [ISO-05/2] states: 

“All employees of the organisation and, where relevant, contractors and third 

party users should receive appropriate awareness training and regular updates in 

organisational policies and procedures, as relevant for their job function.” 

The Code of Practice [ISO-05/2] continues to describe how this control could be 

implemented, this will be used in chapter 7 of this report. 

Several Government Departments use the international standard [ISO-05/1] and 

code of practice [ISO-05/2] as basis for their Information Security Standards, 

Manuals, Policies and Procedures. The Department of Trade and Industry (DTI) 

have developed several Information Security Guidelines and Best Practices for 

businesses. 

An example is the Director’s Guide: Information Security best practice 

measures for protecting your business [DPL-05]. This Director’s Guide is a 

collection of chapters each covering a specific area of Information Security, written 

by different authors. For this project three chapters were selected for their direct 

support of Information Security Training and Awareness. 

Jeremy Ward, author of chapter 3 of the Director’s Guide [DPL-05], states that: 

“security awareness is probably the most significant single defence measure that 

any company can institute”;  

and 

“good security policies and procedures are the foundation of security 

awareness.” 

Angus McIlwraith identifies in chapter 7 of the Director’s Guide [DPL-05] that 

education is vital, he links his statement to security incidents being attributable to 

human error and misunderstanding. 

“Educating your staff is perhaps the most cost-effective control you can 

implement,….” 
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Chapter 9 of the Director’s Guide [DPL-05] identifies employees as the weakest 

link. Ted Humphreys, author of chapter 9, mentions that in many cases breaches of 

Information Security are traceable to an organisation’s of employees.  

The first paragraph of Chapter 9 of the Director’s Guide [DPL-05] reads: 

“Protecting your company requires a workforce that is: 

• aware of the risks; 

• aware of their responsibilities to act in a sensible and secure way; 

• applying the policies and best practices adopted by the business; 

• responsive to the reporting of security incidents; and 

• mindful of their legal responsibilities.” 

The European Union (EU) also provides best practices and guidelines. European 

Network and Information Security Agency (ENISA) is a centre of excellence 

for the EU Member States and EU Institutions. In their guideline [E-06]  for EU 

member states reads: 

“The adage that ‘you are only as strong as your weakest link’ is prevalent in today’s IT 

landscape and it is the human element that is still a critical factor when 

implementing any effective and robust security framework. The European 

Network and Information Security Agency (ENISA) and the Member States are 

continuing their efforts to positively influence the public’s behaviour towards 

information security, changing the mindset of the human element in order to 

achieve greater self-awareness.” 

My view 

In my personal words [ISO-05/1] could be stronger: the employees assigned 

Information Security tasks must have the knowledge and skills to perform these 

tasks. Depending on the type of security tasks they have, the level of knowledge 

differs. Some knowledge can be provided by internal training, understanding and 

awareness can be raised by the internal information security team. Specialist 

knowledge on the other hand needs to be gained through Information Security 

education; this can only be provided by specialised Information Security training 

providers. 

Not just “…all relevant personnel…” as stated in [ISO-05/1] and [ISO-05/2] but all 

employees, including senior and line management, have security responsibilities in 

their day jobs and they all contribute to the security of an organisation. Therefore 

an organisation should have an Information Security Awareness campaign covering 

all possible levels of detail, for specific groups, targeting different audiences. 

The quotes from Jeremy Ward in [DPL-05] strongly support my views on how 

training and awareness can be used as one of the layers of defence-in-depth. 
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Comparing Information Security with the layers of an onion, one of the important 

layers of defence is information security training & awareness.  

Security policies and procedures give an organisation a strong security foundation. 

But it is not enough to write and develop them. Information Security policies and 

procedures need to be established, they need to get publicity, the content needs to 

be transferred from the written paper to all employees in an organisation. Training 

and awareness is a good tool to establish Information Security policies and 

procedures. 

No statement on cost-effectiveness of training and awareness, by Angus McIlwraith 

in [DPL-05] could support my views more: senior managers should invest more in 

Information Security Training & Awareness to on one hand increase security and on 

the other hand save time and money on implementation projects related to 

information security. Later chapters should convince readers of this report that 

investing in training & awareness could be beneficial to the Information Security 

Program. 

In my opinion a workforce is only able to comply with the five bullet points given by 

Ted Humphreys in [DPL-05], if they receive an appropriate level of Information 

Security Training and Awareness; appropriate to the role and function they carry 

out within an organisation. People who are unaware of the risks to information, 

unaware of the information security policies and procedures that are in place and 

unaware of their security responsibilities can not be kept accountable nor liable for 

the consequences of a breach of security. 

2.3. Literature and articles 

Besides standards and best practices many writers covering Information Security 

topics identify training and awareness as an important factor in achieving security 

goals and establishing a security minded culture. A few brief examples are given in 

this paragraph. 

Chapter 3 of Information Security Fundamentals [PT-05] gives the structure 

of an Information Security Program. An essential part of the program is Information 

Security Awareness, paragraph 3.3 in [PT-05] describes how awareness fits in an 

Information Security Program. Further on the authors identify an Information 

Security Awareness Program as a “preventive control”. 

Technical books also mention the importance of Information Security Training & 

Awareness. An example is Dieter Gollmann’s book Computer Security [GD-06] 

used during the MSc module Computer Security (Operating Systems). A few quotes 

from this book [GD-06]. 
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“Security practitioners know that security is a people problem that can not be 

solved by technology alone.” 

Also: 

“Not every member has to become a security expert, but all members should 

know: 

• why security is important for themselves and for the organisation; 

• what is expected from each member; 

• which good practices they should follow.” 

And: 

“Organisations developing IT services or products have the additional task of 

providing security training for their developers…. Developers should also be alert 

to the fact that certain categories of sensitive data, e.g. personal data, have to 

be protected according to specific rules and regulations. Finally developers 

should keep up to date with known coding vulnerabilities.” 

A recent article in Info-Security magazine has the title “Put people above 

technology, says (ISC)2” [CJ-07]. The article reports that Information Security 

professionals are moving out of IT department and more often reporting to 

business managers.  

Another article found on the Internet, more specifically on the ENISA1 website, was 

a meeting report of the EastWest Institute Consortium on Security and 

Technology [EWI-05]. This consortium builds Public-Private partnerships for 

more effective protection of people, economies and infrastructure against 

international terrorism and organised crime. The meeting held on 1st December 

2005 had the topic Information Security and Identity Management. In this report it 

was identified that it is not only about security in the work environment, on 

Awareness raising the report [EWI-05] states:  

“Education and raising awareness of threats is one crucial to improving 

information security. Learning about ICT security is much needed in schools, and 

in organizations. This will require a significant amount of investment. This 

teaching is especially important because home users of ICT form the weakest 

link in the chain – unprotected personal computers could unwittingly house 

botnets. Users cannot and should not however, be expected to be aware of all 

information security issues. This would put an unreasonable and unrealistic 

burden on the user.” 

                                          
1 ENISA = European Network and Information Security Agency 
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Laura Taylor in her article Security Awareness and Training [TL-04] identifies 

the importance of training and awareness as part of an information security 

program, but also acknowledges that it is often overlooked. A quote from the 

article: 

“security awareness and training is really the first line of defense your company 

has to protect its valuable corporate assets.”  

Taylor describes in the article [TL-04] how an organisation can implement security 

training and awareness and indicates that implementing a training and awareness 

plan is worth the human and financial resources needed: it will decrease the impact 

of attacks and in due course will reduce the risk that an organisation’s information 

is exposed to.   

My view 

Many publications identify a new group of people with very specific security 

responsibilities: people working in the Information Technology (IT) Department. 

During my career I have worked in and with IT departments of organisations. Their 

tasks in the smoothly running of information systems are critical. The access 

privileges they have to information and information systems, makes them an 

important target group for appropriate information security training & awareness. 

In my opinion it is fundamental that they have a sufficient level of knowledge and 

understanding in relation to information security threats and vulnerabilities. 

2.4. Surveys 

Modern businesses are highly dependent in information systems and therefore 

Information Technology (IT). Organisation more often have distributed 

infrastructures and have the need to connect with other organisations. This 

connection if often established through the Internet. Both high dependency on IT 

and growing global connectivity increase the complexity of IT infrastructures and 

threats and vulnerabilities organisations face in their day-to-day business. 

The bi-annual DTI2 Information Security breaches survey 2006 [PWC-06] 

confirms this dependency. The survey [PWC-06] also recognises that new 

technologies are seen as the security threat of the future, it states: 

“Despite the high levels of confidence about today, UK businesses are more 

concerned about tomorrow than ever.”  

And also: 

“Nearly two thirds of companies think there will be more security incidents in the 

next year than in the last.” 

                                          
2 DTI = Department for Trade and Industry 
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A few examples of the findings form the DTI survey [PWC-06] demonstrating the 

(future) security threats that new technologies pose are: 

• One in five wireless networks remains completely unprotected and another one 

in five is not encrypting it’s transmissions. 

• Over half of UK businesses are taking no steps to protect themselves against the 

threat that removable media, such as USB data keys, digital cameras and MP3 

players, pose. The most common step is to tell staff not to use these devices and 

rely on policies and procedures to enforce it. Actually technical disabling the 

facility in rare. 

• Only half the companies that implemented Voice over IP evaluated the security 

risks associated with VoIP (Voice over Internet Protocol). 

Given this future outlook organisations want more to be done to help them in this 

area says the survey [PWC-06], examples are public education about security risks 

and more information Security advice aimed at the organisations themselves.  

Another conclusion from the DTI survey [PWC-06]: 

“Many UK businesses are a long way from having a security aware culture. Their 

expenditure on security is either low or not targeted at the important risks.” 

This conclusion is supported by a number of examples throughout the report  

[PWC-06]. In relation to the project in hand, the following selection from the 

examples is made to underline the need of structured Information Security Training 

& Awareness: 

• Although the number of companies with a formal security policy in place has 

never been so high, there are still three-fifths of UK businesses that are without 

overall security policy. 

• The higher the priority that information security is to senior management, the 

more likely the company is to educate their staff. Companies that have a 

security policy take steps to educate it’s employees about their security 

responsibilities. But report [PWC-06] states that:  “one in six organisations does 

nothing to educate their staff.” 

• There seems to be a strong correlation between budget spend on information 

security and the priority senior management gives to it. When information 

security has a high priority in an organisation, an average of 7% of the IT 

budget is spend on information security. But says [PWC-06] there are still two-

fifths of businesses that spend less than 1% of their IT budget on information 

security. 

According to the survey [PWC-06] organisations respond to incidents with a mixture 

of technology, people and process changes. The changes that organisations made, 
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in response to incidents, that recognise the impact of structured Information 

Security Training & Awareness, the subject of the project in hand, are: 

• additional staff training (23% of organisations used this in response to 

incidents); 

• changes to policies & procedures, (26%); 

• disciplinary action (8%). 

Another survey is the Deloitte’s 2006 Global Security Survey [D-06] of the 

Financial Services Industry. Adel Melek, one of the authors of this survey says in 

his Foreword: 

“It has often been said that people are an organisation’s most valuable assets. It 

appears that, in the world of security breaches, they are now it’s most 

vulnerable.” 

One of the key findings of [D-06] identifies that perimeter security technology is 

strong enough to make it more difficult for attackers to reach their goal by external 

brute force attacks. It now seems easier to attack the organisation’s people through 

social engineering. Also attacks whereby authorised users abuse their privileges is 

on the rise.  

Another quote from the survey [D-06] identifies clearly that organisations should 

invest more in Information Security Training & Awareness. 

“Often the security of information is compromised by human behaviour, whereby 

individuals who have been entrusted with managing personal information lack 

adequate security qualifications, leading to an increase in release of confidential, 

personal identification information.” 

The survey [D-06] continues with a paragraph that recognises how important 

information security awareness is. The survey reads: 

“Organisations are more likely to find themselves vulnerable to threats if 

employees are not aware of: 

1) relevant policies; 

2) their role in helping to protect information of the organisation; or 

3) how to support the organisation’s security policies. 

My view 

Personally I find it amazing that, although the internal threats are clearly on the 

rise, the survey [D-06] shows that organisations in the Financial Services Industry 

appear to be more concerned with threats from the outside; in their minds, external 

threats bring a higher degree of publicity and damage to their reputation. Would 

the damage to reputation not be more severe if the public is aware that misconduct 

or social engineering lead to breaches of security? 
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The figures in the survey [D-06] confirm that amazement. Of all survey 

respondents  96% indicate that they are concerned about employee misconduct 

involving their information systems. Strangely only 34% provide their employees 

with information security training and only 35% of respondents have orientation 

training to help mitigate the effects of bad habits. 

Looking at the investments in security the survey [D-06] recognises that security 

technology deployment still receives the bulk of the information security budget; 

but it seems that there is a growing belief that the human aspect of an information 

security program is critical to the overall success.  

In my opinion this is clearly not enough. Especially with the rising internal threats, 

Information Security Training & Awareness should become a higher priority and 

receive more of the information budget than currently invested. 

2.5. Problem identification 

This chapter shows that information security standards, best practices and 

literature all identify the need for Training & Awareness, the theory is clear.  

The surveys studied in paragraph 2.4 show that in the real world the situation is 

different: the focus of businesses is still on technical information security controls 

aimed at the external attacker. It seems that Information Security Training and 

Awareness is not recognised as contributor to security.  

As a result Senior Management seems reluctant to invest time and money in 

appropriate Information Security Training & Awareness. To change this situation it 

is necessary to identify the links between the overall security of an organisation and 

information security training and awareness. To convince senior management that 

investing in training and awareness is viable, you need a way to explain in business 

terms the impacting factors on security and how these factors can be influenced by 

an adequate information security training and awareness program. Chapter 5 of 

this report will identify the links between security and training & awareness. 

One way to convince senior management is to quantify security and quantify the 

impact of training and awareness. Chapter 6 of this report introduces a possible 

way to measure security and measure the impact of information security training 

and awareness. 

The surveys [PWC-06] and [D-06] identify that personnel security becomes more 

important, but the attitude of managers and employees does not follow that trend 

yet. This needs changing, which means changing behaviour and attitude. One way 

of doing just that is giving people the information security knowledge and 

awareness they need for their day jobs. It seems that the solution does not lay in 

technical controls but more on the non-technical side: the side of human resource 

security and psychology. 
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Chapter 3: 
Psychology - Force Field Analysis 

3.1. Introduction 

As concluded in chapter 2 one of the major problems for Information Security 

professionals is recognition of the need for Information Security and the 

understanding of threats and risks to information and information systems. As 

identified the focus of businesses is still on technical information security controls 

aimed at the external attacker. It seems that Information Security Training and 

Awareness is not recognised as contributor to security. 

Personally I am convinced that changing the attitude of employees and senior 

management can solve many of the problems identified in chapter 2. This chapter 

introduces a psychological model that is used throughout this report in support of 

the objectives of this project. First the model itself and it’s use in general is 

explained; followed by the way this model is used in relation to Information 

Security. 

3.2. Organisational behaviour 

One way of changing behaviour and attitude is giving people the information 

security knowledge and awareness they need for their day jobs. It seems that the 

solution does not lay in technical controls but more on the non-technical side: the 

side of human resource security and psychology. Psychology identifies several 

theories for behavioural change. The one that appeals most to me is the model of 

the force fields. In this model driving and restraining forces work in opposite 

directions. When the two sets of forces are even in strength, there will be no 

movement in the current position, no change can be achieved. Increasing or 

decreasing the strength of forces can change that position. 

Kurt Lewin is universally recognized as the founder of modern social psychology. He 

is renowned for his scientific approach to research and experimentation as well as 

his work in understanding organisational behaviour. Although Lewin did not receive 

much acknowledgement during his lifetime, his work remain an outstanding source 

to understanding group dynamics. The Force Field Analysis is probably Lewin’s 

best-known development [LK]. 

3.3. Force Field Analysis, the model 

According to Kurt Lewin "An issue is held in balance by the interaction of two 

opposing sets of forces - those seeking to promote change (driving forces) and 

those attempting to maintain the status quo (restraining forces)", reads article  

[LK-06]. Lewin approached organisations as systems in a dynamic balance of 

forces. These forces impact on (business) process, in favour by driving towards a 
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goals or hampering progress and restrain the process. To be able change the 

existing balance the driving forces must exceed the restraining forces, or as      

[LK-06] says “shifting the equilibrium”.  

Another quote form [LK-06] states: 

“The Force Field Diagram is a model built on this idea that forces - people, 

habits, customs, attitudes - both drive and restrain change. It can be used at 

any level (personal, project, organizational, network) to visualize the forces that 

may work in favour and against change initiatives.”  

Putting the forces in a diagram visualises all forces that impact on a certain issue. 

Giving the forces a value indicates their strength.  Doing this makes it possible to 

identify actions that can be taken to change the strength and therefore be able to 

change a specific issue or situation. 

Figure 3.1 is an example of a Force Field Diagram as used in Steven Wells’  Mini 

Tutorial Quality Management [WeS-06], the tutorial is attached as appendix A.  

• 

Driving forces Restraining forces 

 

Equilibrium 
Strength Strength 

4 3 Increased efficiency Capital investment

3 7 Customer demands Fear

5 4 Executive mandate Lack of incentives

Trust in unit leader Lack of training4 3 

Total = 16 Total = 17 

Figure 3.1: Example - Force Field Diagram [3.3] 

Force field analysis can be used for different applications in all industries. According 

to the Mini Tutorial [WeS-06] there are three main applications of the force field 

analysis tool: 

Change management: 

Change is a regular occurrence in the environments that are increasingly 

dependent on Information Technology. People have widely varying attitudes 

toward computers and change in the workplace. Drawing a force field diagram 

helps managers to evaluate the forces that encourage and the forces that 

impede the change. Based on the force field analysis, strategies must be 
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developed to assist an organisation in moving towards aspired goals. 

Change management is considered to be the “primary application for force field 

analysis” [WeS-06]. 

• 

• 

Productivity improvement, from [WeS-06]: 

“Managers can look at forces promoting and inhibiting productivity. This analysis 

can shed light on methods, strategies, and systems that can promote long-term 

improvements in employee productivity.” 

Decision making, from [WeS-06]: 

“By evaluating the forces supporting and opposing a specific decision, managers 

can know the likelihood of acceptance and can also manage the influencing 

forces to maximize the potential for acceptance and success.” 

The Force Field Analysis can be used to solve issues or problems that organisations 

have to encounter every day. The analysis helps in the investigation of powers and 

stakeholders involved in the issues/problems. In this way investigators can draw 

conclusions on the most effective and efficient solution for an identified problem. If 

used as a problem solving tool, Force Field Analysis is applied for decision making 

and implementation of change. 

3.4. Force Field Analysis and Information Security 

As mentioned in paragraph 3.2 the solution does not lay in technical information 

security controls but more on the non-technical side: the side of human resource 

security and psychology. Using the model of the force fields gives a visual and 

numerical indication of what forces impact on information security and who the 

possible stakeholders are. By visualising the issues information security 

professionals can explain in a non-technical way why information security is 

important; by valuing the forces it is possible to focus efforts on areas where the 

most effective and efficient results can be achieved. 

The increasing dependence on information makes it necessary to protect 

information from the risks imposed on it; the need for protection identifies a 

number of driving forces to implement Information Security controls.  

Chapter 2 identifies a number of problems in relation to acceptance and recognition 

of the importance of Information Security. The implementation of protective 

measures comes up against a number of restraining forces. 

The mini-tutorial of appendix A [WeS-06] is the basis of the development of the 

Information Security Force Field diagram in figure 3.2, the steps leading to the 

diagram are: 

1) issues and problems identified, 

this is done in chapter 2 of this report; 
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2) aim of addressing the issues and solving these problems, 

this is done in chapter 2 of this report; 

3) identify the driving forces, 

from a theoretical point this can be found in paragraph 3.6, a reflection in the 

real world can be found in the case study of chapter 4; 

4) identify the restraining forces, 

from a theoretical point this can be found in paragraph 3.5, a reflection in the 

real world can be found in the case study of chapter 4; 

5) assign an impact level to each force, see case study in chapter 4:  

1 = very weak, 2 = weak, 3 = strong, 4 = very strong; 

6) chart the forces in a diagram, figure 3.2; 

7) evaluate the chart and decide on viability of a project or decide on which actions 

can achieve changes, this is done in chapter 6 of this report; 

8) discuss how restraining forces can be decreased and driving forces increased in 

strength, chapters 5 and 7 covers this from a theoretical point of view; 

9) discuss a strategy to eliminate restraining forces and capitalise on driving, 

chapters 5 and 7 covers this from a theoretical point of view. 

3.5. The Restraining Forces identified in the diagram of figure 3.2 show a number of 

forces that are not solvable by implementing (technical) information security 

mechanisms and controls. The majority of the restraining forces are related to the 

people making up an organisation: management and employees.  

• In many organisations there is a cultural aversion against Information Security 

and against changing business processes. “We have been doing our work like 

this for many years, why do we need to change it”, is an often heard reply. To 

change this culture, it is necessary to change people’s behaviour and their way 

of thinking. In my opinion the main reason for this behaviour is people not 

understanding the risks that modern organisations face in relation to the 

information held and processed by them.  

• In the past couple of years there has been a turn around in this aversion against 

Information Security, as the DTI Information Security breaches survey 2006 

[ISO-05/1] identifies. This survey shows that security awareness in UK 

organisations has never been better. But it also shows that only 40% of 

organisations have an overall Security Policy and that 40% of businesses spend 

less than 1% of the IT budget on Information Security. To improve these 

percentages Senior Management will have to be more involved in and support 

developments and initiatives towards better security of information.  

• It seems that creating an understanding of and a more positive attitude towards 

Information Security, could be a good investment to achieve a decrease in the 

restraining forces. It is essential that all people in organisations are involved in 
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Information Security, managers and employees. Decreasing restraining forces 

will make the driving forces more effective.  

3.6. The Driving Forces in figure 3.2 clearly identify the main drivers for Information 

Security: Confidentiality, Integrity and Availability. Implementing protective 

measures can improve the security of information and information systems that 

organisation rely upon.  

• Businesses and organisations become more and more dependent on correct and 

reliable information. Information processed in organisations is mainly digital and 

business processes run on an Information Technology architecture, entwined in 

applications, databases and operating systems. Without (digital) information 

many organisations are not able to operate appropriately and availability is a 

major requirement for organisations.  

• Depending on the sector or industry an organisation is part of, a number of 

regulatory requirements are laid upon the organisation. Being able to prove 

compliance to regulatory requirements could give customers and partners 

confidence in trusting that organisation. Legislation, such as the Data Protection 

Act, makes organisations holding and processing personal information, 

responsible for the protection of this information.  

 

 

Equilibrium Restraining forces Driving forces

Business 
opportunities 

Culture

Prevent downtime 

Protect Cy’s Info 
and reputation 

Legal&regulatory 
compliance 

Limited budget

Lack of awareness
of risks to info.

Dependence on 
Info. and IT 

Lack of support
from Senior Mgt.

Lack of
understanding

Figure 3.2: Force Field diagram for Information Security controls 
© RHUL MSc Candidate 0707335 - August 2007 
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• Implementing an Information Security Management System can give a an 

organisation new business opportunities. For example being ISO27001/ 

ISO17799 certified will work positively towards attracting the interest of partners 

and customers as it proves a structured approach to securing information.  

The model of the force fields as developed by Kurt Lewin is for this project applied 

to information security. By doing this information security professionals can 

visualise the forces impacting on information security. This model can be used as a 

tool to identify that besides technical controls, there are non-technical counter 

measures that can be used to secure one of the most critical assets of an 

organisation: information. 

3.7. Summary & Conclusions  

This chapter describes the tool that is used throughout this report to visualise and 

quantify the forces that impact on information security. The psychological model of 

the force fields is applied to information security. This application shows links 

between the security of an organisation and the potential impact that training and 

awareness could make when it is incorporated into the Information Security 

Program of an organisation.  

Throughout the rest of this report this model is used to achieve the objectives of 

this project. The theoretical model of the force fields, figure 3.2, shows that the 

implementation and establishment of Information Security Training & Awareness 

can realise a behavioural change. Although behavioural change is one of the most 

difficult objectives to achieve, investing in sufficient Information Security training 

and awareness will decrease the restraining forces and make investments in 

protective measures (the majority of the driving forces) more effective. 

The Information Security Force Field model will be used to: 

• visualise all the forces impacting on information security, in aid of discussions 

with business managers and show the link between Information Security 

Training & Awareness and the level of security of an organisation (chapter 5); 

• by valuing the forces identified, develop a model for measuring security and 

quantifying the impact of training and awareness (chapter 6). 
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Chapter 4: 
Case Study – EDS Limited 

4.1. Introduction 

The objectives of this project as laid out in previous chapters reflect my views of 

the potential advantages that can be derived from structured Information Security 

Training & Awareness. To test my personal views and ideas in a practical, business 

environment a case study has been conducted as part of this project. 

Two tools form the basis of the case study: interviews with a small number of 

Information Security professionals working in a business environment; followed by 

a questionnaire for a larger group of Information Security professionals, to find 

additional experiences. The environment chosen for this project had to have an 

Information Security influence in businesses. 

4.2. Business environment 

The Client Security Officers of Electronic Data Systems Limited, further referred to 

as EDS, have this Information Security influence in business environments and 

therefore are the ideal target group for this case study. 

EDS is a leading global technology services company delivering business solutions 

to its clients. EDS delivers a broad portfolio of information technology and business 

process outsourcing services to clients in the manufacturing, financial services, 

healthcare, communications, energy, transportation, and consumer and retail 

industries and to governments around the world. 

One of the units in EDS delivering services to clients is UK Information Security, it 

consists of four groups of which the Information Assurance Group is one. 

Information Assurance Group provides security and safety consulting services to 

EDS UK business units and to external clients. One of the security services provided 

to client organisations is the role of Client Security Officer. The Terms of 

Reference of the Client Security Officer [EDS-04] details the role in general 

and comprises five aspects: 

• “Security Governance 

Information security enforcement, including: accreditation of systems (signing-

off systems as being compliant with security requirements and policy); 

development of and enforcement of security policy; security awareness; and risk 

assessment.” 

• “Security Operations 

Responsibility for day-to-day aspects of the security of the client’s operations 

(those provided by EDS), including: dealing with security incidents; reacting to 

alerts flagged by logs, IDS and monitoring systems; liaising with other 
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operations teams; liaising with Situation Management; and development of 

operational aspects of security such as monitoring.” 

• “Security Delivery 

Responsibility for ensuring the deployment of leveraged security resources to the 

client, i.e. as an interface between the account and the leveraged teams.” 

• “Chief Security Architect 

Responsibility for the architecture and design of the security of the systems 

delivered to the client by EDS, and for ensuring that those systems fit within an 

overall business-driven security architecture.” 

• “Security Business Development 

Responsibility for developing new security business with the client.” 

In practice each client and each account is likely to have unique requirements for 

the role of Client Security Officer. The document of [EDS-04] is used as template to 

develop client specific Terms of Reference for each customer account. 

All Client Security Officers were sent a questionnaire, just over 40% replied. 

Paragraphs 4.5 and 4.6 give more details about the questionnaire. 

In total four Client Security Officers were interviewed in two environments and one 

representative was a client employee with responsibilities for Security Training & 

Awareness. The environments had a very diverse experience with training and 

awareness: from almost 10 years to only a couple of months. 

4.3. Interviews - structure 

The interviews are divided into sections. The first section covers the structure, 

history, budget and encountered problems of implementing training and/or 

awareness. Sections 2 and 3 give details on the Training programs and Awareness 

activities developed and implemented by the interviewees.   

The next section covers questions about the benefits that are identified from having 

Information Security Training & Awareness in place. The results of these first four 

sections are used in Chapter 7 of this report listing the benefits of and possible 

structure of Information Security Training & Awareness. 

Section 5 of the interview tested the Force Field Analysis model of chapter 3 in the 

chosen business environment. The results are used in chapters 5 and 6. 

The final section of the interview tried to answer the difficult question of measuring 

security of an organisation on one side and measuring the impact of Information 

Security Training & Awareness on the other. This last question turned out to be the 

most challenging question for the interviewees.  
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4.4. Interviews - results  

The transcripts of the interviews are attached to this report as appendix B. As 

mentioned in the previous paragraph the answers given during the interviews are 

input to the relevant chapters of this report. This paragraph gives a summary of the 

results as they relate to the objectives of this project. 

• Link between overall security of an organisation and training & awareness 

All interviewees supported the model of paragraph 3.4 and added some 

additional forces, restraining and driving ones. During the interview it was asked 

to give a strength value to each of the forces they identified. The values given 

identify the importance of information in their respective organisations. 

In my opinion the values given to the Driving Forces confirm the importance of 

the three main security services Confidentiality, Integrity and Availability. They 

confirm the importance of legal & regulatory compliance and the dependency of 

the organisations on information & information systems. 

Looking at the Restraining Forces that were identified, there is a clear connection 

between Training & Awareness and Security. The values given to the restraining 

forces, show how lack of understanding and awareness in the workforce impact 

on implementing information security controls. In one of the interviews the link 

was very clear: the value given to for example “Lack of awareness of risks to 

information” differs for new comers (the higher value) and employees who had 

information security training (lower value). This specific organisation has had 

Information Security Training & Awareness in place since 1998. 

My conclusion from these results is that Information Security Training & 

Awareness can decrease the strength of restraining forces. This decrease will 

make the driving forces more effective. Therefore investing in appropriate 

training & awareness can save time and money of implementation projects that 

put in place other (technical) protective controls. 

• Measuring security and measuring the impact of training & awareness 

As mentioned before, the questions about measuring security or measuring the 

impact of training & awareness were the most challenging for the interviewees. 

After asking some additional question, exploring the experience of the 

interviewees there were some indicators they came up with. 

For measuring the security of an organisation the following indicators came up: 

− Number of security incidents. Not just numbers as that does not give enough 

information, it is necessary to analyse the incidents to identify the links with 

other events and issues. 
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− Number of breaches of security policies. Although this was named as a 

different indicator, in my opinion breaches of security policies are also security 

incidents and therefore should be put together with the first indicator. 

− Number of non-compliances discovered during audits. Audits should be fully 

documented in audit reports and if audits take place on a regular basis, the 

changes in the number of non-compliances could be used to measure the 

level of security. 

− Number and type of questions received by the Information Security Team. 

− Number of System Security Policies (SSPs) that pass without re-work versus 

the number of SSPs that need to be reviewed repeatedly. In one of the 

accounts every IT project has to produce an SSP that needs to be reviewed 

and signed off by the Information Security Team before the project 

deliverables can be implemented into a live environment. 

For measuring the impact of training and awareness on the security of an 

organisation the following indicators were mentioned: 

− Security incidents, where the analysis of the incidents could indicate in which 

way training & awareness impacts on the type, seriousness and possibly on 

the number of incidents. Analysis of security incidents should indicate the lack 

of understanding and the lack of awareness of the risks to information. 

− Number of security incidents classified as “misuse”. 

− Type of questions to Security Team and level of detail in conversations with 

users. Problem here is that calls to the Security Team nor the conversations 

Security Team members have in corridors are not recorded. So there are no 

numbers or descriptions available to use as indicator. It is purely an 

observation of the Security Team. 

− Non-compliances as result of security audits. 

Audits and incidents certainly can be used to develop indicators, but not just as 

numbers. The results need to be analysed to give sufficient information to be 

able to use them as measurable indicators. Another intersting way to measure 

security is the sign-off of project documentation such as the System Security 

Policy used in the client account of one the interviewees. 

• Benefits of structured Information Security Training & Awareness 

Not all the interviewees could give benefits related to the actual implementation 

of an Information security Training & Awareness program as they only just 

started to notice the changes in people’s behaviour. The following benefits were 

identified by the interviewees: 

− less time-wasting by users; 

− reduction of security incidents; 

− less time spent on incident investigations by the Security Team; 
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− improve project life-cycle time and therefore reduce project costs and less re-

work on System Security Policy for projects; 

− maintaining reputation of service provider and client organisations; 

− better able to fulfil “duty-of-care” towards employees; 

− standardisation of the security message; 

− change of attitude towards information security. 

The number of benefits identified by the interviewees supports my personal views 

of how training and awareness can impact on information security. The longer 

Information Security Training & Awareness has been in place the aversion against 

information security has reduced. These results will be used in chapter 5 and 7 of 

this project report. 

4.5. Questionnaire – structure 

After the interviews there were a few issues that I needed additional experiences 

about and so five questions were put in a questionnaire to other Client Security 

Officers, who did not took part in previous interviews. 

First I needed to know of their client account has any security training or awareness 

programs in place. After that they were asked about their experience on the link 

between security incidents and training and awareness. The results are used in 

chapter 5 of this report. 

The middle part of the questionnaire focussed on the Force Field model described in 

chapter 3. The Client Security Officers were asked to identify driving and restraining 

forces. The outcome is used in chapters 5 and 6 of this report. 

The final two questions were related to measuring security and measuring the 

impact of training and awareness on security. The results feed into chapter 6 of my 

report. 

4.6. Questionnaire – results 

Details of the results of the questionnaire can be found in appendix C of this report. 

Although the total number of replies seems to be low (7), it represents just over 

40% of Client Security Officers. Although 40% is not a bad response, not all 

answers are valuable. For example the first question may have a complete different 

result if all Client Security Officers would have replied. The result shows that 85% 

have an Information Security Training and/or Awareness program in place. I think 

in reality this percentage is lower and therefore the result of the first question will 

not be taken into consideration. 

To the question which percentage of security incidents is related to users, more 

than 40% of respondents declared the majority of security incidents were user 

related, in the results table this is categorised as > 75%.  
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One of the respondents made clear that there is a difference in users of the client 

population or users of the EDS population. This is considered to be caused by the 

level of security training and/or awareness the user populations have received. This 

also came up during one of the interviews, see paragraph 4.4. 

Question 3 focussed on the Force Field Analysis model. The results confirm the 

theoretical model developed in support of Information Security, paragraph 3.4 

refers. The main driving force identified by respondents is legal and regulatory 

compliance. For the restraining forces it is a bit more spread over a number of 

forces, but 45% of the restraining forces identified are people-related. 

The results of the last two questions are very useful in my challenge to find 

indicators to quantify the level of security and to quantify the impact of training & 

awareness on security.  

For measuring security a very interesting indicator was mentioned by three 

respondents: the number of days exposed to known vulnerabilities, these are 

vulnerabilities for which security patches are published; followed by audit logs and 

independent reviews.  

Although number (and the changes in this number) of incidents was mentioned by 

three respondents, I think other identified indicators to measure impact of 

training and awareness may give a more secure indication: sampling user 

knowledge and number of hits on security policies & procedures. 

4.7. Summary and Conclusion 

The interviews gave me a good idea of practical implementations of Information 

Security Training and Awareness in business environments. The interviews resulted 

in the following conclusions: 

• Information Security Training & Awareness can decrease the strength of 

restraining forces. This decrease will make the driving forces more effective. 

Therefore investing in appropriate training & awareness can save time and 

money in implementation projects, putting in place other protective controls. 

• Audits and incidents certainly can be used to develop indicators, but not just as 

numbers. The results need to be analysed to give sufficient information to be 

able to use them as measurable indicators. Another interesting way to measure 

security is the sign-off of project documentation such as the System Security 

Policy used in the client account of one the interviewees. 

• The number of benefits identified by the interviewees supports my view of how 

training and awareness can impact on information security. The longer 

Information Security Training & Awareness has been in place, the more the 

aversion against information security reduces. 
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The questionnaires broadened my views and inspired me to develop my ideas, as 

detailed in the chapters that follow. 
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Chapter 5: 
Link between Security and Training & Awareness 

5.1. Introduction 

As mentioned in the surveys referenced in chapter 2, people have a very important 

role in keeping information assets secure. If we take a layered approach to 

information security, people could be one of the layers. If Human Resource Security 

is implemented properly, one of the protective controls in a Defence in Depth 

approach is Information Security Training & Awareness. Jeremy Ward states in 

[DPL-05]: “security awareness is probably the most significant single defence 

measure that any company can institute”. 

This chapter concentrates on identifying the link between the overall security of an 

organisation and Information Security Training and Awareness. Using the Force 

Field Analysis model for Information Security, as laid out in chapter 3, my 

theoretical view on this link is presented. In the second half of this chapter the 

results of the case study are used to support the theoretical model. 

5.2. Theoretical approach 

As identified in chapter 2 senior management seems reluctant to invest time and 

money in appropriate Information Security Training & Awareness. To be able to use 

training & awareness as a layer in the defence in depth approach, senior 

management needs to be convinced that investing in training and awareness is 

viable. To achieve this it is necessary to identify the links between the overall 

security of an organisation and information security training and awareness. 

Professionals need a way to explain in business terms the impacting factors on 

security and how these factors can be influenced by an adequate information 

security training and awareness program. 

The information security force fields diagram, as introduced in chapter 3 figure 3.2, 

gives a visual indication of the forces impacting on information security and 

possible stakeholders can be derived from the diagram. Generating a force field 

diagram specifically for an organisation needs the involvement of a broad group of 

people covering all disciplines of the organisation. Business and line managers, IT 

representative, risk manager, user representative, everyone has their own 

responsibility in securing information and will have their own view on forces that 

impact on the security of an organisation. 

Start point in force field analysis for a specific organisation should be an valuation 

of the importance of information for the organisation. Followed by listing all forces 

that impact on information and the security of that information. By introducing the 
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force field diagram, the information security specialist can visualise the results of 

this analysis, an example is given at figure 5.1.  

 

Restraining forces Driving forces

Business 
opportunities 

Culture

Prevent downtime 

Protect Cy’s Info 
and reputation 

Legal&regulatory 
compliance 

Limited budget

Lack of awareness
of risks to info.

Dependence on 
Info. and IT 

Lack of support
from Senior Mgt.

Lack of
understanding

Figure 5.1: Force Field diagram for Information Security – theoretical approach 

The identified forces give an indication of the information security controls that 

could be used to ensure the security of an organisation’s information. This will 

indicate technical controls, for example the force “prevent downtime” indicates that 

resilience and business continuity have to be ensured. Putting in place appropriate 

backup facilities and resilient equipment contribute to the prevention of downtime. 

The force field diagram will also identify the need for procedural controls. Showing 

“Legal & regulatory compliance” is not just a question of putting technical controls 

in place; it needs a Information Security Strategy and Policy to be established, 

including underlying procedures and instructions.  

Analysis of the forces will certainly show a number of restraining forces that can be 

encountered by generating a higher level of understanding information security 

amongst managers and employees of an organisation. This can be achieved by the 

implementation of information security training & awareness.  

The exercise of analysing the forces impacting on the security of an organisation as 

a whole and the security of information in particular, will generate a better 

understanding under employees and managers of the necessity of securing 

information. The result presented in the force field diagram will identify that 

sufficient information security training & awareness contributes to a more secure 
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organisation. The diagram will also identify where changes can be made to increase 

the level of security of an organisation. 

5.3. The real world 

As mentioned in chapter 2 the focus of businesses is still on technical information 

security controls aimed at the external attacker. Although the internal threat is 

clearly on the rise, surveys [PWC-06] and [D-06] identify this, it seems that 

Information Security Training and Awareness is not recognised as contributor to 

security. 

Surveys [PWC-06] and [D-06] show that 60-70 % of security incidents are related 

to people, mainly employees of the organisation. My own work experience tells me 

that this percentage is even a little higher: 80%. Not all security incidents and 

breaches of security policies are malicious or deliberate, most of them can be 

traced back to not knowing the security policies, not understanding the risks to 

information, mistakes and errors due to lack of user training. All of these incidents 

can be avoided by implementing structured information security training and 

awareness. The questionnaire used in the case study had a similar result, more 

than 40% of respondents identified users as main (more 75% of incidents) the 

cause of security incidents. 

The impact that information security training and awareness can have, was 

illustrated by one of the interviewees: the strength of restraining forces was valued 

differently for newcomers versus established employees. See the next paragraph 

for more details. 

5.4. The forces that impact on Information Security 

The results from the case study of chapter 4 support the view that Information 

Security Training & Awareness can decrease the strength of restraining forces. This 

decrease will make the driving forces more effective. 

Driving forces 

The following driving forces were identified during interviews and in the 

questionnaire (in no particular order): 

• Change & Project Management (cost reduction)* 

When Information Security is considered from the start (and not as an add-on at 

the end) this will lead to reduction of cost in changes and projects in Information 

Technology. 

• Business opportunities 

Having established an Information Security Management System can result in 

potential customers and partners having confidence in your organisation. 

• Prevent downtime* 

• Dependence on information and Information Technology* 
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• Protect company’s information and reputation* 

• Legal & Regulatory compliance* 

• Support from senior management* 

This is also identified as a restraining force. Often the direct line of managers is 

very supportive of the Security Team, probably because they have a better 

understanding of information security than senior management in other areas of 

the organisation.  

• Duty of care 

From organisation to employees and vice versa. 

• Data Protection Act 

Due to the type of organisation and the function of some of the employees the 

Data Protection Act is a very strong driving force; therefore this force needs to 

be mentioned separately (from Legal & Regulatory compliance) for some 

organisations. 

• Security governance and organisational security structure* 

This force includes a number of forces that were mentioned separately, but they 

are collated together: security governance encouraging risk-based approach, 

distributed security organisation, respect and trust in security personnel and 

company policies. 

• Reduction of commercial risk 

• Audits 

• Security minded culture 

Restraining forces 

The following restraining forces were identified during interviews and questionnaire 

(in no particular order): 

• Culture* 

• Lack of understanding* 

Mainly the understanding of the need to protect information 

• Limited budget* 

• Lack of awareness of the (current) risks to information* 

• Lack of support from senior management* 

This force is also identified as a Driving force. As a Restraining force it is mainly 

a financial matter, managers in for example the Account Management Team see 

information security as costly and it hampers the business to achieve their 

financial goals. 

• Non-availability of instructors 

• Drive to adopt Commercial of the Shelve (COTS) products 

• Lack of support from the IT department* 

• Unreasonable business drivers 
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• Project pressures 

This force is related to mainly high level projects with a high visibility to senior 

managers and external parties. Project managers are being put under pressure 

to progress projects leading to the acceptance of (information security) risks that 

are not properly assessed. The result is that afterwards controls need to be put 

in place or the security team need to “clear-up” the problems. These activities 

are bound to be much more expensive than involving security from the start of a 

project. 

• Lack of security governance and organisational security structure* 

This includes a number of forces mentioned by respondents such as “lack of 

clear security structure or security responsibilities”, “no respect or trust in 

security personnel” and “management risk appetite”. 

 

 

Restraining forces Driving forces

Lack of awareness of the (current) 
risks to information 

Cost reduction through Change and
Project Management

Prevent downtime Culture 

Lack of support from senior 
management 

Dependence on information and
information technology

Protecting company’s information
and reputation Limited budget 

Lack of understanding Legal & regulatory compliance

Lack of awareness of the (current) 
risks to information Support from senior management

Lack of security governance and 
organisational security structure 

Security governance and
organisational security structure

Figure 5.2: Force Field diagram for Information Security – real world 

The force field diagram created from the case study results, figure 5.2, are for 

several organisations, representing the top seven of driving and restraining forces. 

The selection is reflecting the number of times the force was mentioned by different 

participants in the case study and the values (strength) given to the forces during 

the interviews. The forces marked with an * in the lists and are top seven. 

5.5. Using the Information Security Force Field Diagram 
Depending on the organisation the force field analysis is carried out for, the list of 

the driving and forces is different. When a force field diagram is drawn for a specific 
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organisation it will not often happen that the same force appears at opposing sides, 

as is the case in figure 5.2, because this diagram covers several organisations. An 

exception might be “Support of senior management” as senior management in 

direct line of command with the security unit has a different understanding than 

senior management in for example the financial department. 

The diagram of figure 5.2 clearly covers all areas of information security: technical, 

procedural and personnel security. The diagram can be used to find out where 

security of an organisation can be improved. By studying each force on it’s merit 

and visualising them in a diagram together, decisions can be made where the 

investments can be most effective and efficient. 

A large number of the forces in figure 5.2 are closely related to people, the majority 

of these are restraining forces. That is where  the implementation of structured 

Information Security Training & Awareness could make a difference: decreasing the 

strength of the restraining forces and therefore making the driving forces more 

effective and efficient. This was illustrated by one of the interviewees by giving two 

different values to the same restraining force. The organisation involved has 

information security training in place since 1998. The value given to the force “Lack 

of awareness of risks to information” was high for new employees, while the value 

for established employees who have received security training is low, more 

examples can be found in appendix B – part 3. 

Senior management’s to invest time and money in training and awareness is 

illustrated in one of the interviews carried out as part of the case study: different 

values were given to the same force in the same organisation. The restraining force 

“Lack of support from senior management” was given a very low strength value in 

the phase where initiatives of training and awareness were discussed. But as soon 

as the consequences became clear (time and money needed) during the 

implementation phase, senior management became reluctant to invest the time and 

money necessary. The value of the restraining force went up to high during the 

implementation phase. 

5.6. Summary & Conclusions  

Chapter 5 identifies the link between the overall security of an organisation and 

Information Security Training and Awareness. First the force field analysis model for 

Information Security, as laid out in chapter 3, is used to show a theoretical view on 

this link between security and training and awareness. This view is than tested 

against a work environment by using the results from the case study in a force field 

diagram with figure 5.2 as result. 

The exercise of analysing the forces impacting on security in general and the 

security of information in particular visualises how forces work together and against 
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each other. It generates a better understanding under employees and managers of 

the necessity of securing information.  

The driving and restraining forces reflect all areas of information security counter 

measures: technical, procedural and personnel. Visualising the forces enables the 

information security specialist to explain to non-specialists why an organisation 

needs to invest, in resources and finances, to secure information.  

The diagram identifies where investments are most effective and efficient and that 

there is a link between the security of an organisation and the level of information 

security training and awareness. And it will prove that investing in training and 

awareness is a very cost-effective counter measure: on one hand it will increase 

the overall level of security of an organisation, as users are more aware of the 

risks, on the other hand it decreases the restraining forces and with doing so the 

driving forces become more effective. 
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Chapter 6:  
Measuring Security and  

the Impact of Training & Awareness 
6.1. Introduction 

As identified in the previous chapters of this project report, it is necessary to have 

support of Senior Management to effectively implement an Information Security 

Strategy and Program. Several publications refer to measuring effectiveness of 

strategies and programs as one of the ways to get Senior Management buy-in.  

Information Security professionals have to convince management that they have to 

invest time and money in Information Security as a whole. To take this a bit further 

Information Security Training & Awareness is very cost-effective counter measure 

to put in place as a protective control against the threats modern organisations 

face. In the world of distributed corporate environments, globalisation and fast 

developing technology, the risks to information assets are increasing. Surveys 

clearly identify people as the weakest link in the protection of organisation’s 

information. 

Firstly this chapter looks at the publications that cover measuring security and/or 

measuring the effectiveness of training programs and awareness campaigns. At the 

end of paragraphs 6.3 and 6.4 my personal view on these publications is given. 

The middle part of this chapter takes a new approach to measuring security: using 

the force field analysis and diagram to measure security and the impact of training 

& awareness. 

6.2. Publications and experiences 

One way to convince senior management that they need to invest in information 

security in general and training and awareness in particular is to quantify both. 

Unfortunately for information security professionals there is no straightforward 

solution of techniques, parameters and indicators. A number of people have been 

publishing articles, books and white papers on the topic of measuring security and 

measuring the impact of training and awareness. Each of these authors take a 

specific approach. Reading these publications showed me how difficult it is to find a 

way to quantify security and the impact of training and awareness. The following 

two paragraphs give an overview of the publications I read and my opinion on 

them.   

6.3. Measuring security 

Steve Wright wrote a white paper with the title “Measuring the effectiveness of 

security using ISO27001” [WrS-06]. Wright explains why it is difficult to 

measure the effectiveness of the selected security controls, he states “…forgot to 
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appreciate, or map, the relationship between their organisational risks and the 

Information Security Management System…”. The white paper [WrS-06] provides a 

background of why it is necessary to measure security, objectives and benefits of 

doing so and what exactly we need to measure. Wright also gives a few tips on 

requirements to the metrics and methods used, for example the link with business 

goals is essential. At the end of the white paper he gives examples related to 

groups of controls he identified in [WrS-06]: management controls, business 

processes, operational controls and technical controls. 

An article found on the SANS Reading Room has the title “A Guide to Security 

Metrics”, by Shirley Payne [PS-06]. The author of [PS-06] identifies that “…, 

security managers are more than ever before being held accountable for 

demonstrating the effectiveness of their security program.” Security metrics could 

be an answer to this demand. The guide [PS-06] defines metrics and 

measurements, the difference between them and the requirement that metrics 

have to be SMART, i.e. Specific, Measurable, Attainable, Repeatable and Time-

dependent. Payne also identifies that metrics used differ depending on the audience 

of a presentation: metrics used amongst security professionals are different from 

metrics used to communicate with business managers. The guide [PS-06] continues 

by explaining the value of metrics, the difficulties in generating them and it suggest 

the method for building a security metrics program. The main benefit of using 

security metrics is that it gives security managers a tool to prove that an 

organisation is more secure than before, or more secure than competitors in the 

industry. Payne also mentions in [PS-06] that those who are taking up the 

development of security metrics should consider themselves as pioneers and they 

should be prepared to change tactics along the way. 

My view 

In addition to [PS-06], when employed by an English police force, a Statement of 

Applicability (SOA) was used to measure the level of compliance with the controls 

selected from ISO 27001. Every year the SOA was filled out and the changes in the 

level of compliance showed progress towards a more secure environment. The 

problem with that SOA was that it was useful for information security professionals 

but was not understandable to business managers. In my opinion this annual 

assessment of compliance could be used to measure the level of security in relation 

to business risks, but someone (the information security specialist) will need to 

make the information in the SOA understandable for business managers. 

Although the method Payne suggests in [PS-06] is logical, the approach is too 

much from the perspective of the security program. In my opinion the first step to 

achieve a common set of security metrics is to define the link between business 
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processes and information security. Illustrating this link to business managers 

generates a better understanding of information security and buy-in. 

6.4. Measuring the impact of training and awareness 

A comprehensive publication on the link between information security and training 

and awareness is Angus McIlwraith’s book “Information Security and Employee 

Behaviour, How to reduce risk through employee education, training and 

awareness” [MA-06]. This book explains how corporate culture influences 

people’s judgement of risks to information, their perception of information security 

and how these two affect employee’s behaviour. The first part of the book [MA-06] 

investigates the understanding in the broader sense, by looking at risk & risk 

perception, culture and communication. The second part of the book creates a 

framework for implementation of Information Security Education, Training and 

Awareness. The latter part includes a chapter on measuring awareness by giving 

tools and techniques; and details a number of different communication 

materials/channels that can be used.  

My view 

The book [MA-06] takes a psychological approach, which is very appealing to me. 

McIlwraith uses the angle of Risk Management and I agree with him that 

Information Security Training and Awareness reduces the risks to information; his 

approach inspired me to look for similar approach but with a different angle to 

measure the impact of training and awareness on security. 

To find a way to measure the impact of training and awareness on security, I 

decided to look at the Education and Training Industry. During research I came 

across a number of interesting articles and methods. One method referred to many 

times is Donald Kirkpatrick’s four level framework for the evaluation of training. The 

four levels are all very much related to the person that received the training: 

reaction (first impression of the training), learning (what knowledge was gained), 

behaviour (what skills were developed, used in the job) and results or effectiveness 

(skills used in work and achievements). The information necessary to answer the 

questions at all four levels has to come from questionnaires and interviews 

addressed at the recipient of the training and the line manager involved. Research 

on practical implementation of this method shows that level 1 (reaction) and 2 

(learning) is used in practice, but level 3 (behaviour) is not often found and level 4 

(business impact) is not found to be implemented. My view is that it is necessary to 

find ways to measure the impact of training awareness that are not directly related 

to the actual training and the recipient, but more how the training impacts on 

business processes in general and security in particular. 

In the Education and Training Industry measuring the effectiveness and impact is 

mainly focussed on the training as such and the way people’s performance change. 
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Much more difficult to measure is the impact on business processes, the value 

training adds to the business by for example improving efficiency and productivity. 

More specifically to be able to measure the impact of information security training 

and awareness on the overall security of an organisation it is necessary to: 

1) illustrate the connection between the business processes and security; 

2) make the link between security and training and awareness; and 

3) identify indicators to prove the additional value of Information Security Training 

and Awareness to the level of security of the organisation. 

6.5. A new approach – a new method 

So far in the articles and publications I have read on this topic I have not found a 

solution that appropriately incorporates business processes and managers in the 

methods to measure security. If you want buy-in from senior management in your 

Information Security Program in general and Training and Awareness in particular, 

you need to be able to measure in such a way that you can prove the additional 

value security brings to the business. To achieve that, business managers need to 

be involved in the development of a valuation method that measures the level of 

security and the impact of training and awareness, and can be re-used time and 

time again to illustrate the progress that is made over time. 

In chapter 3 of this report the force field analysis model of Kurt Lewin was applied 

to information security. The link between security of an organisation and 

information security training and awareness is shown in chapter 5, using the same 

force field diagram of figure 3.2. 

The steps described in the Mini-tutorial [WeS-06] will be re-shaped to make them 

usable for the development of a method to measure security and value the impact 

of training and awareness using the Information Security Force Field Diagram 

introduced in chapter 3. 

From the first step it is necessary to involve a number of business managers from a 

wide variety of disciplines. There is no standard list of indicators that can be 

introduced and used in every organisation, they are specific for each organisation 

and should be in alliance with the business processes and objectives. Although 

some preparatory work must be done by information security professionals, the 

actual application of this method mandates the presence of “the business”.  

Preparatory work 

The information security manager and team need to explore the objectives of the 

exercise and develop a force field diagram that is used as the start point of the 

discussion. It is easier to discuss and develop a method if there is something visible 

to initiate the discussion. This could for example be the force field diagram of figure 

3.2 with some connections to business processes.  
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Another task that need to be done before starting the development is to define a 

scale of values to use as strengths of the forces that are defined in steps 3 and 4 of 

the development process. It is also important that the information security 

manager familiarises him/herself with the business process, how information plays 

a part in these business processes and what the latest business objectives are. It 

might be necessary to have number of versions of the information security force 

field diagram each relating to a specific business process or a specific information 

asset. 

Step 1: identify the connections between business processes and security 

Introduce the information security force field diagram, as mentioned before this 

could be more than one. Facilitate, as information security manager, the discussion 

identifying the connections between business processes and information security. 

This needs to be carefully documented as it will form the basis of rest of the 

development process. 

Step 2: identify the objectives of developing a valuation method       

The aim of the whole exercise is to develop ways to measure security and impact of 

training and awareness. This is work that is partially prepared in advance, but need 

to be addressed with the results of step 1 in mind.  

Step 3: driving forces 

Analyse the driving forces and add any new driving forces identified during 

discussions with the business managers. At this stage it is important to define the 

forces in such a way that they can be valued at any moment in time. In other 

words not just now, but when this exercise is repeated in the future that it is 

possible to follow the same reasoning for valuing the strength of that force and 

therefore be able to compare and analyse the changes in strength over time. 

Step 4: restraining forces 

Use the same approach as in step 3 to analyse the restraining forces. 

Step 5: assign initial impact values to the forces 

In preparation for this development exercise the information security team have 

designed a scale of values; for example 1 = very weak, 2 = weak, 3 = strong, 4 = 

very strong. If risk management is established in your organisation, it might be 

helpful to use the business impact assessment matrix as the basis for this initial 

assignment. Using the risk management matrix makes the values you use 

recognisable to business managers.  

Step 6: chart the forces in a new diagram 

This step will visualise the connection between security and the business based on 

the contributions from a multi-disciplinary group involved in this development. The 
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diagram will give a compact overview of where and how information security 

training and awareness can impact on the forces identified. 

Step 7: analyse forces and possible metrics contributing to the strength 

The forces identified in the diagram have an initial impact value given in step 5. The 

next step is to identify a scale of strength values. The strength of a force is 

determined by one or more contributing factors, parameters and indicators. To 

develop a measuring method that can be used over and over again, it is necessary 

to identify contributing factors to the strength of each individual force. So that 

when the valuation method is used in practice, it can be used repeatedly without 

changing the baseline. This is a very important step in the development process as 

it forms the basis of all future measurements related to security and the impact of 

training and awareness. To be able to use the method over a period of time it is 

paramount that the reasoning behind the assignment of a strength value is 

repeatable. Using metrics for analysis and reasoning creates a basic tool to assess 

strength of forces in a reasonable objective way. 

Step 8: carry out a baseline assessment 

Using the strength values identified in step 7, each force is assessed and a value is 

assigned. The reasoning and assessment process needs to be documented, 

including any steps or valuations of indicators contributing to the strength of the 

force. This initial measurement of the forces functions as a baseline for future 

measurements. The difference between the total strength of driving and restraining 

forces can be used as an indicator for the level of security. If the balance is in 

favour of the driving forces the level of security is acceptable, although there is 

always room for improvement and new forces may appear in the future. If the 

balance is in favour of the restraining forces there should be concern about the 

level of security and major effort must be put in improving the security of the 

organisation. Analysis of the forces can indicate where improvement can be made 

and it will often also indicate where the best Return of Investment is achievable. 

Step 9: repeat this assessment periodically 

Periodically this assessment will have to be repeated.  

Step 10: Analysis of the assessments 

Changes in the strength of the forces indicate changes in the level of security. 

Analysis of the changes is necessary to find out exactly which improvement action 

has had which impact on security. Certainly this analysis will indicate the impact of 

training and awareness. And a repeated assessment of the strength of certain 

forces makes it possible to reverse engineer (using the contributing factors and 

indicators) put figures to the benefits, for example cost reduction or a positive 

Return of Investment, of structured Information Security Training and Awareness.  
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As the whole development process has it’s roots in the business processes, the 

analysis of the assessments should indicate in business terms how the level of 

security has changed over time and how security contributes to the business 

objectives. This last step is crucial in the sustained support, financially and in 

resources, of senior management for the Information Security Program. 

6.6. Summary & Conclusions  
Chapter 6 investigates the published methods to measure security and to measure 

the effectiveness of training and awareness. Both these measuring tasks are not 

straightforward, especially when you want to apply the methods to information 

security and related training and awareness. A new method is developed by using 

the force field analysis and diagram introduced in chapter 3. In this chapter it is 

applied for measuring. 

In the world of distributed corporate environments, globalisation and fast 

developing technology, the risks to information assets are increasing. Information 

Security professionals have to convince management that they have to invest time 

and money in Information Security to secure their information. One way to do this 

is to quantify both.  

Unfortunately for information security professionals there is no straightforward 

solution of techniques, parameters and indicators. And the articles and publications 

do not give a solution that appropriately incorporates business processes and 

managers in the methods to measure security. If you want buy-in from senior 

management in your Information Security Program in general and Training and 

Awareness in particular, you need to be able to measure in such a way that you can 

prove the additional value security brings to the business. 

The method developed in this chapter has it’s roots in the business processes, the 

analysis of the assessments should indicate in business terms how the level of 

security has changed over time and how security contributes to the business 

objectives. The force field diagram shows how training and awareness can 

contribute to security of an organisation and by making the forces measurable; it 

gives a tool to measure the impact of information security training and awareness. 
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Chapter 7: 
Training Program and 

Awareness & Communications Plan 

7.1. Introduction 

Many Information Security Standards and Best Practices recognise the importance 

of Information Security Training & Awareness as part of the Information Security 

Strategy and Program. During the interviews of the case study, chapter 4 gives 

more details, the first three sections focussed on the Training and/or Awareness 

programs that are in place for the environments the interviewees work in.  

This chapter builds on the identified benefits or potential benefits of a structured 

approach to Information Security Training & Awareness, as identified in the case 

study. The delivery and the content of training material is very different from 

delivery and content of awareness material. Therefore this project takes the 

approach of separate paths for Training and Awareness. The structure of both paths 

will differ per organisation and a good start point for development is the results of 

the information security force field analysis and diagram of chapters 5 and 6. 

7.2. Information Security Training & Awareness 

There are some publications that give an idea of topics that should be covered in 

information security training. The Director’s Guide [DPL-05] is an example, it states 

that “…, all employees should receive some sort of security awareness training that 

is relevant an appropriate to their job function, role and responsibilities within the 

organisation.” As mentioned before in this project report: the way people look 

towards Information Security need to change and they need sufficient knowledge of 

Information Security issues to be able to do their job in a secure manner, compliant 

with published security policies and procedures, this includes making them aware of 

the threats and risks to information if we do not implement Information Security 

Controls. 

Information Security professionals have to keep in mind that users and managers 

do not read all the articles and publications they do; users and managers do not 

deal with daily security updates from for example software providers. If the 

professionals do not explain to users and managers why the security controls are 

necessary, they will not understand why professionals make their lives so difficult 

with all these controls and limitations. 

As identified in chapter 5 a large number of the restraining forces are related to 

lack of understanding and unawareness of the risks to information. Implementing 

structured information security training and awareness will decrease these 
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restraining forces. When using the quantification method of chapter 6 sufficient 

training and awareness will have a double impact:  

• the decrease of restraining forces resulting in an increase in the level of security 

of an organisation; and  

• the decrease also makes the driving forces more effective and efficient.  

This makes the implementation of information security training and awareness an 

efficient, cost-effective protective control. 

7.3. Benefits of Information Security Training & Awareness 

The number of benefits identified in the case study supports my view of how 

training and awareness can impact on information security. It is clear that the 

longer Information Security Training & Awareness has been in place the aversion 

against information security has reduced.  

Not all the interviewees could give benefits related to the actual implementation of 

an Information security Training & Awareness program as they only just started to 

notice the changes in people’s behaviour. The following benefits were identified: 

• less time-wasting by users; 

• reduction of security incidents; 

• less time spent on incident investigations by the Security Team; 

• improve project life-cycle time and therefore reduce project costs and less re-

work on System Security Policy for projects; 

• maintaining reputation of service provider and client organisations; 

• better able to fulfil “duty-of-care” towards employees; 

• standardisation of the security message; 

• change of attitude towards information security. 

7.4. Information Security Training Program 

Training as such focuses on user needs: it can be very specific for a certain role in 

an organisation, with specific security responsibilities, or more general to achieve 

the same level of understanding for larger groups of employees. The structure and 

content of the Information Security Training Program of an organisation should be 

based on the needs of the organisation. The Force Field Analysis of chapters 5 and 

6 is a good basis to define the structure, the content and the priorities of the 

Program.  

Structure 

There are a number of topics that must be addressed in a training program: 

• Aims and objectives of the program, here it is important to make the link with 

the Force Field Analysis as it will define what the program needs to achieve. 
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• Target groups, not all groups of people have the same security responsibilities in 

an organisation. A number of target audiences will be identified, examples are 

end-users, new recruited employees, line managers, senior managers and 

Information Technology workers. The latter group will probably be divided into a 

number of sub-groups such as help desk employees, database administrators, 

system administrators, etcetera. 

• Needs, each target group will have different needs for training, depending on 

their security responsibilities. 

• Key messages, all training provided should show consistency in the key 

messages that are delivered. These should be identified in advance.  

• Delivery mechanisms will need to be defined for each training. Examples are 

presentations, computer based training, courses, modules embedded in general 

training sessions or on the job training. 

• Training material needs to be developed for each of the sessions that is planned 

in the program. It is important to create a framework, or “course plan” for each 

piece of training material that is developed, defining the topics covered, the level 

of detail, the learning objectives and the way to prove that the objectives are 

met. 

Content 

Information Security is not a static environment, it changes every day. Although 

the key messages as defined in the structure of the program will not change often, 

the content of training material needs to be updated more frequently. Experiences 

with providing security training show it is useful to review the training material 

before the next session. In other words every piece of training material deserves to 

be reviewed shortly before using the material again for a training session. It does 

not mean that the whole content changes every time, but when examples are used 

such as real incidents it is useful to use recent incidents that people may remember 

or are very closely related to new vulnerabilities and changed threats. The 

framework of training material will often be in line with security policies and 

procedures and will probably change only when policies and procedures are 

reviewed. 

The content of training material will be different for different audiences, depending 

on the security responsibilities of the target group. The level of detail will also vary 

depending on the target audience. For example an Information Security module as 

part of the Induction Course for new employees, will have a totally different content 

than training material developed for Line Managers. 
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The Force Field Analysis could also indicate that a specific topic needs to be covered 

in courses and presentation, this leads to the development of a new course/module 

or lead to review of existing training material. 

A number of topics certainly need to be covered in training material: 

• information security policies and procedures; 

• the organisational structure of security, roles and responsibilities; 

• document handling and information sharing; 

• security incident response; 

• threats, vulnerabilities and risks to information; 

• social engineering; 

• use of email and Internet; 

• recent security incident and breaches of policy. 

Priority and frequency 

The priorities of information security training should not be a “one-person decision”. 

Using the Force Field Analysis (or otherwise involving managers and risk owners) 

could be the basis of the priorities set in the training program. There has to be a 

certain flexibility as the world of information security changes every day.  

What could be useful to have is a schedule of information security training. This is 

based on for example on how many new employees are recruited per year, how 

often mangers are promoted into new (higher) management levels and the review 

schedule of policies and procedures.  

7.5. Possible courses and modules  

As mentioned in the previous paragraph there are a number of different possible 

modules, courses and presentations that could be part of an Information Security 

Training Program: 

• Induction training; 

• Refreshment training (for example annually); 

• Training for helpdesk employees; 

• Training for system administrators; 

• Training for receptionists (social engineering especially); 

• Training for post room employees; 

• Training for team leaders and line managers; 

• Training in securely using email and Internet; 

• Training in specific topics such as Protective Marking and Social Engineering. 

7.6. Information Security Awareness & Communications Plan 

Awareness is less structured than training and focuses on effective communication 

to target audiences on general and/or specific subjects. An Awareness and  
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Communications Plan in general includes short term actions and long term activities 

to promote and propagate a product, a subject or an issue. The communication 

material used are “living documents” and will need reviewing frequently. 

For short term actions you have to think about making people understand the need 

for information security, communicate about security incident or breaches of 

security policies and procedures and inform employees of perceived benefits of 

information security. 

The long term activities could include: regular moments of communication, 

publications on corporate Intranet and the annual acknowledgement of users to 

comply with information security policies and procedures. 

Structure 

There are a number of topics that must be addressed in an awareness and 

communications plan: 

• Aims and objectives of the plan, awareness and communication is more about 

broadcasting a message. One of the objectives is to make information security 

understandable and recognisable as part of everybody’s day job. 

• Target groups and needs are more difficult to identify at the start. There will be a 

standard short list of different audiences, for example Line Managers and End 

Users, but the majority will come up as and when. Awareness is much more than 

training something that is developed on an ad-hoc basis. 

• Key messages, all communication send out should show consistency in the key 

messages that are delivered. These should be identified in advance. 

• Delivery mechanisms will need to be defined for each topic that needs to be 

communicated upon, examples are posters, leaflets, corporate intranet 

publications, info bulletins, screen saver and briefings. 

• Communication material is different from message to message and mechanism 

to mechanism. What should be established is a recognisable lay-out of the 

material. This will give the information security unit an identity in the 

organisation and hopefully encourages people in the organisation to contact the 

unit for additional information and advice. 

Content 

Even more than the training material, communication and awareness material is 

changing all the time. The long term activities could have some sort of standard 

content and format, but the actual message will be different almost every time. The 

short term actions are totally dependent on the daily issues, events and topics that 

are current at the time. As mentioned before it is important that the communication 

material has a recognisable lay-out, users will identify the information security unit 

with it. 
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Priority and frequency 

Communication and Awareness is part of the day-to-day activities of information 

security professionals. Decisions are made on an ad-hoc basis and in some 

situations it might be necessary (or advisable) to consult senior managers before 

sending a communication out.  

The long term activities can be planned and scheduled in advance. But the short 

term actions will just come up and will have to be dealt with there and than. 

7.7. Possible communications 

A few of the communications could be planned as mentioned in the previous 

paragraph and although their content will be different every time, they should have 

a certain standard format and structure. Using a fixed lay-out gives the information 

security unit an identity and regular communications creates an “open door” culture 

towards the unit. Possible long-term communication activities:  

• Information security bulletin 

For example every three months a bulletin is published informing everyone of 

the latest threats and vulnerabilities (explained in layman’s terms) or occurred 

security incidents, or giving information on one specific topic that is current at 

that time. 

• Annual acknowledgement 

Users should repeatedly confirm that they know and comply with security 

policies and procedures. This moment of communication can be used to point 

users to the Intranet page where the security policies and procedures are 

published and to inform the users of changes to these documents. 

• Information Security Intranet Site 

The content on this site should change at least every month, but there should be 

a fixed list of links to security policies and procedures. Here specific topics could 

be explained or advice published. If for example a large number of questions are 

asked about viruses and email, it may be a good topic for an article on the 

Intranet site. 

• Screen saver 

The standard screen saver on a network could be used to publish short compact 

but important messages; for example the message not to divulge your password 

to anyone. 

7.8. Summary & Conclusions  
The way people look at Information Security needs to change. They need sufficient 

knowledge of Information Security to be able to do their job in a secure manner, 

compliant with published security policies and procedures; this includes making 
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them aware of the threats and risks to information if we do not implement 

Information Security Controls. 

This chapter summarises how training and awareness can contribute to making an 

organisation more secure. Making users and managers more aware of threats, 

vulnerabilities and threats to information on one side and train them sufficiently to 

carry out their daily tasks in a secure manner is an efficient security control. 

After listing some benefits of structured information security training and 

awareness, possible structures of an Training Program and an Awareness & 

Communications Plan are given. 

Personnel security becomes more important, but the attitude of managers and 

employees does not follow that trend. This needs changing. One way of achieving 

that is giving people the information security knowledge and awareness they need 

for their role. It seems that the solution does not lay in technical controls but more 

on the non-technical side: the side of human resource security. Investing in training 

and awareness is a very cost-effective counter measure: on one hand it will 

increase the overall level of security of an organisation, as users are more aware of 

the risks, on the other hand it decreases the restraining forces and with doing so 

the driving forces become more effective. 
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Chapter 8: 
Results, Conclusions and Recommendations 

8.1. Summary and Results 

Information security standards, best practices and literature all identify the need for 

Training & Awareness, the theory is clear. The surveys studied, [PWC-06] and     

[D-06], show that in the real world the situation is different: the focus of 

businesses is still on technical information security controls aimed at the external 

attacker. It seems that Information Security Training and Awareness is not 

recognised as contributor to security. As a result Senior Management seems 

reluctant to invest time and money in appropriate Information Security Training & 

Awareness.  

To change this situation it is necessary to identify the links between the overall 

security of an organisation and information security training and awareness. To 

convince senior management that investing in training and awareness is viable, you 

need a way to explain in business terms the impacting factors on security and how 

these factors can be influenced by an adequate information security training and 

awareness program. 

One way to convince senior management is to quantify security and quantify the 

impact of training and awareness. This report introduces a possible way to measure 

security and measure the impact of information security training and awareness. 

The way people look towards Information Security need to change and they need 

sufficient knowledge of Information Security issues to be able to do their job in a 

secure manner, compliant with published security policies and procedures, this 

includes making them aware of the threats and risks to information if we do not 

implement Information Security Controls. 

To test my personal views and ideas in a practical, business environment a case 

study has been conducted as part of this project. Interviews with a small number of 

Information Security professionals working in a business environment. Followed by 

a questionnaire for a larger group of Information Security professionals, to find 

additional experiences.  

The case study clearly supports my personal views on Information Security Training 

and Awareness. The interviews gave me a good idea of practical implementations in 

business environments. These results inspired me to develop the force field model 

into a tool for information security professionals to visualise the link between 

business processes, information security and training and awareness on one hand; 

and use it to measure security and quantify the impact of training and awareness 

on the other. 
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The method developed in this report has it’s roots in the business processes, the 

analysis of the assessments should indicate in business terms how the level of 

security has changed over time and how security contributes to the business 

objectives. The force field diagram shows how training and awareness can 

contribute to security of an organisation. By making the forces measurable, it gives 

a tool to measure the impact of information security training and awareness. 

This report gives a number of benefits of implementing information security training 

& awareness and make it part of the overall security strategy. The possible 

structures of a Training Program and Awareness & Communications Plan are given 

as a starting point for the information security specialist to create their own 

Program and Plan. 

8.2. Conclusions 

As mentioned above Information security standards [ISO-05/1] and [ISO-05/2], 

best practices [DPL-05], literature [PT-05] and [GD-06] and articles [CJ-07] and 

[TL-04] all identify the need for Training & Awareness. The surveys [PWC-06] and 

[D-06] look at the real world and although threats and vulnerabilities point out that 

personnel security becomes more important, the attitude of managers and 

employees does not reflect that. This needs changing, which means changing 

behaviour and attitude. One way of doing just that is giving people the information 

security knowledge and awareness they need for their day jobs. It seems that the 

solution does not lay in technical controls but more on the non-technical side: the 

side of human resource security and psychology. The Director’s Guide [DPL-05] 

supports this view. 

Changing the attitude of employees and senior management can solve many of the 

problems information security specialist face every day. With the aid of [LK],     

[LK-06] and [WeS-06] a psychological model is introduced in support of the 

objectives of this project. This model is applied to information security, to use it as 

a tool to visualise and quantify the forces that impact on information security. This 

application shows links between the security of an organisation and the potential 

impact that training and awareness could make when it is incorporated into the 

Information Security Program of an organisation.  

In the world of distributed corporate environments, globalisation and fast 

developing technology, the risks to information assets are increasing. Information 

Security professionals have to convince management that they have to invest time 

and money in Information Security to secure their information. One way to do this 

is to quantify both. 

Unfortunately for information security professionals there is no straightforward 

solution of techniques, parameters and indicators. And the articles [WrS-06] and 

48 Information Security Training & Awareness
MSc Project Report 
© Monique Hogervorst - August 2007 



Chapter 8: Results, Conclusions and Recommendations 
 

[PS-06] and publication [MA-06] do not give a solution that appropriately 

incorporates business processes and managers in the methods to measure security. 

If you want buy-in from senior management in your Information Security Program 

in general and Training and Awareness in particular, you need to be able to 

measure in such a way that you can prove the additional value security brings to 

the business. 

The exercise of analysing the forces impacting on security in general and the 

security of information in particular visualises how forces work together and against 

each other. It generates a better understanding under employees and managers of 

the necessity of securing information. 

8.3. The way ahead 

In modern organisations information systems are intrinsically linked to their ability 

to perform their primary business processes. Risks to information systems have the 

potential to cause damage or loss, and significantly affect operational performance 

and reputation of an organisation. 

To survive in the modern world of information technology (IT) and all the 

advantages this has brought, organisations have to protect themselves against the 

threats and vulnerabilities IT developments bring with it. Senior Management has 

to embrace Information Security to sufficiently protect probably one of their most 

critical and valuable assets: information.  

The most important role of Senior Management in relation to Information Security 

is to take ownership and make it part of the organisation’s strategy. The risks to 

information will have to be weighed against other business risks such as financial, 

legal and operational risks. On the basis of a strategic decision Information Security 

responsibilities can be assigned to Information Security professionals and the 

necessary budget made available to achieve the required level of protection for 

information assets. With these two essential resources in place, professionals and 

budget, an Information Security Management System can be set up. This includes 

procedural, physical, personnel and technological controls. 

The driving and restraining forces of the information security force field diagram 

reflect all areas of information security counter measures: technical, procedural and 

personnel. Visualising the forces enables the information security specialist to 

explain to non-specialists why an organisation needs to invest, in resources and 

finances, to secure information. The diagram will point out where investments are 

most effective and efficient.  

Certainly the diagram will identify that there is a link between the security of an 

organisation and the level of information security training and awareness. And it 
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will prove that investing in training and awareness is a very cost-effective counter 

measure: on one hand it will increase the overall level of security of an 

organisation, as users are more aware of the risks, on the other hand it decreases 

the restraining forces and with doing so the driving forces become more effective. 

The information security force field analysis and diagram as introduced in this 

project, can be a useful new tool for professionals to: 

• communicate effectively to line and senior managers about the link between 

business processes and information security; 

• explain how investment in training and awareness can impact on information 

security and improve security of an organisation; 

• quantify the level of security of an organisation in comparison with other 

organisations or in comparison with the previous moment of measuring; 

• quantify the impact of information security training & awareness. 

The ideas in this project report have developed from pure personal ideas, via the 

case study into a model that, if used appropriately, could close the gap between 

information security professionals and the “business-side” of an organisation. The 

model should be used as a tool to visualise and quantify the contributions and 

influences information security has on an organisation. 

At this stage the model as such has not been tested in the real world. Although 

there is clearly a potential for this model to become a widely used tool, it needs 

further development, more practical influences with more guidelines for it’s use.  

 
 
 
 

50 Information Security Training & Awareness
MSc Project Report 
© Monique Hogervorst - August 2007 



 

Bibliography 
[CJ-07] John Colley; Put people above technology, says (ISC)2; Info-Security 

Magazine May/June 2007 
 
[D-06] Deloitte; 2006 Global Security Survey for the Global Financial Services 

Industry 
 
[DPL-05] Director Publication Ltd published for Institute of Directors and the 

Department of Trade and Industry; Director’s Guide: Information Security 
best practice measures for protecting your business; May 2005 

 
[EDS-04] EDS Limited; Terms of Reference for Client Security Officer; Issue 1.0 11-08-

2004; classified document EDS INTERNAL 
 
[E-06] European Network and Information Security Agency; Information Security 

Awareness programmes in the EU: Insight and Guidance for Member States; 
September 2006; from ENISA website www.enisa.europa.eu 

 
[EWI-05] EastWest Institute Consortium on Security and Technology, Meeting report of 

2nd meeting with the topic Information Security and Identity Management; 1st 
December 2005; found on the ENISA website www.enisa.europa.eu 

 
[GD-06] Dieter Gollmann; Computer Security; second edition July 2006 
 
[ISO-05/1] International Standards Organisation; ISO/IEC 27001:2005 Information 

Security Management System – Requirements; 18th October 2005 
 
[ISO-05/2] International Standards Organisation;ISO/IEC 17799:2005 Code of Practice 

for Information Security Management; 16th June 2005 
 
[KL] Kurt Lewin; The Forces are with you; www.freequality.org 
 
[KL-06] Kurt Lewin; Force Field Analysis and Diagram; last updated September 2006; 

from Value Based Management .net 
 
[MA-06] Angus McIlwraith; Information Security and Employee Behaviour, How to 

reduce risk through employee education, training and awareness; February 
2006 by Gower Publishing 

 
[PS-06] Shirley C. Payne; A guide to security metrics; 19th June 2006; SANS Reading 

Room 
 
[PT-05] Thomas R. Peltier, Justin Peltier and John Brackley; Information Security 

Fundamentals; 2005. 
 
[PWC-06] Price Waterhouse Coopers; DTI Information Security breaches survey 2006 
 
[TL04] Laura Taylor; Security Awareness and Training; 10th November 2004; article 

found at www.intranetjournal.com 
 
[WeS-06] Stephen Wells; Force Field Analysis – Mini Tutorial Quality Management; 

attached to report as appendix A; 15-03-2006 
 
[WrS-06] Steve Wright; Measuring the effectiveness of security using ISO 27001; White 

Paper published in 2006 
 

51 Information Security Training & Awareness
MSc Project Report 

http://www.enisa.europa.eu/
http://www.enisa.europa.eu/
http://www.freequality.org/
http://www.intranetjournal.com/


 

Appendix A:  
Force Field Analysis – Mini Tutorial Quality Management 
 
 
 

Force Field Analysis  
Mini-Tutorial  

Quality Management  
Stephen Wells  

March 15, 2006 
 

52 Information Security Training & Awareness
MSc Project Report 





Implementation 

This section discusses how to implement the force field analysis into a business setting. 
Although there are several different methods and variations for conducting force field analysis, 
there are commonalities among all of them. The steps outlined below capture many of these 
commonalities and represent the process needed for successful implementation of a typical force 
field analysis. 

1. Identify and understand the current state  
2. Identify and understand the desired goal state relative to the proposed change. 
3. Identify and list driving forces acting to support the change. It is important to list 

all forces regardless of their seemingly small influence. Driving forces are forces 
acting to move the current state towards the goal state. 

4. Identify and list restraining forces acting to hinder the change. Remember 
restraining forces are forces holding the current state back from the goal state. 

5. For each force, designate the level of influence using a numerical scale e.g. 
1=extremely weak and 7=extremely strong.  

6. Chart the forces by listing the driving forces on the left and restraining forces on 
the right. Also chart the numbers allocated in step 5 next to their related force. 

7. Evaluate the chart and determine whether change is viable. 
8. Discuss how the change can be affected by decreasing the strength of the 

restraining forces or by increasing the strength of driving forces. 
9. Discuss action strategies to eliminate the restraining forces and to capitalize on 

the driving forces. 
Through conducting this process, a force field diagram like the one shown in figure 1.2 
should be created.  

Figure 1.2 
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As shown in the above force field diagram, the total point value for restraining forces 
exceeds the total value of the driving forces. This means that the proposed change 
would likely fail if nothing is done to change the balance. To increase the likelihood of 
success, management can attempt to reduce restraining forces, increase driving forces, 
or some combination of the two. In changing the impact of one force, the impacts of 
other forces often change as well. One example of this interdependency would occur if 
management decides to reduce the level of employee fear be providing extra training 
and resources. The impact of fear as a restraining force may drop from a 7 to a 4, but 
the capital investment restraining force may increase from a 3 to a 7 resulting in a 
higher restraining force than before the change. The relationships among the many 
forces must be understood and evaluated before strategies to eliminate the restraining 
forces and to capitalize on the driving forces are implemented. 
Applications 
 
Force field analysis is being used for many different applications in a wide variety of industries. 
There are three main applications of the force field analysis tool: 

1. Change management (which has been the focus of this article) 
2. productivity improvement 
3. decision making 

 
Change management is the primary application for force field analysis. One industry that has 
embraced the usefulness of this tool is the health care industry. Change is a regular occurrence in 
the healthcare environment. One area of change in which the health care industry has used force 
field analysis is in the computerization of nursing systems. Nurses have widely varying attitudes 
toward computers and change in the workplace. To help in the transition, managers are 
evaluating the forces that encourage and the forces that impede the change. Based on the force 
field analysis, strategies must be developed to assist nurses in moving forward with the 
transition.  
 
Productivity improvement is the second main application of force field analysis. This universal 
application of how to increase employee productivity demonstrates a powerful need for the force 
field analysis tool. Instead of looking at factors promoting and inhibiting change, managers can 
look at forces promoting and inhibiting productivity. This analysis can shed light on methods, 
strategies, and systems that can promote long-term improvements in employee productivity. 
 
Force field analysis is also a powerful decision-making tool. By evaluating the forces supporting 
and opposing a specific decision, managers can know the likelihood of acceptance and can also 
manage the influencing forces to maximize the potential for acceptance and success. 
 
The force field model is a valuable tool for use in these three applications; however, it is not 
limited to these forms of application.  By understanding the principles of force field analysis, 
managers can customize the technique for use in a large variety of situations. 
 
By recognizing that every decision and every change has forces that promote the change and 
forces that impede the change, managers can make smarter decisions and can use force field 
analysis to effectively manage change in their organizations. 
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