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1.0 EXECUTIVE SUMMARY

This project discusses some of the shortcomingdianitétions of secure execution with
the current state of the Trusted Computing Grou@QY specifications. Though we feel that the
various industry initiatives taken by the TCG an®WC manufacturers for hardware based
platform security are a step in the right directittve problem of secure isolated code execution
and TCB minimization still remains unsolved. Thisojpct proposes and implements an
alternative architecture for secure code executiather than proposing recommendations for
hardware changes or building isolated executionrenments inside a Trusted Platform Module
(TPM), we use a platform that provides related, different services for secure / trusted code
execution; couple its functionality and bind itadlPM using cryptographic primitives. For the
purpose of this study we used multi-applicationgpaonmable SmartCards but similar work can
also be implemented on other platforms as londhag meet some pre-requisites described in
Section 4.3.

Though newer hardware platforms such as IntelTHT(Trusted Execution Technology;
formerly known as LaGrande) or AMD-V add support frative virtualization and secure
interfacing with the TPM, the solution implementedthis project assumes a highly un-trusted
environment and works on general purpose commduaitgware. Implementing a solution like
this allows application developers to focus exdlelsi on the functionality and security of just
their own code. Hence enabling them to execute tglications in isolation from numerous
shortcomings and vulnerabilities that exist botitha form of hardware and software attacks.
Furthermore we provide an interface to extend tkistiag functionality of the TPM by
implementing special purpose code modules insidenart card which can be used for all the
functionalities missing in the TPM (for example lege-able cryptographic algorithms) yet
required by high assurance and security sensijpgications. Furthermore by making small
application closures running inside the secure @@t environment of smart cards, we can
minimize the TCB that a user needs to trust.

We first discuss the challenges we face in the laogipprocess and the platform
differences between the TPM and a Smart Card. Wedikcuss what solutions are possible and
impossible in this scenario. Then we describe oyrlémentation of a secure TPM / Smart Card
cryptographic binding that gives us assurancesrohg authentication with confidentiality and
integrity services for the applications built witie coupled architecture. We move forward to
describe our implementations of some of the entdaii€&M / Smart Card coupled services that
were not possible with either a TPM or Smart Cdohe and we discuss how these enhanced
services add value to the current applicationsh\Wiese enhanced TPM services we implement
some applications that change the way conventid®¥ or Smart Card applications are
perceived. Finally we shed some light on poteffititire applications and future work.

This report is divided into 7 chapters and 3 ap =

Chapter 1gives an overview of the project and contenthf thesis.



Chapter 2gives a brief overview of Trusted Computing, TP components, its
services and some of the limitations.

Chapter 3gives an overview of the Smart Cards, their charatics. We discuss the
platform differences with the TPM, application dieysnent environments and the
lifecycle. We also describe the .NET Card and whate the special features that
motivated us to choose a smart card for the cogmiatform.

Chapter 4describes the limitations and differences of WathartCards and the TPMs. It
discusses a hypothetical ideal secure platform gg@mr with a trusted execution
environment built into it. But since such a platfors not available we discuss how we
can extend and couple TPMs functionality with sastieer platform i.e. the SmartCards.
We discuss the capability requirements of Smart€amdd describe a secure TPM/
SmartCard binding architecture.

Chapter 5describes the actual coupling implementation. itadesign, analysis and
implementation details are given with code snipdetsthe reader’s interest of the
implementation of extending the secure executiorirenments of the TPM. Enhanced
Services exposed by the smart card are also dedcirbdetail. Background motivation,
challenges and special requirements are also disdus detail.

Chapter 6continues the theory and practice from Chaptendimaand we describe some
sample applications that were developed using thiklibg blocks from Chapter 4. 2
Detailed applications are discussed from end to amdl the implementations of some
other few are described briefly.

Chapter 7summarizes the whole project with directions oftifar work and similar
research areas.

Appendix Agives a brief overview with screenshots of howse the TPM services in
Windows Vista. It explains the TPM ownership pracasad how to enable disable TPM
calls from the Microsoft Management Console.

Appendix Blists the technical details and capabilities & tNET smart card. This would
give the reader a general idea of the platform usedapabilities and limitations.
Appendix Cdescribes some of the major differences betweenStmartCard .NET
Compact framework and the standard .NET framewdf&.recommend any reader who
wishes to start development on a .NET Smart Carantdyze these differences before
making any efforts on application development asé¢hdifferences will help a developer
to have an idea of the limitations and differenoeforehand.



2.0 TRUSTED COMPUTING

This Chapter gives a brief overview of Trusted Catiqg (TC), The Trusted Computing
Group (TCG), the Trusted Platform Module (TPM) atslservices. We briefly describe the
industry trend that led to the development of tmasted Computing Group and hence trusted
computing. We discuss to the extent Trusted Compgusiolves some of these problems and
discuss a few of its problems and limitations. W driefly describe the components of a TPM
and some of its major services including protestedage and attestation capabilities.

2.1 TRUSTED COMPUTING GROUP

The Trusted Computing group (TCG) is a joint conisar of some of the major
hardware and software manufacturers. The TCG isi@essor to the Trusted Computing
Platform Alliance (TCPA), which was an initiativéaged by AMD, Hewlett-Packard, IBM,
Infineon, Intel, Microsoft, and Sun Microsystemst the time of this writing it contains 6
fundamental organization components and 13 worgogps:

A trusted platform provides a secure mechanisnvéoifying the integrity of a platform
remotely. This is done by examining a chain of ttrwkich goes through the examination of
hardware bios or boot block, master boot recor@ratmng system and finally the application
state. A challenger (remote server or any authontgrested in verifying the integrity of the
system) checks the appropriateness of the integniasurement process and compares the
supplied values with the expected values and heratees a decision on the next action.

2.2 MOTIVATION FOR HARDW ARE BASED SECURITY DEVICE

All modern systems of software are becoming inanggg complex. As the computation
and storage capacities of general purpose hardavaracreasing, so is the complexity and size
of the software running on them. A typical opergtgystem is millions of lines of code and as
more and more applications are added, the sizenesexponential. Several studies have shown
and most of the ever emerging vulnerabilities iftvgare prove that typical software products
have at least a few critical security vulneralabtiper thousand lines of source code. Thus, a
typical system has potentially thousands of segimitgs and it only takes a matter of time for
the security industry to find them. Most of theliearsystems (both hardware and software) were
never designed with security in mind, hence buddsecurity on top of existing insecure
software is not a termed a good idea as the anajfeftort to replace billions of lines of code is
not practical, neither in terms of cost of time andney, and nor does it gives us assurance of a
minimum trusted base. Furthermore without hardwlaased platform security it is almost
impossible to detect the presence of any malicioode as the program execution on a
conventional computing platform can be easily &tdc Even with a little bit of hardware

! https://www.trustedcomputinggroup.org/home



support, it is quite easy to implement a better mnwde secure solution by adding another layer
of security which if trusted can easily detect amgort compromise.

2.3  MINIMUM TRUSTED PLATFORM REQUIREMENTS

The minimum requirements as put forward by a nunabestudies for trusted platforms
are broadly divided into 4 categories:

1. Protected capabilities and shielded locations.

2. Integrity metric reporting secure key manageme&he platform can only be trusted if this
fundamental root is trusted.

3. Platform attestation mechanisms. Attestationgeneric terms mean the process by which
the assurance of some information is guaranteeak imformation is usually the integrity metric
reporting of the platform software and state.

4. Integrity metric storage and measurement fanatity that records, stores and reports the
evidence of platforms claimed identity.

Some more similar studies add more connected mgeints for a minimal trusted platform. For
example Microsoft Next Generation Secure ComputBase P] also adds the following
requirements beyond the ones described earlier;

5. Process isolation with assurances of separgtiocess execution with the help of a secure
isolation kernel.
6. Trusted path which is a secure input and outpand from the user.

24 THE TRUSTED PLATFORM

A trusted platform module is essentially a secusgto-processor that is bound to a
platform to provide trusted security services. Enssarvices include providing secure storage of
keys, integrity measurement functionality that reésp stores and reports the evidence of
platform state. It also includes providing attdstatmechanisms and protected shielded locations
for data storage.

In order for a platform to be trusted, there ha®eca minimum embedded root of trust
implemented in the platform which can provide thesevices and can be trusted itself. At the
minimum the 3 rudimentary roots of tru&t pre defined as follows:

2.4.1 Root of Trust for Measurement

The Root of Trust for Measurement (RTM) is a conmitengine capable of making
reliable integrity measurements. On a normal PCbiee RTM is implemented in the BIOS.



2.4.2 Root of Trust for Storage

The measurements taken by the RTM have to be dgaiozed for them to be trusted.
Root of Trust for Storage is a computing engineab#gp of maintaining an accurate summary of
integrity measurements that were made by the RTM.

2.4.3 Root of Trust for Reporting

Root of Trust for Reporting (RTR) isetlbomputing engine capable of reporting data
stored by the RTS.

The Root of Trust for Storage and the Root of TfastReporting together form the minimum
functionality that should be offered by the TPMeddly the Core Root of Trust for Measurement
must also be part of the TPM.

25 THE TRUSTED PLATFORM MODULE

A TPM contains a number of fundamental buildingdk® in order to implement the
functionality of RTS and RTR. Every TPM has a sétkeys associated with it. The most
important is called the Endorsement Key which isyejue key pair per TPM. All other keys are
protected under a key hierarchy under a mastemlegh is called the Storage Root Key. This
key is also stored securely inside the card andthkr keys can be encrypted under SRK and
stored separately.

The other major components of a typical TPM are:

2.5.1 Input/ Output:

Manages information flow with encoding / decodiigommunications.

2.5.2 Key Generation

Secure Asymmetric and Symmetric Key Generationo Algates random nonces for use
in Authorization protocols.
2.5.3 Cryptographic Engine / Co-processor

Used for encryption / decryption; digital signatgeneration / validation etc

2.5.4 HMAC Engine

HMACs are used for authorization proofs and commaubelgrity verification if it has
been modified during transit.



2.5.5 SHA-1 Engine

SHA-1 engine is also used extensively in lots opliaations including authorization
protocols, attestation and sealing calls.

2.5.6 Power Detection

Manages the TPM and platform power states

2.5.7 RNG

True Random Number generation for use in cryptdgaprotocols.

2.5.8 NV Memory

Holds identity information for e.g. the Endorsem&my and Storage Root Key. Also
used for holding persistent state.

2.5.9 Volatile Memory

Used for storing active keys in use by the TPM ifyrencryption / decryption or
signature functions).

2.5.10 Opt-In

This component is used when physical presenceeal BM must be demonstrated for
e.g. during the ownership or clearing the TPM.

2.5.11 Key Storage:

Unique EK, SRK key hierarchy stored permanently

2.5.12 PCRs

16, 20 byte registers used to hold integrity mstric

2.5.13 Execution Engine

Runs program code for executing TPM commands.



Figure 2-1 The Trusted Platform Module Components

2.5.14 Authentication and Authorization

Authentication to the TPM is required for most awthed operations. There are two main
methods

1. Physical Presence (that requires some physicabrctien with the platform)
2. Authorization Data (A secret value shared betwéerptatform and the object owner)

2.5.14.1 Physical Presence

The TCG specifies Physical Presence for some sensiperations. At the time of this
writing?, the TPMs that are being shipped are disabled dfguit. To enable them from the
BIOS, or even clear them physical presence is redui
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2.5.14.2 Authorization Data

Possession or knowledge of an authorization dataa@nTPM context proves a complete
ownership of a resource. The TCG defines it to Baaed secret between the object / resource
and the owner.

Authorization Data are used in Authorization pratisonvhich are used to:

Handle the confidential creation of Authorizatioat®
Provide proof of knowledge of authorization data
Allow its secure update.

A typical authorization data is 20 bytes. This gua to the output of a SHA-1
Cryptographic Hash which is shared between thecobjener and the TPM.

There are 3 types of authorization data:

1. The Owner Authorization (for user authentication)

2. Migration Auth (for objects declared to be migragakio be used when migrating the
objects).

3. Auth data not associated with any particular objébese are created with every object
and are required to allow use of the object in sgbent operations requested from the
TPM.

In the main part of the project we will describeahwe use a SmartCard to hold, store, generate
and provide on demand the authorization data fiberéint objects and making the authorization
protocols more strong with multi-factor authenticatand secure generation of AuthData.

25.14.3 Authorization Protocols

There are a total of 6 authorization protocols.eghof them are used for securely pass
the authorization data to the TPM, the other tfaeerelated to authorization data creation and
update. For details of these please s&eThese protocols are also described in Secti@n 5.
where smart card is used to enhance the securitiiese protocols with stronger TPM / SC
binding.

A. Protocols used for authorization data usage:
i.  Object Independent Authorization Protocol (OIAP)
li.  Object Specific Authorization Protocol (OSAP)
lii.  Delegate Specific Authorization Protocol (DSAP)

B. Protocols used for authorization data creation andipdate:
iv.  Authorization Data Insertion Protocol (ADIP)
v. Authorization Data Change Protocol (ADCP)
vi.  Asymmetric Authorization Change Protocol (AACP)



2.5.15 TPM Services

This section describes some of the most widely gsedices. Some of these important
services (or their counterparts) would be impleraéni the smart card in the TPM / SmartCard
co-operative model to provide enhanced TPM servatethis section is just to give a general
idea to the user of the standard TPM services dhatdefined in the TCG model. For more
details on these please s&k [3], [4].

The main goals of a TPM are to protect the mossitiea information for example
cryptographic keys for leaks, theft and attacksriticious code. The purpose of storing keys
(or at the minimum the parent and root keys) insite TPM is to ensure that the private and
symmetric keys never leave the TPM and hence aaivelattacks outside the trusted boundary.
The TPM has a very limited storage for keys; headet of keys are encrypted and stored
externally.

2.5.15.1 Integrity Measurement, Recording and Reporting

Integrity Measurements and SML

Measuring a Trusted platforms integrity means gati@r of measurement events which
contain either measurement values or measuremeagestdi which are the hash values
representing the measurements. The measuremenesvale usually stored in a Stored
Measurement Log (SML) outside the TPE].[The digests / hashes are stored in the platform
configuration registers using the RTM, RTR and R&fabilities. The measurements are carried
out through different methods for e.g. an autheméid boot process is created with the CRTM
initializing, measuring itself and carrying overetichain of trust measurements for the BIOS,
boot loader, MBR, OS etc. The measurement valumedtin PCRs are provided to a remote
challenger through attestation.

Attestation

Attestation is the reliable reporting of the platfostate to a remote challenger. The integrity
metrics are measured and stored in Platform Cordtgun Registers (PCRs) and a signature is
created with an Attestation Identity Key (AIK). BhirPM_Quote is provided to the remote
challenger who makes a decision on the platforrie iy examining the PCR values containing
the platform and software state.

2.5.15.2 Protected Storage

Key Hierarchy

As defined earlier, each TPM is equipped with aquai Endorsement Key which is
stored in the TPM. All the keys used by the TPMlapt under a protected key hierarchy whose
parent key is the Storage Root Key (SRK) whicHse atored in the TPM.

ii. Sealing



Sealed messages are bound to a future platforenthigt must exist before the decryption
is allowed. It associates the encrypted messade aviet of PCR register values and a non-
migratable asymmetric key. The encrypted messagessntially the symmetric key to encrypt
the message. A sealed blob is created by seleztingge of PCR register values which hold the
measurement data for the platform state and asynwailgt encrypting the PCR values plus the
symmetric key used to encrypt the message. The WRMthe asymmetric decryption key may
only decrypt the symmetric key when the platforrmfaguration matches the PCR register
values specified by the sender. Sealing is a palvéature of the TPM. It provides assurance
that the protected messages are only recoverabém whe platform is functioning in a very
specific known configuration.

li.  Binding
Binding is not a TPM function, but a TPM Bound aitjean only be decrypted by that
particular platform. In this case an external datancrypted under a TPM parent bound key.

iv. Wrapping
Wrapping allows an externally generated key to taygpted under a parent root key. It
can be used for a number of purposes; for e.gtingea non migratable blob by wrapping a key
under a non-migratable key or vice versa.

2.5.15.3 Monotonic Counters

A Monotonic Counter is a trusted atomic tamperstasit counter, whose value once
incremented cannot be reverted back. This propenyged for protection against replay attacks
and freshness checks. The current TPM specificaf@jras of this writing limit the total number
of base monotonic counters in a TPM to be 4 (wlaghcalled the base counters). Also, out of
these 4; only 1 counter can be incremented per $&ssion, the others can only be read. To use
another base counter the system has to be rebddtednotivation for such a design was to have
a monotonic counter per trusted operating systeax @), so each operating system has its own
counter which cannot be updated after its boot eecgi [4].

Some of the problems and limitations of these Moniat Counters are discussed in 5.5.1.
An implementation of extended TPM counters with 8r@ards bound with a TPM is discussed
in detail in 5.5.2.

26 SUMMARY

This chapter describes a brief overview of TrusBesnputing Technology with special
reference to what were the motivations for a taigatform. We describe the need of a
hardware based platform security device that pewithtegrity and trust assurances. With
special purpose crypto-processors niche securityices can be provided. We described the
structure and functionalities of a TPM device as T@G version 1.2 specifications, its
components and some of its limitations.
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Based on the background of these services andntitations discussed, we study how
we could enhance these services with emphasisavidprg secure execution environments for
a TPM by coupling it with a SmartCard.
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3.0 OVERVIEW OF SMART CARDS

This Chapter gives a brief overview of SmartCaftusy they differ from conventional
computing platforms, their different types of stardbs and architectures. We describe how they
are being used in the industry and what speciabcheristics of them became the motivation for
choosing them as an extended platform for the SPaadt and TPM coupling process. The
chapter also discusses some of the applicationefrnaorks with special emphasis on the .NET
platform available for SmartCards. How we would uke SmartCard for coupling and the
services implemented for our applications are thetain chapter 4.0 and 5.0 . For further
reading on SmartCards the reader is encouragezetp]sand [6).

3.1.1 Introduction

A smart card (also sometimes known as an Integr@iezlit Card ICC) is a portable,
tamper-resistant computer / platform used in maffgrént industries worldwide. They come in
different sizes such as SIM cards, Credit Cards ktost of the conventional identity and
Payment smart cards are the same of a credit anddit is embedded with a silicon integrated
circuit (IC) chip. The chip provides numerous fuoos from memory to store data, a
microprocessor to manipulate that data, persisecire storage and sometimes a cryptographic
coprocessor to perform complex instructions andutascarithmetic.

Smart cards that contain a microcontroller chip soenetimes called chip cards to
distinguish them from cards that offer either meyngtorage only, or memory storage and non-
programmable logic as they look quite similar frguhysical characteristics. These memory
cards store data efficiently, but cannot manipulhi#t data because they do not contain a
computing chip. Memory cards depend on host-sigdicgiions to perform whatever processing
is required on the data that they store.

Chip cards are either fixed command set cards, iwaie programmed and soft masked
in read-only memory (ROM) during manufacturing tateract with security infrastructure
systems as portable, secure tokens; or post-issyagngrammable cards, which can be used for
multiple purposes simultaneously (for example, i@ e¢aight be used as both as a security token
and a rechargeable stored-value card), and whiohbeaupgraded or repurposed while in the
field, long after their initial manufacture-timeggramming and soft masking.

3.2 SMART CARD INDUSTRIES
Smart Cards are one of the most under-estimatéadémgies present in the world today,

yet they are ubiquitously used in a number of d#ife industries for providing tamper resistant
security and applications such as

Telecom Industry (SIM Cards)
Banking (EMV)

12



Transport (e.g. Oyster)

Identity Cards (Microsoft Key-badges)
Passports (ICAO)

Health Care

Access Control

Satellite TV

RFID Tagging products etc.

3.3 SMART CARD CHARECTERISTICS

3.3.1 Portable Platform

Smart cards come in different shapes and unlikeesomthe other hardware based
security modules such as HSM or TPM,; they are mdante portable. The physical
characteristics are defined in an ISO standard -2876 ldentification Cards - Integrated
Circuits(s) Cards with Contacts - Physical Chanasties. The reader is encouraged to refer to
them for all the details.

3.3.2 Processing Power:

Just like any other hardware, SmartCards come iilmws different processing capabilities and

variants from 8-bit microcontroller to greater th&R2bit architectures. The choice of the

processing capabilities entirely depends on théiagimn and the target audience. The card we
used in this study (The Gemalto .NET Smart C&8jdchhs a 32bit microcontroller and 47kb of

ROM.

3.3.3 Computation and Performance limitations

A smart card is very different from a conventiogaheral purpose computing platform
and is highly focused for specialized security aggpions. Hence it has a number of limitations
comparing to other computing devices like PC etady@ few limitations are pointed out for the
reference to give an idea of the challenges thatfaced in using such a platform. The
SmartCard relies on clock and power from an extesoarce (reader) hence it is helpless alone
and the applications can only run when the caidgsrted in the reader. The chip is extremely
restricted on power consumption, hence effectinglckpeed and directly putting a limitation on
processing capabilities. Also, the SmartCard has“Wser Interface” for management or
administration. Furthermore All I/O is done throutife contacts on the chip. The transport
protocol is called Application Protocol Data Un#o(nething similar to layer 7 protocol in
TCP/IP) which has a packet size of around 250 bykesthermore most of the conventional
smart card platforms and readers offer a synchoi/@) limiting the speed
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3.3.4 Storage and memory

As with processing power the storage capacitieSroartCards also vary. Though newer
chip fabrication technologies have taken the s®rggace up to a gigabyte, a mass majority of
smartcards in the industry as of this writing camta few hundred kilobytes of persistent
memory. The memory structure of a SmartCard isllysdiavided into 3 different types

RAM — Random Access Memowyhich is volatile and mutable. Contents in RAM aret
preserved when power to the card is removed.

ROM —Read Only Memoris persistent and non-mutable. ROM is mostly usddad with the
program code which would never be modified (for. ¢hg Card Operating System) .This loading
is done during the manufacturing of the card. RQivitains the cards operating system routines,
permanent data, and permanent user applicatiomgets in ROM are preserved when power to
the card is removed.

EEROM - Electrical Erasable Programmable Read-only Mem@ya persistent and mutable
memory used for data storage on the card. ComeBEPROM is preserved when power to the
card is removed. It is usually meant to load progreble code and updates later in the smart
card lifecycle after post issuance.

3.3.5 Special Purpose Crypto-Processors:

Many of the recent smartcards are equipped withil-in crypto processor for making
the crypto arithmetic operations faster. These ispgurpose crypto-processors are specially
optimized for modular arithmetic of RSA and rounperations of symmetric cryptography.
Special hardware and software techniques are atgdemented for protection against side
channel or hardware attacks on these processarsagtacks on cryptographic keys.[

3.3.6 Tamper Resistance

Unlike other general purpose computing platformsiaB8Card industry puts a lot of
effort, technology and investment in both hardwarel software protection techniques for
tamper resistance. A smart card plays an impoitgegral role in providing authentication,
confidentiality, integrity and non repudiation sees in many widely used applications in the
industry including telecom, banking, identity maeagent etc. Hence since the smartcard is
roaming, it is attacked more often so there isngportant need of assurance for the integrity and
security of the smartcard platform itself. Most thie smart cards today provide adequate
protection both against physical and logical attadksted below are just some of the general
security and protection features to give the gdnexader an idea of the security features
implemented by the SmartCard industry for protectagainst a number of hardware and
software attacks. For detailed analysis pleas¢Gead p].
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Chip Design: Memory scrambling and added dummy structures &vemt circuit analysis,
active current carrying layer for layered protestionemory encryption to prevent bus reading
etc.

Physical Protection: Voltage analysis, monitoring of passivation laydreguency monitoring
for timing attacks, temperature monitoring, lighhsors etc.

Logical Protection: Encryption of storage, implementation of noiseefrand constant
cryptographic algorithms to defeat side channelyaisa Application frameworks for Operating
System Security and applet firewalls for encapsuaapplications. Secure data transmission
technigues, True Random Number Generation and Egcowvery functions etc.

3.3.7 Protected Storage

The smart card provides protected storage for sestarage of keys, applications and
other sensitive data. For example the card we aseodir sample implementations includes
Token and Role based security for file system stpthe sensitive data. Further protection
mechanisms can be implemented for e.g. PIN auttaith and onCard encryption.

3.3.8 Secure Execution

One of the most important features and the reasmuacess of smart cards is their
capability of providing isolated, secure executadrapplications. The security of the software is
managed at all layers from a minimal operatingeysto provide isolated environments for
application deployment and execution. The detdilthe software isolation that a .NET Card
provides for such functionality are listed in thexhsection. Some related functionality is also
implemented in the hardware to help provide a s@&xecution environment and protect the
program execution from external threats, analysid aide channel attacks. Some of the
categories of these attacks are listed in 3.3.6nteoe details please segl.|

3.4 MULTI-APPLICATION PROGRAMMABLE SMARTCARDS

There are a number of different industry initiativ&@nce the last decade that have been
providing these technologies for general and spec@ose programming environments for the
SmartCard industry. Some of the major frameworlkslable are JavaCar@®]| Multos [10] and
.NET Card 8]. For the purpose of this study, the focus is amy.NET Cards as they are more
integrated and suited for our requirements andigeoall the fundamental building blocks that
meet the TPM coupling requirements. Furthermorg #re natively supported in Windows and
since they provide a .NET environment for programgrthey are highly well suited over other
platforms.

3.4.1 Smart Card Software

The SmartCard software platform typically consddtthe following.
3.4.1.10perating System
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The Operating system in a SmartCard is very sinidaoperating systems provided for
mass market general purpose PCs in terms of the tEsponsibilities. The only difference is
that the OS of a smartcard is very small and coinfias the first layer of abstraction on the raw
hardware and provides services for managing comeation and memory operations for the
smart card applications. It is also responsible dtir I/O related activities and providing
interfaces to the cryptographic processor if any éoyptographic algorithms. There are
fundamental differences between an Operating Syssegplication platforms and runtimes.
Multos for instance is an OS, GlobalPlatfdris a platform and .NET / Java are runtime
environments.

3.4.1.2Applications

Application development for SmartCards has comeng way in the recent few years.
Smart Card based applications are used in a nuofbiadustries as mentioned earlier in 3.2.
Before the JavaCard and .NET Cards became popbkarsmartcard based applications were
developed for a specific focused industry, chic/dnd written in native code by specialized
community of smart card developers. These apptinatiwere loaded immutably in the
smartcard and could not be changed once loadedceHapplication management was a
nightmare and an update usually required a re-isfueard with re-deployment of the
application. This was costly both in terms of tiame&l money and the entire smart card lifecycle
needed to be known in advance for the applicatdretbuilt.

These problems motivated the industry and newelicapipn platforms like JavaCard,
.NET Card and Multos soon emerged. Writing appiicet on these platforms shielded the
complexity of the native hardware; instruction aetl opened the doors for general developers to
write their applications on the smart card.

The applications on these platforms are loaded BEPBEROM and can be erased and
loaded indefinitely. The post issuance update adpalnade a huge cost and management
difference to the telecom, banking and transpamatindustries. For instance the telecom
industry moved to Over-The-Air updatdg {OTA) for application updates which can update th
SIM applications in the hands of the consumersctye

The Gemalto .NET Card contains an Intermediate uagg interpreter that allows users
to develop applications for the smart card usirgEICMA .NET standard. Applications can be
developed in any .NET compliant language that eandmpiled to IL.

3.4.1.3Runtime Environment

A typical runtime environment consists of:

An Interpreter; which executes the applicationslézhon the smartcard.

Add on Libraries; that in our case are the sub$eN&T framework base class libraries
provided by the card. JavaCard provides similasclédorary that includes a strict subset of
Java APLI.

? http://www.globalplatform.org/
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3.4.1.4Loader

A loader is responsible for safe loading and uniogdf applications after post issuance.
Following are the basic responsibilities of a tgbioader.

To verify that the code being loaded to the carshie to run.

To verify that the assembly being loaded to thel eaidigitally signed.

To ensure that all types (classes / objects et) by the assembly are already present on
the card (either provided by the framework or pamgmed separately in another
application).

And finally it is also responsible for clean unlaaglof the applications.

3.4.2 The .NET Smart Card

The Gemalto .NET Card is a post-issuance prograrnamstnart card. It is based on
technology that is a subset of ECMA standar@snguage, CLR, framework) for .NET. The
differences between standard .NET Compact framewackthe .NET framework provided by
the smart card are documented in O.

.NET Solutions

Figure 3-1 Gemalto. NET Card V2

As part of .NET solutions Gemalto also provides $imeart Enterprise Guardian which is a smart
card based secure storage device. For some opfilieation scenarios it is more convenient to
have a USB based security token as most common [B@sps are equipped with a USB port
already but for normal smart cards a separate réadequired.

4 Standard ECMA-335 Common Language InfrastructGid)(4th edition (June 2006)
http://www.ecma-international.org/publications/stards/Ecma-335.htm

17



Figure 3-2.The Gemalto Smart Enterprise Guardian

Diagrammed below is an architecture component gesnr of the .NET SmartCard. The Smart
card runs an operating system on top of the snaad bardware chip (details of the chip and
card specifications can be found in Appendix B). Op of the OS, the card provides both a
.NET environment libraries and native executioniemments for application usage.

Runtime

environment App Loader

Application Manager

Native Libraries .NET Libraries

Smart Card Operating System

Hardware

Smart Card .NET Architecture

Figure 3-3 Smart Card .NET Architecture
3.4.2.1The Application Lifecycle

A .NET Card application is managed by the commonglage runtime (CLR)
throughout its lifecycle, beginning when it is cened to a binary format that can be loaded
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V.

Vii.

viii.

iX.

Vi.

onto the card. This section briefly describes tippliaation lifecycle in a .NET Card
environment.

Loading

A .NET Card application can be created using angpstted .NET programming
language (for example, C# VisualBasic.NET, C++.N&d). After the development of the code,
that code is compiled (using the .NET Compact Fraonk provided by the Card). The compiled
code in .NET environment is called Microsoft Intexiary Language (MSIL) code. The
compiler produces a binary which is called an asdgnThis assembly is not native code and
hence is portable across any platform that providesimplementation of standard .NET
framework. Hence the application only needs todregiled once and can run anywhere.

After being compiled the application needs to bedéd in the SmartCard. The loader
microcode coverts this binary from MSIL to cardidesit binary format which is a much smaller
code (almost 1/%) comparing to the normal .NET assembly size onfileesystem. Before
loading, it also needs to be strong-named signeeraise the loader throws an exception.

Installation

The main entry point for all .NET based card aglans is the Main function with a
declaration like public static int Main. This method is executed for application-specific
installation after the assembly is loaded on thel.cihe application also registers the remote
types within the .NET Framework in the card to walleemote clients to call methods on the
installed application through .NET Remoting. Thelagation is exposed to the outside world in
the form of a URI.

Execution

The card based applications follow a client / semedel. The application in the card
acts as a server and the host application tallondpé card acts as a client. The lifecycle of a
server application in the card is infinite as thpplecations do not terminate when the card is
powered off or removed from the terminal / readdre application state does not change from
its previous state in either in case of loss of @oar even card reset. Hence transactions are
implemented to secure persistently all criticaladanhd this need to be taken care of during the
development of the application.

Termination

The card application only stops running when aiseruri is unregistered. When a
service is unregistered the running instance igtdd| the memory is garbage collected and
further application cleanup is done as required.

Unloading

After a service has been terminated, the binaryaioimg that service can be removed
from the card. A loaded assembly that is still @stpg a service cannot be unloaded. The
service must be terminated first.
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3.4.2.2The Common Language Runtime and its benefits

.NET Card applications run as managed code withén.NET Smart Card Framework
common language runtime (CLR). The common languaggme executes using a CPU-neutral
instruction format. A .NET application running um@gemanaged CLR has a number of benefits
that provide ease of implementation, separatioseotirity functionality and application isolation
capabilities along with numerous security offerigghe .NET framework that can be utilized
directly within the applications. This helps us ahg in providing a secure execution
environment for applications that are coupled il TPM to provide enhanced services.

i.  Application lifecycle management
Manages execution of the code throughout its liééxy

ii.  Application domain management

Supports multiple applications running simultandpusvith safety and integrity
assurances on a single .NET Card. The securitiieohpplication domains ensures that data in
one application domain cannot directly referenda daanother domain.

iii.  Garbage collection

Eliminates the burden from the programmers to eipli free memory when an
application no longer needs an object. This endinere are no memory leaks in an application.

iv.  Remoting management

Provides an integrated foundation for secure conations between applications using
a subset of the .NET remoting architecture.

v. Exception handling

Provides standard exception handling with a sulmdeexception handling classes
implemented in the .NET Compact Framework.

vi. Evidence-based security

Ensures the integrity and authenticity of .NET Casdemblies during load to the card
and during execution of the loaded applications.

vii.  Transaction management
Ensures the integrity of data and applicationqhe@ard, despite frequent and sometimes
unpredictable physical removal of the card from #ystem or terminal with which it is
communicating.

viii.  Code access security

Very similar to data security; that is, a publicykeken is required for an assembly to
access a dependent library. To enable a librarppdoshared with another assembly, the
corresponding public key token must be added aattabute. Security policy is determined by
the Access Manager.
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3.5 SUMMARY

In this chapter we described an overview of Smad€ahow they differ from
conventional computing platforms, their differeppés of standards and architectures, how they
are being used in the industry and what speciabcheristics of them became the motivation for
choosing them as an extended platform for the SPaadt and TPM coupling process. These
included their portability, processing and storageabilities, extensive cryptographic support,
tamper resistant hardware and protected storagéraaily and most importantly secure program
execution capabilities.

We discussed some of the application frameworké sjtecial emphasis on the .NET
platform available for SmartCards. The differenyels of software were described with the
responsibilities of each. These included the OpegatSystem, Applications, Runtime
environment, loader and unloader microcode provigethe card.

Later in the chapter we described the .NET SmadG@achitecture with its application
lifecycle, how a typical application managemenetaklace from start to end which includes the
loading, installation, execution, termination andloading phases. We discussed the post
issuance update and re-programming capabilitieshand different industries utilize them for
card based application management.

Finally a few points were mentioned over the bdsedf using a .NET based application
that would be executed by a Common Language Rundmwronment. A .NET application
running under a managed CLR has a number of bertéft provide ease of implementation,
separation of security functionality and applicatigolation capabilities along with numerous
security offerings of the .NET framework that cam dttilized directly within the applications.
This helps us greatly in providing a secure executnvironment for applications that are
coupled with the TPM to provide enhanced services.

The smart card capabilities hence provide us withatiractive platform which has a
number of similar capabilities like a TPM, and sadiféerent characteristics and capabilities that
makes it different from conventional computing fdatns. The secure execution, storage and
process isolation capabilities provided by a gdnam@gramming platform like .NET makes it an
ideal choice for using it to provide or extend gecexecution environments. In the next chapter
we will discuss how we utilize a SmartCard for extieag secure execution environments of a
platform based security device, i.e. the Trustedf&®m Module.

21



40 TPM & SMARTCARD COUPLING FOR ENHANCED SECURITY SERV ICES

4.1 INTRODUCTION:

Trusted Platform Modules (TPMs) are secure cry@plgic processors built into trusted
platforms. Combined with the Core and Dynamic Rufofrust (CRTM & DRTM), they provide
a rich and powerful secure environment for platfosecurity. The CRTM and DRTM are
responsible for reliably informing the TPM of thiatiorm state and software that is running by
taking cryptographic measurements. Hence the Té&ing as a Root of Trust for Reporting
RTR and Root of Trust for Storage RTS) can proweeurity services that depend on the
identity and state of the reported software anderddcisions based on the platform state. Some
of the most common TPM services that are usedismpttocess include:

Attestation:Reliable reporting of the platform state to a réenchallenger. The integrity metrics
are measured and stored in Platform Configuratiegifters (PCRs) and a signature is created
with an Attestation Identity Key (AIK).

Sealing: Protected Storage/ Encryption of data that ensuedsase / decryption only to
authorized software when it is in a particular ¢gmfation and state.

Thus the TPM bootstraps a rich and powerful exeautinvironment running on the main
CPU from the small set of functions that it prowdelowever even though the TPM provides a
lot of cryptographic capabilities and tamper resisg, it is not meant to perform general purpose
program execution. The current mass market Opgraiystems, Hypervisors and general
purpose applications only use the TPM servicesplatform integrity measurements, code
measurements and data protection. The applicattifisrun on the mainstream processor
executing all code and the secrets held in prinwairgecondary storage of memory. For many
security sensitive applications this normal codecetion environment (main-CPU, memory etc)
is much less secure (to both hardware and softatéaeks) than that offered by the TPM, so in
gaining flexibility much security is lost. This grlem is evident from some of the recent attacks
[11] on applications utilizing TPMs such as Bitlocker.

One way to avoid this tradeoff is to build a secexecution environment inside the TPM
or propose new hardware and instruction set mddelgeneral purpose secure execution for e.g.
[12]. But platforms like these do not exist, wouldeak lot of time to be built and be available
for general usage and most importantly are notsaigéd in the near future. There are also some
other studies and implementations of providing laghurance secure environmeASGIS[13]
describes a single-chip architecture for a sectwegssor which can be used to build computing
systems secure against both physical and softwiéaeka. Terra [14] uses a trusted virtual
machine monitor (TVMM) that partitions a tamperiségnt hardware platform into multiple,
isolated virtual machinesThin Clean Client[15] by IBM Research proposes a modified
minimum Linux distribution with trusted computingchnology for a secure environment.
Trusted Execution Moduld 6] puts forward a high level specification for ahihat can execute
user supplied procedures in a trusted environnfdigkr [17] uses the new general purpose
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hardware extension for secure OS loading, late clauand attestation. It provides an
infrastructure for executing security sensitive €aa complete isolation while trusting as few as
250 lines of additional code but requiring spebeidware.

In this project we propose and implement a differarchitecture. Instead of making
expensive changes to the hardware and adding carfyptetionality to the TPM specifications
which would not only break the existing applicaspmould also increase the effort and cost of
writing new ones. We evaluate the extent to whatter platforms provide similar degree of
hardware tamper resistance and secure executioncamgle them with a TPM to provide
extended TPM services not possible with the curspetifications either of TPM or smart card
alone. For this study we use multi-application pamgmable .NET Cards that provide adequate
tamper resistance, a programmable environmentagghication isolation and crypto blocks for
building confidentiality and integrity services. i$henables greater levels of protection for
information stored, processed and exchanged adiffesent systems.

UnTrusted UnTrusted Trusted Guest

Guest Guest

SmartCard / TPM
Coupled Enhanced
Services

Standard TPM
Services

Hypervisor
Platform

A TPM/ Smart Card Co-operative Model

Figure 4-1 A Smart Card TPM Cooperative Model

Crypto Binding

Figure 4-1 A Smart Card TPM Cooperative Model shanwsexample schematic of the
smartcard-enhanced TPM design that is implementéis project. The hypervisor is shown for
definiteness, but similar design has been devel@petitested when no hypervisor is present.
An authenticated cryptographic tunnel is estabtisietween the smartcard and the TCB.
Enhanced smartcard services are exposed throughutimel. The smartcard proxy exposes a
number of enhanced TPM/SC coupled services toultsde world along with the standard TPM
Services.

We first discuss the challenges we face in the lbogipprocess and the platform
differences between the TPM and a Smart Card. Werdescribe our implementation of a
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secure TPM / Smart Card cryptographic binding. Weven forward to describe our

implementations of some of the enhanced TPM / Si@artd coupled services that were not
possible with a TPM or Smart Card alone. With thesbanced TPM services we implement
some applications that change the way conventid®¥ or Smart Card applications are
perceived. Finally we shed some light on poteffitinire applications and future work.

42 A TPM ARCHITECTURE FOR SECURE EXECUTION

A TPM provides many services for platform attestatisecurity and data protection. A
typical TPMs architecture is described in 2.4 bsitd@scribed earlier it does not provide any
secure execution environment on its own which léadsens of vulnerabilities and attacks on the
operating system and applications. Some of thednateacks on the solutions and services
utilizing the conventional TPM arel]] and [L8]. To counter these attacks, the secrets,
encryption keys and sensitive pieces of code habetdasolated within trusted boundaries
providing confidentiality and integrity services.

We first discuss and propose how an ideal prototyfpen extended TPM that provides
code execution isolation and guarantees of confialéyg would look like. This model would
have a trusted execution architecture integratékinvthe TPM. An architecture like this though
does minimize the total Trusted Computing Base (Jy®Bt also introduces its own challenges
including but not limited to building code executidlocks specifications, performance, and
support for different platforms. Similar work hasem proposed and developed i6][ But
platforms like these do not exist, would take adbtime to be built and be available for general
usage and most importantly are not envisaged imé¢ae future.

4.2.1 A hypothetical architecture of the TPM-Internal Execution Environment

Assume an execution environment for applets or cod@ules inside the TPM. The TPM
provides a Measured Trusted Virtual Machine forvatimg isolated trusted environments for
code execution. Loader microcode in the modified/MIBads a reserved PCR register with the
hash of the class / program/ AppDomain being exetuiThe assembly is also granted a special
“locality.” The extension program can then autheate itself (quote), store private data (seal),
and any other TPM operation. The extension progtamalso provide additional services to
external callers.

This model provides a nice open extensibility mooetause the extension program is
granted few additional privileges beyond those w@rto platform macrocode (the extension
program is treated in large measure as an extprogkam — just with a different locality and
reserved PCR). On the other hand, because thesteprograms cannot access genuine TPM
private data like the SRK or EK private keys, thare limits to the functionality of the extension
programs. We will explore whether additional geges are necessary and can be granted.
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Figure 4-2 A TPM Architecture for Trusted Execution

From the next section we discuss the implementadfoour smartcard and TPM co-
operative model which uses general purpose comsgnbdidware.

In Chapters 2 and 3 we explored the differencebro$ted Platforms and smart cards in
detail, the different computing and servicing categs they fit in, the different TPM-OR-
SmartCard applications they provide and how theénesses are utilizing them with their current
state of technology. This Chapter is to exploreal@rnative architecture: To utilize the best of
both worlds in smart cards and TPMs, and exploraesof the new services and applications
that can be offered by a TPM-And-SmartCard cooparahodel.
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4.3 SMART CARD CAPABILITY REQUIREMENTS

To participate fully in a TPM and Smart Card co+apee model, a smart card at the minimum
should provide at least the following

i.  Random Number Generation
ii.  Symmetric Cryptography (AES / Rijndael)
iii.  Asymmetric Cryptography (RSA up to 2048-bit)
iv.  Hash algorithms (SHA-1 and HMAC)
v. Implementations of XOR over a piece of data

Most of the programmable (Java and .NET Card)dalai as of this writing, have most
of these capabilities and provide native true ramdoumber generation, basic RSA and
Symmetric algorithms including DES, 3DES and AE®eike are differences and limitations
however on the different padding schemes suppdotedSA (PKCS/ OAEP) and native HMAC
capabilities. The choice on what the smart cardajgable of doing entirely depends on what
applications and services would the smart cardrbeiging. The building blocks not provided
by the card natively can be programmed and loadeskeeviceable objects, JavaCard applets or
onCard assemblies in .NET Cards.

4.3.1 Platform Differences between TPM and the Smart Card

There are some fundamental differences betweesdheces that a TPM provides and
the solutions that a smart card addresses. FiFgth is bound to a platform but a smart card is
“roaming”, hence a smart card is more vulnerablattack. Second it does not share some of the
interesting properties of the TPM. A TPM is resdiew the platform is reset, but the application
lifecycle for a .NET application is infinite. Fugihmore the TPM acts as the Root of Trust for
Measurement for a particular platform but smartdchas no such capabilities. Also the
ownership administration of the TPM lies with thiatform owner but for most of the smart
cards (for e.g. SIM Cards, Identity cards etcies With the issuing authority.

Our major interest areas for SmartCards differeacests functionality for providing the
execution environments for code modules and crypfagc primitives. The specifications of a
TPM for all operations (e.g. Sealing / Binding / &yping / Certifying) keys have strict
requirements of how the data is formatted, semdlizhow the keys are presented what
cryptographic algorithms are used, what key types w@sed, what encryption / decryption
methods are used, what signature schemes are seghpmd how is the message encoded. So a
Smart Card needs to participate with the requimygto primitives of the TCG Model else the
supporting operations need to be taken care of algneither inside the card as a separate code
module or outside the card in a proxy application.

4.3.2 Coupling Challenges

These fundamental differences and assumptions dfusted hardware, software and
channels introduce some interesting challengesowf to bind the two architectures together.
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Hence we need to build strict authentication, aterftiality and integrity services if we want to
offer coupled services. We use cryptographic pieg provided by the smart card and the TPM
to achieve this process which is described later.aFsmart card to verify the platform state we
implement a service that uses the hosts TPM_Quuotetipe, hence verifying the platform state
by generating an attestation, and the TPM idestifiecard by loading its identity key under its
key hierarchy.

4. 4EXPERIMENTAL PLATFORM
Our experimental platform consisted of:

i. Gemalto .NET Cards (v2.1.161) implementing versibrof .NET Compact
Framework. It supports SHA1, HMAC, RSA up to 2048pbiDES, 3DES and
Rijndael for cryptographic services and a subselN&T Compact Framework v2.

ii. The TPMis Infineon 1.2 built into Dell Optiplex 35

ii. We use the Windows Vista TPM Base Services Libr&fBS)y for all
communications to the TPM.

45 SECURE TPM AND SMARTCARD BINDING

The first problem that we need to solve is how M and the Smart Card identify or
recognize each other. This problem goes beyondsjogtle identification as we need to secure
end-to-end our smart card and TPM communicatiorcdmfidentiality and integrity services. To
strengthen binding between the smart cards and B, we create session based symmetric
keys which are securely transferred by using Asytrimkeys of the smart cards and the TPM.
There are 2 parts of the application: the OnCamti&e and the OffCard Client Proxy that acts
as an interface with the TPM and the SmartCard conication. The process for secure binding
goes as follows:

* A TPM generates an Attestation Identity Key (AlKhish we also use as the Hosts Identity
Key.

* The Card Generates an RSA Key Pair which we usisfadentity.

+ The public key of AIK generated in step 1 are etgmand loaded securély the card.

* The public key of Cards Identity key generatedtep< is exported and loaded in the TPM
as a Loadable Key.

* We use these Asymmetric keys to create a secureltloetween the Host and the Card
through extending the .NET remoting architectures(dibed in the next section) to
communicate to the card.

* One time session keys are generated and transtoedely across the host and the card.

This is an out of bound marrying step for TPM anthg card coupling but once married
both platforms can authenticate, identify and cerafe with each other to provide enhanced
coupled services not possible with each platforon@l In an enterprise this out of bound
marrying step can be performed by the IT admirtistsawhile issuing Identity smart cards or

5 http://msdn.microsoft.com/en-us/library/aa446796883.aspx
® The Gemalto card offers token and role based #gdar files stored in the persistent storage.
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network operators during production of SIM cardshtdd public keys of the TPM(s) they are
bound to.

4.5.1 Extended Crypto Remoting for End-to-End Encryption

The .NET Card uses an extended .NET Remoting acthite to allow a program
executing on the Host (PC) to communicate with @ess running in the smart card and also
allows a program running in one application dontaimccess code or data in a process running
in another appDomain within the card. The converdioway of talking to a smart card is
through the APDUs (Application Protocol Data Unitdpwever as the industry around the smart
card hardware and software is maturing, the smamd enanufacturers are adopting the new
language and framework constructs to shield thgramaming complexity and utilize the newer
frameworks offerings more to write optimized, secapplications faster and make them more
manageable. To solve the problem of distributedroamication and remote object access there
are a number of technologies that have been cdhstgrdated with richer, newer, more stable
technologies. Java for instance solves this probtenough RMI [L9] (Remote Method
Invocation). .NET introduced an architecture calRemoting (described in detail in 4.5.1.1)
which is superseded by Windows Communication Fouow#WCF) in .NET 3.0.

4.5.1.1.NET Remoting Overview

Remoting R0] is the Microsoft's approach for Inter Process @mmication (IPC) in the .NET
Framework. The real strength of the remoting fraoww resides in its ability to enable
communication between objects in different appiaratdomains or processes using different
transportation protocols, serialization formatsjeob lifetime schemes etc. Contrary to some
other technologies for e.g. Web Services, remoéngbles us to work with stateful objects.
Remoting is superseded by a technology called WiusdGommunication Foundation (WCF) in
.NET 3.0. Our implementation restricts us to useTN.0 as the .NET Card we are using at the
time of this writing only supports .NET 2. We u$e tremoting services provided by the .NET
Smart card framework for cross channel and platfeommunication.NET remoting can be
compared to similar technologies such as Java ReMethod Invocation (RMI), CORBA etc.

The .NET Smart Card Framework extends standard .iéEDting and allows a program
executing on a PC to communicate with a processimgnon a Gemalto .NET Card, and also
allows a program running in one application dontaimccess code or data in a process running
in another application domain within the Gemalt&TNCard.

Basic Remoting in the .NET Smart Card Framework:
The .NET Remoting Architecture consists of 5 cdrgot types.
i.  Proxies: These objects impersonate as remote objects andrb calls.

ii.  Messagescontain the necessary information to execute atemethod.
iii.  Message sinksThese allow custom processing of messages duniegate invocation.
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iv.  Formatters: These work like message sinks as well but are adpable of serializing a
message to a transfer format like for e.g. SOAP.

v. Transport channels: These also work like message sinks, but they akmusfer the
serialized message to a remote process, for examalBlTTP or TCP Channels.

Remoting works by having a server application (in case the On Card application works as
a server) expose an object to the external worlddgystering the object as a service either
through the method or through the

method. In order for an object to be registered asrvice in .NET,

that object must inherit from one of the base nallisiy classes. Although the .NET framework
supports marshalling either by reference or byefaline .NET Smart Card Framework supports
only marshalling by reference (i.e. a class exteqdi E ). For detailed
references to .NET remoting please s&@. [After the server has registered the object,aihject
becomes available to clients that connect to theeseWhen the client connects to the server, it
creates a local proxy of the server object. Whendient wants to call a method on the remote
object, the proxy object passes the method cathéosystem remoting mechanism, which is
responsible for marshalling (described in the rsedtion) the parameters and return value of the
method. The current implementation of the .NET Sr@ard Frameworkdoes not support the
marshalling of classes. However, it does suppatrttarshalling of all value types (including
structs) and supports both out and ref paramelgpes that can be marshalled include the basic
value types (byte, short, char, int, long, striregc), structs, arrays of basic types, and
MemoryStrea

" Marshalling objects by value means to serializgrthtate including all objects referenced to s@asistent form
from which they can be deserialized in a differemtext.

® Gemalto .NET SDK v.2.1.161.8583

® MemoryStream class creates streams that have mgeamom backing store instead of a disk or a network
connection.
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Figure 4-3 Simplified .NET Remoting Architecture.

The mechanism by which a client connects to theesas completely isolated from the
marshalled object. Conventional .NET remoting aggtlons generally use either TCP or HTTP
as the transport protocol for applications. The TNEmart Card Framework uses ISO 7816-4 as
a transportation protocol for communication. Howeugecause the transportation protocol is
isolated from the service object, we don’'t havevtwry about the actual protocol of ISO 7816-4
communication.

All communication between the client and serveretalplace through a channel. A
channel is just simply a series of sinks throughctvtihe remoting call is made. That could
include custom formatters, serializers etc. ThETNsmart Card Framework defines a new type
of channel known as an APDUChannel. This is refeedron the server (card) side through the
HS%& class and on the client (PC) side through thes class. The
APDUCNhannel is responsible for encoding methodsdalla binary format and transporting them
from the client to the server using the ISO 781#etocol.

Channels and Ports

When a remote-able class is created in the .NENdweork, it needs to have a definition
of a channel which has to be registered with a pomiber to make an associative pair. (This is
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something similar to TCP/IP where a server listemsa specific port). This channel/port
combination registered in the .NET infrastructustehs on that port for messages intended for
that particular channel. When a message arrivesfrdmework routes it to the correct server
object. See Figure 4-3 Simplified .NET Remoting Witecture.

Server Code

( H%E!

+++
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++

In the .NET Framework, the client code (in our c#se host proxy application) also
creates a channel associated with a specific pod,then uses the 7 method to
obtain a reference to the remote object. A rembjeat is identified with the (Uniform Resource
Locator) URL of the computer on which it is locatede name of the remote class, and a
(Uniform Resource Identifier) URI that was assign.

The APDUChannel supports URL's of the format:

"apdu://<name of the smart card reader>:<the pomvbich the service is registered>/<the name
of the service>"

For example: "apdu://Gemalto Reflex USB v2:2222dS&rvice"
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In addition to explicitly naming the reader to cenhto, you can also use the reserved names
"promptDialog" and "selfDiscover". The promptDialagechanism will display a dialog box and
allow the user to select which reader to use. ®if®scover mechanism attempts to find the
requested service by attempting to connect to &Y .smart cards attached to the machine.

Client Code
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4.5.2 Securing Remoting communication between the TPM anthe SmartCard

Conventional .NET remoting applications either UgeP or HTTP as the transport
protocol for applications. The .NET Smart Card Fearark uses 1ISO 7816-4 as a transportation
protocol for communication. But since the transaioh protocol is isolated from the service
object, we don’t have to worry about the actualtgeol of ISO 7816-4 communication. .NET
remoting does not offer any security services srown. Some of the fundamental problems are
lack of confidentiality (the remoting traffic is ifinable until encrypted and the methods exposed
to the outside world through the proxy can be dallg anyone). However, remoting does offer
an open interface architecture so any of theseicesncan be implemented by extending the
remoting architecture through custom sinks and pnaoliders. This not only enables the use of
encryption over custom sinks, it also gives thditghtio use different transport methods. Other
reasons for using custom sinks are to use compressicustom formatting methods. For details
on extending the remoting architecture s2@.[

We use the session based symmetric keys to enangbtdecrypt all communication
between the TPM and the Smart Card. The encrymrmh decryption of exchanges between
service and client are delegated to the pluggaldtom sinks instead of handling it within the
application itself. This makes code in service senaportable and independent of cryptographic
algorithm used. The Remoting components can alschdsted in IS to utilize windows
authentication protocols, SSL/TLS for transporteleencryption easing in deployments in large
enterprises using active directory services. Sed 4.

We start the process of securing the path betwkensmart card and the TPM by

generating an Asymmetric key pair for each entiigr the TPM, we generate an Attestation
Identity Key (AIK), and we do an Asymmetric RSA Kggneration inside the card. The public
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key certificate of the card is exported and stasedurely’. The public part of the AIK is also
exported and stored securely inside the TarBor all practical purposes and large scale
distributed environment an enhanced key distributitechanism and protocols (for e.g. Diffie
Hellman / Internet Key exchange etc) should be u3és choice of the mechanism would
depend and vary from different security requireraehtis generally accepted a good practice to
generate and store keys within a protective harelf@ar

Once the TPM and the smart card(s) are loadedanithsted copy of each other’s public
key we can create a secure session between themacWeve this by generating a random
symmetric key that would only be used per sedéidhe symmetric key can be generated either
by the client or the smartcard depending upon gii@ation scenario and usage, since both the
TPM and the Smart Card are able to generate Tna@ora numbers that could be used to
generate initialization vectors and key streamsbéoused for symmetric encryption. This
symmetric key is called the session key.

The simplified protocol goes as follows:

19 There are a number of methods that can be uséstling encrypting it under the SRK. Storing the kegide
the TPM or just sign it with the generated AIK katta trusted copy can be fetched later.

M Data files in the Gemalto .NET card are proteaisihg a public key token system that is very simitathat
used by applications. For details see 3.3.6

12 Session in the smart card terminology means theraanication between two resets.
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Figure 4-4 Session based symmetric key exchange.

We omit the details of content of messages to saasimplified version of authenticated key

exchange. The platform user can authenticate to cmel by authentication mechanism

implemented in the card. In our case we use thaulteAccess Manager implemented in the
.NET Card that offers role based security and RithAntication. Similarly the platform needs to

be authenticated as well. In our case we generplatfarm attestation based on the TPM_Quote
primitive on a nonce generated by the card to yehiat we are talking to the correct TPM. The
message flow in Figure 4-4 can be noted to be gumédar to that used in SSL and gives mutual
authentication.

4.5.2.1Custom Sinks (Extending .NET Remoting to support ecryption)

When implementing custom sinks, we have to take @t a particular sink behaves properly as
part of chin of sinks. Depending upon the applaathere can be a client and server, or client or
server sink. For encryption, naturally there habda sink pair. The server and client sinks differ
slightly in implementation as described in detaildw.

The Session Sink on the client side implements th€lientChannelSink

! / ; /s 1) /
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keeps an attribute of next sink in chain and tlssisa key
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The key method of the implementation is the Prddessage method where the outbound
processing is performed before passing the medsagfge next sink in the chain. When the
message returns from the next sink, we performuntgrocessing
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Note that we pass a hardcoded string “Rijndael'® Algument to a SymmetricAlgorithm could
be any depending upon the requirements and avéyadti both ends of the sink.

We also have to implement System.Runtime.Remotiman@els.|ClientChannelSinkProvider
which is responsible for creating the sink objend for calling other providers to create other
sinks in the chain.

! 1$ ( v) $ (

The class holds the attribute for the next providesink chain and the symmetric key

+H+

13 http://msdn.microsoft.com/en-

us/library/system.runtime.remoting.channels.icldbainnelsinkprovider(VS.80).aspx
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The session Sink on the Server Side implements tHgerverChannelSink
! / y) /
which has the same attributes as the Client,Heenext message in chain and the symmetric key
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The key method of the implementation is the Prddessage method, which is responsible for
implementing whatever transformations the sinkeisponsible for. A server sink may perform
either inbound transformations, outbound transfdiong, or both. It is critical that the server
sink also call the next sink in the sink chain begw processing its inbound and outbound data.
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We also have to implement System.Runtime.Remotiman@els.IServerChannelSinkProvitfer
which is responsible for creating the sink objend for calling other providers to create other

sinks in the chain.
! 1$ ( v 1$ (

The SessionSinkProvider contains an attributeffemext provider in chain
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The limitations

This Gemalto.NET card supports only the use of Mgf@tseams and FileStreams within a
custom sink. We cannot use either a CryptoStrearma @ustomStream as the basis for sink
manipulation. Attempting to use an unsupportedastreesults in a NotSupportedException.

I. Usage of Custom Sinks

The encryption and decryption of exchanges betwsssice and client are delegated to the
custom sink instead of handling it within the apation itself. This makes code in service
smaller, portable and independent of cryptograplgorithm used.

Yhttp://msdn.microsoft.com/en-
us/library/system.runtime.remoting.channels.isertvannelsinkprovider(VS.80).aspx
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Figure 4-5 .NET Remoting with pluggable custom sin&

To Use the custom sink we just built, we have seihit into the sink chain both on the server
and on the client.

On the client side the sink provider is created and placed after the
APDUCIlientFormatterSinkProvider. Then, when we s&gi a channel, we register the
APDUCIlientFormatterSinkProvider as the parametéhéochannel we will be using.
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On the server side the sink provider is created and placed after the
APDUServerFormatterSinkProvider. Then, we registar channel, we register the
APDUServerFormatterSinkProvider as the paramettdra@hannel we will be using.

The class is inherited from MarshalByRefObject feason defined in 4.5.1.1 and contains an
array of the channels that it has already created.
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To achieve the secure communication, the servioaldhhave an APDUServerChannel
listening at a pre-determined port and should g®wnethods which should not be invoked over
channels using the SecureSessionSink. The problgim .WET remoting architecture is that
there is no explicit link between the transportrated and service. The system will not prevent
the invocation of any service method on any channela given AppDomain. Hence
ExecuteOverSecureChannel() can be invoked on #aeprrmined port which does not have any
security or custom encryption sink. To solve thislgem, APDUServerChannel should also
include a custom sink whose sole purpose is to reiact that the remote method is invoked
at channel listening at the pre-determined ports T$1done by setting a static boolean variable
accessible by the service. If a method such asuEg@wverSecureChannel() is invoked over the
pre-determined port (and without being authentotgtéhe boolean variable is set to true and
implementation of ExecuteOverSecureChannel() me#xpects this flag to be false.

ii. Summary of Steps
Here are mentioned the steps for establishing anthwnicating over a secure channel

i. The Client Host Proxy creates & registersfarDUClientChannewithout any custom sink.

ii. Client Invokes the GetPublickey() method of the @&maCard service at
APDUServerChannelistening on a predetermined port in the card. Témmote method
returns the public modulus and exponent which iparted as a public key into an
RSACryptoServiceProvidé&t

iii. Client generates a random session key of 128 béiisytes). (This can be delegated to card
as well)

15 http://msdn.microsoft.com/en-

us/library/system.security.cryptography.rsacryptaseprovider(VS.80).aspx
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iv. Client encrypts the session key and the PIN of @eCard service using the
RSACryptoServiceProvider.

v. Client invokes EstablishSecureChannel() method efvise at APDUServerChannel
listening on the pre-determined port. The argumgatssed to this method are the port
number (any random) at which new created chanrmlldHisten, the encrypted pin and the
encrypted session key.

vi. EstablishSecureChannel() method in card decrypt®tN and session key using the private
key. It validates if the PIN passed is correct. tfe PIN was correct, a new
APDUServerChanndistening at the port number passed in the metladdis created and
registered with the custom sink call&dssionSink

vii. Client now creates and registers/ADUClientChannewith SessionSinlusing the session
key.

viii. Client invokes ExecuteOverSecureChannel() methodes¥ice atAPDUServerChannel
listeningat the new negotiated port. The data sent paksasgh the SecureSessionSink of
APDUCIientChannethat was registered in vii and is encrypted with ¢slession key.

ix. SessionSinlof APDUServerChannk$tening at the new port receives the data andygéex
it with the session key.

x. ExecuteOverSecureChannel () method is invoked.riéiod checks if invocation is done
on secure channel by checking the boolean flag.

xi. This method does all the processing of messagedgehe TPM via Client Proxy through
the SessionSink of APDUServerChannel listeninghatrandom port that was negotiated.
All communication is encrypted with the session.key

xii. SessionSink ofAPDUCIientChannelreceives the returned responses from the card and
decrypts it with the session key.

Same steps will be repeated for any client thattsvém communicate with the service. The
APDUServerChannels with SessionSink are unregctened destroyed on a reset (end of
smartcard session).

In a distributed environment a number of clientlamapions might be communicating with the
OnCard Server application, hence the card appticaieeds to have a different communication
channel for each client. We achieve this by negiaiea unique port number for the channel to
be created between the client and the server. fiaienel are created and registered dynamically
before the secure session and unregistered ahthefeach session to free up resources.

Secure Session Establishment Code
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4.5.3 Data Marshalling (Data Transformation between the PM and the SC)

Marshalling is the process where the memory reptaien on an object is transformed
into a format which is suitable for storage andsraission. The reverse process is called Un-
marshalling. Marshalling and Un-marshalling areeastvely used in Remote Procedure calls
and Inter Process Communication, hence data tnaedfen .NET remoting has to be marshalled
before sending and unmarshalled on receiving. Aeroterm serialization is sometimes used
synonymously with Marshalling however .NET cleadlifferentiates between the two. Since the
Smart Card is providing a lot of cryptographic sezg, the methods exposed need to transfer
objects on the remoting layer that include crypapiiic keys, TPM primitive structures etc.
Hence for e.g. if we need to transfer an RSA keymfrthe Card to the server, the
RSACryptoServiceProvider object would need to beshled into a sequence of bytes (byte
array), transferred over a remoting channel anad tthe byte stream unmarshalled into the
RSACryptoServiceProvider object on the client egdia As described in 4.5.1.1 the current
implementation of the .NET Smart Card Frameworksdoet support the marshalling of classes.
It only support the marshalling of basic primitivalue types that include (byte, short, char, int,
long, string, etc), structs, arrays of basic typesl MemoryStreams.

There are special challenges in marshalling / ushadiing objects inside the smart card
as the .NET Framework of the card does not supReftectiort®, hence the code has to be
written separately to marshall / unmarshall each type of object.

4.5.4 Securing Remoting Components in a Distributed Envionment

The method to strengthen security of remoting dlesdrin the earlier section is just one
step towards secure building blocks of a TPM-Smend@ooperative environment. The solution

16 http://msdn.microsoft.com/en-us/library/f7ykdhs®)80).aspx
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proposed does provide confidentiality and to somterd semi-mutual authentication and
authorization but is still susceptible to many \erhbilities, threats and risks. Furthermore in a
distributed environment, where clients may not seagly be within the same domain, there are
a lot of challenges in authenticated key distridmti cryptographic binding or end to end
tunneling. In this section we explore a more sdalawlution for security of our remoting
architecture for a distributed environment. In &rgjistributed environments, it would make
sense to utilize the authentication and accessraomtechanisms already set in place in the
enterprise. Hence we would explore the differestiggy services provided by the Windows and
how to best use them for our needs.

4.5.4.1Authentication and Encryption with 1IS **

The IS is strongly integrated within the Microsdfindows Environment and provides
many services that are of interest to us. In tileviing section we discuss some of the security
services provided by IIS and how they fit in oujeative of securing remoting applications in a
distributed environment. The easiest way for SaguNET Remoting components is hosting
them in 1IS. 1IS provides us with authenticatioraggt Windows accounts as well as transport-
level security through SSL. It can also provide ualimentary form of access control by
restricting calling IP addresses. To utilize th8 Becurity, we can host the .NET Remoting
components (in our case, the host proxy applicatothin the ASP.NET runtime infrastructure.
IIS gives a number of authentication methods tighitegrated within Windows that includes
Anonymous, Basic, Digest and Windows Authenticatftivat includes NTLM and Kerberos).
For details of these protocols please 2 [

Furthermore SSL/TLS can be enabled for transpud lgecurity.

UnTrusted UnTrusted Trusted Guest Windows Authentication and

Guest Guest IS SSL/TLS Encryption

SmartCard / TPM
Coupled
Enhanced
Services

Standard TPM
Services

Hypervisor
Pltiorn

A Distributed TPM / Smart Card Co-operative Model

Figure 4-6 A Distributed TPM / Smart Card co-operaive model

" Internet Information Services (formerly Internafdrmation Server) is a set of Internet-based ses/for servers
using Microsoft Windows that includes web, ftp, seand mail server.
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46 SUMMARY

This chapter includes a detailed explanation of ¢éhéanced TPM and Smart Card
coupled services that were implemented in somehefrhajor functional areas of the TCG
specifications. We discussed the fundamental diffees in both TPM and the SmartCard
platforms. We also discussed in detail some of riegor challenges that arise during the
coupling process and our solutions for addresdiggnbajor security issues in coupling these
architectures together. We discussed the requitsmand limitations of coupling with
smartcards and put forward some recommendatiorsdiag the non supported scenarios.

We started the chapter by discussing what wouldrbieleal architecture and components
of a TPM with internal secure execution environmertich can provide VM based code
isolation and security guarantees. We discusseck sirthe similar projects, their propositions
and their solutions for extending hardware andva to provide similar offerings for secure
code execution. However, most of these projectaatdocus exclusively on either providing a
secure / trusted execution environment within tRM$ tamper resistant hardware boundary or
put forward a solution that can be implemented aithchanging the current state of hardware
and software based platform security. Furthermoeostnof them require hardware extensions
which are time consuming, require changes in tlfievaoe which is complex and costly process
both in terms of time and money.

Hence we put forward an alternative architectuid thses the services of a TPM and
couple them with a platform that does provide seexecution environments. In this way we
utilize the already established strengths of bbthglatforms without requiring any additional or
special hardware extensions. We discuss in detaN lve achieve this target with multi-
application post issuance programmable smart caitts a detailed implementation of the
coupling process. We described our motivation fopasing SmartCards as the coupling
platform and its characteristics that made it aurgtchoice for this process in Chapter 3.0 . The
SmartCard capability requirements for different gilmg levels and scenarios are clearly stated
with a description and references of our chosenrl.SEartCard platform. Furthermore we also
discuss the core platform differences between tmar&ard and the TPM that build up a
number of challenges in the process.

For the actual implementation we start off by dgssng how to cryptographically bind a
TPM and a SmartCard in order for them to identificke other and provide other coupled
confidentiality and integrity services. We utilizbe TPMs attestation keys and SmartCard
generated Identity keys for TPM and SmartCard Ioig@ind follow a model similar to SSL for
generating / using session based symmetric keyallfoalls to and from the TPM / SmartCard.
We also extend the .NET Remoting architecture t exttryption to the channels and sinks for
making an end-to-end encrypted tunnel of commuioicdietween the SmartCard and the TPM.
This is important as .NET remoting does not offiey aecurity services on its own. We also shed
some light in securing the remoting component /xprapplication in a large enterprise
distributed environment by utilizing the establidleecurity infrastructure provided by Windows
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for e.g. utilizing different windows authenticatianethods, access control mechanisms and
encryption / security features offered by the In&trdinformation Services Server.

The next Chapter would discuss the services thatbailt and programmed into the

SmartCard for providing enhanced TPM coupled sgcuservices and secure execution
functionality for the applications.
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5.0 EXTENDED TPM SERVICES PROVIDED BY THE SMART CARD

5.1 INTRODUCTION

Trusted platforms (like the TPM) are integratedooatsystem to provide hardware based
platform security. They provide niche security $&s such as attestation (reliable reporting of
platform state), sealing (encrypting some piecdaté so it can be only decrypted by authorized
software), integrity protection, shielded locatippsotected storage and secure management of
keys. They act as the Root of Trust (for integritgasurement reporting and storage). For a
platform (state) to be trusted, the integrated T$PMduld be trusted.

SmartCards on the other hand are removable tokashs@ usually carried along with
the user (for example Identity cards). They areddee multi-factor authentication and different
services than that of a TPM. Programmable smadcaldo provide an environment and
platform where general (or special) purpose apiitina can be built and loaded before the
SmartCard is handed out to the customer. Examptdsde EMV applications for the Payment
Card Industry, SIM applications for telecom etc.dwf the security of the system lies on the
tamper resistance of the SmartCard.

As such, the SmartCard is not capable of makinggiitty measurements of a platform
nor does it enjoy the other characteristics of TRM. Similarly the TPM lacks some features
such as providing a secure / trusted environmengéoeral purpose code execution and is not
roaming like a SmartCard. Hence we proposed anitacthre where we couple both the
platforms to provide extended services and comtiiaedest capabilities of both the platforms.

This Chapter discusses some of the enhanced sethiaecan be offered when the TPM
and SmartCard are coupled together. A simple TP#MSmartCard binding process is described
in Chapter 4.0 TPM & SmartCard Coupling for Enhah&ecurity Services and these services
are based on extending the same binding procefisefuto design and implement extended
security services in the SmartCard which utiliZzes ¢apabilities of both the SmartCard and the
TPM. Code snippets and function implementation ietae provided where necessary. These
services include from simple TPM/SC Authorizatiodél to complex flexible sealing, binding
and attestation services and hence open new pdagssband ways for providing strong security
services for security sensitive applications.

5.2 FLEXIBLE AUTHORIZATION

5.2.1 Introduction:

This section describes the authentication and aa#tmn methods and protocols in the
current TCG specifications. It then describes sofrtbe shortcomings and finally a description
and implementations of a stronger Smart Card and TARuthorization Model. The combined
authorization model describes simple authenticaBohemes like authorization storage to

45



complex smartcard participation in calculating paot the protocols for stronger binding. We
discuss 3 different implementations for differenithorization protocols in increasing
complexity order.

The TCG specifies different protocols and mechasigar authentication and access
control over the TPM protected objects. These dbjemnd other authorized functions are
performed through different authorization protocaéfined earlier 2.5.14. These authorization
protocols prove to the TPM that the user holdspenission to access those protected objects
or perform the authorization functions. The proofmes from the knowledge of a shared secret
between the user and the TPM.

The current TPM specifications do not clearly idignthe concept of a “user”. The only
entities described are the owner and the operndtce most of the authentication for resources
and objects are defined as “ownership authenticatj@2]. The TCG doesn’'t address any
security from the user point of view, as the speaifons only deal with the security of the
platform. The proof of ownership of Owner Autheation data implies complete control over
TPM resources including the ability to clear theVIlP

As with all systems and solutions relying totally password based schemes, the biggest
problem is secure storage of the authorization.ddtanans are long known for their poor
capabilities in remembering passwords, hence mésthe TPM administration products
available today including Windows Vista TPM Managar Console implements a simple
password based scheme for TPM control. The passeamutti be arbitrary length (sometimes
enforced by a password policy) and the Authentica@ata (AuthData) is computed by taking
the SHA-1 hash of the password.

OwnerAuthorizationData = SHA-1(password)
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1 #  Manage the TPM security hardware

Type your TPM owner password

Password; ssesesssse

[7] show password as it is typed

[ Create Mew Password ]| Cancel

Figure 5-1.Password based TPM Administration in Windows Vista

There are a number of problems with the authonnasicheme for TPM ownership as described
earlier in 2.5.14.21 are highlighted below:

One factor only authentication

Subject to brute force and dictionary attacks
Snoop able

Guessable

Easy to lose and forget

Shareable

These problems are so common even in the currevit ddatext that the TPM manufactures
had to implement lockout and response degradatiechemisms to protect from repeated
password entry failures and automated brute fotteelks. Some of the solutions addressing this
problem include storing passwords and keys in arsee-wallet such as PGP or some other
container (generally persistent secondary stordgejvever this solution again depends upon
knowledge of a master password that protects allscrets within and is subject to other
statistical and algebraic key finding attacks sashmentioned inZ3]. The response degradation
is also implemented in the TPM_IncrementCountelinit the monotonic counters increment
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and save them from being exhausted within a srnma# frame. This is described in detail in
55.1

5.2.2 Smart Card participation in Authorization Protocols

There can be a number of solutions possible depgngion the smart cards capabilities
and the security level required. These are ligteéddreasingly secure order

1. Simple storage of Authorization Data

2. Computation of shared secret in Object accesoquls (e.g. OSAP)
3. Computation of the authentication values germaratnd verification.
4. Encryption of the newly generated Authorizatizeta (ADIP).

5.2.2.1Simple Storage of Authorization Data

The simplest (and hence the least secure) methodnfiart card to participate in the
authorization protocols is to store that 20-bytésuthentication data in the smart card itself.
This authorization data (or a number of authortwratdata sets) can be stored securely and
provided by the user during the Authorization pools such as OIAP or OSAP. The user can be
authenticated to the smart card by some other nfearexample PIN. Secure binding between
the smart card and the host platform with secuhetRinsfer is described in detail in the earlier
section 4.5.2.

The Process:

I. The user wishes to execute an authorized commahdeards it to the platform.
ii. The platform (host) recognizes this as an authdrcemmand and sends a request to the
user to enter his PIN.

iii. The user inserts his smart card and enters hiddtjét access to the requested object.

iv. The smart card validates the PIN and sends a resgorthe platform

v. The platform requests Authorization Data from tinea® Card

vi. The smart card checks whether the authorizatioa idathe same the user requested for.
If yes the smart card reads the corresponding aatttimn data from the card and sends
it over to the platform.

vii. The platform receives the authorization data, codbihis in the authorization command
the user requested in the first step and sends the TPM through an authorization
protocol.

viii. The TPM receives the command and continues theoamdion protocol and allows the
user application to access the TPM protected abject

The scenario is illustrated diagrammatically below:
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Perform an Authorized Function

Request for Authorization (PIN) Authentication Required

Enters PIN

A

Authorization Success

Get Authorization Data

Read the Auth — <
Data Requested\; Send Authorization Data

" Start Authorization Protocol

-

Protocol Response OK

& 6 I 009

Smart Card User Platform TPM

Authorization Data Stored and Presented by the Smart Card in
Authorization Protocols

Figure 5-2 Authorization Data Stored & Presented bySmartCard in Authorization Protocols

This method even though not 100% secure, stillguethe following advantages:

We have two (or even more) factors of authenticafithe user needs to be in possession
of a smart card that holds the authorization dath lmowledge of its PIN to access it.
Furthermore it is now at user’s discretion whether wishes to participate in the
authorization session or not by presenting or imgidhe smart card.

The authorization data that is now protected by sheart card can be assigned to
different users who are authenticated and authdrizerthermore only the smart card
that holds the specific authorization data can sstiee TPM protected object.

By securing it inside a smart card we ensure thas inow very hard (though not
impossible) for the attacker to get hold of thehauatzation data since the smart card is
not easy to duplicate

Since the smart card provides true random numhagrgéon. We can generate and use
truly random values for authorization which need he derived from a password or
seeded from some existing value

Since all the smart card is doing is storage (ammteption). This method can be
implemented by even most of the cheapest smars eailable today.

5.2.2.2Computation of Shared Secret

The previous method though providing some bengfit®t so convincingly secure. If the
path between the smart card and the platform ispnotected the authorization data can be
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sniffed, snooped or attacked in other similar ways. further strengthen this model by building
a scheme where the authentication data never léhgesard and the smart card computes parts
of the protocol requiring the authentication data.

During the smart card participation in the authatian protocol, the smart card performs

the value of inAuth and returns to the platform.eTplatform takes this inAuth value and
calculates the remaining part of the authorizatdata. In addition the smart card is also used to
verify the resAuth value. This scheme offers a mhigher security then the previous section
since the authorization data never leaves the @drd.binding for the card is more secure and
this method is even less vulnerable to reply atasikce each time the random nonces are
transferred from the smart card and the platforoch\ace versa.

The Two way OSAP participation:

As described earlier in OSAP is used to provideopto the TPM, the ownership of the

authorization data for a single specific objectcdn be used by allowing multiple commands
within the same authorization session but onlttiat specific object.

VI.

Vii.

viii.

Xi.

The TPM generates a handle to the object to trattioaization sessions.

The TPM generates an OSAP nonce (nonceEvenOSap)aam@M replay nonce
(nonceEven).

The TPM generates a shared secret by taking the EIdiAhe callers nonce (nonceOdd)
and the TPMs OSAP nonce

SharedSecret = HMAC(ObjectAuthData, nonceEvenO8aiR;eOdd)

The HMAC key (K) is the authorization data neededthe use of the key.
The AuthHandle, nonceEvenOSAP and nonceEven atécstre SmartCard.
The SmartCard also computes the shared secretlsnkeows the authorization data K.
It HMACSs the same way as TPM in step iii and resuiathe host.
The host now calls a TPM_Command for e.g TPM_LoadkKe key (K) which is an
authorized command hence requiring to the hostréwepknowledge of authorization
data for key K that is required to access the ptetkobject.
The Smart Card calculates the inAuth parameterinisiconsisted of
a. First take the SHA1 Hash of (TPM Command + Inpuguinents + nonceEven +
a flag to continue session). We call this valueitipeitParams
b. Then take an HMAC with the Key K over the inputPasa the Shared Secret
calculated earlier and the parameters for the setup

inAuth = HMAC(SharedSecret ,SHA1(inputParam), imnS&tupParam)

The Smart Card hence sends to the TPM the KeyHatiienAuth, and the plaintext on
which HMAC was generated.

The Command is executed by the TPM and a new nigngenerated to replace the last
nonce for preventing replay.

The message returned to the SmartCard includes:
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a. A SHAL1 Hash of the return code by the TPM for tlmencmand executed + The
TPM Command Code Ordinal + Authorization Sessiond#a+ nonce generated
by the TPM (nonceEven) + nonce associated with #mared secret
(nonceEvenOSAP) + whether to keep the session opafe) call this the
outputParams.

b. Then take an HMAC with the Key K over the outputdpas, the shared secret
and the plaintext elements of outputParams.

responseAuth = HMAC(SharedSecret, SHA1(outputPasjhamutputParamsSetup

xii. ~ The Smart card now verifies the response Auth dretlces the return code whether the
command was successfully executed or not.
xiii. ~ The session can be end or continued here as wasestier.

Perform an Authorized Function

Y

Request for Authorization (PIN) Authentication Required

-

Enters PIN
Authorization Success
— >
Compute Shar@‘it - Send Protocol Parameters 4Com/pute Shared Secret
Computer inAuth Send inAuth
—_— _

Calculate Complete AuthData Start Authorization Protocol

>

Check inAuth

N\

Protocol Response + resAuth Compute resAuth

Check resAuth

& & B

Smart Card User Platform TPM

@\

Smart Card calculating the shared secret in Authorization Protocols

Figure 5-3 SmartCard Calculating the shared secrein Authorization protocols

5.2.2.3Secure Generation and Insertion of Authorization Déa.

In the previous example of two directional OSAP lempentation, we let the inAuth value
computed by the platform and only allow the smariddo calculate the shared secret. In most
cases the shared secret is used per session oeNesaf it is sniff able or intercepted in between
it is not a huge problem, however for cases likelAnd ADCP protocols it becomes a bigger
problem. The ADIP protocol for example uses theethaecret calculated as part of the secure
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session creation to further encrypt the new authtion data as they are loaded in the TPM.
Hence we need a way to strengthen the smart candiipation more for this scenario. To
strengthen the ADIP scheme with smart cards wettakéollowing steps

I. The Smart Card holds the parent key authorizatema ¢which in our example case is the
Storage Root Key)

ii. The smart card creates the temporary shared skeeré&DIP usage in the same way as
described earlier for OSAP

iii. The Smart card securely generates (with true randss) new authorization data & encrypts
it.

iv. Inthe same way as described for OSAP, the smattacamputes the inAuth values.

Perform an Authorized Function

Enters PIN Request for Authorization (PIN) ﬂnticaﬁon Required

-

Authorization Success

Send Protocol Parameters Compute Shared Secret
-

I
Compute Shared Secret
——
Generate AuthorizationData
i
Encryot AuthoizationData
—

P
Computer inAuth Send inAuth + Encrypted Auth Data
-

P—
Calculate Cmp"*% Start Authorization Protocol

—
Check inAuth
-—
__

Protocol Response + resAuth Compute resAuth

I

Check resAuth | -—
&> & N Q
Smart Card User Platform TPM

Smart Card participating in Authorization Data Insertion Protocol

Figure 5-4 Smart Card participating in ADIP

5.2.3 Benefits of Enhanced Authorization.

i. Separation of Privileges: Privilege separation partitions a program into two
parts, a privileged program which is the monitod @he unprivileged program
called the slave 24]. The monitor is responsible for all control, truand
privileges which result in a more secure trusteseb#n this case the Smart Card
acts as a trusted monitor for authorization daththe host proxy as the slave for
calling TPM authorization commands.
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ii.  Two factor authentication: The authentication is now based on knowledge of a
secret (password) i.e. something you know, angtssession of a smartcard i.e.
something you have. Furthermore the smartcardreatitation itself is protected
by a PIN and can be replaced by custom autherdicati

iii.  User credential portability: In day to day activities users interact more andemo
with different computing environments. Platform aeatials remain attached to
their host computer however user credential usags geyond those boundaries.
Just one of the advantages of using a smart caeldbaser credential is that if a
users credential or authentication data is lockedai TPM, they would be
unavailable to the user if the TPM machine is o#lor under maintenance.

iv.  Administration simplification: Think of a scenario where a TPM is used for
authenticating users to a platform operation foanegle machine logon. As of
current TPM specifications, there are serious corxcen the TPMs storage
space, which raises questions on TPM to be used ilarge multi user
environment for such a scenatrio.

v. A layer of privacy: Smart Card protected credentials always remain runsier
control. Users can explicitly decide to use or tootise their credentials on some
operation by inserting or not inserting the card aheck what elements of their
identity is to be revealed if they chose to doGredentials stored, managed and
being used in a TPM raises a lot of concerns asgdisions to the end users how
their credentials are being used.

vi. Tamper resistant storage:The SmartCard provides tamper resistance for any
data stored in it. Even the most basic smartcagsire atleast a modest amount
of effort in order to clone them. Furthermore, mothe mass market produced
cards are Common Criteria evaluated. The .NET Spwad also provides other
security services including role based securitye $hcurity services of the card
are described in detail in 3.4.1.

5.3 VALIDATING TPM GENERATED QUOTE (ATTESTATION)

5.3.1 Introduction:

The following section describes the Smart Card en@ntation of ValidateTPMQuote.
The smart card uses this service to validate a TeNkerated attestation just like any remote
challenger. This service can be used in a numbdifierent methods and combined with other
protocols depending upon the application. We dbscrone such application using
ValidateTPMQuote in Section 6.1 Enhanced Digitainature.

A TPM_QuoteB] is essentially a Digital signature on the platicstate. The platform state is
detailed in a log of software events which are alsited integrity metrics and are stored in the
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Platform Configuration Registers (PCRs). For norrapplications scenario a remote server
typically sends a request to a particular platfaienquote its platform state (also called
generating attestation). The server based on ttestation makes a decision on how to move
forward depending upon the application. The attestancludes the integrity metrics of both the
platform and the software state. The server israsduto know the public key of the TPM it

requested the quote from which is used to verigydigital signature.

As we described in the secure TPM / SmartCard Bopghrocess we generate an Attestation
Key from the TPM and securely store the public keyhe smart card to which it is bound.
Hence we can extend the same attestation ideaddBmartCard which can request the platform
to generate &PM_Quoteover its state and the SmartCard would verifyike lany remote
challenger. We therefore implement a service insthart card o5C_ValidateTPMQuotehich
can be used in a variety of products and protofwlyvalidating a platforms identity and state.
An example application detailing its usage is dégctin the next chapter in section 6.1.

5.3.2 Function Details for SC_ValidateTPMQuote

Pre-Req: SmartCard holding TPMs AIK publicKeaikpub

Input: TPM_Quotet , Data_Quoted

Output: A Boolean valué stating the signature verification was true oséal
Description: returnaikpuhVerify(t,d)

Code:
+++
+++G ( ? # #S$$
+++ + -
+H+ 08 H 8- $? +oo-
+H+ 08( H (8- ? ( +
+++ 08! 8- (i +
+++ -+ -
! ' G (H # #$3 Io=> H 1 o= (H @ o=
#$ $ 0 #$
++ $1 #1
# $ ( 0 # $ (
) 8 $
%! A 8% 8
%! A 87 8 '
G % (H (1 9#C 1H

An important note and difference in the TPM and TNEacryption and signature schemes are the
different padding and signature schemes suppoiteithis scenario we omit the details and the
code but we have to add / remove the OAEP paddblgffom the data that is signed to match
the signature byte arrays and verify them.

5.3.3 The Process:
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Create RSA Prototype
Generate AIK Wrap it under SRK

Y

—_
Return Key Handle Process Cmd
Create a Secure Session -

- -

Get PubKey of AIK

Send TPM AIK PubKey T
___Return Mod and Exp of RSA Process Cmd

Save AIK PubKeyin™ | N

Persistent Mem —,. Return Handle .
Create Attestation on Some Data _ : Generate TPM_Quote(data,PCRs)
- -
Send TPMQuote + DataQuoted «__Retun TPMQuotelnfo ‘/ﬂ'OCGSS Cmd
Validate TPM Quote
With AIK Public Key— . Send Response

< 8§ 3 D

Smart Card User Platform TPM

TPMs attestation validation by Smart Card

Figure 5-5 TPM Attestation Validation by the SmartCard

5.4 ENHANCED SEALING AND BINDING

Sealing binds (encrypts) some data to a partiqoi@form specifying a trusted future
platform state so it can only be decrypted by thetf@m when it is in the expected
configuration. The concept of sealing is one ofrtiest powerful and widely used features of the
TPM as it provides strong confidentiality and iriggservices. However it comes with certain
restrictions and the specifications are very swigtr specifying the current and future platform
state. The existing TCGs proposed model for sedhd is very simple: data is bound to a
specific platform by specifying the future platforstate stored imligestAtReleas&vhich is a
SHAZ1 over a specific PCR combination holding iniggmetrics. However thdigestAtCreation
and digestAtReleas@eed to be specified before tHé°M_Sealis called and hence much
flexibility is lost if the data has to be sealedepva number of different platforms and
configurations.

We extend the simple TCG sealing and bindigleh so that more flexible disclosure
options are possible for example:

* Sealing to multiple TPMs and multiple configuosis
* Sealing to a complex logic expression based odRPC
» Sealing to any configuration authorized by a atgre with a known public key

We present an enhanced sealing application inMai2h is coupled with some other services
provided by the smart card.
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5.4.1 SmartCard Un-Bind

The Binding flexibility goes further than sealingince keys used fofPM_Data_Bindcan

be migratable we can generate and load the en8re ey securely in the card. This way either
the smart card or the TPM can bind and/or unbirddata depending on the application. The
SmartCard can hold multiple keys from multiple fdaihs and Bind / Seal Data to any or all of
those based on any policy, signature or configomatequired. We present an enhanced sealing
application in the next section which is coupledrwsome other services provided by the smart
card. If the smart card is loaded with the priviatg of a migratable bind key, the smart card can
Unbind (decrypt)fPMBoundDatagenerated by the particular TPM as well

5.4.1.1Function Details for SC_Unbind

Pre-Reqs: Migratable TPM Private Key to decrypvtKey(pre-loaded / securely generated
in the card).

Input: Data to Unbindl, Policyp or a digital signaturds

Output: Decrypted data blobata

Description: The function assumes a private TPM key (for e.gnigratable BindKey)
already loaded in the card. This key can also aesferred securely depending upon the
application. It checks the pre-requisite items befeerformingSC_Unbindthat may include
checking for a policy, validating a TPM generatéeéstation, or validating a digital signature
over some data), checks for authorization valuesifaaverything is successful performs the
SC_Unbindand returns the decrypted data

Enhanced Bind Code:

0 9 (1 (9 ( 1
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This scenario is detailed in the diagram below:
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Figure 5-6 TPM Bound Data decrypted by a SmartCarchy SC_UnBind.

5.4.2 SmartCard Bind / Seal

The reverse operation (where a smartcard can $ealnd data to a particular platform /
set of platforms) is relatively simpler. All we rteis to have the public Key loaded in the card to
performSC_Bind.The implementation c8C_Seals a little more complex as the program logic
to create future trusted state (i.e. creatigestAtReleasealues for the platform) for the data to
be decrypted will depend on how the sealing is @nmnted. Diagrammed below is a simple
implementation of SmartCard binding data to a paldir platform and the platform holding the
correct key decrypting it on the system.
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Figure 5-7 Sample scenario for SmartCard Seal / Bd data for a particular TPM

5.4.2.1Function Details for SC_Bind

Pre-Reqs: Public Key to encryppubKey (pre-loaded sealPubKey, securely generalted

migratable BindKey)
Input: Data to Bindd, Future state specificatidrash
Output: A Smart Card generated TPM Bound Datgeblob

Description: The function takes a public TPM key and encrypisies data. It creates a
TPM_BoundDataand specifies the future state of the platform floe data to be
decrypted just likdPM_Seal The future state is essentially a SHA1 hash wiidhken

over the platform state that would be expectedtferdata to be unsealed.
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Figure 5-8 Smart Card Enhanced Seal / Bind

5.5 ENHANCED VIRTUAL MONOTONIC COUNTERS

A Monotonic Counter is a trusted atomic tamperstasit counter, whose value once
incremented cannot be reverted back. This specepty (that also allows for protection
against replay attacks) allows for many differemteresting applications that include but not
limited to DRM technologies, e-cash tokens, coumitéd objects etc.

5.5.1 Issues with the TPM Monotonic Counters:

The current TPM specifications][ as of this writing limit the total number of base
monotonic counters in a TPM to be 4 (which areechthe base counters). Also, out of these 4;
only 1 counter can be incremented per boot sesthemthers can only be read. To use another
base counter the system has to be rebooted. Theathart for such a design was to have a
monotonic counter per trusted operating system (#)aso each operating system has its own
counter which cannot be updated after its boot esecg: f].

Different TPM Manufacturers limit the speed of i@erenting a monotonic counter to

counter against denial of service attacks and ptemecounter rollover as a single monotonic
counter is a 32bit value whose maximum value careXdeusted within 2 -1 values. The
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TPM_IncrementCountg8] call has a throttling limit of 5 seconds that idbensure that even if
continuously updated the update cycle for a corapetinter overflow is atleast 7 yead$.[

Furthermore the monotonic counters are not integralirectly with any of the other
services that the TPM provides. Hence their usd {@aplementation of any extended counters
pointing to the base) has been left on the impleatem of the OS.

These specification of the TCG for monotonic cotstaaturally limit the ability of the
user mode applications to utilize directly, thd fubtential of monotonic counters provided by

the TPM, hence there have been a number of efforemhance the use of these counters for
example 26).

5.5.2 Smart Card Enhanced Counters:

To provide an easy, usable framework and shieltiregcomplexity of the Monotonic
counters provided by the TPM, we implement some asd programmer friendly functions for

implementing an extended counter system within gtrart cards which have the following
benefits.

1. We can use arbitrary length counters using Big getebased classes. For
demonstration purpose we implement the servicesguai both 32bit and 64bit
counters (having a max value of 1844674407370935)1 &hich can be extended as
required.

2. The extended counters can be bounded to (and hakee a count of) any object
(that includes but not limited to Authorization BaCryptographic keys etc, hence
giving an effective implementation of Count Limit&€dbjects or Clobg6].
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Figure 5-9 Smart Card Enhanced Monotonic Counter Ceation and Usage

5.5.2.2Implementation Details and Function Calls:

1. SC_CreateCounter
Input: A CounterNamen, AuthrozationDatauth, Object to Bindclob (optional)
Output: A Monotonic Countemc
Description: Creates a Monotonic Counter and optionally bindsvith an object.
Authorization data is provided for authorized opierss including increment and release.

2. SC_IncrementCounter
Input: The CounterName, AuthrozationDatauth,Object to Bindclob (optional)
Output: Incremented Counter Valuac+1
Description: Increments a particular monotonic counter. Incr@m&uthorization is
required as this is an authorized operation

Usage:
+++
+++)
+++ +
++E 08 2 8- 2 W+
+++ -+

! ) 2 1# @ % %

62



mMC'

6
6

3. SC_GetCounterValue
Input: The CounterName
Output: The Counter Valug
Description: Gets the Int64 value of a monotonic Counter

Usage:
+++
+++7
+++ +
+++ 08 2 8- 2 .+
+++ -+ -
! 7 G 2
*
2
*
= 2 >
6
*
MC'

4. SC_ReleaseCounter
Input: The CounterNama , AuthrozationDatauth
Output: Boolean value indicating release success.
Description: Releases a counter, deletes the memory and petsstbrage acquired by
the counter. Release Authorization is required.
Usage:

5.5.2.3Helper Functions:

+++ -
+++

+++ +

+++ -+

4 0 4 N8%;0$!10 (8 1
4 1 4 # (
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5.5.2.4Implementing .NET Transactions in the Smart Card

The .NET Smart Card Framework supports a persist@méaction model that ensures the
integrity of data on the Gemalto .NET Card, desfregmjuent and sometimes unpredictable
physical removal of the card from the system anteal with which it is communicating.

As we mentioned before, unlike the TPM which istbto a particular platform, a smart
card is roaming. It has more chances of being stolest or get into malicious hands.
Furthermore, the smart card takes the power fraamr¢lader it is inserted in to perform all the
calculations. A smart card can be removed fromaadee at unpredictable times (maliciously or
otherwise is not the primary concern), What we naedatomic operations on creation, updates
and deletes etc. When the removal occurs, thevadiribse power immediately. This is a serious
problem if you were in the middle of updating a wece of object fields. For example, we
might be updating some balance in e-cash tokemanimbject. If are not able to update a
monotonic counter correctly, (say we return thehatization data in the count limited object)
but the card is removed before we update the “Usaget” field, we would end up our Count
Limited Objects being defeated. In a transactiosedanodel, we want to be sure either we do all
the operations in entirety or none. A number of powattacks are known including Static and
Differential Power Analysis (SPA / DPA) that haveeln very successful in the past to recover
secret keys from the carf]|.

Card removals aren't the only interruption that cause a problem. We are also
concerned with a code or data failure which coaldse an exception to be thrown in the middle
of an update operation. This could leave the aahiinconsistent state (or at times even corrupt
the memory and persistent storage). In this casenged a mechanism for rolling back any field
updates to the original state.

How transactions work

Transactions work by ensuring that changes are coatmitted until the end of a
transaction. When you create a transaction, the paaserves the state of the object before the
transaction began, and will revert to this statep@iver up if the transaction was unable to
complete. Any method (including the method iniyatlalled by the client) can be marked as a
sub-transaction by the addition of a special tretisa attribute, Transaction. Also, any method
that is called by a method that is under transaascalso considered to be under transaction. If
the transaction method returns an uncaught exegptiee transaction is not committed, and
objects and static data fields are returned to firevious state.

Example
In the example, the Increment method is markedteanaaction using the Transaction attribute.

+++
+++)
+++ +
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If the method is partially executed (say the cargulled out and loses power) or there is
an uncaught exception, the changes to the variabkesnever committed or are rolled back
because of the Transaction attribute.

Out-of-Transaction objects

Although in general you would like to roll back ampdifications made to your card if
the operation is interrupted, there may be caseevipou might want the method to be under
transaction, but for a particular field of an olbjex be "out of transaction". One motivation for
this is the PIN class. You can imagine that thecldgr a PIN class might be for the caller to
send PIN data to a method, and the method wouldghss the data to the PIN object. If the data
does not match the PIN, the number of remainireston the PIN is decreased, and the method
returns. What we would want to avoid is for an @& to be able to try a PIN, cut power to the
card if it fails, and have the number of remainings reset by a transaction.

To avoid this type of attack, the .NET frameworkoypdes an OutOfTransaction
Attribute that can be applied to the fields of aneat. Fields annotated by this attribute are
always considered to be "out of transaction”. Thatins that even if it is used inside a method
that is under transaction, the field will not bded back to its previous state if the transacisn
interrupted. The PIN class of the card is builhgsan OutOfTransaction attribute.

Storage

The Gemalto .NET Card contains both persistent nngrand volatile memory that are used for
data storage. The persistent memory acts as misistiorage for the card - data persists in it
even after the card is removed from a smart cadere Volatile memory is reset when the card
loses power and cannot be used for persistentggora

Data stored in persistent memory

The persistent memory of the card is used for ¢bjd@t are created by your application. Any
object created with a new keyword (whether thidase by the developer or by an underlying
software package) is created in persistent menaong, will remain on the card until it is no
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longer referenced and has been garbage collecteaddition, any fields of an object will be
stored in persistent memory. Data stored in tleesfjistem is always stored in persistent memory.

5.6 SUMMARY

In this chapter we discuss some of the enhancettesrthat are possible with the TPM-
and-SmartCard collaborative model and discussedletailed implementations of them. These
services are broadly categorized into 4 categories:

Flexible Authorization: Smart Card participates in the TCG authorizatiootgools with
different methods depending upon the security lekejuired and smartcard capability
requirements. Those include from simple Authormalata storage in the card to complex
HMAC based shared secret calculations for OSAPAADIEP protocols.

Validating TPMs Generated Quotéhe smart card uses this service to validate a gBierated
attestation just like any remote challenger. Thisvise can be used in a number of different
methods and combined with other protocols dependpan the application. We use this service
exposed by the SmartCard to check the authentiity genuineness of the TPMs generated
attestations. We can use this service in a numberags, some of the applications using this
service are described in Chapter 6.0 .

Flexible Sealing and BindingiVe extend the simple TCG sealing and binding metethat
more flexible disclosure options are possible farmple Sealing to multiple TPMs and multiple
configurations, Sealing to a complex logic expmassbased on PCRs or Sealing to any
configuration authorized by a signature with a knguublic key etc. A SmartCard can Bind /
encrypt data to any platform (or set of platforrfe) which it is bound to. This also helps us
build some interesting DRM applications, a cougléhem are described in Chapter 6.0 .

Enhanced Monotonic Counter$he Smart Card also provides an easy, usable frankeand
shielding the complexity of the Monotonic countprevided by the TPM. We implement some
user and programmer friendly functions for impletmanan extended counter system within the
smart cards using arbitrary length or 64bit comt&e bound those counters with different
objects (such as keys) to provide an implementaifd@ount Limited Objects, hence controlling
the use of keys and objects. All counter implemonafunctionality including the number of
counters, their maximum values, the objects theybaund to etc can be controlled by the user.

Based on these enhanced services, that are impietnenthe SmartCard, we have built
the basic building blocks that are needed for smwad and TPM coupling. Hence any general
purpose application can now be developed targetiegNET framework and executed securely
inside the smartcard. Moreover since the Smart@acdupled with a TPM using cryptographic
services described earlier we can build any appdicathat utilizes the TPM protocols and
primitives as well. Hence in the next chapter wecdss some of the applications utilizing this
extended TPM and Smart Card model and describe these applications change the way
conventional TPM and Smartcard applications wenegeed. We also shed some light on
similar applications and further work.
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6.0 SAMPLE APPLICATIONS FOR THE TPM & SC CO-OPERATIVE M ODEL

This chapter details some of the sample applicata®veloped from the building blocks
described in Chapter 5.0 Extended TPM Services iéedv by the Smart Card. For
demonstration we provide a complete implementatib@ major applications which utilize a
number of small applications and building blocksrtiselves. Brief descriptions of some other
application ideas are also provided for the readeterest.

6.1 ENHANCED DIGITAL SIGNATURE

The first sample application that is developedhe smart card and TPM co-operative
model is The Enhanced Digital Signature applicatMMe call it enhanced because it enhances
the conventional digital signature process by comngi the best capabilities of smart cards,
trusted computing and digital signatures togetimel solves a number of problems and issues
with the digital signature systems present todayises the SC_ValidateTPMQuote primitive
provided by the smartcard and TPM co-operative rhadé uses the Digital Signature Services
provided by the SmartCard.

We start the applications design motivation by dbswy a normal digital signature process used
in the enterprises.

i. A user wishes to sign a document. For an exammaaso let's say that the user is a

company'’s representative signing the documentlafsiness proposal on his laptop.

ii.  The user initiates the request to his system to tsig document with his smart card.

iii.  The system treats this as an authenticated operatia smart card and requests the user
to enter his PIN before the smartcard can sigmtfmement with its private key.

iv.  The smart card authenticates the user with his PIN

v. The smart card creates a digital signature on doairdent which is passed to it by the
host application and returns it.

vi.  The user submits the signed document to the otimty for records.

There are a number of problems with this scenduad includes both practical and security
issues that have been discussed over the past.uvtfeerf strengthen this scheme with our
enhanced digital signature scheme and the stepes&tions now goes as follows:

i. A user wishes to sign a document. We take the srieer scenario where the user is a

company’s representative signing the documenttfstness proposal on his laptop.

ii.  The user initiates the request to his system to tig document with his smart card.

iii.  The system treats this as an authenticated operatica smart card and requests the user
to enter his PIN before the smartcard can sigmtmeiment with its private key.

iv.  The smart card authenticates the user with his PIN

v. The smart card now instead of creating a digitghaiure on the data requests the
platform to generate an attestation of its state.
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vi. The TPM generates a TPM_Quote on its platform stage current PCR values which
may include the software running on the system,esnance provided by the card which
the card can later verify.

vii.  The host application sends this attestation toctrel and the card validates it since it
holds the public key of the key used to createttasition.
viii.  If the TPM_Quote is verified by the card, the snttd now creates a digital signature

on the TPM_Quote and the Document that needs signed
ix.  The user submits the signed data to the other partgcords.

As we can see, this scheme holds a number of stiegecharacteristics which were not
possible in the normal Digital Signature methodsisTmethod also further strengthens the trust
relations and eliminates the attack schemes otatigignatures as described 27].

First, now the signature created on the data niyt pmoves that a particular smart card
signed the data, it also proves that the documastsigned on a particular machine of which the
attestation was generated. Second, using a strengatcard and TPM coupling and trusted 1/O
this method can be further strengthened eliminatiregproblems where a person later disputes
the digital signature on a note that he didn’t *ske document he was signing.

The enhanced digital signature scheme is descdiagglammatically below:

Sign Document X
Enters PIN Request for Authorization (PIN) Authentication Required
- -
Validate PIN Authorization Success + Request a TPM Quote
> Generate TPM_Quote
Process Cmd
_ Return TPM Quote
Validate TPM Quote +—™
Sign ( TPM_Quote + .
Document ) —_— Send Signed Document
Smart Card User Platform TPM
Enhanced Digital Signature (TPM + SC)
Figure 6-1 Enhanced Digital Signature by TPM and SC
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6.2 ROAMING DRM

This sample application implements a number of eobd smart card coupled TPM services
developed earlier including:

Enhanced Monotonic Counters.
Count Limited Objects.
Flexible Sealing.

TCG defines four classes of protected message egeh®&inding, Signing, Sealed-Binding
(Sealing) and Sealed-Signing. As described eaidiethe Seal and Bind operation 2.5.15.2 a
data can be bounded to a particular TPM and theewlatild only be decrypted if the platform is
in the particular expected state. These are powarfictionalities not offered by conventional
platforms and we extend them further to provideers®cure and flexible services. We use these
services to provide flexible seal or bind operagiomith count limited objects to provide a
roaming digital rights management platform.

The Smart Card application exposes the functignalitMonotonic Counters, SC_Seal or
SC_Bind and creates a CLOB (Count Limited Objeat)ich bounds the use of a binding or
unbinding key with a monotonic counter. Hence wa cantrol the authorization data of a
particular key to be used n number of times.

The sample application encrypts a file (which wadvis Word file as an example) but any
media can be encrypted and stored the same wawndiegeupon the need.

The Smart card can either be used to encrypt (Blath to a particular / or a set of TPMs by
encrypting data for each public key, or can be usedecrypt (unbind) data encrypted by the
smart card. This is only true for binding keys lagytcan be made migratable within the TCG.
For Sealing operations, the Smart card can only d&sta for a particular TPM and the TPM
would be able to decrypt it.

Description:

I. The user requests through the platform to the sp@d to create a Count Limited Object
(Clob)

ii. The Smart Card requests for authentication (PIN)

iii. On successful authorization the Card checks whmt & Clob is requested, for example we
create a Binding Key that would be used 10 numbé&m®s which is specified as part of the
request.

iv. The usage specifications can be based on someopalicy (for example each Quote
Generation key could be used a max of 10 timeds} poblicy can be pre-loaded in the card
as an XML file.

v. The Card creates a Binding Key prototype (RSA Kegir)p Generates a random
Authorization Data to be used to request an autbdrcommand related to the key.

vi. The card also creates a Monotonic Counter throbglSC_CreateCounter primitive and inks
the Monotonic Counter with the Binding Key Auth@iion data.
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The Card returns to the platform, the public pdrthe Binding Key, the authorization data
and the counter value, which by default starts flbm

The platform generates an AIK prototype and lodds Key returned from the card in the
TPM for future use.

When needed, the key binding key just loaded inT#® would be used to Bind Some piece
of data. The authorization for key usage is fetclfiean the card, however we don't
increment the counter since the AuthData is onlgdpased to encrypt the data.

Whenever the platform wants to unbind (decrypt)dat for processing, it sends the request
to the TPM to UnBind it. The platform sends the Wbata and an UnBind request to the
Card.

The SmartCard holding the private key of the RSA péiich is to be used for decrypting
the data, it checks the AuthData sent from thefqulia, check’s whether the counter created
with the key has crossed its usage limit or not.

If the counter is still valid for use and below ttegjuired threshold, the card increments the
counter and decrypts the data.

The decrypted (UnBound) data is sent to the platfalong with the updated counter value.
The update of the counter and the decryption peodes to be atomic; otherwise the
application can be targeted for different kindsatécks.

We implement the atomicity of the IncrementCountierough the transaction services
provided by the card and are described in detdil52.

The application flow is described diagrammaticaigtow.
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Figure 6-2 Smart Card Enhanced Flexible Sealing
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6.3 SOME FURTHER APPLICATIONS

The applications described above are just to givgemeral idea how our proposed
architecture can be used to provide extended TRMces with assurance of secure execution.
Some similar and connected applications that arg irduitive to our design are described
below.

6.3.1 E-cash Tokens that only work with authorized platfoms

One of the major problems with payment tokens & there is no trust relationship
between the card and the reader. The Roaming DRMcapion can be simplified to make a
SmartCard / Token only work with an authorized folath. This includes payment tokens, EMV
based applications, transportation cards, identitgs etc. This is very simple as we can restrict
applications inside the smart card to talk to oalthorized platforms for whose key or key
hierarchy is already loaded in the smartcard aedsthartcard can refuse to disclose secrets or
even its identity if it cannot verify or build aust relationship with the smartcard.

6.3.2 Ease of data migration between trusted platforms

We already implemented a subset of this scenartberRoaming DRM application. As
the SmartCard is able to seal / bind data to th#qgsms it is bound to, and unbind data with
migratable keys, we can bind data when exportiagftrusted platform A and unbind it using a
SmartCard on another trusted platform B. This maidel be extended to ‘n’ platforms and
unlimited number of files which can be sealed frome platform to be unsealed on another
trusted one.

6.3.3 Crypto schemes not supported by the TPM

One of the criticisms on the current specificatiohshe TPM is the strict limitations on
the cryptographic algorithms and primitives support NIST already started advising the
industry not to use SHA1 anymore because of difteceyptanalysis and collision attacks on
SHA-1, but the newer hashing algorithms like SHA2561A512 etc are not available which
puts a severe limitation on security sensitive @pgibns which have to comply with certain
minimum requirements and comply with standards.hVéitir solution, as the smart card can
provide general purpose secure execution, anyagyaphic primitive not supported natively by
the TPM and the SmartCard can be built as an appeCard application and be used as a
replaceable algorithm. The calls to and from theletpcan be encrypted using the custom
remoting and encryption sinks as described in #dwi® binding section 4.5. Any data can be
sealed by the smart card to be exported only tértigted platform it is bound to. Hence a TPM /
platform could also encrypt any calls and datadssént to the SmartCard specifying the crypto
operation it wants the SmartCard to perform ancetttended crypto algorithm operations can be
carried out by the smartcard.
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6.3.4 Flexible Authorization Applications

The flexible authorization described in 5.2 can éogéended beyond any two factor
authentication where both the presence of a tokehimvolvement of a platform needs to be
assured for a process. The applications can incle@&ec / VPN authentication where user
password is provided by the authorization of a $taad and keys for encryption can be released
from a TPM by a TPM/SC collaborative model hencangj a remote authentication of both a
platform and the user.

6.3.5 Strengthen Remote Attestation

A number of studies have worked on more flexiblmote attestation such a&g]. This
smartcard and TPM co-operative model can help mengthening trust in a distributed
environment by implementing the Secure Binding leetwthe SmartCards / TPM and using the
SmartCards for authentication and validating TPMegated attestations given a flexible
distributed attestation environment.

6.3.6 Smart Card SIM Bound with Mobile TPM

The telecom industry faces numerous challengeprfuiecting the state of their hardware
and software applications. With increasing competiand diverse market it is becoming very
common (and with automated tools, much easy) top&nthe state and protection of any
handset. It is quite common to see a partnershiywdasm an equipment manufacturer and the
network operator to provide exclusive services withew model release for e.g@9]. However
as soon as a new phone is hacked it is a severagadboth in terms of finance and credibility of
both the network operator and the handset manutgblus the stakeholders.

Now consider a mobile phone equipped with a TPMe Hetwork operator and the
equipment manufacturer can create a TPM/ SIM bopdor stronger DRM and enhanced
services. So even if the phone is cracked and ar8fi\hced with some other network operator,
the enhanced operator services will not be avalabhis can be extended to even disable the
phone completely depending upon the choice of egiptin, regulations and other dynamics. The
TPM can offer an authenticated boot operation wihichuld fail to disclose secrets since the
expected SIM and keys are not in place for authated binding
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7.0 SUMMARY AND CONCLUSION

In this project we discussed some of the shortcgmand limitations of secure execution
with the current state of the TCG (Trusted Compmui@roup) specifications. Though we feel
that the various industry initiatives taken by t(h€éG and CPU manufacturers for hardware
based platform security are a step in the righeédtion, the problem of secure isolated code
execution and TCB minimization still remains unsaly In this project we propose and
implement an alternative architecture for secur@&ecaxecution. Rather than proposing
recommendations for hardware changes or buildintated execution environments inside a
TPM (Trusted Platform Module), we use a platforratthrovides related, yet different services
for secure / trusted code execution, couple itsctianality and bind it to a TPM using
cryptographic primitives. For the purpose of thisdy we used multi-application programmable
SmartCards but similar work can also be implemewtedther platforms as long as they meet
some pre-requisites described in.

7.1 THE TRUSTED PLATFORM MODULE

We started with a description of the Trusted Platfdlodule, The Trusted Computing
Group, their working models, and working groups. WN&cussed the motivation and history of
trusted computing and how the industry players moving together to work for making all
computing platforms safer, trusted and trustwortMg described the different components and
services provided by a TPM for platform securitye Wiscussed the ownership, activation,
initialization and clearing process. Next we disags some of the authorization protocols for
accessing TPM protected resources. And finally eussed the services provided by the TPM
including attestation, sealing, quoting, countasd other cryptographic primitives that are
important for our discussion. We discussed thetéitiuns of the execution engine provided by
the TPM and discussed in general what problemsnithestry faces without a TCB minimized
secure execution environment.

7.2 THE SMARTCARDS

In Chapter 3 we described an overview of SmartCérols they differ from conventional
computing platforms, their different types of stardb and architectures, how they are being
used in the industry and what special charactesistf them became the motivation for choosing
them as an extended platform for the SmartCardlé coupling process. These included their
portability, processing and storage capabilitiesermsive cryptographic support, tamper resistant
hardware and protected storage and finally and rimopbrtantly secure program execution
capabilities. We discussed some of the applicafiameworks with special emphasis on the
.NET platform available for SmartCards. The diffdréayers of software were described with
the responsibilities of each. These included theer@®ng System, Applications, Runtime
environment, loader and unloader microcode provigethe card.
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Later in the chapter we described the .NET SmadG@achitecture with its application
lifecycle, how a typical application managemenetaklace from start to end which includes the
loading, installation, execution, termination andloading phases. We discussed the post
issuance update and re-programming capabilitieshamd different industries utilize them for
card based application management. Finally a feitpavere mentioned over the benefits of
using a .NET based application that would be extdiy a Common Language Runtime
environment. A .NET application running under a aged CLR has a number of benefits that
provide ease of implementation, separation of sgctunctionality and application isolation
capabilities along with numerous security offeriidghe .NET framework that can be utilized
directly within the applications. This helps us atg in providing a secure execution
environment for applications that are coupled il TPM to provide enhanced services.

These smart card capabilities hence provided us avitattractive platform which has a
number of similar capabilities like a TPM, and sadiféerent characteristics and capabilities that
makes it different from conventional computing fdats. The secure execution, storage and
process isolation capabilities provided by a gdnamagramming platform like .NET made it an
ideal choice for using it to provide or extend secexecution environments. Hence we chose a
roaming platform like SmartCard for extending secekecution environments of a platform-
bounded security device, i.e. the Trusted Platfbtodule.

7.3 THE SMARTCARD AND TPM COUPLING

Next we discussed the details, architecture andjoles$ enhanced TPM and Smart Card
coupled services that were implemented in somehefmajor functional areas of the TCG
specifications. We also discussed the differencdsoth TPM and the SmartCard platforms and
detailed some of the major challenges that arismgthe coupling process and our solutions for
addressing the major security issues in couplirgeharchitectures together. We discussed the
requirements and limitations of coupling with smartds and put forward some
recommendations regarding the non supported sosnari

In chapter 4 and 5 we described a detailed exptanaf the enhanced TPM and Smart
Card coupled services that were implemented in sointlee major functional areas of the TCG
specifications. We discussed the fundamental @iffees in both TPM and the SmartCard
platforms. We also discussed in detail some of i@or challenges that arise during the
coupling process and our solutions for addresdiegnbajor security issues in coupling these
architectures together. We also discussed the reggants and limitations of coupling with
smartcards and put forward some recommendatiorsdiag the non supported scenarios.

We briefly described what would be an ideal aratitee and components of a TPM if an
internal secure execution environment is built ithte TPM itself which can provide VM based
code isolation and security guarantees for appdicat We discussed some of the similar
projects, their propositions and their solutions éatending hardware and software to provide
similar offerings for secure code execution. Howewe concluded that most of these projects
do not focus exclusively on either providing a sedutrusted execution environment within the
TPMs tamper resistant hardware boundary or putdoiva solution that can be implemented
without changing the current state of hardware aodtware based platform security.
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Furthermore most of them require hardware extesswhich are time consuming, require
changes in the software which are complex andybsth in terms of time and money.

Hence we put forward an alternative architectuid thses the services of a TPM and
couple them with a platform that does provide secexecution environments i.e. the
SmartCards. In this way we utilize the already ld&hed strengths of both the platforms
without requiring any additional or special hardevaxtensions. We discuss in detail how we
achieve this target with multi-application postuigsce programmable smart cards with a
detailed implementation of the coupling process. Weady described our motivation for
choosing SmartCards as the coupling platform andharacteristics that made it a natural choice
for this process earlier. The SmartCard capahiétyuirements for different coupling levels and
scenarios are clearly stated with a description @ferences of our chosen .NET SmartCard
platform. Furthermore we also discuss the cordqlat differences between the SmartCard and
the TPM that build up a number of challenges ingioeess.

For the actual implementation we start off by dgssng how to cryptographically bind a
TPM and a SmartCard in order for them to identificlke other and provide other coupled
confidentiality and integrity services. We utilizee TPMs attestation keys and SmartCard
generated Identity keys for TPM and SmartCard bigdind follow a model similar to SSL for
generating / using session based symmetric keyallfealls to and from the TPM / SmartCard.
We also extend the .NET Remoting architecture t exttryption to the channels and sinks for
making an end-to-end encrypted tunnel of commuioicdietween the SmartCard and the TPM.
This is important as .NET remoting does not offey aecurity services on its own. We also shed
some light in securing the remoting component /xprapplication in a large enterprise
distributed environment by utilizing the establidrszcurity infrastructure provided by Windows
for e.g. utilizing different windows authenticatianethods, access control mechanisms and
encryption / security features offered by the In&trdinformation Services Server.

7.4 ENHANCED TPM AND SMART CARD SERVICES

Next we discuss some of the enhanced servicesatieapossible with the TPM-and-
SmartCard collaborative model and discussed ouailddt implementations of them. These
services are broadly categorized into 4 major cates:

Flexible Authorization: Smart Card participates in the TCG authorizatiootgools with
different methods depending upon the security lekejuired and smartcard capability
requirements. Those include from simple Authormalata storage in the card to complex
HMAC based shared secret calculations for OSAPAADIEP protocols.

Validating TPMs Generated Quotéhe smart card uses this service to validate a gBierated
attestation just like any remote challenger. Thisvise can be used in a number of different
methods and combined with other protocols dependpan the application. We use this service
exposed by the SmartCard to check the authentiity genuineness of the TPMs generated
attestations. We can use this service in a numberags, some of the applications using this
service are described in Chapter 6.0 .
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Flexible Sealing and BindingiVe extend the simple TCG sealing and binding matethat
more flexible disclosure options are possible farmple Sealing to multiple TPMs and multiple
configurations, Sealing to a complex logic exprassbased on PCRs or Sealing to any
configuration authorized by a signature with a kngwublic key etc. A SmartCard can Bind /
encrypt data to any platform (or set of platforrfea) which it is bound to. This also helps us
build some interesting DRM applications, a cougdléhem are described in Chapter 6.0 .

Enhanced Monotonic Countershe Smart Card also provides an easy, usable frankeand
shielding the complexity of the Monotonic countprsvided by the TPM. We implement some
user and programmer friendly functions for impletmanan extended counter system within the
smart cards using arbitrary length or 64bit cousté&e bound those counters with different
objects (such as keys) to provide an implementaifd@ount Limited Objects, hence controlling
the use of keys and objects. All counter implemignafunctionality including the number of
counters, their maximum values, the objects theybaund to etc can be controlled by the user.

Based on these enhanced services that are impledhenthe SmartCard, we have built
the basic building blocks that are needed for smwad and TPM coupling. Hence any general
purpose application can now be developed targetiegNET framework and executed securely
inside the smartcard. Moreover since the Smart@acdupled with a TPM using cryptographic
services described earlier we can build any apjdicathat utilizes the TPM protocols and
primitives as well. This model hence utilizes tleewgity features of both the SmartCards and the
TPMs to offer secure execution and other enhancBt Tservices for security sensitive
applications.

7.5 SOME APPLICATIONS DEVELOPED WITH THE COUPLED SERVIC ES

Based on the building blocks described in Chaptemnd 5, we discuss some of the
applications utilizing this extended TPM and Sm@drd model and describe how these
applications change the way conventional TPM andr8rard applications were perceived.

The first major application is the Enhanced DigBainature application. The Smart Card
forces the platform to generate an attestatiomefpatform state before signing any document.
The signing keys can also be bound to particulatfqims used for signing. The SmartCard
verifies the TPM Generated Attestation and signs Bocument and the attestation. This
signature hence proves that not only a the smadrtears used in signing, but also which
particular platform was used in the signing procass what platform state it was in at the time
of signing.

The second application that is described in detag the Roaming DRM application. We
call it roaming because the DRM data / protectiegskcan be carried to different platforms and
places because the smart card is roaming. Thiscagiph uses the flexible sealing, flexible
authorization, enhanced monotonic counters anadl@t limited objects services provided by
the SmartCard. Depending upon the usage the Smdrt@a be used to either Seal or Bind data
to chosen platforms. In case of bind, a key cambde migratable and a smartcard can also be
used to Unbind data encrypted by a particular TRMh(the assumption that the decryption key
of the migratable key is already pre-loaded indael during the TPM / SC coupling process).
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Some further application descriptions include coypthemes not supported by the TPM
to be built as programmable onCard applicationsSimartCards. Electronic Cash and payment
tokens that can be used only with authorized platéo Ease of data migration facilities provided
by the smartcard / TPM collaboration and strongRiMDapplications for mobile protection by a
SIM and TPM binding for cell phones.

7.6  SIMILAR WORK

We describe in this section some similar solutiansl studies that focus on solving
similar problems. There are a number of interessofutions around extending the secure
environments by either extending or working arotlmcurrent TCG specifications.

AEGIS [13] describes a single-chip architecture for a sepuoeessor which can be used
to build computing systems secure against both ipalysind software attacks. The AEGIS
processor is the only trusted component. The tustamputing base (TCB) consists of the
processor chip and optionally a part of an opegasystem. The trusted core part of the
operating system is called the security kernel Wwioperates at a higher protection level than
other parts of the operating system in order tovgme attacks from untrusted parts of the
operating system such as device drivers.

Terra [L4] uses a trusted virtual machine monitor (TVMM) tthgartitions a tamper-
resistant hardware platform into multiple, isolatedual machines. The software stack in each
VM can be tailored from the hardware interface apmteet the security requirements of its
application. The hardware and TVMM can act as atéa party to allow closed-box VMs to
cryptographically identify the software they rurerfia allows applications to run in an “open
box” VM with the semantics of a modern open platfpor in a “closed box” VM with those of
dedicated, tamper-resistant hardware. The key pvienihat Terra builds on is a trusted virtual
machine monitor (TVMM). The TVMM mechanisms alloverfa to partition the platform into
multiple, isolated VMs. Each VM can tailor its sefire stack to its security and compatibility
requirements.

Thin Clean Client 15 by IBM Research proposes a modified minimum Linux
distribution with trusted computing technology osecure environment. It allows users to use a
single PC for two or more purposes: an ordinaryf&Ceveryday use, and a part-time secure
environment for highly sensitive tasks, e.g. deplvith personal information. TCC is built on
top of Linux which is modified to support Truste@r@puting technology such as the integrity
measurement and reporting by the Trusted Platfoodé.

Trusted Execution Module()] puts forward a high level specification for aghinat can
execute user supplied procedures in a trusted@mmient. It introduces the concept of partially
encrypted closures which express arbitrary comjurtdbgic. Anyone who knows the public
key of the chip can generate these code closuites.tlisted execution module specifications
described in the paper differ from both the smart@nd the TPM. It introduces a new different
style of programming. Hence a smart card need eopre-programmed with a limited set of
domain or application specific commands.
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Flickr [17] uses the new general purpose hardware extensiageture OS loading, late
launch and attestation. It provides an infrastmectior executing security sensitive code in
complete isolation while trusting as few as 25@dirof additional code but requiring special
hardware. Flicker leverages new processors andMaaedextensions from AMD and Intel but
does not require a new Operating System or Vitdethine Monitor. It uses the Late Launth[
and its Secure Virtual Machine ExtensioB§][to provide such an environment. The exact code
executed (and its inputs and outputs) are attdsteoh external party. For example, a piece of
server code handling a user's password executsplete isolation from all other software on
the server, and the server can convince the dleithe secrecy of the password was preserved.

However our solution differs from all of the abowas, we do not require any changes in
the current general purpose available hardwareoftware. And we combine the best services
from already available general purpose SmartCart$ Brusted platforms offering niche
functionality and security features by couplingrtheagether for all general purpose computing

and security sensitive applications.

80



Appendix A — Using TPM Services in Windows

This appendix mentions some related functionalitd administration environment for

TPMs in Windows Vista. Relevant screenshots arkidezl where suited and special instructions
are mentioned which would help eliminate commoneedsy and problems faced for common
troubleshooting.

The TPM administration in Windows Vista and Windo®grver 2008 is included in the
Management Console and can be accessed from typititge command tpm.msc on the Run
Dialog or running mmc (Microsoft Management Conjaled adding the TPM snap-in.

[ k|
Add or Remove Snap-ins uﬂh

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:

Snap-in vendar - _'it_jonsole Root Edit Extensions

@Print Management Microsoft Cor... g Attt at ok T

(@ Reliabiity and Perfo... Microsoft Car... =

== Reliability Monitor Microsoft Cor...

=] Resultant Set of Policy  Microsoft Cor... ove Up

i:_n, Security Configurati... Microsoft Cor... —

7h, Security Templates Microsoft Cor... [ add = e

G Services Microsoft Cor... =

72| Shared Folders Microsoft Cor... |

‘QSQL Server Configur... Microsoft Cor...

'Lj}Task Scheduler Microsoft Cor... |z

"[E TPM Management Microsoft Cor...

ﬁWindnws Firewall wi... Microsoft Cor...

&5 WMI Control Microsoft Cor...  _ = = = < [ PR J
Description:

The Trusted Platform Module {TPM) Management snap-in allows you to configure and manage the TPM security hardware.

I Ok | | Cancel ]
|

The TPM can be initialized/ cleared/ or turned énfoom this management console

allows for password backup.
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#2 Trusted Platform Module (TPM) Management on Local Computer e
G File Action View Window Help [=]=]x]

«=>|EE
2 TPM Management on Local Computer

‘8 Command Management

TPM Management on Local Cu, »
TPM Managemert on Local Computer

Corfigures the TPM and s support by the Windows platforn 0 initialize TP
O TumTPMOn.
Overview - B TumTPMOf
Windows computers containing the Trusted Platform Module (TPM) security hardware provide enhanced securty features for applications. This snapin displays irformation about the computer's TPM and allows administrators to Gonfigure the devis. ft 3 Change Owner Passwor.
also allows view an device. B CeortoM
View »

New Window from Here

Status. B
The TP iz on and ownersip hias been taken.

| Refresh
TPM Management - [ Hep

& Crange TPM owner password. 5
@ Ceerthe TPMto remove ownership and reset the TPMto factoy defauts. g1

WARNING: Clearing the TPM causes youto lose afl TPM keys and data protected by those keys

TPM Manufacturer Information i

Manufacturer Name: STM Manufacturer Version: 430 ‘Specification Version: 12

Links & Resources. -
@ VWhatis TPMintialzation?

€ When do ltumthe TPMon or off?2

) When do | change my owner password?

@ When do | dlearthe TPM?

€ Howdo | block and alow TPM commands?

@) Howdo | cordi policy related o T

) Where ean | find o1t more sbot TPM commands?

A User can take ownership of a TPM by clearinghd anitializing it with a password.

@ % Manage the TPM security hardware

Type your TPM owner password

Pazsword: eesssssss

[] show password as itis typed

Create Mew Password I[ Cancel
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The panel on the left includes the administratibthe TPM Commands. Individual TPM
Commands can be enabled and disabled from theisragshown in the screenshot below.

Some of the commands are blocked by default anddlimg those commands from the TBS
API causes a blocked command exception. Beforedn@mands are allowed from the snap-in
they also need to be enabled from the local or dograup policy
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For programming the TPM and utilizing it in usemphlpations we use the TPM Base Services
library*® provided by Microsoft as part of Windows Vista aiihdows Server 2008.

18 http://msdn.microsoft.com/en-us/library/aa446796883.aspx
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Figure 7-1 The Trusted Base Services Library®

19 http://msdn.microsoft.com/en-us/library/aa446792883.aspx
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Appendix B - .NET Card Specifications[8]

This appendix lists the technical details and cdpias of the .NET smart card. This would give
the reader a general idea of the platform usedcafsabilities and limitations. Later in the
appendix are included some screenshots of the .KBAd Crypto Service Providers and
Microsoft Windows built-in driver proxy, mini drive and PS/SC capabilities built into
Windows Vista.

Technical details |
Silicon features

Infineon Chip SLE88CFX4000P (400 KB Flashmask)
32-bit micro-controller

Cryptographic co-processor (faster RSA and 3-DES)
True random number generator

Cryptographic capabilities

RSA signature and verification up to 2048-bit keys
DES, 3-DES (CBC, EBC), AES, HMAC, SHA1,SHA2 and MD5
Customizable authentication framework and secua@mdl capabilities

Standards

ISO 7816-1-2-3-4 (partial)
ECMA 335/ ISO/IEC 23271 — Common Language Intexfac

File system

Secure data storage

Role-based access control

Enables assembly and data separation

Enables Assembly update with data preservation

Application development

.NET compatible and programming language indepen@ri)
75KB expandable to 90KB memory available for apglmns
Legacy compatible application development

On-card XML parser

Support for int-64
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Security

Off-card application verification integrated in tamain
On-card verifier to check type structural integuiyd type safety of applications
Only strong-name signed assembles can be loadedmypsmtegrity and authenticity

Communications

Standard /O transfer speed up to 223 Kbps
Negotiable PPS

T=0 protocol

SConnect

.NET Remoting

The diagram below shows the hardware componeritseofmartCard chip. We can see

the separate crypt-processor and the mainstream f@Pgkeneral purpose execution engine all
within the tamper resistant boundaries of the SGwd.
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Figure 7-2 Block Diagram of the SLES88CFX2000P hardare [32]

The Diagram below shows the Microsoft Crypto Arebture for SmartCards and its built-in
layered support in its Operating System and oftihemtity products.
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Figure 7-3 Microsoft Crypto Architecture for Smart Cards [§]
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PC/SC

Figure 7-4 Crypto Architecture in .NET Card [8]
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Appendix C — Differences between Microsoft .NET ath Gemalto .NET framework [33]

This appendix lists some of the major differencesMeen the standard .NET Compact
Framework 2.0 and the framework that is implemeitetthe Gemalto .NET Smart Card. Since
the smart card is a constrained environment, tadgoim framework has to be tailored to run
with the processing and memory limitations in mingst maintaining compatibility and
providing adequate security for the applications

We recommend any reader who wishes to start dewvelnpon a .NET Smart Card to analyze
these differences before making any efforts on ldgveg the applications as these differences
will help a developer to have an idea of the litnitas and differences beforehand.

A common language runtime (CLR) that contains thements needed to manage
applications loaded onto a Gemalto .NET Card ($¢€T. Smart Card Framework,
Common Language Runtime (CLR) for details).

A special upload file format optimized for Smarttaprofile devices. This is an
alternative that produces a much smaller (by eofact 4) binary file than a full .NET
assembly, better suited to the constraints of atscaad.

The .NET Smart Card Framework has been adapteddonanodate the smart card
memory model, in which an application is storedpaersistent memory and activated
when an external application talks to it.

Floating point based types are not supported.

Non-vector arrays (arrays with more than one dinoensr with lower bounds other than
zero) are not supported in .NET Smart Card Framiewor

Reflection is not supported in .NET Smart Card Feemark.

.NET Smart Card Framework supports server-side tiagionly.

The var args feature set (supports variable lemgtument lists and runtime typed
pointers) is not supported in .NET Smart Card Fraark. However, .NET Smart Card
Framework supports runtime typed pointers.

Assembly scope names are ignored in .NET Smart Caathework, and types are
identified by their name alone. Two types with #aene name in different assemblies are
considered to be identical. Only the method sigeattefault calling convention is
supported.

There are no implicit types in the .NET Smart C&rdmework CLR. All types are
explicitly defined in the metadata loaded into @ieR. In the presence of multiple loaded
assemblies, it is possible to have multiple debng for types which might normally be
implicit. However, the CLR treats these multipldinigions as if there was a single one;
there is no way to distinguish if there is one wigibn or several.

Asynchronous calls are not supported in .NET Si@artl Framework.

Only BeforeFieldInit type-initializers are suppatteNET Smart Card Framework; all
other initializers are considered to be errors.

Finalizers are not supported in .NET Smart Caranénaork.
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New slot member overriding is not supported in .NEmart Card Framework. The
existing slot for of member overriding is supported

(Class Layout) Only auto layout of classes is sujgobin .NET Smart Card Framework.
(The loader is free to lay out the class in any wages fit.)

The zero init flag is not supported in .NET Smaard Framework; local and memory
pools are never initialized to zero.

Locks and threads are not supported in .NET Smartl Gramework; therefore, any
types associated with these constructs are nobsigap

The security descriptor method state is not suppdrt .NET Smart Card Framework.

Differences between Gemalto .NET App Domains & statard .NET Application Domains

The ExecuteAssembly method of an AppDomain can balgxecuted from off the card,
either through the Card Explorer or through the $@erd.CardAccessor.CardAccessor
API

An instance of AppDomain cannot be created by atiaiion on the card.

If an application domain does not create a sentieeapplication domain will be garbage
collected. What this means is that if applicatitipha.exe does not create a service, the
.exe file will remain on the card after executibng there will be no running application
domain. If alpha.exe DOES create a service, thieaadixe application domain continues
to run (even after the Main method exits) until sleevice is deleted.

One application domain can communicate with anoépgdication domain indirectly by
using Activator.GetObject to obtain a reference atoremoted object in the other
application domain.

An application domain can delete itself by using $tatic AppDomain.Unload method.
An application might be interested in unloadinglitsf it were an application that were
time or usage based (such as a coupon applicatioif)the application were to reach an
unrecoverable situation due to a security breach.
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