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Abstract

This thesis is concerned with a new approach to Information Systems Security man-

agement for an e-business organisation.

One of the characteristics of a modern organisation (and especially of an e-

business organisation) is the distribution of organisational resources and assets.

Management of resources is also distributed between various hierarchical functions.

With the move to an e-business mode, the number of users involved in business

operations has increased, and these users (both inside and outside the organisa-

tion) need access to the organisation’s information. Hence, the organisational IT

perimeter has necessarily become much more frequently and easily crossed. Thus

the modern business environment makes the effectiveness of the perimeter security

approach highly questionable.

The challenge addressed here is to develop a model for e-business security that

provides an alternative approach to both the way security is viewed and the way it

is designed and managed. The new paradigm (approach) for e-business organisation

security suggested here is a business-process oriented security paradigm.

The design of the novel paradigm and the development of the methodology rest

on the belief that modern business and technological systems are complex dynamic

systems. Security will then be achieved by focusing on a specified set of security

requirements, and by securing the business logic and individual information flows

of an e-process.

Using the new security paradigm, a methodology for its implementation is pre-

sented, in the form of an e-Business Process Security Methodology (eBPSM),

which identifies and describes the sequence of the phases that should be performed.

Each phase is defined in terms of the level of the organisational hierarchy, profession-

als, tasks, outcomes, and phase specifics. The methodology was tested on a real-life

case study of an aviation company. The company and its Information Systems were

4



analysed, and the online ordering process served as the basis for a test implemen-

tation of the newly suggested methodology. An evaluation of the methodology and

opinions on its feasibility were provided by information security professionals from

academia and industry.

The research is expected to contribute to both business and academia, both at

a practical and a theoretical level. There are four main novel aspects of the work

described in this thesis:

1. a new business process-based security paradigm is proposed;

2. modern business and technological systems are approached as complex dy-

namic systems;

3. an approach to information security design and management is proposed that

focuses on business logic and the information flows of an e-process;

4. a new set of information security requirements is suggested.
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Terminology and definitions

0.1 General concepts

Business process is a sequence of predefined, rationally coordinated and directed

decisions and actions, meeting one of the strategic or tactical goals of the

business by creating a valuable output, i.e. products, goods, services, ideas, or

decisions (section 5.1).

Complex Systems are systems with interdependent parts [16].

Interdependence exists in systems in which behaviour cannot be identified by

just considering each of the parts and combining them; instead the way in

which the relationships between the parts affect the behaviour of the entire

system must be considered [16].

Management functions include planning, organising, leading, and controlling

[133].

Managing is the process of using business resources to accomplish goals, coordinate

the work of many workers, and establish criteria for measuring progress toward

established goals [133].

Methodology A recommended series of steps and procedures based on some philo-

sophical view and to be followed in the course of developing an (information)

system. A methodology must be based on a specific philosophy, otherwise it

is merely a method [14].

Model A simplified but practical description of how something works [172].

Modelling Creating a model for the purposes of understanding. Often used to

describe computer simulations of systems [172].

Non-linearity generally refers to a situation that has a disproportionate cause and

effect [265].
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Non-linear System is a system whose behaviour is not expressible as a linear

function of its input and state variables [265].

Paradigm A philosophical and theoretical framework of a scientific school or dis-

cipline within which theories, laws, and generalisations, and experiments per-

formed in support of them, are formulated; a philosophical or theoretical

framework of any kind [260].

Research method A strategy of inquiry which moves from underlying philosoph-

ical assumptions to research design and data collection [164].

State of the art is the highest level of development, as of a device, technique, or

scientific field, achieved at a particular time [265].

System is a collection of mutually affecting elements, operating together to achieve

a mutual goal.

Technique is a way of performing a particular activity in a development process;

any particular methodology may recommend techniques to carry out activities

[14].

Tools are artefacts used in the systems development process [14].

0.2 Information Systems, Information Systems Secu-
rity, and Information Technology

Access control is a process whereby access to the resources of a system is limited

to authorised users, programs, processes, or other systems [216].

Accountability is an ability to map a given activity or event back to the respon-

sible party [184].

Availability refers to the state when the system, resources, and data are in the

place needed by the user, at the time the user needs them, and in the form

the user needs [216].

19



Attack is the act of trying to bypass security controls on a system; the degree

of success of an attack depends on the vulnerability of the system and the

effectiveness of countermeasures [216].

Backdoor refers to a hidden software or hardware mechanism that can be triggered

to permit the circumvention of system protection mechanisms. This can give

unusually high, or even full, access to the system either without an account

or from a normally restricted account [216].

Brute force attack is a methodology whereby all possible options are used in

turn, usually in a programmed sequence, such as attempting to use all possible

passwords or decryption keys [216].

Buffer overflow arises from a common programming error in which input is not

checked for length. Excessive input may overflow the memory allotted and,

if not discarded, may create a situation where the program can be forced to

execute arbitrary code or switch operational control to an arbitrary location

[216].

Business Continuity Plan is a plan of actions and associated preparations di-

rected toward the immediate recovery of systems critical to the function of

the business, allowing the business to operate in the temporary absence of

important systems; activities related to preparation and maintenance of such

a plan are usually referred to as business continuity management [216].

Capability Maturity Model was originally developed at Carnegie-Mellon Uni-

versity; the concept of maturity is applied to software, security and business

processes [216].

Confidentiality refers to the holding of sensitive data in confidence, limiting access

to an appropriate set of individuals [216].

Cookies are small pieces of data intended to maintain state between web browser

accesses to a web site [216], containing information used by the server on the

next occasion that the client calls [89].
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Cracker is a person who breaks into a computer system without authorisation,

whose purpose is to do damage (destroy files, steal credit card numbers, plant

viruses, etc.). Because a cracker uses low-level hacker skills to do cracking,

the terms ‘cracker’ and ‘hacker’ have become synonymous, with the latter

becoming the more widely used term [231].

Cracking (1) Breaking into a computer system. The term was coined in the mid-

80s by hackers who wanted to differentiate themselves from individuals whose

sole purpose is to evade security systems. (2) Copying commercial software

illegally by breaking (cracking) the copy-protection and registration techniques

being used [259].

Cross-Site Scripting (XSS) is an attack against web applications in which script-

ing code is injected into the output of an application that is then sent to a

user’s web browser. In the browser, this scripting code is executed, and can

be used to transfer sensitive data to a third party (i.e., the attacker) [240].

Customer Relationship Management is an approach to building and sustain-

ing long-term business dealings with customers [46].

Cyberterrorism is the use of information technology by terrorist groups and indi-

viduals to further their agenda. This can include use of information technol-

ogy to organise and execute attacks against networks, computer systems and

telecommunications infrastructures, or to exchange information or to make

threats electronically. Examples of such attacks include hacking into com-

puter systems, introducing viruses into vulnerable networks, web site defacing,

denial-of-service attacks, or terrorist threats made via electronic communica-

tion [168].

According to the U.S. Federal Bureau of Investigation, cyberterrorism is any

‘premeditated, politically motivated attack against information, computer sys-

tems, computer programs, and data which results in violence against non-

combatant targets by sub-national groups or clandestine agents.’ [208].
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De-Militarised Zone is a way of separating sensitive information from that de-

signed to be publicly available; also known as a perimeter network [139].

Denial of Service (DoS) is a form of attack in which legitimate access is pre-

vented or impeded as a result of activities originating from unauthorised par-

ties [79]; DoS refers to attempts to block availability [25].

A DoS is any action that causes unauthorised delay in access to a service.

More specifically, DoS refers to an action that does not necessarily destroy

data or resources, but prevents access or use [216].

Dictionary attack is a type of brute force attack, refined by the assumption that,

for example, passwords are more likely to be real words than random character

strings, and so involves trying only words found in a dictionary file or other

common source [216].

Digital forensics is an umbrella term for all forms of research and analysis of com-

puters and computer use directed at obtaining evidence of intrusion, attack,

or wrongdoing. Three major fields of digital forensics are computer forensics,

forensic programming, and network forensics [216].

Digital watermarking is a technique for inseparably embedding unobtrusive marks

or labels in digital data, and for detecting or extracting the marks later [216].

Disaster Recovery Plan is a plan directed toward the resumption of business and

the recovery of systems after catastrophic loss of important systems; such a

plan is generally concerned with longer time frames than a business continuity

plan [216].

Distributed Denial of Service is a form of network denial of service attack in

which a master computer controls a number of client computers in order to

flood the target (or victim) with traffic, using backdoor agent, client, or zombie

software on a number of client machines [216].

Domain Name System (DNS) is a distributed, hierarchical global directory that

translates machine/domain names to numeric IP addresses. The Domain
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Name System infrastructure consists of 13 root servers at the top layer, top-

level domain (TLD) servers (.com and .net), and country code top-level do-

mains (.us, .uk, and so on) as the lower layers. As a result of its ability to

map human memorable names to numerical addresses, its distributed nature,

and its robustness, DNS has evolved into a critical component of the Internet

[47].

Domain Name System hacking is an attack on the DNS infrastructure that has

the potential to affect a large portion of the Internet [47].

Domain Name System spoofing refers to misuse of the Domain Name Service

name of another system by either corrupting the name service cache of a victim

system, or by compromising a domain name server for a valid domain [216].

Due care refers to actions undertaken to provide proper, just, required and suf-

ficient care, so far as the circumstances demand; the absence of negligence.

That degree of care a prudent person can be expected to exercise to avoid

harm that is reasonably foreseeable if such care is not taken [216]. The care

that an ordinarily reasonable and prudent person would use under the same

or similar circumstances [221].

Due diligence is proof (usually documented) that due care has been exercised

[216].

E-business is a business that performs its supply chain activities by means of elec-

tronic processes only, using Internet-based Information Technology for inte-

gration of, and cooperation and interaction with, its supply chain participants’

webs and business processes (chapter 3.1).

Encryption is a process that transforms a message (a plaintext) into apparently

random data (ciphertext), such that the message can be only extracted by

those in possession of an appropriate key [216].

Enterprise Resource Planning (is a collective name for) software providing in-

tegrated support for major business functions such as production, distribution,
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sales, finance, and human resource management [46].

E-process is a predefined set of information flows regulated by certain states and

capabilities, creating a valuable output according to a particular design dic-

tated by specific business logic (chapter 5.3).

Exploitation of implementation errors is an attack taking advantage of the

weaknesses that exist in a system because of errors in development, which are

not consistent with security policy requirements (chapter 4.2).

Firewall is a system that enforces a boundary between two or more networks, with

the ability to permit or deny the passage of data according to a predefined

security policy [79].

Fraud is an intentional perversion of truth for the purpose of obtaining some benefit

or resource from the person in control of it [216].

Hacker is someone, skilled or unskilled, who breaks security systems [216]. Whereas

the aim of a cracker is to cause damage to systems, hackers are typically more

interested in gaining knowledge about computer systems and possibly using

this knowledge for their own amusement. Although hackers argue that there

is a big difference between what they do and what crackers do, the mass media

has failed to understand the distinction, and so the terms hack and crack are

often used interchangeably [259].

Harassment refers to sending unwanted threatening or injurious messages to a

victim, either in person or through a medium such as email [62].

Identity theft is the use of personal information to impersonate someone, usually

for the purpose of fraud [216].

Impersonation is synonymous with spoofing [216].

Information assurance encompasses both information security and defensive in-

formation warfare [62].
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Information Flow refers to digitally expressed business-related and/or technology-

related information, transmitted between two process agents in order to exe-

cute a specific predefined part of an e-process, or to support a specific prede-

fined action between the two process agents (section 6.1).

Information security is primarily concerned with protecting owned resources against

errors, accidents, and natural disasters as well as intentional acts [62].

Information System is a system using Information Technology that is designed

to produce information that can be used to support the activities of managers

and other workers [46].

Information System Security is a set of actions and measures that enable an

information system to meet the defined security requirements, and to operate

in a reliable manner (section 4.17.1).

Information Systems Security management is the process of using business

resources for planning, organising, leading, and controlling the security of an

information system and ensuring its reliable operation (section 4.17.2).

Information Technology includes hardware, software, storage, and communica-

tion technologies [133].

Insider attack is an attack involving an employee or other trusted individual,

generally one with greater than normal access rights [216].

Integrity involves maintaining the accuracy and reliability of information and sys-

tems, and preventing unauthorised modification of data, thereby ensuring that

data is correct as defined by the process designer [98, 232].

International Air Transport Association (IATA) is the governing body that

creates regulations for international air transport, including those controlling

the transport of dangerous goods. IATA represents some 265 airlines compris-

ing 94% of international scheduled air traffic (source: http://www.iata.org/index.htm).

Internet is a medium for collaboration and interaction between individuals and

their computers without regard to geographic location [134].

25



Internet Service Provider is a company that provides access to the Internet

[266].

Intruder is a person or organisation whose motivation to enter an e-business or-

ganisation portal is for an activity that will violate the security policy of an

e-business organisation information system and/or the other participants (sec-

tion 8.3.2).

Intrusion Detection System is an automated system for alerting operators to a

penetration or other contravention of a security policy [216].

Intrusion Prevention System is a second-generation Intrusion Detection Sys-

tem that either prevents attacks or interacts with an external system to miti-

gate threats [33].

IP address is a unique numeric address used to identify a specific machine on the

Internet [79].

Keystroke logger is a type of keystroke monitor, e.g. as employed by malware

[216].

Keystroke monitor is a device or system that records every key struck by a user

[216].

Malware is a collective term for the many varieties of deliberately malicious soft-

ware, including viruses, Trojan Horses, worms, tracking cookies, rootkits, etc.

[79, 216].

Masquerade is synonymous with spoofing [216].

Maturity is based on the Capability Maturity Model (CMM); the concept of ma-

turity is introduced by defining five maturity levels which include:

1. initial (chaotic, immature);

2. repeatable (disciplined, capable);

3. defined (documented, consistent);
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4. managed (predicted);

5. optimising (constant improvement).

[216].

Negligence refers to a failure to apply due care [221].

Net espionage (netspionage) is network-enabled espionage [29].

Network Access Control refers to technology that provides control over access

to a network [265].

Noninterference model is a computer systems model that prevents one user from

interfering with the resources owned, or processing performed, by another

[216].

Non-repudiation is a service that enables the participant in a communications

session to prevent another party in the session from denying having taken a

particular action (e.g., having sent or received a message) [65].

Orange Book is an alternative name for one of the Rainbow Series of the US De-

partment of Defense Trusted Computer Security Evaluation Criteria, derived

from the colour of the cover of the printed manual [216].

Packet sniffing refers to a type of traffic monitoring used by an attacker to gather

information about a network [139].

Password sniffers are programs that listen to network traffic and extract packets

containing passwords or other security-relevant information [89].

Phishing is a technique involving the posting of fraudulent messages to a number

of people via spam or other general posting, and/or asking them to submit

personal and financial information; such information could then be used for

further fraud or identity theft [79, 216].

Portal Value Network is a network that connects all the participants in a specific

e-business (chapter 3.1.2).
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Privacy is the right of individuals to control or influence what information related

to them may be collected, stored and used, and by whom, and to whom, that

information may be disclosed [216].

Rainbow Series is a collective name for the books of the US Department of De-

fense Trusted Computer Security Evaluation Criteria, derived from the wide

variety of colours used for their covers [216].

Request for Comments The name used for a series for documents published by

the Internet Engineering Task Force. Some of the documents in this series

are so called ‘standards track’ documents, and some of these latter documents

have become binding standards covering the operation of the Internet. The

precise standards status of these documents is not specified in the documents

themselves (which do not change) but is recorded in other documents produced

by the Internet Engineering Task Force.

Risk is the expectation of loss expressed as the probability that a particular threat

will exploit a particular vulnerability with a particular harmful result [216].

Risk analysis is a process that systematically identifies valuable system resources

and threats to those resources, quantifies loss exposures (i.e., loss potential)

based on estimated frequencies and costs of occurrence, and (optionally) rec-

ommends how to minimise total exposure [216].

Rootkit is malicious software designed to conceal its presence; the installer of a

rootkit must typically have acquired root privileges [25]. A rootkit has two

purposes: to cover the tracks of the attacker and to gather information about

the server and its users [139]; rootkits operate in an ‘invisible way’, typically

by intervening in transactions between a file management system and a hard

disk, and can thereby hide their presence.

Routing table poisoning refers to the malicious modification, or ‘poisoning’ of

routing tables by maliciously modifying the routing information update pack-

ets used by routing protocols. Such an attack can result in wrong entries in
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the routing table and could lead to a breakdown of one or more domains of

the Internet [47].

Security refers to the degree to which an entity is in a correct, safe, trusted, and

reliable mode and that it operates in a care-free way (chapter 4.17.1).

Security control is any technique, technology, activity, or practice that is intended

to protect assets [33].

Security mechanism is a method, tool, or procedure for enforcing a security pol-

icy [25].

Security model is a model that represents a particular security policy or set of

policies [25].

Security pattern is a solution to a problem that arises within a specific context.

A pattern for software architecture describes a particular recurring design

problem that arises in a specific design context, and presents a well-proven

generic solution to it. The solution consists of a set of interacting roles that

can be arranged to form multiple concrete design structures, as well as a

process for creating any particular structure [207].

Security perimeter is a boundary at which security controls are in effect in order

to protect assets [216].

Security policy is a set of laws, rules, and practices that regulate how an or-

ganisation manages, protects, and distributes sensitive information and other

resources [216]. It is a statement of what is, and what is not, allowed [25].

Semantic web is an evolving extension of the World Wide Web in which the se-

mantics of information and services on the web is defined, making it possible

for the web to understand and satisfy the requests of people and machines to

use web content [265].

Services Oriented Architecture (SOA) is a computer systems architectural ap-

proach to the creation and use of business processes that are packaged as
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services throughout their lifecycle. An SOA also defines and provisions the

IT infrastructure that allows different applications to exchange data and par-

ticipate in business processes. These functions are loosely coupled with the

operating systems and programming languages underlying the applications

[265].

SOAP is a protocol enabling the exchange of XML-based messages over computer

networks, normally using HTTP/HTTPS; originally defined as Simple Object

Access Protocol [265].

SMiShing is a compound of ‘phishing’ and ‘SMS’. SMiShing is a type of phishing

attack in which mobile phone users receive text messages containing a Web

site hyperlink, which, if clicked, downloads malware to the mobile phone. The

term SMiShing was coined by Rayhawk [259].

Sniffers are programs that monitor network traffic; they are used by attackers to

capture data transmitted via a network [216].

Social engineering refers to attacking or penetrating a system by tricking or sub-

verting operators or users, rather than by means of a technical attack. More

generally, it is the use of fraud, spoofing, or other social or psychological mea-

sures to induce legitimate users to break security policy [216].

SQL injection is an attack that manipulates parameters that are used in SQL

statements [175].

Spam is electronic ‘junk mail’. In sufficient volume, spam can cause Denial of

Service [216].

Spamming refers to indiscriminately sending unsolicited, unwanted, irrelevant, or

inappropriate messages, especially commercial advertising, in mass quantities

[216].

Spoofing is an attempt to gain access to a system by posing as an authorised user.

It is synonymous with impersonating, masquerading, or mimicking [216].
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Spyware is a type of malware that reports on the contents, status, or operation

of a computer to a remote system or user. More specifically, it usually refers

to modules or functions in software that report to the author, publisher, or

provider of otherwise legitimate software [216].

Standard (1) is a collection of system-specific or procedural-specific requirements

that must be met by everyone. For example, a standard might describe how

to harden a Windows NT workstation for placement on an external (DMZ)

network. Such a standard must be followed exactly if a user wishes to install

a Windows NT workstation on an external network segment [201]; (2) defines

what is to be accomplished in specific terms [183].

Supply Chain Management is the coordination of all supply activities of an

organisation from its suppliers and partners to its customers [46].

Threat is any circumstance or event with the potential to cause harm to a system,

e.g. in the form of destruction, disclosure, modification of data, or Denial of

Service [216].

Trojan Horse is a program that pretends to be something else in order to enter a

system and encourage people to use it, typically resulting in unexpected and

unwanted effects [79].

Virtual Private Network is a restricted-use logical (that is, artificial or simu-

lated) computer network constructed from system resources of a relatively

public, physical network (such as the Internet or the Public Switched Tele-

phone Network), often by using encryption (located at hosts or gateways), and

by tunnelling links of the virtual network across the real network [216].

Virus is (1) a self-replicating and propagating program, usually operating with

some form of input from the user, although generally the user is unaware of

the intent of the virus [216]; (2) a program that modifies other programs to

contain a possibly altered version of itself (attributed to Cohen, although the

actual definition is in mathematical form [216]).
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Vishing is the criminal practice of using social engineering over the telephone sys-

tem, most often using features facilitated by Voice over IP (VoIP), to gain

access to private personal and financial information from the public for the

purpose of financial reward [265]; it is the telephone equivalent of phishing

[259].

Vulnerability is a weakness in system security procedures, system design, imple-

mentation, internal controls, etc., that could be exploited to violate system

security policy; the possibility of an exploit or exposure to a threat, specific

to a given platform [216].

Worm is a replicating program that can spread between systems autonomously,

without the need to infect a carrier in the manner that a virus does [79].
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RFC Request For Comments

SCM Supply Chain Management
SDLC Systems Development Life Cycle
SOA Service-Oriented Architecture
SOAP Simple Object Access Protocol
SOX Sarbanes-Oxley Act
SQL Structured Query Language
SSADM Structured Systems Analysis and Design Method
SSL Secure Sockets Layer
SRIF System-Related Information Flow

TLD Top Level Domain

URL Uniform Resource Locator

VPN Virtual Private Network

WAN Wide Area Network

XSS Cross-Site Scripting
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Chapter 1

Introduction

In this introductory chapter the context of the research described in this thesis

is presented, together with a summary of the main contributions. The chapter is

structured as follows. Section 1.1 provides a general introduction to the subject

matter covered in this thesis. Section 1.2 presents the main challenge addressed by

the thesis, followed by an overview of the purpose and objectives of the research,

the novel paradigm, and the chosen approach to the research in sections 1.3, 1.4

and 1.5, respectively. The main contributions of this thesis are briefly summarised

in section 1.6. Section 1.7 describes the structure and content of the thesis. Finally,

in section 1.8, a list of published articles is provided.

1.1 Prologue

Information security is hard, says Anderson in an article with a similar title [7],

and continues that ‘the management of information security is a much deeper and

more political problem than is usually realised; solutions are likely to be subtle and

partial, while many simplistic technical approaches are bound to fail’. The main

key to understanding the problems that exist in computer security, argues Bishop

[25], is a recognition that the problems involved are not new.

Indeed, the problems are long-standing, but the reality has changed, primarily

because of advances in technology. Technology has always been a central variable

in organisational theory, says Orlikowski [173].

Today, Information Technology (IT) is of fundamental importance to almost all
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organisations. With the arrival of e-commerce and e-business in the late 1990s,

and their growth in the 21st century, the issue of IT security has become acute,

as these new modes of doing business necessitate the use of IT and give very large

numbers of people access to an organisation’s network. According to the European

Commission’s i2010 report1 published in 2008, more than half of all Europeans are

now regular Internet users, and 60% of public services in the EU are fully available

online. The report also reveals that 57% of doctors now send or receive patients’ data

electronically (as compared to 17% in 2002) and 46% of them receive results from

laboratories electronically (11% in 2002), 77% of EU businesses had a broadband

connection in 2007 (62% in 2005) and 77% of them use the Internet for dealing with

banks (70% in 2005). The ‘e-Business Watch’ report in 2006 reveals that 57% of UK

firms place orders for supplies online; 16% use Internet communication systems for

e-sourcing and procurement; 35% accept orders from customers online; about 70%

of firms say that e-business plays a role in their day-to-day operations, and 23% say

it has a significant impact2. In the US, e-commerce spending increased by 20.1%

from $67.2 billion in January-June 2005 to $80 billion during the same period in

2006, and B2B sales reached about $1.8 trillion in 2004, representing about 20% of

the total of all B2B sales of $9.1 trillion [120].

Network-level security is widely practiced in order to protect organisational in-

ternal resources, and the dominant security management approach is what is known

as perimeter security. This notion is designed to protect organisations by limiting

connectivity between the external world and the organisation’s networked resources.

Perimeter security implies the existence of a logical defensive boundary around

specified IT resources. The goal of securing the perimeter is to prevent mali-

cious/unauthorised users and applications from accessing the company’s IT re-

sources and the various business functions that they support.

One of the characteristics of a modern organisation (and especially of an e-

business organisation) is the distribution of organisational resources and assets.

Management of resources is also distributed between various hierarchical functions.
1 The Commission’s i2010 report is available at: http://ec.europa.eu/i2010
2 Source: e-Business Watch (2006), available at:

http://www.ebusiness-watch.org/key reports/documents/EBR06.pdf
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Moreover, with the move to an e-business mode, the number of users involved in

these operations has increased, while all these users (both from inside the organi-

sation and from other organisations) need access to the organisation’s information.

Hence, the organisational IT perimeter has necessarily become much more frequently

and easily crossed. Thus the modern business environment makes the effectiveness

of the perimeter security approach highly questionable.

Another important characteristic of the organisational artefacts of human civili-

sation, including its technology and environmental context, the Internet and World

Wide Web, economic markets, and social networks, is that they are complex sys-

tems [16, 130, 157, 224]. ‘The most reliable prediction possible’, says Bar-Yam [16],

‘is that this complexity will continue to increase. . . . The increasing complexity

suggests that there will be a growing need for widespread understanding of com-

plex systems as a counterpoint to the increasing specialisation of professions and

professional knowledge’.

We have divided the universe into parts, says Barabasi [17]. We know how every-

thing works, and we know everything about every single element in the universe, but

then we realised that everything is connected and that reality is complex [17]. In a

complex system the elements inter-relate to and affect each other in many different

ways, because everything is connected by networks (see discussions in [17, 157, 227]).

The security of these networks under random or intentional attacks is of great con-

cern [130]. Failures in the design and implementation of operational and control

systems can be attributed to the complexity of large systems [16, 122].

Complex Systems Theory, which is based on a combination of Cybernetics theory

and General Systems Theory, suggests that the complexity of a system must not

be ignored, and ways of dealing with the elements of a system should be deployed

[140]. ‘Everything should be made as simple as possible, but not simpler’3.

Although IT has been introduced widely, the importance of the human factor

has not decreased. Instead, the number and variety of human interactions have

increased, because technology supports new types of interactions. Orlikowski [173]
3 Occam’s Razor. The quotation is misattributed to Albert Einstein or may be a para-

phrase of one of Einstein’s other statements about simplicity [41].
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suggests that, in order to understand how technology interacts with organisations,

technology must be viewed from both structural and human perspectives. Informa-

tion security is still too oriented towards technology [242], and security researchers

usually address themselves to mathematical solutions for various computational and

communication problems [182].

Given these factors, namely an increasingly inappropriate dominant security

paradigm, the oversimplification of existing systems, and the importance of the

human factor, this thesis addresses the challenges documented immediately below.

1.2 The research challenge

The research described in this thesis brings together two disciplines—business and

information security. With the recent significant increase in adoption of the e-

business mode of doing business [120], the importance of security as a major factor

in e-business success has been widely recognised and commonly shared [119, 242].

The challenge addressed here is to develop a model for e-business security that

provides an alternative approach to both the way security is viewed and the way it

is designed and managed, while keeping in mind that organisations and IT systems

are complex dynamic systems. This means that the various elements of these sys-

tems must be analysed separately, and the selection of security safeguards must be

appropriate to the individual elements.

This challenge is addressed here by the definition of a new security paradigm,

together with a model and methodology for the design and management of e-business

information systems security.

1.3 Research purpose and objectives

The existing perimeter security paradigm, as discussed in chapter 4, is no longer

relevant for modern e-business environments. Therefore, there is a strong need for

an alternative approach. The purpose of the research described in this thesis is to

develop a security design model for e-business organisation Information

Systems, based on a new paradigm.
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The objectives of the research described in this thesis, as derived from this

purpose, are:

1. to introduce a new paradigm for e-business Information Systems Security de-

sign;

2. to develop a working methodology for e-business Information Security man-

agement, based on this novel approach.

1.4 The novel paradigm

The new paradigm (approach) for e-business organisation security proposed here is

the e-Business Process Security Paradigm (eBPSP). The choice of this new

approach, as discussed in this thesis, is based on the core characteristics of an e-

business, namely performing business processes by means of electronic information

flows.

Using this new security paradigm, a methodology for its implementation is pre-

sented, in the form of an e-Business Process Security Model (eBPSM).

1.5 Research approach

The research described in this thesis complies with the principles of qualitative in-

terpretive research in the disciplines of Information Systems (IS) and Information

System Security (ISS). A mixed approach to research methods, namely using de-

sign theory/design science methods and the Case Study method, has been used to

perform this research.

1.6 Main contributions

The results of the research described in this thesis are expected to contribute to

business and academia, both at a practical and a theoretical level.

At a practical level, the suggested model and the associated methodology provide

e-business organisations with a tool that enables the design of a rational information

security plan for organisational IS which is effective, efficient and comprehensive.
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At an academic level, the contributions are dual: as a research theory in IS

and ISS-related research, this work provides an example and a verification of widely

discussed research methodologies and methods, and as research in e-business security

design and management, the thesis provides new knowledge regarding e-business

security that can pave the way for additional research.

1.7 Structure and contents

The definitions of security-related terms and concepts used here are taken from a

variety of sources, although most are taken from Slade [216]. This dictionary fits

well to the scope of this thesis.

The structure of the thesis reflects the way in which the research was performed.

The first step, after defining the purpose and goals, was to decide on the research

methods, which are described in chapter 2. Given the fact that the described re-

search falls within the field of Information Systems, the research methods from this

discipline were reviewed in order to determine which fit best to the specific research

goals. The selection of an appropriate research approach for conducting IS secu-

rity research is even more challenging, since IS security research is relatively new,

and the research theory is constantly being enriched. The selection of the research

methodologies and methods must take into account the unique characteristics of the

IS discipline. A review of approaches and methodologies used in IS and ISS research

is presented, together with an analysis of their appropriateness to the focus of the

challenge addressed by this thesis.

Chapter 3 is dedicated to a discussion of the e-business mode of doing business.

The subject is approached from both organisational and technological perspectives,

as a comprehensive understanding of the subject is needed in order to identify

and formulate the security requirements for an e-business organisation. The model

(which is presented in chapter 8) must provide a means of meeting and addressing

these requirements, in order to ensure that e-business IS are secure.

This chapter explains basic business and organisation concepts, and discusses

the integration of IT within a business environment. The notion of an e-business is
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defined, and models for e-business are described.

The ISS domain is presented in chapter 4. This review makes it possible to

identify the problems that need a solution. To help structure the discussion, an ISS

conceptual framework is also presented. Such a framework enables us to present a

comprehensive picture of the subject in a systematic way; it is also helpful because

of the wide variety of definitions and interpretations of commonly used terms in

information security practice and research. This is followed by a discussion of se-

curity issues for an e-business. In today’s business environment, organisations can

perform critical business operations via Internet-based e-processes, and hence the

correct execution of such e-processes is of critical importance.

The next chapter (chapter 5) discusses the characteristics and properties of an

e-process, and looks in particular at the specification of an e-process. The structure

of an e-process is identified here primarily in terms of information flows based on

business logic.

Information flows are discussed in chapter 6, which introduces the concept of an

information flow as it is used in this thesis. A case study (the first of two presented

in this thesis) is presented in order to illustrate information flows in practice.

Previous relevant work on information security issues is presented in chapter

7. The review includes research on issues with perimeter security, business process

security, and information flow security.

The newly suggested model is presented in chapter 8. In this chapter a new se-

curity paradigm, the e-Business Process Security Paradigm (eBPSP), is presented.

This paradigm proposes that the security of an e-business organisation should be

designed and implemented according to the security requirements of individual e-

processes. A novel security septet is proposed, and a methodology to meet the

requirements produced by applying the eBPSP is presented, i.e. the eBPSM (eBusi-

ness Process Security Model).

Chapter 9 demonstrates the practical implementation of the newly suggested

security paradigm, methodology and model using a case study analysis. The focus

of this case study is an airline company that practices the e-business mode in its

business activities.
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Chapter 10 provides a summary of the main contributions of the thesis, together

with a brief review of possible directions for future research.

1.8 List of publications

The following published papers cover individual parts of the research described in

this thesis.

1. Nachtigal, S. and Mitchell, C. (2006). Modelling e-business security using

business processes. In ICETE 2006—International Joint Conference on E-

Business and Telecommunications, SECRYPT. INSTICC. Co-sponsored by

IEEE.

2. Nachtigal, S (2007). eBPSM—A New Security Paradigm for e-Business Or-

ganisations. Proceedings of ICEC 2007 Ninth International Conference on

Electronic Commerce, published by ACM.

3. Nachtigal, S. (2007). E-business security design using process security require-

ments septet. In ICETE 2007—International Joint Conference on E-Business

and Telecommunications, SECRYPT. INSTICC. Co-sponsored by IEEE. In

cooperation with ACM SIGMIS.
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Chapter 2

Research Purpose, Design and
Contributions

There comes a moment in the evolution of every field or discipline when

central intellectual issues come into focus as the field and the discipline

on which it rests shift from a rough, ambiguous territory to an arena

of reasoned inquiry. At such a time, scholars, scientists, researchers,

and their students begin to focus articulate attention on such issues as

research methods, methodology (the comparative study of methods), phi-

losophy, philosophy of science, and related issues in the metanarrative

through which a research field takes shape.

Ken Friedman [76]

In this chapter the main characteristics of the research process adopted in this

thesis are discussed, namely the purpose of the research and the methodology used.

The research methodology was selected following a review of existing Informa-

tion Systems and Information Systems Security research approaches and methods,

presented in section 2.1. Given the research purpose and objectives, and the char-

acteristics of the research discipline, the methodology used to perform the research

described in this thesis is discussed in section 2.2, along with an explanation of the

reasons for choosing the adopted approach. The adopted investigation process is

described in section 2.3. The chapter concludes in section 2.4 with a summary.
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2.1 Research design

There are potential benefits and risks associated with any research approach and

research method, and for any investigation it is important to identify which approach

and method is appropriate [165]. The right choice of approach and methods is crucial

for the credibility of the research.

The aim of this chapter is to develop the research approach and methods used in

this thesis. The choice of the research approach for research in Information Systems

(IS) is not obvious, because of the unique nature of the discipline. Information Sys-

tems are designed to produce information that can be used to support the activities

of managers and other workers [46]. The choice of research approach (methodol-

ogy) and research methods was based on a careful review of Information Systems

and Information Systems Security research methodologies and methods, including

e-business security research.

In order to put the discussion into a context, the terms methodology and method

should first be defined. According to Palvia et al. [179], a research methodology is

the overall process guiding the entire research project. Here the terms methodology

and method are used according to the following definition, which also explains the

difference between them [14].

A methodology is a recommended series of steps and procedures based on some

philosophical view and to be followed in the course of developing an (information)

system. A methodology must be based on a specific philosophy, otherwise it is

merely a method [14].

The term epistemology is used here to refer to a branch of philosophy dealing

with the study of the limits of knowledge and/or the ways of acquiring knowledge

(for more information see [265]).

2.1.1 Research methodology

The discipline of IS (which covers computerised information systems) is relatively

new; it has existed for just a few decades. This is one of the reasons why researchers

in this field often find themselves facing a dilemma when selecting an appropriate
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research methodology.

Another important reason for this dilemma is the fact that the study of IS is in-

terdisciplinary in nature [91, 144]. The discipline incorporates various fields, includ-

ing technology, operations, management, human resources, organisational issues,

and psychological issues. These topics can be classified into three broad domains

[104]:

• technology;

• organisation;

• people.

ISS research also involves a variety of disparate topics, including a range of tech-

nological issues (such as software security, access security, network security [215]),

employee behaviour [177, 182], system maintenance and improvement [28], and or-

ganisation and management [215]. Hence, ISS research issues, as is the case more

generally for IS, can be classified into technology, organisation and people.

This classification needs to be taken into account when selecting a research

methodology for IS research. Organisation and people related research typically

uses a social sciences approach. The technology element in IS is Information Tech-

nology (IT), including hardware, software, databases and communications tech-

nology. Research in these technical areas is typically performed using approaches

employed in the exact sciences (i.e. mathematics, physics, computer science, etc.)

and engineering. Hence, we must first consider whether a social sciences or an exact

sciences/engineering methodology should be used.

A decision regarding the choice of research methodology must be based on an

analysis of the characteristics of scientific research in general, and on IS and e-

business security related research in particular. We next present our analysis of the

characteristics of the research described in this thesis.

2.1.1.1 Scientific research

Scientific research can be divided into a number of categories. Various factors can

be considered when characterising research of this type.
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As discussed by the ELSI Project1, scientific research can be divided into two

broad categories (i.e. there are two methodologies for such research), namely:

1. Pure (basic) research, i.e. research that is performed without specific practical

needs, and that results in acquisition of general knowledge and understanding

about the world and the laws ruling it;

2. Applied research, with specific practical needs, and designed to solve practical

problems of the modern world, rather than to acquire knowledge, where the

goal of the applied scientist is to improve the human condition.

Friedman [76] provides a slightly different classification of research into three

categories:

• basic research, which involves a search for general principles;

• applied research, which adapts the findings of basic research to specific classes

of problem;

• clinical research, which involves focusing on specific cases, and applying the

findings of basic and applied research to these cases.

The choice of research methodology can be made by deciding which category the

research belongs to. However, in practice, it is not always possible to make a clear

distinction between research categories. Hence, it is often difficult to assign specific

research to any single category. As a result, researchers sometimes use more than

one methodology in their investigations.

There is a wide range of approaches to research in the scientific community.

The approach varies depending on the purpose of the research, and also on the

underlying philosophy of the scientist.

Research design includes decisions made at three different levels of abstraction:

1. the research philosophy;

2. the research approach (methodology);
1 ELSI Project, Lawrence Berkeley National Laboratory; the output of this project can

be found at www.lbl.gov/Education/ELSI/research-main.html
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3. the research methods/techniques.

The above classification also represents a hierarchy in the decision process—

firstly, a decision has to be made regarding the research philosophy, while the

methodology is derived from the chosen philosophy. Finally, a decision on research

methods/techniques has to be made.

2.1.1.2 Research philosophy and methodologies in IS

Orlikowsky and Baroudi [174], in their study of research methods used in IS research

during the period 1983–1988, found that a very limited range of research method-

ologies and techniques had been used. They argue that, although IS research is not

rooted in a single commonly accepted theoretical perspective, there is a single set of

philosophical assumptions covering the research methods, the nature of investigated

phenomena, and what constitutes valid evidence [174]. They strongly suggest that

greater debate on research methodologies and the range of philosophical assump-

tions available to study information systems phenomena should be encouraged.

Since the 1980s, growing attention has been paid to IS research methodologies.

It has been widely recognised that IS research should be based on a philosophy that

fits the discipline. There has been a significant shift in scientific research philosophy

over the last decade, and the IS research community has evolved in many ways,

in particular by paying more attention to paradigmatic and methodological issues

[49]. Academic discussions have yielded a number of approaches, some of which are

presented below.

The two main research philosophies that have been discussed in relation to IS

research are positivism and interpretivism. Qualitative and quantitative methodolo-

gies have also been discussed in the context of these two philosophies. According to

the positivist philosophy of science, the only authentic knowledge is scientific knowl-

edge, which is based on observations from the real world. Knowledge is acquired by

a scientific method, which is limited to natural, physical, and material approaches.

Interpretivism, which was developed as a response and alternative to the positivist

philosophy [45], asserts that knowledge is acquired by the interpretation of events.

A helpful discussion of qualitative research in Information Systems can be found
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in [164], where the author, based on a review of existing work, presents the following

classification of IS research from a philosophical perspective:

• positivist research (where research is undertaken in an attempt to understand

and predict phenomena, which are assumed to be measurable and describable

using quantifiable measures) [164];

• interpretive research (where research is undertaken to understand phenomena

through the meaning that people assign to them, based on the assumption

that reality can be accessed through social constructions only, without defining

variables, but focusing on human perceptions of complex situations) [164];

• critical research (which focuses on social critiques, assuming that although

social reality is produced by people, the researcher’s ability to change that

reality is limited) [45, 164].

Klein and Myers [121] emphasise that the terms ‘positivist’ and ‘interpretive’ do

not imply a distinction on the basis of ‘quantitative’ and ‘qualitative’, and the word

‘interpretive’ does not automatically imply ‘qualitative’. Qualitative research may

be performed from a positivist, interpretive or critical perspective [121].

Quantitative research methods were originally developed in the field of natural

sciences in order to study natural phenomena by performing laboratory experiments,

developing mathematical models, etc. Qualitative research methods, on the other

hand, were developed to enable social scientists to study social and cultural phenom-

ena using observations, interviews, questionnaires, documents, and also researcher’s

impressions. ‘Quantitative research concerns counting’, says Holliday [106], as this

type of research is concerned with processing quantified data, including performing

calculations of various types, finding proportions, testing hypotheses, processing

questionnaire data, etc.

Qualitative research methods are increasingly being used in IS research, since,

according to Myers [164], there is ‘a general shift in IS research away from tech-

nological to managerial and organisational issues’. The use of qualitative research

methods in IS had already gained wide acceptance by the late 1990s, and one of the
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reasons for that broad acceptance is the ability of qualitative methods to explain

organisational reality [15]. Recently, some authors have called for a mixed approach,

combining both quantitative and qualitative methods [114, 141].

According to Chen and Hirschheim [49] the IS research field is still dominated

by the positivist paradigm, despite the various academic publications calling for

pluralism and for acceptance of alternative paradigms.

Petter and Gallivan [186] present an historical perspective of research method-

ologies. They state that, although the paradigm of positivist research, which is an

epistemology of acquiring knowledge from observable facts, had already been criti-

cised in the 1950s and found to be inappropriate for the social sciences, there is still

the possibility of mixing paradigms by adopting a more pluralistic approach.

Wade and Hulland [241] suggest that the RBV (Resource-Based View) of the

firm, proposed by Mahoney and Pandian [147] as a tool for strategic management,

may be useful for IS studies. The RBV implies that organisations possess resources,

and part of these resources enable the organisations to achieve competitive advan-

tage, while the remainder make it possible to gain superior long-term performance.

Wade and Hulland [241] argue that increasing numbers of IS researchers use the

RBV, while viewing IS as a means of gaining competitive advantage. Although they

also observe that IS resources rarely contribute directly to SCA (Sustained Compet-

itive Advantage), they still argue that IS may lead to sustained performance, and,

hence, the RBV approach can be used in IS research.

The resource-based approach was first suggested in the late 1950s by Penrose

[185], and has since been used by several authors (see, for example, [147, 261]).

The strategic role of IT and IS has decreased significantly over the last decade. A

significant number of studies published over the last decade have suggested that

investments in IT, i.e. the infrastructure of IS, not only do not create a competi-

tive advantage, but have an insignificant (and sometimes even negative) impact on

profitability [37]. This is because, in the modern business environment, IT and IS

are just the normal way of doing business; IT certainly has value for businesses as

a cost of doing business, but not as a competitive advantage enabler [36, 42, 43].

Based on these findings, it would appear that the RBV approach might no longer
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be relevant for IS research.

Hevner et al. [104] suggest an approach in which IS research is characterised by

two foundational paradigms—a behavioural-science paradigm and a design-science

paradigm. The people and organisational behavioural aspects are covered by the

behavioural-science paradigm, involving the development and verification of behav-

iour prediction theories, while the design-science paradigm’s goal is to extend the

boundaries of human and organisational capabilities by creating new and innovative

artifacts. Design science is a problem-solving paradigm [104].

The design research approach has increasingly been discussed over the last few

years. Gregor [90, 91] proposes a taxonomy for IS theory, which also includes a

design theory. Gregor [91] argues that it is important to consider the theory of IS,

since the type of theory under development can influence the research methodology.

In the past, there has been very little (if any) discussion of theory in IS research,

says Gregor [90], and usually IS researchers do not provide any clear definition of

the term ‘theory’ for IS. Gregor [91] proposes a method for classifying IS theory,

building on the claim that, since research begins with a problem that needs a solution

or a question of interest, the theory that is developed should depend on the nature

of the problem and the questions that are addressed. Also, the rationale for the

investigation should take into account the state of knowledge in the area at the time

[91]. Gregor and Jones [92] suggest a means of formulating a design theory.

The design activity has to look for a solution from the systems perspective.

Design theory, says Friedman [76], is based on ‘the fact that design is by nature

interdisciplinary’, since ‘design involves solving problems, creating something new,

or transforming less desirable situations to preferred situations’.

Based on a definition of IS and a discussion of the general nature of the theory

of IS, Gregor [90] presents four central goals of IS theory (analysis, explanation,

prediction, and prescription) and defines a taxonomy for IS theory to address the

four goals. The taxonomy includes five interrelated types of theory relevant to IS,

which apply according to the way in which the four central goals are achieved [91]:

1. theory for analysing;
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2. theory for explaining;

3. theory for predicting;

4. theory for explaining and predicting;

5. theory for design and action.

Following this taxonomy, the design and action theory provides guidance on ‘how

to do something’; ‘the theory gives explicit prescriptions (e.g., methods, techniques,

principles of form and function) for constructing an artefact’ [91].

2.1.1.3 Methodologies for IS and e-business security research

Siponen [212], in his analysis of the traditional approaches to information secu-

rity practice, found that conceptual analysis was the most commonly used research

approach in the late 1970s, 1980s and 1990s.

Siponen and Oinas-Kukonen [215], in their recent review of information secu-

rity research issues, found that most information security research focuses on the

technical context, and on issues of access to IS and secure communications. The

research approach used is often mathematical, and the reference discipline used has

been mathematics, including philosophical logic. The authors suggest studying in-

formation security from new perspectives, e.g. from an IS viewpoint, covering both

research methodology and research questions, including empirical studies of security

management [215].

Wareham et al. [255] have analysed the research methods used in IS e-commerce/e-

business research published in mainstream IS journals during the 1997–2003 period.

They used this analysis to add a fourth (i.e. the design science) research methodol-

ogy category to the classification of Orlikowski and Baroudi [174], discussed above.

They also made the following distinctions between uses of the four methodologies

[255]:

• the descriptive methodology has primarily been used to describe current prac-

tices within electronic commerce, without any attempt at a theoretical ground-

ing;
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• the positivist methodology has been used to test hypotheses or perform analy-

ses;

• the interpretive methodology has been used to understand phenomena through

the interpretations of the participants, in order to increase understanding

rather than generalise results;

• the design science research methodology implies that ‘understanding is ob-

tained through the process of construction and improvement of an IS artefact,

such as constructs, models, methods, systems and their instantiations’ [255].

Apart from the approaches used, the relevance of IS research has also been

discussed widely by the academic community. It is desirable for IS research to be

of significance to IS practice, and hence the issue of relevance has been discussed

and debated by the IS research community [22, 58, 146], and the need for IS related

research to be relevant to practice has been emphasised.

2.1.1.4 Summary

To conclude this review of methodologies (research epistemologies) that have been

used or suggested for use in IS research, we note in particular the following points:

• during the last decade, discussions on IS research methodologies have in-

creased, both in terms of the number of publications and in the variety of

methodologies discussed;

• until recently the positivist approach has been dominant in both IS and IS

security investigations;

• the qualitative research methodology has become widely recognised as an ap-

propriate research methodology for IS over the last decade;

• the design science and design theory approach has been suggested as a research

category relevant to IS research;

• mixed methodologies can be used in scientific research in general, and in IS in

particular.
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2.1.2 Research methods

A variety of methods have been proposed for IS and IS security research.

In IS, qualitative research methods include the following:

• action research;

• case study;

• grounded theory;

• ethnographic research.

Also, a design science method in IS research has been suggested by several

authors (see, for example, [92, 255]).

2.1.2.1 Action research

According to the principles of action research, complex social processes can be stud-

ied by introducing changes into the processes and observing the impacts [20]. This

type of qualitative research is an iterative process, combining both theory and prac-

tice; by implementing changes in the observed situations, an immediate reflection

of that change can be investigated and studied [15].

2.1.2.2 Case study

Walsham [244] argues that, although surveys and laboratory experiments in IS

may result in interesting data, studies that go into depth for particular individ-

uals, groups, organisations, etc., are required. This is because of the specific nature

of IS, which provides connectivity but supports diversity.

The qualitative methodology and the use of case studies provide powerful tools

for research in management and business subjects [94]. In particular, case studies

are used as a research strategy in business organisations when the researcher has

little (or no) control over events, and when the research focus is on a contemporary

phenomenon in some real-life situation [268]. In all these situations a case study is

required in order to understand complex phenomena.
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Klein and Myers [121] provide the following set of seven principles for interpretive

field research, by which any IS research might be evaluated and characterised as an

interpretive case study:

1. the fundamental principle of the hermeneutic circle: all human understanding

is achieved by iterating between considering the independent meaning of parts

and the whole that they form;

2. the principle of contextualisation; critical reflection of the social and historical

background of the research setting is required;

3. the principle of interaction between the researcher and the subjects; critical

reflection must be performed on how the research materials were socially con-

structed through the interaction between the researcher and the participants;

4. the principle of abstraction and generalisation; data interpretation should be

performed through the application of principles 1 and 2 to theoretical, general

concepts;

5. the principle of dialogical reasoning; sensitivity to possible contradictions be-

tween the theoretical guidelines for the research design and the actual findings

is required;

6. the principle of multiple interpretations; sensitivity to possible differences in

interpretations among the participants is required;

7. the principle of suspicion; sensitivity to possible ‘biases’ and systematic ‘dis-

tortions’ in the participants’ narratives is required.

2.1.2.3 Grounded theory

Grounded theory research develops theory that is grounded in data, which need to

be collected systematically and analysed as the researcher collects them [164, 202].

Grounded theory research has the following characteristics [202]:

• grounded theory is principally an inductive approach;
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• theory emerges from the process of data collection and analysis;

• there is no defined theoretical framework, but, instead, questions and hypothe-

ses are developed as the data arrive.

2.1.2.4 Ethnographic research

The ethnographic research method has also been suggested for use in IS research

[165]. In this research method, a researcher is required to spend a significant amount

of time in the field. The difference between case study research and ethnographic

research is that, in the latter, the researcher actually becomes a part of the reality

studied [165].

2.1.2.5 Design science

Hevner et al. [104], following the principle that design science is a problem-solving

paradigm (see section 2.1.1), suggest that the following seven guidelines must be

considered for design-science research in IS:

1. Design-science research requires the creation of an innovative, purposeful arti-

fact in the form of a construct, model, method or instantiation (artifact design

guideline);

2. A technology-based solution has to be developed for a specified business prob-

lem domain (problem relevance guideline);

3. The evaluation of the artifact design must be performed with respect to its

utility for the specified business problem (usefulness evaluation guideline);

4. The innovative solution application must result in a more effective or efficient

way of performing some set of functions in the specified domain (research

contributions guideline);

5. The artifact must be rigorously defined, formally represented, coherent and

internally consistent (research rigour guideline);

6. The process by which the artifact is created enables a search process which

ensures that an effective solution is found (search process guideline);
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7. Design-science research must be presented to both technology-oriented and

management-oriented professionals, who will study the research in context

and will decide if its results should be implemented within their organisations

(communication of research guideline).

Having reviewed possible research approaches and methods, we next consider

the research approach adopted in this thesis.

2.2 The adopted research methodology

This thesis investigates a specific field in IS, namely e-business organisation se-

curity. As such, the research deals with three disciplines: IT, organisations, and

people. Given the discussion provided above, and based on the most generic re-

search classification, the research described in this thesis can be classified as applied

research for the following reasons:

1. Practical problems to be solved: the research attempts to solve the infor-

mation security problem, which is one of the most important problems facing

the e-business community;

2. The problem refers to modern world needs: the research addresses the

information security needs of organisations that use e-business technology,

which is a novel technology;

3. The goal is to improve human conditions: an effective model for informa-

tion security configuration and management will potentially improve business

activities, increase the volume of business operations, and assist the global

economy, and hence will contribute to better human living conditions.

The given research is not quantitative, since developing an algorithm or mathemat-

ical model to describe the behaviour of an IS security scheme appears completely

infeasible. E-business organisations are complex dynamic systems that carry out

their activities through the deployment of IT and IS. Hence, IS are also complex

dynamic systems. Developing a security design for such a system will result in a
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complex and dynamic solution, since it must fit the evolving structures and inter-

actions of the wide range of IT and IS components making up an e-business. An

information security model for an e-business organisation should reflect the dynamic

behaviour of the elements of an e-business IS. The design of an e-business informa-

tion security model cannot be based on an algorithm (i.e., a formula or a procedure),

that presumes ‘simple’ static behaviour (namely, behaviour that can be predicted).

Such an algorithm, of course, does not exist, and there is no algorithm that can

model all the IT and IS components making up an e-business.

Thus the investigation has been performed using qualitative research method-

ology. Among the three different categories of qualitative research in IS, the work

described in this thesis has the characteristics of interpretive qualitative research.

The goal is to give an alternative approach to the provision of security for an e-

business. In other words, the work described in this thesis has the objective of

proposing a new paradigm. Hence, based on the characteristics of the design sci-

ence/design theory, discussed in section 2.1.1, the research fits the design research

approach. Moreover, for the reasons discussed below, a rational way of building a

security model for e-business IS is by a combination of:

• investigating the existing theory and technology related to the subject under

investigation; and

• ‘fieldwork’, i.e. exploring in practice how organisations apply security tech-

niques and tools.

Hence the action research and grounded theory methods do not fit the charac-

teristics of the research described in this thesis.

For research of the type described here, the ethnographic research method is not

practical, since organisations are most unlikely to accept such a mode of gathering

data. Indeed, one might reasonably expect a company to refuse to allow ethno-

graphic research, particularly for information security related investigations. This

means that it is necessary for us to use a case study research method.

It is also important to note that the research described here complies with

the seven principles for qualitative interpretive case study research. The research
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methodology guidelines suggested by Hevner et al. [104], provide an effective way

of formulating a research methodology and methods in a structured manner, which

appears to fit the characteristic and context of our study. The research was thus

performed using the following stages:

1. Review of the current situation with regard to existing security design para-

digms;

2. Decision regarding the research output (i.e. the artefact, using the terminology

of [104]);

3. The designed artefact will be implemented in a real-life situation, i.e. case

studies will be used in the research described in this thesis;

4. Information relevant to the research discipline is discussed and presented, i.e.

the technological, organisational, and security-related characteristics of an e-

business, are presented;

5. A new approach is suggested;

6. Based on this newly suggested approach, a model is developed;

7. The model is implemented and tested using a case study.

A mixed approach to the choice of research methodology is thus suggested here:

the research is performed as qualitative interpretive research, using the de-

sign theory/design science methods and a case study method.

2.3 The investigation process

The research described in this thesis has been performed using the following steps.

1. Presentation of the state of the art: a historical review of approaches to the de-

sign and development of products and methodologies. The review establishes

the context of the investigated phenomena.

2. Detailed study of e-business characteristics, where a definition of e-business is

provided in the research context.
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3. A detailed study of the e-business process.

4. Information security requirements are discussed, and a new set of such re-

quirements is formulated.

5. Two case studies are used to provide a ‘real-life’ context for this research.

2.4 Summary

The research described in this thesis focuses on one part of IS, namely e-business in-

formation security. It is thus necessary to review IS and ISS research methodologies

and methods in order to choose an appropriate methodology. The review includes

an analysis of research approaches, methodologies, and methods used in previous IS

and/or IS security research. Many different IS research methodologies and methods

are now accepted [165].

The research described in this thesis is primarily concerned with the task of new

security paradigm design, and thus IS design theory [91] is directly rele-

vant. The qualitative action research methodology approach (see [15, 21]), which in-

volves the examination of the practical implementation of new theories/tools/techniques,

is also of importance. Future research of this type could build on the results de-

scribed here.

The research goal is to provide a new security paradigm which will fit the modern

business environment. The research aims to achieve this goal by rigorously analysing

the security technology and e-business reality, and proposing a model based on this

analysis.

From the review provided here, and given the purpose and characteristics of the

research, it was decided to conduct the research using an applied qualitative research

approach, combined with a case study method. A specific research approach has

been suggested, building on the choice of methodology.

We next describe the concept of e-business and describe the main characteristics

of this mode of doing business.
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Chapter 3

What is E-Business?

... the very idea of a public communications network as a global market

is commercially appealing. Indeed, even from a security point of view, it

makes more sense that we do our transactions on the same communica-

tions network than that we drive on the same roads.

Bo Dahlbom [57]

The goal of this chapter is to describe and characterise the domain that is the

main focus of this thesis, i.e. e-business and its security requirements.

In order to be able to define an approach to e-business security, a working

definition of e-business is needed. The definition of the term used here is based

on a review of a number of basic concepts essential to an understanding of the

business environment in general, and in particular the changes it has gone through

in recent years; this review is given in section 3.1. There are a number of different

aspects of an e-business, namely business, operational, and technological. Recent

changes in the business world have arisen from the rapid development of information

technology and changes in the way that information technology is used.

Section 3.1 also addresses the impact of information technology on business.

It is argued that information technology is a significant (if not major) force in

developments in the business world, and it is of critical importance for doing business

today. The integration of information systems into the business environment is then

discussed. A variety of e-business models are next presented in section 3.2. The

chapter concludes in section 3.3.
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3.1 E-business organisations

The ways in which business is conducted are going through very significant changes.

Some companies are already organised in new ways, whereas others are still thinking

about it; however, there is a growing general awareness of a new and different way

of running a business, namely the e-business approach. In this section we describe

the main characteristics of an e-business and provide a definition of the term.

3.1.1 Basic concepts and terms

In order to provide a basis for a discussion of e-business security, and also to provide

a working definition of an e-business organisation, a series of definitions from the

business world are first given. A progression from basic terms towards the final

definition that forms the conclusion of this section is necessary in order to provide a

methodical explanation of the subject under discussion. Because we address a topic

spanning both business and technology, the definition we adopt needs to address

both business and technological perspectives.

We start by providing a definition of ‘business’ as a concept, followed by other

key business-related basic terms, including business functions, business environment,

supply chain and value chain. We start with the most basic concept, i.e. that of

a business. A variety of definitions have been given for this term (including, for

example, those in [133, 156, 181]). The various definitions have been reviewed

by Pateli and Giaglis [181]. Previous work on this topic has focussed on purpose

and scope, as well as relationships with other business concepts (such as strategy

and business processes). Some previous studies make use of the term ‘business

model’, which is variously used to mean a ‘system combined of component pieces’,

a specification of primary elements and relationships, or a specific architecture to

provide value to customers (a detailed review can be found in [181]).

Laudon and Laudon ([133]) provide a series of consistent definitions for terms

associated with a business organisation, three of which are presented below.

• A business organisation is ‘a complex, formal organisation whose goal is to

produce a product or service’.
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• ‘A business environment is the [set of] external conditions in which a busi-

ness organisation operates; the general environment includes government reg-

ulations, economic and political conditions, and technological developments,

while the task environment includes customers, suppliers and competitors’.

• ‘Business functions are the specialised tasks performed in a business organisa-

tion (for example, manufacturing and production, sales and marketing, finance

and accounting, and human resources activities)’.

Using these definitions, we say that a business is a formal organisational unit of

any size, having a goal (production of a product/service), characterised by specific

business functions, performing specialised tasks in order to achieve its goals, and

surrounded by an environment. Any organisation that is consistent with the above

definition is deemed to be a business.

Traditional businesses usually operate by physical means; business resources and

assets (employees, equipment, raw materials, documents, goods, products, etc.) are

located in a specific geographic region, occupying specific buildings, using physical

means of production, shipping goods, using specific physical links for transmitting

documents, and acting within a known and well-defined boundary.

A business, by definition, performs a sequence of actions and operations in order

to be able to provide the results of its production to the final consumer. Such a

series of actions is known as a supply chain. In this paper we will use the following

definition of this term.

A supply chain is a combination of the core business activities that allows a com-

pany to ‘create and deliver a product or service from concept through development

and manufacture or conversion into a market for consumption’ [187].

The supply chain encompasses activities that need to be performed in order to

make possible the execution of business functions. These business functions/activities

are carried out by processes [135]. The supply chain starts from an initial stage of

developing the product concept, through product development and manufacturing,

to the final stages of the business process, in which a consumer purchases the prod-

uct and/or service. A typical supply chain involves the raw materials suppliers,
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equipment and parts suppliers, manufacturers/producers which convert the incom-

ing supplies into finished goods, distributors and consumers, which may be either

individuals or other businesses. A business customer could be another manufacturer

in an extended supply chain, which involves several steps before reaching the final

point of business consumption ([187]). A business supply chain is made up of a

chain of integrated and coordinated industrial processes [169]. A business organisa-

tion not only runs its own supply chains, but is typically also a part of the supply

chains of the organisations with which it interacts.

Business activities can be classified into internal (those performed within the

organisation) and external (those involving interactions with environmental forces1).

A well-recognised tool for analysing internal business processes and functions, with

the goal of improving (adding value to) these activities by introducing information

systems, is the Porter Value Chain model [192]. A value chain is defined by Porter

[191] as a set of discrete, but interconnected, activities (classified as either Primary

or Support activities) through which a product or service is created and delivered to

customers; these activities have points of connection with the activities of suppliers,

channels, and customers.

An organisation’s value chain incorporates inbound logistics, manufacturing,

outbound logistics, sales and marketing, and service (as primary activities), and

human resource management, accounting, administration and infrastructure, prod-

uct technology and development, and procurement (as support activities). The

value chain model makes it possible to view a business as a series of activities that

add value to the firm’s products or services.

Part of the following discussion and analysis is based on this model. Immediately

below we provide an explanation of the meaning of each of the activities involved

in the model:

• Inbound logistics: raw materials, parts, resource handling (receiving, storing,

shipping);

1 See the Porter Five Forces model [190].
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• Manufacturing: producing the product/service of the organisation (transfor-

mation of raw materials using specific knowledge and/or equipment, following

specific procedures);

• Outbound logistics: storing the finished goods and/or distributing them to

the customer (the final product could also be a service);

• Marketing and sales: activities related to promotion, marketing, distribution

channels, customer definition, selling and delivering the product/service of the

company;

• Service: activities performed after the sale has taken place (such as repairing,

maintaining and supporting use of the product);

• Corporate Infrastructure: support given to the entire value chain, involving

finance, administration, and general management;

• Human resource management: hiring, training, promoting and compensating

employees;

• Product and technology development: research and development activities for

the product, and the processes and technology needed for its production;

• Procurement: the processes (along the value chain) of acquiring raw materials,

equipment and information technology.

Porter’s value chain model is a widely known and well used tool for identifying

the areas that might provide an organisation with additional business and opera-

tional capabilities—a value chain analysis makes it possible to separate a business’s

basic activities into primary and support activities. Performing such an analysis

gives managers the opportunity to identify the importance and contribution to the

business goals of each activity, and to focus on the specific areas that add most value

to a business (and, therefore, to the business goals). In general, the value chain is

a part of the business supply chain; indeed in some business modes these two terms

refer to the same sequence of activities.
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Apart from having its own specific value chain, a company is typically also a com-

ponent of the value chain for other organisations. So, acting together in the market,

each in its own environment, companies affect each other through interactions, co-

operation and collaboration. However, at least for a traditional organisation, there

are still clear boundaries that separate organisations.

A business needs to monitor its own business actions and also its connections

and interactions with the external partners of its supply chain. By doing so, a busi-

ness can analyse not only its internal processes and functions, but also its business

environment. Such a supply chain analysis enables a company to improve its oper-

ations and also its competitive position in the relevant market. Thus, the supply

chain is a key tool for describing, analysing and improving business activities (i.e.,

business processes).

The adoption of advanced IT is vitally important for any business in the mod-

ern environment. The introduction of IT into business processes is made through

and between the various elements of the organisational supply chain. IT provides

a business with an opportunity to improve its cost/benefit ratio, although there is

currently a debate in the academic community with respect to how and to what

extent the application of IT within businesses leads to improved organisational per-

formance [154]. Although business investment in these technologies is very high,

there is also a debate about the effectiveness of such huge investments, referred

as the ‘productivity paradox’ [27]. We next discuss the role of IT in the business

environment.

3.1.2 Information technology in business activities

In practice, business activities involve transforming documents between stations

involved in a specific series of actions in order to complete a specific mission. Docu-

ments contain data necessary to perform each of the stages of a specific process. In

other words, we use documents as a convenient way of carrying data. Traditionally,

documents were paper-based, but advances in information technology enable the

business world to use electronic means to transfer business data. These electronic

means are increasingly replacing paper for carrying data.

65



In practice, any kind of interaction between two organisations requires informa-

tion to be exchanged between them. Obviously, these exchanges (and any associated

transformations of data) are performed by means of IT. Such technology is rapidly

changing, especially the technology involved in data transformation.

The business world has adopted IT since the very early stages of computer

history. Computing and communications technologies, such as mainframes, mini-

computers, PCs, LANs and WANs, provide a company with means to support its

internal operations. Until relatively recently, companies exchanged data by physical

delivery of reports, files, papers, books, etc. The introduction of computer technol-

ogy has led to the use of computer networks (initially WANs and more recently the

Internet), and associated application layer protocols (e.g. EDI and email), in order

to communicate data between businesses. Although the Internet was seen from its

very early stages as a potential tool for social interactions [110], widespread use of

the Internet by the business world only took off in the 1990s.

IT has had a very significant influence on the value chain [191]. Computing

and networking technologies have contributed to improving parts of the corporate

supply chain (i.e., the value chain). Technologies such as WANs and EDI initiated

improvements in external operations by allowing communications with the business

environment (e.g. with suppliers); that is, they improved part of the supply chain.

Today, tools such as ERP (Enterprise Resource Planning, a collective name for

software that provides integration of major business functions such as production,

distribution, sales, finance, and human resource management [46]), CRM (Cus-

tomer Relationship Management, an approach to building and sustaining long-term

business with customers [46]), and SCM (Supply Chain Management, that enables

coordination of all supply activities of an organisation from its suppliers and part-

ners to its customers [46]) are widely used. In a modern business environment, the

entire organisational supply chain is considered as a value system [191].

The value chain serves as ‘the basic tool for understanding the influence of

information technology on companies’ [191]. Porter describes the evolution of the

use of IT in business in terms of the following five overlapping stages [191]:
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1. the first step: automation of discrete transactions (e.g., order entry and ac-

counting);

2. greater automation and functional enhancement of individual activities (e.g.,

human resource management, sales force operations, and product design);

3. cross-activity integration accelerated by the Internet (e.g., linking sales activi-

ties with order processing), linking together multiple activities through CRM,

SCM, and ERP;

4. integration of the value chain with the entire value system (the state of the

art);

5. in the future: optimisation of the value system in real time.

We are currently seeing the integration of the value chain with the entire value

system, that is the various company value chains are being integrated across entire

industry sectors, with tiers of suppliers, channels, and customers. This integration

involves merging tools (e.g., CRM and SCM), and linking the end-to-end applica-

tions of various value chain activities and participants [191].

Hence, in today’s technology intensive reality, a major opportunity for adding

value to a company’s supply chain is to further computerise its business functions

and activities, i.e. the business processes. This means increasingly introducing IS and

IT into and between business activities, i.e. using computer networks to interconnect

business functions both inside the organisation and between the organisation and its

environment. The business activities that an organisation performs through its sup-

ply/value chain, combine the organisation’s business processes (discussed in chapter

5). Hence, the modern interorganisational supply chain involves computerising the

participants’ business processes.

This was first achieved using computer networks to enable the use of EDI. EDI

typically did not offer public access, but was a relatively expensive and proprietary

technology, supported by private networks. These private networks were typically

controlled by one large organisation (e.g. a manufacturer or supplier), and supported

back end activities, such as exchanging invoices or order documents [272]. This kind
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of business interaction is now achieved in e-business by using the Internet, and is

strongly integrated into the value chain at both the front and back ends [272].

Hence, there are significant differences between the use of EDI and e-business.

We have seen a transition from proprietary networks to IP-based intranets (as an in-

frastructure for internal organisational activities) and the Internet (as an infrastruc-

ture for interactions with suppliers and/or customers). The Internet also makes it

possible for organisations to perform all their business connections electronically,

including interactions with suppliers and customers. It also provides a channel for

advertising, and enables interactions with financial institutions, governmental bod-

ies, potential suppliers, potential customers, partners, competitors, etc.

Businesses now use the Internet to support operations across the entire supply

chain, and for interactions with other company’s supply chains. The old supply

chains can be viewed as information-based value chains that link suppliers, cus-

tomers and system integrators. By computerising the entire supply chain, the tra-

ditional supply chain becomes a supply network.

In terms of structure, supply chains can be seen as systems of links and nodes

[169]. Moreover, by introducing advanced IT into the supply chain, the supply

chain becomes, according to Porter’s model, a value chain, i.e. a value network or

electronic value network.

As a result of changes in the global business environment and technological

advances, partly caused by the Internet, flexible collaboration between businesses

occurs on a global scale involving the alignment of their business processes [1]. The

new borderless enterprises collaborate with other organisations to produce goods

and services, across national boundaries. The importance of opening organisation

borders has been widely recognised [1].

Using Internet-based technologies typically involves using web sites as a means

of enabling electronic business. Business webs, or ‘b-webs’, are partner networks

of producers, service providers, suppliers, infrastructure companies, and customers,

linked via digital channels [56]. While e-commerce (buying and selling over the

Internet) involves using the Internet via web sites, e-business involves these web

sites evolving into portals (web sites that are also entry points to other web sites).
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E-business involves the computerisation of the entire enterprise to automate its

business processes across its entire supply chain. By doing so, the organisation

creates a Portal Value Network (PVN) connecting all the participants in the e-

business.

When two businesses establish a partnership, say Leymann et al. [136], i.e. when

the corresponding service partners are interconnected, cooperation begins, and mes-

sages can be exchanged through the established links. However, linked operations

have to be executed in a particular order, which needs to be specified. This is

achieved by defining a flow model. According to Leymann et al. since flows often

represent business processes, a flow model is sometimes referred to as a business

process model, or simply a process model.

From a business perspective, e-business involves the integration of activities,

organisations and systems, while from the technological point of view, e-business

and e-commerce make use of a vast range of IT concepts and tools. Open Internet

standards are used to integrate and automate the value chain by providing a common

language for processes to intercommunicate and exchange data [86].

It follows that the following definition of the e-business can be formulated:

E-business is a way of performing supply chain activities over Portal Value Net-

works by means of Internet-based Information Technologies.

We use a slightly more detailed version of the above definition in the remainder

of this thesis:

An e-business is one that performs its supply chain activities by means of elec-

tronic processes only, using Internet-based Information Technology for integration

of, and cooperation and interaction with, its participants’ PVNs and business processes.

Note that the term ‘Virtual Business’ (v-business) has recently been used. There

is no widely accepted definition of this term—some authors use v-business to mean

any e-business, whereas others define it as ‘a temporary network of independent

companies, . . . linked by information technology to share skills, costs, and access to

one anothers’ markets. It will have neither central office nor organisation chart. It

will have no hierarchy and no vertical integration’ [40].

The definition of e-business given above is quite broad, and encompasses all
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types of electronic business, as well as the existing definitions of v-business. As a

result we do not use the latter term here.

It is important to note that in this thesis we distinguish between ’e-business’

and ’e-commerce’. The term e-commerce refers only to the activities of buying and

selling products electronically. That is, e-commerce is just one part of e-business.

This thesis is concerned with e-business.

Guided by our adopted definition of e-business, we now identify the main char-

acteristics of this type of business, and describe various types of e-business organi-

sations.

3.2 E-business characteristics

The main characteristics of e-business organisations are their business models and

the fact that they operate using the Internet and IT. All e-business functionality-

related properties are derived from these two main characteristics, discussed in sec-

tions 3.2.1 and 3.2.2 immediately below.

3.2.1 E-business models

In order to analyse e-business, it is important to identify models of its functionality.

We need a structured approach for describing e-business functionality, so that we

can identify e-business characteristics relevant to information security.

To be able to operate as an e-business, an organisation must change its business

model, usually in a very radical way [86]. Based on the working definition of e-

business given in section 4.1, it follows that, both practically and theoretically,

e-business is a new business model. Unlike a traditional (physical) business, e-

business is not focused on static, internally managed and operated chains, but on

dynamic business processes, performed through external webs of relationships, that

take advantage of the digital arena’s power and flexibility [56]. The traditional

supply chain has changed into a value network of portals (Portal Value Networks).

Portals provide both the employees and the customers of an organisation with a

new way of working and/or buying.

Two types of portals are possible: horizontal and vertical [86, 273]. A portal
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that provides functions meeting common user requirements, such as search functions,

email, chat, etc. via the Internet, is a horizontal portal. Google and Amazon provide

examples of horizontal portals. The objective of a horizontal portal is to provide

solutions to a broad range of Internet users [86]. A portal that includes the same

functions as a horizontal portal, but that focuses on a specific community and

industry, is a vertical portal [86]. Thus the portals of companies such as Blackwells

(books) and Dell (computers) are good examples of vertical portals (also known

as vortals). They address a very broad audience, but also offer clear and focused

functionality aimed at a specific audience. Microsoft’s portal is a further example

of a vortal, whose target audience includes users with specific requirements. When

a company’s vortal is directed at business customers, it involves interactions with

value chains (i.e. at PVNs, as defined above).

It follows then that one aspect of the business model must be deciding on the

type of portal to be provided, i.e. whether it should be horizontal or vertical. Some

authors suggest that businesses should build a vortal, not only because vortals im-

prove distribution networks as compared to traditional distribution, but also because

a vortal provides production capabilities, and so will enable the exploitation of the

Internet as a business tool [11]. An e-business operating via portals (either horizon-

tal or vertical), has to decide upon its business model, which, as stated above, is a

different model to that applying to a traditional business.

Applegate [11] argues that e-business models can be divided into two categories,

depending on the type of company involved:

1. Digital businesses, i.e. organisations that are built on the Internet;

2. Businesses that provide the platform upon which digital businesses are man-

aged and operated.

Gloor [86] provides a more detailed classification of e-business models, based on

four fundamentally different types of organisation, as suggested by Malone (in [86]):

1. Creators—producers of goods (physical or information), such as General Elec-

tric, Cisco, Dell, Microsoft, and on-line versions of newspapers;
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2. Distributors—companies that distribute and/or supply goods, such as elec-

tronic shops for books or music (e.g. Amazon);

3. Brokers—companies that act as intermediaries, such as on-line auctioneers or

travel agencies (eBay, Netaction, Thelastminute, and the90minute are exam-

ples);

4. Extractors—companies that exist only on the Internet, that operate as portals,

and whose business model is based on advertising revenue. Examples include

Yahoo, MSN, and Google.

This classification appears to be sufficiently detailed for our purposes.

Today’s e-business environment involves e-businesses which use more than one of

the above models. For example, an e-business organisation might be classified as a

creator, but also operate as a broker, and/or might also operate a web site to provide

services (e.g., special offers) available only via the Internet (i.e. in the extractor

role). Airline companies are typical examples of such organisations. There are also

companies that do business exclusively via the Internet (defined by Applegate [11]

as digital companies) to provide an e-business platform for other (usually creator)

organisations, which fall into Applegate’s second category. Hence, we propose here

an additional two-category classification:

1. type I—a generic e-business organisation (either creator, distributor, broker,

extractor, or any combination of these roles);

2. type II—an infrastructure-supportive e-business organisation.

This classification is also consistent with the definition of e-business given in

section 3.1. The two case study companies described later in this thesis have been

chosen to represent these two types of e-business.

E-business organisations can also be classified according to how they collabo-

rate with other organisations. The main current business model types in such a

classification are as follows [9]:

• the old-economy ‘one-to-one’ EDI model (providing direct point-to-point trans-

actions between participants);
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• the ‘one-to-many’ model (providing a supplier with access to a group of buy-

ers);

• the ‘many-to-one’ model (providing a buy-side solution for one buyer facing

many suppliers);

• the ‘many-to-many’, or net markets, model (involving the aggregation of large

groups of buyers and sellers around a central hub offering a wide range of

services).

We draw the following conclusions from the above discussions:

• an e-business can operate via either a horizontal portal or a vortal;

• an e-business organisation can perform all its activities in an e-business mode

or operate in an e-business mode only to support its main activities;

• an e-business organisation can collaborate with other parties in various ways.

All the types of e-business organisations described above can only operate by

deploying Internet-based technologies. The ability to operate using IT only is one

of the most important characteristics of an e-business.

3.2.2 E-business technology infrastructure

It has become common for businesses large and small to make some of their services

available on the Web. Using such services typically requires use of a web browser.

E-business operates using the Internet [191, 272], and involves providing broad

connectivity between the organisation’s front end (namely, sales and customer ser-

vice) and back end (namely, coordination and procurement) [272]. The Internet

makes it possible to exchange real-time information between an e-business organ-

isation and other participants, such as customers and suppliers [271]. The open-

standard nature of the Internet means that e-business has a number of unique

characteristics. E-business use is decentralised, and is often driven by a variety of

technological, structural and environmental factors. Hence, e-business is affected

both by the technological competence of the organisations, and by organisational
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and environmental factors, such as international scope, legal protection issues for

online transactions, and web functionality [272].

A typical web-application architecture involves three tiers: web browsers (to

provide a ubiquitous user interface), application servers (to manage business activ-

ities), and back-end databases (to store the persistent data) [257]. Although this

architecture does not appear to be very complex, implementing it requires a good

understanding of both the applications hosted on the application server, and of the

appropriate network configuration for a specific e-business organisation [175].

Some organisations make the change to an e-business mode by also shifting

towards a service-oriented architecture (SOA) [217], which provides organisations

with certain operational benefits. Leymann et al. [136] argue that web services

based on a service-oriented architecture provide a suitable technical foundation for

making business processes accessible within and across enterprises.

The emerging semantic web looks set to provide significant advantages to e-

businesses, not least because of its potential to host new e-business applications

[234].

Also, conducting business on a platform conforming to open standards facili-

tates information sharing along the value chain [271]. Doing business by means of

networks creates one of the most characteristic features of modern organisations,

i.e. transparency [230]. Employees from different organisations share information,

business plans, strategic issues and challenges. ‘In a real-time global supply chain,

companies and their business partners by necessity share competitive and opera-

tional secrets. ... some opacity remains necessary, and transparency isn’t always

easy. Trade secrets and personal data, for example, should be confidential’ [230].

There are also significant differences in management issues in two major areas,

namely strategic planning and personal privacy and security. These differences re-

sult from the fact that e-business is an Internet/Web system, i.e. clients, suppliers,

partners can interact with e-business organisations via Internet connections, usu-

ally with Web interfaces. Such systems differ significantly from traditional systems

in information content, development practices, the developers themselves, and the

users [245].
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3.3 Summary

In this chapter a conceptual framework that facilitates the development of a clearer

picture of an e-business and its characteristics was given. E-business has unique

features, derived from its use of Information Technology. The term ‘e-business

organisation’ was defined. This definition identifies an e-business as a company

running its business processes electronically. E-business processes are enabled by

the transmission of information flows. E-business, in order to succeed, must pro-

vide value to its users (including employees and customers). To deliver the value

proposition to all its customers, a business must ensure that it possesses a range of

capabilities that underpin the proposed value [176].

E-business capabilities are realised through the organisation’s underlying e-

processes. The correct execution of these e-processes is crucial for the e-business

mode of operation. Robust e-process design and implementation is the first line

of defence [250]. From the discussion in this section, we conclude that a process-

based security approach is a rational way to address e-business information security.

In order to protect e-business information, we need a methodological approach to

come to decisions regarding the degree and type of security protection that should

be provided to information.

The main goal of this chapter was to create a basis for subsequent discussion,

and the presentation of a model for designing and managing information security

for an e-business. The main focus was on business processes, and the information

systems infrastructure present in an e-business.

In order to explore the main security challenges for e-business IS, we next provide

a review of ISS domain, and characterise the current information security capabilities

and constraints in IS in general, and in particular the security challenges present in

e-business mode of doing business.
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Chapter 4

Information Systems Security
Domain

What the new technologies have brought, then, are more options and op-

portunities for conducting information warfare. ... There is greater de-

pendence on technology throughout society and with it potentially greater

losses from technology attacks. There are new, automated tools for de-

fense as well, but defenses are rarely perfect and inevitably lag behind.

Dorothy E. Denning [62]

In this chapter we provide a review of the state of the art in Information Systems

Security (ISS). For the purposes of this thesis, the state of the art is defined as the

highest level of development of a device, technique, or scientific field, achieved at a

particular time [265]. The identification of the main features of the state of the art

enables us to describe problems that need a solution, and, subsequently, to suggest

a possible solution to these problems. The main goal of the chapter is to describe a

major problem arising in IS security management, addressing which forms the focus

of the work described in this thesis.

One of the characteristics of IS security is the lack of generally agreed definitions

for commonly used terms. A wide variety of interpretations of IS security terminol-

ogy is used both in industry (including commonly used buzzwords) and in academia.

Although the collection of security-related concepts is in practice the same, the ter-

minology itself is frequently used in different contexts. For this reason, and in order
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to be able to present the state of the art in a systematic way, a methodological tool

is needed to describe both the practical and conceptual aspects of the field.

The tool used here is a framework of basic IS security concepts, within which

the relationships between the various concepts are established. The state of the art

is described using this framework. A conceptual framework makes it possible to

organise and present the main elements of IS security. Definitions of the relevant

terms and concepts are summarised in a list of terminology given at the beginning

of this thesis.

The structure of this chapter follows the outline above. Section 4.1 presents

the framework and the logic behind its development. Sections 4.2–4.13 discuss

the framework components in a more detailed way. That is, section 4.2 discusses

security threats, followed by section 4.3, in which perceptions of security are pre-

sented. Next, in section 4.4, commonly accepted security goals and requirements

are discussed. Section 4.5 considers various approaches to information security de-

sign and management, including the evolution of these approaches and a detailed

discussion of the perimeter security approach. Methods for IS and ISS development

are presented in section 4.6, followed, in section 4.7, by a discussion of techniques

for information security management. Information security policies are discussed

in section 4.8, information security standards in section 4.9, personnel and human

factor-related security in section 4.10, and forensics is described in section 4.11.

Current security methods, including application security, cryptography, and secu-

rity mechanisms and tools are discussed in section 4.12. In section 4.13, security

models are presented. In section 4.14, the major e-business security challenges are

considered, and prior research on e-business security is presented. The material dis-

cussed in sections 4.1–4.14 is summarised in section 4.15, and conclusions are drawn

in section 4.16. The chapter concludes with section 4.17, which contains proposals

for filling in the gaps in the current state in the art of information security.
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4.1 An ISS conceptual framework

Security for IT and IS is a complex and ever evolving subject. Not only is the term

security used in various contexts and with respect to a broad range of IT issues,

the information security discipline is also very broad. It includes a wide range of

subjects, such as computing, management/business, and human-related issues.

Lucas [144] considers the interdisciplinary nature of IS, covering topics as dis-

parate as computer science and psychology. A number of IS frameworks have been

defined, covering a variety of aspects of the subject, such as frameworks for IS

development, frameworks based on sociological paradigms, and frameworks for IS

research methods (see, for example, [60, 61, 105, 212]). Information security, as one

part of IS, is also complex and broad, and can be approached from a range of per-

spectives. Siponen [212] considers research methods and objectives, and proposes

the use of organisational role as a framework for analysing approaches to IS security.

In particular, according to Siponen, the organisational roles for IS security include

technical, socio-technical, or social views [212].

Here we present IS security in terms of the conceptual framework shown dia-

grammatically in Figure 4.1. This framework is used here as a tool to discuss the

discipline in a consistent and systematic way.

The logic behind this framework is as follows. The business environment is

constantly changing along with (and due to) advances in technology. At any given

point in time, the state of the art in information technology, as indicated in the

topmost box, affects the operational and management capabilities and constraints

applying to the business environment. IT involves computer hardware, software,

data storage, and communication technologies [133].

Although a business environment benefits from advances in IT by expanding

and/or modifying its business activities, these advances in IT produce a new range

of threats. The next box down, i.e. IS threats, represents threats derived from

the use of IT. The various threats to information and IS also constantly change—

different business environments at different times are characterised by differing uses

and sophistication of IT, and, as a result, different threats apply. Note that, for
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Figure 4.1: Information Systems Security Framework

our purposes, a threat can be defined as any circumstance or event that has the

potential to harm a system [216].

The perception of, and exposure to, threats define the way in which security is

defined, i.e. they determine the interpretation of the term security. This is repre-

sented in the framework by the Security perception box. The perception of security

has changed over time. For example, before the widespread use of networks, and

the Internet in particular, the main perceived threats to IT were those applying

to isolated computer systems. That is, security was considered to be an issue of
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protecting a computer against what might/could happen to it. Subsequently the per-

ceived threats have changed in line with changes in the use of IT. Changes in the

nature of the perceived threats have resulted in changes in perceptions of security.

There is no commonly accepted definition of both information security and IS se-

curity either in academia or in practice. (We provide a definition of these terms for

the purposes of this thesis in section 4.17).

The perception of security leads to the identification of security goals (repre-

sented by the Security goals box in the framework). We thus argue here that the

perceived threats, and the exposure to a specific set of threats, establish the per-

ception of security and, hence, the fundamental goals and objectives of security.

Confidentiality, Integrity, and Availability (CIA) are commonly considered to be

the fundamental goals of IT security [216]; they are sometimes also referred to as

objectives, requirements, or properties (see, for example, [79, 98, 232]).

The specific perception of security, and the definition of the security goals, lead

to the establishment of the security approach, or paradigm, as represented by the

Security approach box in Figure 4.1. A paradigm represents a philosophical and the-

oretical framework of a scientific school or discipline within which theories, laws, and

generalisations, and the experiments performed in support of them are formulated

[260]. Along with the changes in security perceptions, the approaches to security

also change, and different security paradigms have been dominant at different pe-

riods. (A detailed discussion of security paradigm evolution is provided below in

section 4.5.1). Currently, the perimeter security paradigm is the dominant approach

for securing corporate IS. This paradigm implies the existence of an organisational

security perimeter, i.e. a boundary at which security controls are in effect to protect

corporate assets [216].

Following the chosen security approach, security safeguards are designed and de-

veloped (the Security design and development box), and security management (the

Security management box in Figure 4.1) is implemented in order to optimise the

effectiveness of these safeguards. A security safeguard is a protective measure or

control that is intended to meet the security requirements for a specific system [216].
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Security safeguards include a wide range of tools, operating and personnel proce-

dures, mechanisms and policies, models, management techniques, physical devices,

legal measures, and standards.

Security design and development activities relate to the safeguards listed above,

while security management is concerned with achieving IS security goals by select-

ing appropriate security safeguards and managing their operation. Security man-

agement is another term lacking a universally accepted definition. (We provide a

definition of ISS management in section 4.17.) For our purposes, security manage-

ment includes the following topics:

• organisational, dealing with concepts such as organisational structure (dis-

tributed, centralised), hierarchy, business goals, and business environment;

• technological, covering the IT issues relevant to the business;

• operational, covering how an organisation operates its processes (business

logic and physical environment);

• functional, dealing with specific functions and processes, including security

management functions and responsibilities [175];

• personnel, covering the users that interact with the system and its processes,

including security awareness [79], rules, policies, and controls governing user

activities.

The safeguards are represented by the boxes in the bottom row of the framework

diagram, and are defined as follows :

• personnel (users that interact with the system and its processes, including

security awareness [79]);

• security models (models that represent a particular policy or a set of policies

[25]);

• security tools (artifacts used in the systems development process [14]);
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• security mechanisms (methods or procedures used to help enforce a security

policy [25]);

• security policies (sets of laws, rules, and practices that regulate how an or-

ganisation manages, protects, and distributes sensitive information [216]; a

statement of what is, and what is not, allowed [25]);

• security standards (statements regarding hardware or software, configuration,

or level of performance that are to be adhered to in operations [216]);

• digital forensics (the umbrella term for all forms of research and analysis of

computers and computer use directed at obtaining evidence of intrusion, at-

tack, or wrongdoing [216]).

This framework appears to encompass all the elements (both conceptual and

practical) that comprise the information and IS security domain today. In the

remainder of this chapter, the main characteristics of the various elements of the

framework developed above are described. In doing so we characterise the state

of the art in ISS, and provide the basis for identifying both issues with current

approaches to ISS and gaps in the current understanding of ISS.

We argue here that the chosen approach to designing and managing security (the

security paradigm) defines the way in which ISS safeguards are designed, developed,

deployed and managed. The framework above suggests that the approach to secu-

rity should be derived from the security goals, which are themselves derived from a

perception of security that is based on identified threats. Hence, we start our more

detailed description of the elements of the framework with a discussion of security

threats, since we claim that threats depend on the specific operating environment,

and threats are a fundamental component of many existing security paradigms (ap-

proaches). This is followed by a discussion of the notions of ‘security perception’

and ‘security goals’. Finally, security paradigms are discussed in relation to ongoing

advances in IT, and with respect to changing security perceptions and goals.
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4.2 Security threats

The ever increasing dependence of organisations of IT, and the increasing complexity

of IT and IS, make organisations increasingly vulnerable to any malfunctions in

these systems. With rapid advances in IT and changes in the business environment,

threats to IS are constantly changing and proliferating. Whitman [262] argues that

there are changes in the identification of threats in the roll-out of new technologies.

According to the author, these changes may have shifted the organisational security

focus. As IT advances, more powerful tools are provided to developers and users,

and the greater is the computer/technology literacy of the ‘average’ user.

Information security is usually considered as being concerned with identifying

possible threats based on what is already known [66], and providing methods within

the organisation to address the prioritised threats it faces [263].

Threat is a very broad term. Threats become more specific when discussed in

the context of vulnerabilities and attacks [216]. Definitions of the terms risk and

threat (and of the related terms vulnerability and attack), vary (see, for example,

[25, 62, 108, 205, 216]), and no universally accepted definitions exist for these terms.

A vulnerability is a weakness in system security procedures, design, implementation,

controls, etc., that can be exploited to violate system security policy [216]. Threats

are generic, while vulnerabilities are environment-specific, since they depend on the

protective measures used in the system [79]. Threats are changing and constantly

increasing in number as IT develops. For example, threats related to computer-

based networking only arose once networks became common.

These factors together imply that the number, variety, types and power of IS

threats are constantly growing. For this reason it is not possible to present a com-

plete list, but instead we give a list of broad categories of threats. A number of

threat classification schemes have been proposed, including by authors from both

academia [47, 247] and industry [33, 205]. We use here the Shirey threat classifi-

cation scheme described by Bishop [25], that divides threats into the following four

broad groups:

1. disclosure (unauthorised access to information);
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2. deception (acceptance of false data);

3. disruption (interruption or prevention of correct operation); and

4. usurpation (unauthorised control of some part of a system).

A threat itself does not harm a system, but a successful attack does. That is, an

attack is a realisation of a threat. An attack is an act that tries to bypass security

controls [216]. Threats can also arise from accidental or environmental incidents.

For the purposes of our discussion we consider these types of security violation

as an attack too. As for threats, with advances in IT, new types of attack are

constantly being invented, and hence we again define general categories of attacks,

attack methods and vulnerabilities, rather than attempting to list specific examples.

It is important to note that attacks are typically not associated with just one

threat category, but may implement multiple threats. We give below a list of attack

categories, including some of the more widely discussed classes of attack.

• malware (a collective term for many varieties of deliberately malicious software

[79, 216]), including:

– viruses (self-replicating and propagating programs, usually operating with

some form of input from the user, although generally the user is unaware

of the intent of the virus [216]);

– worms (replicating programs that can spread between systems autonomously,

without the need to infect a carrier in the manner that a virus does [79]);

– Trojans (programs that pretend to be something else in order to enter

a system and encourage people to use them, typically resulting in unex-

pected and unwanted effects [79]);

– spyware (a program that reports on the contents, status, or operation of

a computer to a remote system or user [216]);

• denial of service (DoS or DDoS) (a form of attack in which legitimate ac-

cess is prevented or impeded as a direct result of activities originating from

unauthorised parties [79]);
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• social engineering (the use of fraud, spoofing, or other social or psychological

measures to get legitimate users to break security policy [216]);

• insider attacks (attacks involving an employee or other trusted individual,

generally one with a higher than normal access [216]);

• impersonation attacks (an attempt to gain access to a system by posing as an

authorised user [216]);

• hacking (breaking security systems by either skilled or unskilled persons [216]);

• exploitation of implementation errors (i.e. an attack taking advantage of weak-

nesses that exist as a result of errors in development, yielding a system which

is not consistent with security policy requirements).

It is also possible to categorise attacks by the motives and objectives of the

attackers, rather than by the techniques used. Attack categories of this type are as

follows.

• harassment (sending unwanted threatening or injurious messages to an oppo-

nent directly, either in person or through a medium such as email [62]);

• cyberterrorism (the use of information technology by terrorist groups and

individuals to further their agenda [168]);

• political or industrial net espionage (network-enabled espionage [29]).

The seriousness of attack techniques depends on a number of factors, including

technical capabilities, attacker competence, technological advances, vulnerability

exploitation opportunities, etc. Such techniques include:

• buffer overflow (made possible as a result of a common programming error in

which excessive input exceeds the memory space allocated to it, potentially

causing the program to execute arbitrary code or switch operational control

to an arbitrary memory location [216]);

• SQL injection (an attack that manipulates parameters that are used in SQL

statements [175]);
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• spamming (indiscriminately sending unsolicited, unwanted, irrelevant, or in-

appropriate messages, especially commercial advertising, in mass quantities

[216]);

• packet sniffing (traffic monitoring used by an attacker within a network to

gather information about the network [139];

• spoofing/masquerade (an attempt to gain access to a system by posing as an

authorised user [216]);

• abuse of cookies (using the information contained in cookies for illegitimate

purposes);

• routing table poisoning (malicious alteration of routing tables by modifying

routing information update packets sent by the routing protocol [47]);

• phishing (posting of a fraudulent message to a large number of people via

spam or other general posting, asking them to submit personal and financial

information [216]);

• SMiShing (a compound of ’phishing’ and ’SMS’, where mobile phone users

receive text messages containing a Web site hyperlink, which, if clicked, down-

loads a Trojan horse to the mobile phone [259]);

• vishing (the telephone equivalent of phishing [259]);

• DNS (Domain Name System) hacking (an attack on the DNS infrastructure

that has the potential to affect a large portion of the Internet [47]).

Vulnerabilities can be technological (such as URL (Uniform Resource Locator)

parsing errors, flawed password schemes, faulty implementation of RFC (Request

for Comments) specifications, poorly configured default permissions, flawed security

models, etc.) or management-oriented (such as inadequate, or lack of, security poli-

cies, lack of user awareness, improper firewall configuration, organisational culture

shortcomings, etc.).
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For example, email communication can potentially be manipulated and abused

in a number of ways, including by spam, address harvesting (gathering of email

addresses for the purposes of spamming), or harassment (sending unwanted threat-

ening or injuring messages via email [62]). Valid email addresses are needed by

spammers, and various techniques are used to procure them (including legal pur-

chase, theft and brute force and dictionary attacks) [206].

DoS, e.g. preventing a server from providing a service, can result from direct

attacks or from non-security-related problems. The denial of service may occur at

the attack source by withholding from the server the resources needed to perform

its functions, at the attack destination by blocking communications with the server,

along the intermediate path by discarding messages from either the client or the

server, or at some combination of locations [25].

Possible consequences of attacks for an organisation include:

• software corruption/modification;

• hardware malfunction;

• data corruption/modification/exposure/theft;

• identity theft;

• intellectual property theft;

• financial loss;

• damage to reputation;

• national-level infrastructure disaster.

4.3 Perceptions of security

The definition of ISS varies widely, as is true of almost all other IS related terms.

There is no formal commonly accepted definition of Information Systems Secu-

rity. According to Smith et al. [219], IS Security ‘is the effective implementation of

policies to ensure that the confidentiality, availability, and integrity of information
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and assets are protected from theft, tampering, manipulation or corruption’. The

NSTISSC (National Security Telecommunications and Information Systems Security

Committee)1 defines it as ‘the protection of information systems against unautho-

rised access to or modification of information whether in storage, processing, or

transit, and against denial of service to authorised users, including those measures

necessary to detect, document, and counter such threats’ [171]. According to Slade

[216], system security includes ‘the totality of security safeguards to provide an

acceptable protection level for a system and for data handled by a system’.

In the literature, a formal definition of IS security is often not provided at

all, but instead security is discussed with respect to its role (in the view of the

author). Peltier [183] argues that, since information is an asset of an organisation,

‘management is expected to ensure that appropriate levels of control are in place

to protect this resource’ [183]. According to Denning [62], information security is

concerned with protecting information resources that are owned or managed, while

its goal is to deny unauthorised access. ‘Information security’, says Denning, ‘is

intended to support the mission of an entity, which depends on timely access to its

information resources’ [62].

From this discussion, it appears that information security is commonly deemed to

deal with the protection of information resources by denying access to unauthorised

users. That is, the common perception of security focuses on controlling access by

preventing unauthorised access. This perception is reflected in the widely discussed

generic security goals, or security requirements, of Confidentiality, Integrity and

Availability (CIA). This set of security requirements is based on the principle of

authorisation, namely ‘who is allowed to access what and in what manner’ [62].

These security requirements are discussed in the next section.

4.4 Security goals

It is commonly accepted by the security community [25, 79, 89, 98, 158, 232] that

there are three main security requirements:

1 http://www.trust-us.ch/cryptome/01-Cryptome-061213/nstissc.htm
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• confidentiality;

• integrity;

• availability.

Although there are some slight differences in definition and interpretation, in

general the three basic security requirements (or properties, as they are called by

Tettero [232] and Landwehr [132]) are used with the following meanings:

• confidentiality—ensures the necessary level of secrecy at each data processing

entity, and prevents unauthorised disclosure; it ensures that information is not

made available to unauthorised parties;

• integrity—involves maintaining the accuracy and reliability of information

and processing methods, and preventing unauthorised modification of data,

thereby ensuring that data is correct, as defined by the process designer;

• availability—involves ensuring timely access to data and resources to autho-

rised users, so that data, information and other elements of information sys-

tems are accessible and useable by an authorised user.

(The above three definitions are based on those given in [79, 98, 216, 232]).

These three security requirements have been in use by the security community for

many years. As the business environment is changing, the question arises whether

these still represent the complete set of security goals that a modern business (e-

business) information system should achieve? Are all these requirements always

needed? For example, in an e-commerce system ‘. . . assuring the confidentiality of

the information delivered may not be important at all if the system is simply acting

as an online catalogue of merchandise, though of course if it is used to accept credit

card numbers, they will require protection’ [132]. How is privacy maintained in the

world where information/data harvesting techniques are improving constantly?

Some authors introduce additional requirements (such as accountability and non-

repudiation), depending on the context. Accountability ensures that actions affect-

ing an information system can be uniquely traced back to the responsible entity

[117, 184].
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Non-repudiation is one of the five main classes2 of security services defined in

the OSI (Open Systems Interconnection) security architecture [65]. Here we use the

definition given by Dent and Mitchell [65], according to which non-repudiation is a

service that enables the participant in a communications session to prevent another

party in the session from denying having taken a particular action (e.g., having sent

or received a message). The OSI security architecture defines two main types of

non-repudiation [65]:

• non-repudiation of origin, in which the recipient of a message is provided with

the means to prevent the originator of the message from denying having sent

it;

• non-repudiation of delivery, in which the sender of the message is provided

with the means to prevent the recipient of the message from denying having

received it and having recognised its content.

Ford and Baum [75] discuss the use of non-repudiation in an e-commerce context,

covering issues relating to the transfer of a document, such as proving the identity of

the person that sends a document, the time the document was sent, and acceptance

of the document. Non-repudiation can be provided in a range of ways, and typically

involves an exchange of cryptographically protected messages such as those specified

in ISO/IEC 13888 [65, 109]. However, while a non-repudiation mechanism can

provide evidence that might potentially be useful in resolving disputes, such evidence

is of little value in the absence of a non-repudiation policy specifying how evidence

should be generated and managed, and how it might be used in the event of a

dispute [65].

Haley et al. [97] argue that security requirements can be met in many different

ways, some of them completely outside the scope of system software, while security

requirements have to be applied in the context within which the entire system

operates [97]. Bishop [25] argues that the interpretation of a security requirement

in a given environment is dictated by the needs of the individuals, customs, and
2 The other four are authentication, access control, data confidentiality, and data integrity

[65].
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laws of the particular organisation.

As a result of technological changes, organisations experience not only opera-

tional changes, but also conceptual and behavioural changes. The security require-

ments should reflect these changes and adapt to the modern reality, and so they

should be updated in line with the specific business situation.

4.5 Security paradigms

A security approach, or paradigm, must take account of the state of the art in IT.

The security paradigms in use are thus likely to vary over time, as technology and

its use develop. In this section, examples of such changes are presented, focussing

on those relevant to the current dominant security paradigm.

4.5.1 Evolution of security paradigms

Information Systems and Information Systems Security have continually evolved

since the beginning of the information age. Definitions of the terms as well as

perceptions of the subjects have changed in line with technological advances. Until

the 1980s, the term ‘security’ was mainly used in relation to isolated computers,

which is reflected in the literature of that time (see, for example [107, 131]).

At that time, the notion of computer security was only related to the processes

inside the computer. The main security issues related to secure operating systems

and secure access to computer and computer resources. Also, in the 1960s, 1970s

and early 1980s, the need for computer security was primarily associated with gov-

ernment and military rather than commercial applications [131, 150]. Key work at

that time addressed issues such as information flow controls in the operating system,

although problems often remained in the form of unauthorised information flows via

covert channels [200].

Key early work on computer security was sponsored by the US Department

of Defense (DoD) [131]. This pioneering work only addressed data confidentiality

issues (and not integrity). The security models developed by the DoD reflected the

DoD’s perceptions of computer security (a discussion of security models is provided

in section 4.13 below), and the concept of government security. The DoD model
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involves classifying resources and users into sensitivity levels, such as unclassified,

confidential, secret, and top secret [131], forming the notion of ‘multi-level’ security.

The ‘Orange Book’ (the DOD Trusted Computer System Evaluation Criteria) [150]

built on the DoD model, and defined a set of criteria for the development and

evaluation of secure computer systems.

More general awareness of security issues amongst non-government IT users was

slower to develop. However, during the 1980s a range of products became available

to protect data for commercial users, e.g. in the form of database security features.

Of course, certain industry sectors (notably banking) deployed security functionality

very early, but typically using bespoke systems.

Probably the most important development in IT during the 1980s (at least as far

as security is concerned) was the growth of networking, which provided organisations

with the means to interconnect their computers (both locally and, using WANs, to

some extent globally). The concept of computer networking was introduced in 1962

in an MIT ‘series of memos’ written by Licklider, discussing the ‘Galactic Network’

concept of a globally interconnected set of computers, somewhat like the Internet

of today [134]. With the arrival of ARPANET in 1969, the critical ground rules

that were formulated for its successful operation did not include security issues,

but instead focussed on reliability and connectivity, (see [134] for a history of the

Internet).

The networked infrastructure developments during the 1980s changed dramati-

cally the role of computers in industry and the related terminology. The concept of

an information system was introduced, and the difference between ‘computer’ and

‘information system’ and their respective contributions to organisations, along with

the differences between the terms ‘data’ and ‘information’, became evident. Differ-

ences also emerged in related terms. The introduction of the notion of a ‘system’

made it clear that there are many functional aspects that need to be made secure

(whether it is a computer system or a more general entity such as an information

system).

Global connectivity has massively increased through use of the Internet both by
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industry and domestically. The widespread development of LANs, PCs and work-

stations in the 1980s provided interorganisational connectivity, and also allowed the

Internet to flourish. This was accompanied by a major shift in technical and man-

agement issues, such as the invention of Domain Name System (DNS), a distributed,

hierarchical global directory that translates machine/domain names to numeric IP

addresses [47, 134].

Connectivity between various parts of an organisation implies resource sharing,

and brings with it a range of serious security vulnerabilities. During the 1990s,

it became widely recognised that security is everyone’s problem. Organisations

found themselves facing a conflict that arose from the desire to be both connected

to the outside environment for usability reasons, and disconnected because of the

associated threats to their information. With the growth in connectivity, the in-

creasing awareness of security issues across industry, and the emergence of firewalls

as a security enabler, the security perimeter paradigm emerged, and rapidly became

dominant (although the term ‘security perimeter’ appears to only have become wide-

spread more recently). The security perimeter, a collection of tools, mechanisms and

techniques, is built to protect an organisation’s internal resources from external ac-

cess. The security perimeter is applicable at an organisation’s boundaries, so that

it can protect the resources within.

With the arrival of e-commerce and e-business in the late 1990s, and their sub-

sequent growth in importance, security issues have become even more serious. In

particular, these new modes of doing business are only made possible by the adoption

of the relevant IT, and by giving very large numbers of people access to organisation

networks. Network-level security is widely practiced in order to protect the internal

resources of an organisation, and the perimeter security management approach has

become dominant.

4.5.2 The current paradigm

The perimeter security paradigm is commonly used [69, 150, 210, 222] for managing

corporate IS security. It implies the existence of a logical barrier around a specified

set of corporate resources. In practice, the security perimeter is constructed using a
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collection of security products, notably including network firewalls. The goal is to

prevent malicious/non-authorised users and applications from accessing corporate

resources, include its business functions. ISS is thus based on a trust hierarchy, in

which the company’s employees automatically get maximal trust (at least as far as

the security perimeter measures are concerned), while external users get minimal,

if any, trust. This approach does not distinguish between different applications

with different levels of sensitivity running in the business. Mobile devices operating

outside the physical corporate domain, and connecting via public networks, which

are increasingly used in e-business activities, are not given a high trust level, even

if the users of the devices are trusted employees.

The modern business environment (in which e-business systems operate) is also

changing with respect to the extent to which businesses control their own IT. Or-

ganisations are no longer likely to have total control over the systems and networks

upon which their e-business applications depend. Jones et al. [116] argue that,

as a result, it is becoming more important to understand, and regulate, perhaps

by contractually binding statements of requirements, the relationships between the

stakeholders responsible for different parts of a system. In addition, there is a real

and growing problem with interoperability between different e-business solutions

[116].

One of the characteristics of a modern organisation (and especially of an e-

business organisation) is the distribution of resources and assets. Resources and

assets are physically and/or logically located at different sites. Management of the

resources is also distributed between various hierarchical functions. In addition, in

an e-business, the number of users (employees, customers, partners, suppliers) is

likely to be large, and many of these users (both from inside the organisation and

from other organisations) need access to corporate information.

In order to provide a deeper understanding of perimeter security we next briefly

describe the security safeguards used to enforce the perimeter.
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4.5.3 The Security Perimeter architecture

The tools necessary to enforce the security perimeter include such things as fire-

walls, Intrusion Detection Systems (IDSs), Intrusion Prevention Systems (IPSs),

De-Militarised Zones (DMZs), and network security features using cryptography.

A firewall is a system that enforces a boundary between two or more networks,

with the ability to permit or deny the passage of data according to a predefined

security policy [79]. Such tools appear to be the most popular form of web security

measure (see, for example, the statistics presented in [79, page 90]). A firewall

is a hardware- and/or software-based device, whose basic task is to control traffic

between computer networks in different zones of trust, e.g. between an internal

trusted network and an external untrusted network such as the Internet, in order

to detect, prevent, or mitigate certain types of network attack [216].

An IDS is an automated system for alerting operators to a penetration or other

contravention of a security policy [216]. IDSs are designed to detect malicious activ-

ity, and can often manage to do so quite impressively. However, their performance

is greatly dependent on the following factors [8]:

• the skills of the person that is managing and configuring the tool;

• the availability of the means to interpret the huge amounts of data captured

by these systems.

An IPS is a second-generation Intrusion Detection System that either stops an

attack or interacts with an external system to address the threat [33].

A DMZ is a way of separating sensitive information from that intended to be

publicly available [139]. It is also known as a perimeter network, and its purpose is

to isolate and limit the damage an attacker can do by gaining access to a server [139].

In particular, it can be implemented using firewalls in situations where organisation

internal networks are separated from publicly accessible servers, such as Web servers,

which are themselves separated from the public Internet by another firewall [216].

The use of a DMZ increases network overhead, and there is usually a performance

dip at the server level when a DMZ is activated. There is also no clear consensus on
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the best way to implement a DMZ or how many DMZs are the most efficient design

[139].

Tools used in implementing perimeter security are designed to prevent mali-

cious content from entering the organisation. However, in practice they may give a

false sense of security [8, 33], in particular since they cannot prevent attacks that

originate inside the firewalls [203]. Also, firewalls, IDSs, and IPSs require a lot of

maintenance to ensure that they function as intended [139]. Although widely used,

these safeguards have limited effectiveness when applied in a highly interconnected

environment. Most network-level security mechanisms used as part of a perimeter

defence fail to identify all web-based attacks, and thus let malicious traffic pass

through the organisational perimeter. As a result, attacks may occur [8].

McCumber [150] argues that the boundary approach quickly becomes inappro-

priate as security requirements become more refined and functional requirements

expand. Since the logical extension of the boundary security model results in iden-

tifying ever more zones that must have their boundaries protected, eventually there

will be overlapping zones and it will be necessary to implement security access con-

trols at each boundary. ‘No matter how complex these zones become, the policy

implementation is simple: separate insiders from outsiders’ [150].

According to McCumber [150], boundary protection models do not allow for

the implementation of robust security rules, since, by firewalling each zone, the

security analyst tries to define security as a large access control problem. Also, it is

impossible to interpret access control criteria for each IT device, because the model

is not consistent across different types of network component, and each of these

components has a different function [150].

The feasibility of the perimeter security paradigm in the modern technological

and business environments is increasingly criticised both by academics [100] and

practitioners [178, 223]. The modern business operation is based on global intercon-

nectivity and information sharing. The ‘hard-shell’ perimeter model has changed

with the advent of the Internet [178]. ‘If you step back and look at your corporate

Intranet, with its hardened perimeter’,says Simmonds [210], ‘you will probably be

in for a nasty shock. That once simple, secure boundary resembles a piece of Swiss
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cheese’.

The notion of de-perimeterisation has recently been introduced, and describes

possible alternative approaches to corporate information security management. De-

perimeterisation means ‘opening up the networks’ through achieving acceptable lev-

els of risk [222]. The need for open networks is driven by several business needs,

including remote employees, mobile connections, collaboration with other organi-

sations, and integration with other organisations’ processes. According to Palmer

[178], de-perimeterisation (or De-P, as it is called by the author) refers to the ero-

sion of the hard-shell model used to describe the structure of traditional information

security implementations while capturing the growing requirement for perimeters to

be breached in order to facilitate commerce and collaboration. Nowadays, continues

the author, a new model is needed ‘and this will be De-P’. De-perimeterisation advo-

cates, argue Hayat et al. [100], the need for a distributed security model. The authors

assert that this can already be seen to be taking place, where anti-virus, intrusion

detection and firewalls are embedded on individual devices, supplementing current

centralised security solutions.(For more detailed discussions of de-perimeterisation

see, for example, [31, 32, 100, 129, 178, 210]).

4.6 Security development methodologies

Security development methodologies and methods have evolved in a similar way to

IS development methods, and they share common features such as objectives, means,

challenges, and primary concepts [19]. Baskerville [19] identifies three generations

of security design methods, i.e. the checklist methods used in the 1970s, mechanistic

engineering methods used in the 1980s, and logical and transformational methods

used since the late 1980s. The third generation methods, i.e. the currently used

systems development methods, include logical and transformational methods. The

logical methods include the techniques of Yourdon, Constantine, and Checkland’s

Soft Systems Methodology (a detailed discussion of these approaches can be found

in [23]). The transformational methods are represented by the SDLC (Systems

Development Life Cycle) and its more recent UK variant [14] SSADM (Structured
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Systems Analysis and Design Methods).

The third generation methodologies have both strengths and weaknesses. Flex-

ibility, argues Baskerville [19], is a major strength of these methodologies. Weak-

nesses include problems with migrating from the abstract models into a real work-

ing system, integration of both physical and logical security components, a separate

cost-benefit evaluation of security, and, because of the reliance on abstract models,

the methods are oriented toward adding security to a new system [19].

Typically, information systems are developed in accordance with an SDLC,

which is a general approach to the development of an IS [14]. An SDLC provides a

well-defined process for considering an organisation’s business requirements, trans-

lating them into an information systems context, and then developing an IS that

supports those requirements [195]. An SDLC provides a model of a system. How-

ever, security is not one of the issues that is addressed in this methodology. Also,

when modelling a system (or any part of it), only the specific state of a system at

some static point of time is described. Changes that take place at any other time

are not covered by the model.

According to Avis and Fitzgerald [14] the SDLC approach has a number of

weaknesses, including:

• failure to meet the needs of management;

• instability;

• user dissatisfaction;

• problems with documentation;

• incomplete systems;

• application backlog; and

• maintenance workload.

In direct contradiction to Baskerville [19], Avis and Fitzgerald [14] claim that the

SDLC approach is inflexible, because, in this methodology, the outputs that the sys-

tem is meant to produce are usually decided very early in the systems development
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process. As a result, the design is ‘output driven’, which leads to inflexibility with

regard to the changing requirements of a system [14].

Although it is widely accepted that ISS design and implementation require a

comprehensive approach, and that they should cover a variety of topics [184], in-

formation systems security issues are often only considered after a system has been

developed, and rarely during its design, coding, testing or deployment [235]. Breu et

al. [34] argue that security is a requirement which has to be considered at all stages

of development, and security-relevant issues are often considered only at a technical

level (e.g. covering such things as encryption techniques, security protocols, logging,

etc.) [34].

Another approach to the development of secure systems is based on the Capa-

bility Maturity Model (CMM) [62, 71]. The model identifies five different levels of

the maturity of software development in order to address security engineering goals

[71]. CMM, says Denning [62], does not cover the configuration and operation of

systems, but their development only, and also suffers many of the limitations of the

other approaches.

Although security is an important (if not the most important) issue for e-

business, traditionally, as for any information system, security is considered only

after the definition of the system. This can give rise to a range of possible prob-

lems. For example, if security is only considered at certain stages of the system

development process, then the necessary security safeguards could conflict with the

functional requirements of the system [161]. Hence, there is a need to develop a

discipline for secure IS development [160].

Komninos et al. [124] argue that if the security of a network architecture is

not properly designed from the beginning, the security goals are difficult to achieve

during practical operation of the network.

However, say Toval et al. [235], ‘the advisability of considering security from the

very beginning of the system development has recently begun to be appreciated,

and in particular in the system requirements specification phase’.
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4.7 Information and IS security management

The importance of ISS management in the organisational context has become evi-

dent, say Theoharidou et al. [233], from the emergence of a new approach in which

ISS management is concerned with both the organisation and with people.

There is no commonly accepted formal definition of information and IS secu-

rity management. In a more general management context, security management

deals with the identification of an organisation’s information assets, and the devel-

opment, documentation and implementation of policies, standards, procedures and

guidelines, and the allocation of resources to make these tasks possible.

The security management subject area is the subject of increasing interest, aris-

ing from the growing recognition of its importance in the effective deployment and

use of security measures (see, e.g. [6]).

Zuccato [274] argues that current approaches to security management can be

divided into three groups, namely:

1. approaches based on security management standards (e.g. ISO 27001);

2. approaches based on best practice (e.g. publications on security by the Na-

tional Institute of Standards and Technology (NIST));

3. more formal approaches (various approaches to systems design and develop-

ment, as discussed in section 4.6).

Existing security management approaches have a number of shortcomings [274],

including the following:

• typically, only security issues within a narrow scope are addressed, although

many dimensions ought to be considered following a holistic approach;

• most approaches only cover parts of the commonly used SDLC for modern

systems development;

• the implications on security management of e-commerce are not addressed

sufficiently.
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Management tools, such as information classification, risk assessment and risk

analysis, are used to identify threats, classify assets and to rate system vulnerabilities

so that effective controls can be implemented.

The various currently available security management techniques and tools are

next briefly described, and their main characteristics are emphasised.

4.7.1 Checklists

The idea of checklists, says Siponen [214], is to identify possible countermeasures

and turn them into a list. As the name implies, in this approach ISS techniques

and procedures are presented as a list, from which practitioners can choose specific

solutions that meet their needs [212]. Siponen [214] asserts that the early informa-

tion security checklists, such as that provided by AFIPS (American Federation of

Information Processing Societies) and the SAFE (Security Audit and Field Evalu-

ation) list, support secure systems design by enabling the selection of appropriate

security controls. Another widely known checklist is the standard ISO/IEC 27002

(ISO/IEC 17799) (which is discussed in section 4.9 below). Peltier et al. [184] argue

that checklists, if used inappropriately, can impact the ‘free flow of ideas and infor-

mation’ [184], and, hence, may be most suitable for use at the end of the security

design management process.

However, they have also been widely criticised, since they have a very narrow

scope and address observable issues only, without considering the social aspects of

the security problem [66].

4.7.2 Risk analysis

The existing perimeter security approach has an impact on the security methods

currently used in organisations. In conjunction with this, the security measures

deployed by on organisation are typically selected as a result of an activity which

has several names, including risk analysis, risk assessment, and risk management.

Security risk, argue Tsiakis and Stephanides [238], ‘is an inescapable fact of

e-business’. They go on to describe four possible approaches to risk:

1. accept;
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2. ignore;

3. assign it to someone else;

4. mitigate.

Risk analysis involves identifying and ranking risks, while risk management is a

continuous process, covering a variety of risk analysis and risk mitigation activities.

Wang and Zeng [248] argue that risk analysis is one of the most important phases

of risk management.

According to Tregear [236], risk assessment (following a formally defined method)

is critical to establishing effective ISS management.

Academic research argues about the real value of risk management. Goel and

Chen [87] identify a number of problems in using risk analysis techniques, including:

• the lack of standardised metrics and processes for the valuation of assets;

• the lack of the means to measure the impact of threats, and to estimate the

benefit of controls;

• an acute shortage of data that would enable a reasonable statistical analysis

to estimate risks;

• the poor quality of data on threats and vulnerabilities

• reliance on checklists and guidelines makes risk analysis ineffective or expensive

because of the need for internal data collection, e.g. using penetration testing

and/or honeypots;

• organisations do not have the ability to determine the quality of assessments,

and have to rely on the verdicts of consultants.

Although risk management and risk analysis techniques are widely discussed

(see, for example, [225, 236, 239]), these tasks are not trivial, and are sometimes

very difficult to perform effectively. Gerber and von Solms [85] assert that risk

analysis is an appropriate approach for helping to select safeguards for tangible IT
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assets (e.g. computer assets, which are mostly physical in nature [85]), even though

it is still problematic.

Risk analysis involves identifying risks by estimating threats and vulnerabilities.

In order to perform a risk analysis in practice, a quantified analysis of risks has to be

carried out, which implies using estimates for probabilities. Quantifying asset value

could prove to be a difficult task, especially for intangible assets such as information

[85].

The evolution of the IT environment, say Gerber and von Solms [85], has brought

the following changes in the business environment:

• business processes are no longer conducted in isolation;

• information is the core of all business processes;

• organisations are interdependent, and operate as a whole;

• each organisation must deploy appropriate information security management;

• information security should be approached in a holistic way.

Hence IT risk evaluation building on an isolated, ‘closed world’, assumption is no

longer appropriate, and a holistic view of assessing risks should be adopted, rather

than the traditional approach to risk assessment [85, 274]. Zuccato [274] argues

further that risk analysis alone is not sufficient to develop security requirements for

e-commerce. Traditional risk analysis, say Gerber and von Solms [85], is related

to the natural science paradigm3, which is already represented in the current ways

of managing risk [85]. However, issues such as law, politics, economics, etc. should

also be part of the overall management of risk.

Finally, e-business development is relatively new to many companies, and there-

fore there is limited knowledge about the relevant risks [248].
3 The authors discuss three paradigms—the theoretical sciences, the social sciences and

the natural sciences (which also include applied science, i.e. engineering). Risk perception
differs [85] across the three science paradigms.
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4.7.3 Threat modelling

A threat model is used to characterise an organisation’s environment (both internal

and external) in terms of possible attacks and their levels of severity. Organisations

need to identify information security threats in order to establish a list of possi-

ble security-violating scenarios. Threat identification provides organisations with

information regarding the types and extent of possible security violations. Threat

models are a widely used tool in the development and design of an information

security model; they can be used to provide inputs for the security model, and can

be used as a basis for selecting the types of defences to be used to protect against

information security attacks.

There are number of methods for threat gathering, including [184]:

• checklists;

• examination of historical data;

• brainstorming.

Some approaches use the ‘threat vector’ technique [33], which involves defining

three variables (i.e. source of threat, threat, target) for each possible attack path.

Two problems with this approach are as follows:

1. the defined threat vectors for a specific company will be based on the percep-

tions of the security designer;

2. two of the variables (threat and target) are likely to be constantly increasing

in number and variety.

‘Security experts tend to focus on the threats they know how to model and

prevent. The attackers focus on what they know how to exploit, and the two are

rarely exactly the same’, argues Blaze [204, page 621].

4.7.4 Due care and due diligence

According to one common view, argues Anderson [7], information security comes

down to technical measures only. One of the consequences of not operating an
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effective IS security programme is that an organisation may be liable for misuse of

its information systems [62, 198]. That is, every organisation must perform due care

(i.e. actions undertaken to provide proper, just, required and sufficient care, so far

as the circumstances demand [216]) of ISS. The management of every organisation

is legally responsible [62, 183, 198, 220] for any security violations of IS under laws

such as the US Federal Sentencing Guidelines (chapter 8)4, Control OBjectives for

Information and related Technologies (COBIT)5, and HIPAA6 for health care and

medical organisations. Due diligence refers to proof (usually documented) that due

care has been exercised [216]. Peltier et al. [184] assert that management is charged

with showing that due diligence has been performed during the decision-making

processes for any organisation.

If an organisation’s management fails to appreciate that information security

governance is an essential and integral part of corporate governance, then they fail

to perform due care and, as a result, will fail to perform due diligence [220]. In

order to try to protect themselves against possible any future claims, managers

often [7] buy products and services from major suppliers, without any prior security

assessment, although these products and services may have limited effectiveness.

Ironically, such decisions are considered by some organisations as due diligence [7].

Su et al. [228] argue that, because of the complexity of a modern networked

organisation, it is difficult to obtain an enterprise-wide view of security management

and, hence, those responsible for security often lack knowledge of the real security

requirements of their organisation. The result is that due care and due diligence

cannot properly be performed.

4.8 Information security policies

The term information security policy refers to a set of organisational-level rules

that govern the acceptable use of computing resources, security practices, and the

development of operational procedures [216]. According to Doherty and Fulford

4 http://www.ussc.gov/2007guid/8b2 1.html
5 http://en.wikipedia.org/wiki/COBIT
6 http://www.hipaadvisory.com/REGS/HIPAAprimer.htm
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[68], an information security policy is one of the two most important documents for

ensuring the effective deployment of IS and IT within a modern business enterprise

(the other being the strategic information systems plan (SISP)).

Information security policy, argue Solms and Solms [220], is the starting point

and reference framework on which all other information security sub-policies and

standards must be based, and it must show the commitment of the executive man-

agement towards information security in the organisation.

In the ISS framework presented above (see section 4.1, Figure 4.1), information

security policies are developed through ISS design and development. Managing the

development of security policies as a project involves the application of a variety

of skills, tools, experiences, and techniques [183]. Information security policies are

implemented through ISS management, which also deploys additional safeguards,

as presented in Figure 4.1.

According to Rees et al. [195], an information security policy is a method by

which a well-defined process is put into place, so that all information security issues

are considered in a foolproof manner. The authors argue that the SDLC is an ap-

propriate tool for such a task. Information security policies are essential to support

the efficient and secure running of an organiation [183].

However, modern organisational information security policies appear to be in-

creasingly unable to handle security breaches. The most prevalent model for han-

dling breaches appears to be an ad hoc one, where the latest breach becomes the

model for future occurrences [195]. The problem with current approaches, argue

Rees et al. [195], is that they do not address the problem of keeping up with the

increasing rate of change in e-commerce technology and applications, and they also

do not provide means for keeping such policies consistent and aligned with organ-

isational objectives. To date, argues Whitmore [264], the application of IT secu-

rity countermeasures is generally limited to addressing specific vulnerabilities (e.g.

hardening operating systems for publicly available servers, applying and monitoring

IDSs, and installing and configuring firewalls).

To conclude, although information security policies should be derived from the

corporate strategy, supported by the executive management, and relate the entire
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organiation by covering all the relevant aspects of business activities, these policies

are usually written by technical IT security professionals and relate usually the

information access problem only.

4.9 Information security standards

Standards are one means for expressing and supporting policies [216]. Informa-

tion security management standards are among the most widely used methods for

security management [213]. Standards in the information security domain aim to

capture industry best practice, and to provide generic and authoritative instructions

to be applied at an international level [212].

Compliance requirements for organisations are usually driven by the industry in

which they operate (e.g., HIPAA, SOX7 and GLBA8 for financial organisations, and

PCI9 for any organisation that stores, transmits or processes cardholder account

and transaction data). Some organisations might need to meet the compliance

requirements in more than one standard.

Information security management standards are typically expressed in terms of

goals. The baselines are typically created by academic groups, and the guidelines

are then developed by Information Security practitioners [212].

The most commonly used standard for information security management is

ISO/IEC 1779910 [274]. ISO/IEC 17799 is just one of the 27000 series of inter-

national standards for the management of information security11. ISO/IEC 17799

has frequently been criticised for just providing a checklist (instead of detailed guid-

ance on how to conduct security management) [274]. The 27000 series aims to

address this issue by providing detailed guidance on a range of information security

topics. Also, argues Zuccato [274], the standard is appropriate for a traditional

organisation but not for an e-commerce organisation.

The importance of insider threats for ISS management is widely recognised [233],

7 http://en.wikipedia.org/wiki/Sarbanes-Oxley Act
8 http://en.wikipedia.org/wiki/Gramm-Leach-Bliley Act, http://banking.senate.gov/conf/
9 http://www.visaeurope.com/documents/ais/datasecuritystandard.pdf

10 ISO/IEC 17799 has recently been renamed ISO/IEC 27002.
11 http://www.itgovernance.co.uk/iso27000-family.aspx
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and is also addressed by ISO/IEC 17799. However, argue Theoharidou et al. [233],

ISO/IEC 17799 is ineffective in addressing insider threats. A lack of proper theo-

retical background on human behaviour, caused by the failure to adopt a holistic

approach, is suggested as one of the reasons for this.

SOX (the Sarbanes-Oxley Act) requires that companies establish a financial

accounting framework to generate financial reports. The reports must include ver-

ifiable and traceable source data. The source data must remain intact, and shall

not undergo undocumented revisions. In addition, any revisions to financial or ac-

counting software must be fully documented, describing what was changed, why, by

whom, and when.

Web services security has been the subject of major recent development effort,

resulting in a number of web services security standards [95]. These standards are

mostly concerned with protocol definitions, and there is a lack of a global vision

addressing management issues [95].

Many organisations are not aware of the contents and contribution of all the

available standards, and hence many organisations do not comply with them. For

example, organisations securely managing electronic forms of information often ig-

nore critical data that is still kept in other forms. Security for this other data is thus

not addressed by the safeguards implemented to protect electronic data, although

ISO/IEC 17799 explicitly addresses this situation [24].

Smith et al. [219], in their study of the perceptions of information systems se-

curity standards held by managers in government agencies, revealed that just a few

of the agencies succeeded in achieving compliance. ‘Low management involvement’

was the recurring theme in responses given in interviews carried out during the

study.

Siponen [213] argues that information security management standards focus on

ensuring that certain security processes exist, but the standards fail to advise on

the practical implementation of these security processes. Siponen emphasises that

‘it is not important that something is done, but . . . how well it is done’. Also the

author argues that the processes, guidelines, and principles of information security

management standards are abstract and over-simplified.
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4.10 Personnel security and human factor-related secu-
rity

One of the most common ways in which information can be lost by an organisation

is through its personnel [198]. Furnell et al. [83] argue that security requirements

cannot be addressed by technical and technological means alone, and that the people

(customers and employees) involved significantly influence the success of security

measures. Whitman [262] asserts that the reason for security breaches is more often

human failure than weaknesses in technology. Research shows [4, 80, 81, 82, 83,

262] that human factors should be given proper attention, both in ensuring user

knowledge, understanding and use of security features, and also the obligation and

willingness of users to follow the relevant security procedures and policies.

Security incidents, asserts Whitman [262], are usually a function of security

policy, ethics training, and proper execution of the access policy. Also, according to

the author, a failure by individuals to follow policy can arise from a failure in, or

absence of, a control mechanism to regulate user access.

Internet users are often not informed about the threats arising from the use of

Internet services, and hence are likely to be vulnerable to the risks [78].

Users (employees, customers or any Internet user) can also cause harm inten-

tionally, possibly with criminal intent [78], e.g. by infecting the organisation with

a virus, sabotaging systems, or to perform fraud or money laundering. Hence, an

awareness of cybercrime and the associated issues is increasingly essential [78].

One of the best ways to instil a security culture, asserts Furnell [79], is to educate

and train staff about what they should be doing. Security awareness and training

programmes, says Denning [62], can serve to inform employees about information

security policy, to sensitise them to social engineering tactics and potential losses,

and to train them in the use of security practices and technologies. Various surveys

show (see, for example, the data presented in [79]) that only a low percentage of

organisations have established information security training programmes for their

staff.
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To conclude the section, information security is commonly viewed as a tech-

nological problem, although it can be violated significantly by an organisation’s

personnel. Personnel is not trained enough with respect to information systems

security in organisations. Security safeguards with respect to personnel and hu-

man factor-related security are under-treated in organisations, and usually ignored

both during the ISS development process and by the organisational ISS manage-

ment. This type of safeguards should be addressed by other safeguards listed in the

ISS framework (see section 4.1, Figure 4.1), in particular by a set of appropriate

information security policies.

4.11 Forensics

Digital forensics is a term covering the analysis of computers and their use in order

to obtain evidence of intrusions, attacks or wrongdoing [216].

The modern business environment is characterised by a great degree of complex-

ity, both in the number of processes and the possible outcomes of these processes.

Hence, investigations of security breaches are likely to be both complex and costly

[44, 145]; however, forensic readiness can reduce costs [44]. Moreover, documenta-

tion of business processes is essential for a successful investigation process [198].

Typically the procedures for performing a forensics investigation are neither

consistent nor standardised [196].

The features characterising the paperless world give rise to a number of issues

for modern businesses, says Luoma [145], in that the increasing number of paperless

records means that it is more difficult for organisations to monitor records retention

policies. This can result in a failure to comply with record retention regulations, and,

as a result, a company could become involved in litigation. Luoma [145] describes

the following additional problems with forensics:

• uncertainty regarding who is responsible for developing and/or monitoring the

record retention policy;

• a lack of training on electronic document retention and deletion;

• a lack of understanding of which documents can be requested;
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• a lack of a comprehensive policy for document retention.

4.12 Current security methods, mechanisms and tools

Security safeguards include a variety of security mechanisms and tools which can

be used to help meet one or more security requirements.

In accordance with the framework proposed in section 4.1 checklists, risk man-

agement/risk analysis, and standards are considered here as management tools and

have been discussed in sections 4.7 and 4.9; maturity criteria and formal methods

have been discussed in section 4.6. We thus restrict our attention here to other

security methods.

4.12.1 Application security

The modern business environment is provided with IT-based automation support

in almost all functional areas. It is widely claimed (e.g. in [229]) that application

security is one of the goals of the software industry, especially when dealing with web

applications. However, the main objective of those producing business applications

is typically meeting the functional requirements, whilst providing a minimum of

security features. After deployment, applications are typically not ‘touched’, as

long as they do what they have been programmed to do [8].

Often the internal support and operations staff are not aware whether appli-

cations have been breached, either because they rely on the network-level security

tools and mechanisms, and/or because there is no way of learning from the applica-

tion software if a breach has occurred. Indeed, security is sometimes deemed to be

covered by safeguards at the network level, e.g. involving Firewalls, IDSs, IPSs, etc.

Unfortunately, network-level security does little to protect applications [8]. Often

security features are added later, in the form of security patches.

Another important aspect of application security is the professional background

of the developer. Programmers are technically skilled employees, who typically

are not (and do not need to be) aware of the business and organisational issues

associated with a specific application. They lack knowledge of the business and

organisational aspects of the processes supported by the application, and also of the
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possible outcomes of these processes [175].

4.12.2 Cryptography

Cryptography can be used to protect both stored data and information exchanged

between parties. It can also be used to provide robust evidence of events. Various

cryptographic protocols (see, for example, [204]) have been designed to support such

security services.

Although cryptography provides robust algorithms which can be used to sup-

port strong communication security, additional security aspects arise that must be

considered, such as end-system security problems with key management, digital sig-

natures, and non-repudiation [88]. Cryptography is essential, but ‘you need a lot

more than cryptography to have security’, says Schneier [205]. Also, many of cryp-

tographic systems are so complex and tricky to use, says Anderson [6], that they

are rarely used properly.

4.12.3 Security mechanisms

A security mechanism is a method, tool, or procedure for enforcing security policy

[25]. There are many different types of mechanisms, with a variety of purposes. For

example, current software may use access control lists (ACLs) to enforce regulations

and policies in business organisations. Mechanisms can be nontechnical, e.g. when

policies require procedural mechanisms that technology cannot enforce (for example,

requiring proof of identity before changing a password [25]). Schumacher et al. [207]

classify security mechanisms into four groups:

• automated mechanisms (those that rely on information technology); these

mechanisms may support only one service directly, e.g. encryption supporting

identification and authentication (I&A);

• physical mechanisms (including human guards, physical boundaries, and locks);

• procedural mechanisms (mechanisms that address development, dissemination

and enforcement of security procedures for the organisation);
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• management support mechanisms (mechanisms that support the other groups

of mechanisms).

One mechanism may support multiple services, and some services may need

support from multiple mechanisms, hence all the required services must be taken

into account when considering mechanisms and their implementations [207].

4.12.4 Security tools

Security tools are intended to provide protection against a variety of threats and

vulnerabilities. They include a very broad range of IT-based products and services,

such as the following.

Virus Scanners By scanning for viruses and other forms of malware, harmful

content can be removed at the security perimeter, before it enters the enterprise

network. The means used to detect viruses, worms, spyware, and Trojans at

the Internet gateway needs to preserve enterprise performance, scalability, and

manageability.

Firewalls, IPSs and IDSs These systems, as described in section 4.5.3, are used

to filter information exchanged between two or more networks, and to prevent

or detect malicious activity.

Antivirus protection is most likely to be incorrectly or inadequately maintained

[79]. Also, desktop anti-virus solutions are not keeping pace with malware prolifera-

tion [143, 159]. Frequently, anti-virus applications are unable to detect new viruses

and worms, because malware authors continuously test the limits of malware de-

tectors in an attempt to discover ways of evading detection [194]. The problem of

malware is likely to continue to grow in the future, say Moser et al. [159], because

malware writing is quickly turning into a profitable business, as malware authors

can sell newly created malicious code to criminals, who then use it to compromise

large numbers of machines.

As discussed in section 4.5.3, firewalls, IPSs and IDSs are not always effective.

In the case of firewalls, worms can penetrate their defences simply by sending them-

selves to random IP addresses and destination ports. Also, it has been estimated,

113



says Furnell [79], that the vast majority (about 80%) of firewalls are ineffectively

installed or maintained, providing a false sense of security. A well-known problem

with the use of IPSs is their ability to exacerbate the effects of a false-positive [33].

4.13 Security models

Security models are fundamentally important security design and analysis tools.

A security model provides a template for security policy enforcement in a system.

While most security models cover the same topics, the approaches may vary, argues

Liska [139]. The author asserts that security model is a philosophy that guides the

way an organisation approaches security.

There are a number of general categories of security models, where some models

can be classified under more than one category. Some models relate to confidentiality

(e.g. the Bell-LaPadula model) and integrity (e.g. the Biba and Clark-Wilson mod-

els), some apply to environments where policies are static (e.g. the Bell-LaPadula

model), and others address dynamic changes of access rights (e.g. the Chinese Wall

model) [89]. We next review some of the more widely discussed such models. We

divide the models we discuss into four main categories, namely:

• Confidentiality-related models;

• Integrity-related models;

• Access rights-related models; and

• Business rights-related models.

4.13.1 Confidentiality-related models

We give examples of three models addressing confidentiality of data.

4.13.1.1 Bell-LaPadula model

This abstract security model was developed during the period of the ‘computer se-

curity’ perception, discussed in section 4.5.1. It defines users and any other active

elements (such as computer programs) as subjects, and passive elements (usually
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meaning data) as objects. Four different access modes are defined, covering the

reading and writing of data (referred to in the model as observation and alteration).

In this model, a subject cannot write to an object at a lower level, and cannot read

from an object at a higher level. In order to implement this model it is typically

necessary to incorporate its functionality into the operating system (e.g. the MUL-

TICS operating system). One major problem with implementing such a system is

the difficulty of mapping the access requirements into functional systems; as a re-

sult, it is typically not practical to apply this model to existing business information

technology infrastructures [150].

The Bell-LaPadula model was the first mathematically specified information flow

security model. It has been formally proven that, if its conditions (four security

levels and three main rules) are properly implemented, then information can only

flow in a secure way between subjects. The underlying mathematical model is

state machine based (where the security of a system is defined in terms of sets of

permissions for subjects accessing objects). The scheme is designed to model the

protection of secret information, i.e. to provide data confidentiality.

4.13.1.2 Chinese Wall model

The aim of this model is to ensure that the data of two different users stay separated,

regardless of the levels of sensitivity of the data themselves. This model is able to

represent a security policy that deals equally with confidentiality and integrity, and

is hence useful for the business environment. Indeed, it even complies partly with

British law, which requires use of policies similar to that instantiated by the Chinese

Wall model [25].

4.13.1.3 Noninterference model

The noninterference property can be used to ensure that any actions taking place

at a higher security level do not interfere with those taking place at a lower secu-

rity level. This ensures that users at a lower security level cannot discover which

commands are being executed by users at a higher security level.

This model is concerned with the knowledge that a subject has about the state
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of the system, rather than directly with the flow of data [98].

4.13.2 Integrity-related models

We give here three examples of models addressing data integrity, namely the Chinese

Wall, Biba and Clark-Wilson models.

4.13.2.1 Chinese Wall model

This model was introduced in section 4.13.1.2 above.

4.13.2.2 Biba model

The Biba model is another state machine based model; it has two fundamental rules,

namely the ‘no-write up’ rule (a user cannot write to a higher level) and the ‘no-read

down’ rule (a user cannot read from a lower level). The Biba model addresses data

integrity, using an information flow approach. The integrity property is represented

as a set of ordered integrity levels; the higher the level, the more confidence users

can have that [25]:

• the program will execute correctly;

• the data are accurate and/or reliable.

Neither the Bell-LaPadula nor the Biba model provide a way to define security

and integrity ratings, and to make modifications to such ratings; they also do not

deal with delegating or transferring access rights [98].

4.13.2.3 Clark-Wilson model

Like Biba, the Clark-Wilson model is concerned with data integrity, but it operates

very differently from the Biba model. While government and military users are

typically primarily concerned with confidentiality issues, the commercial sector is

often more concerned with protecting the integrity of data [98]. This model is thus

more relevant to the commercial sector then most other models [25].

Data integrity is achieved by preventing its unauthorised modification; authori-

sation is required to apply a program to data that may be accessed through that
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program [89]. External information is tracked by auditing, which is required by this

model.

The principle of Separation of Duties (SoD) is enforced by dividing an operation

into a number of parts, and requiring different users (or different rules) to perform

each part of the operation. As a result, critical tasks cannot be performed by just

one entity [98].

4.13.3 Access rights-related models

A large number of models fall into this category, including the following.

4.13.3.1 Graham-Denning model

This model addresses two issues that are not covered by either the Bell-LaPadula

or the Biba models; that is it provides a way to delegate access rights, and to define

and modify security and integrity ratings. The Graham-Denning model provides a

set of basic defined rights in terms of commands that can be executed by a subject

on an object [98].

4.13.3.2 Harrison-Ruzzo-Ullman model

This model extends the Bell-LaPadula model by providing means for changing access

rights and for creating and deleting subjects and objects [89, 98].

4.13.3.3 Lollipop model

The Lollipop security model [33], (otherwise known as the Eggshell model [209]),

models the perimeter security approach. According to this model, an organisation’s

security architecture is designed to surround the organisational assets with a wall

of safeguards (e.g. firewalls), to control access to the assets, while the inside is left

‘soft’ [209], giving access to anybody who is allowed to pass through the wall (the

perimeter). This model has two major limitations, that are inherent in the perimeter

security approach:

1. once an attacker has penetrated the perimeter safeguards, he/she has access

to all the internal information systems resources;
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2. there is only one level of security (outside the perimeter versus inside the

perimeter), while almost all business functions require a range of different

security levels.

Also, as discussed above, this security model does not fit the e-business mode of

operation, where access must be given to a variety of participants (customers, sup-

pliers, etc.) from the external environment.

4.13.3.4 Onion model

A firewall provides a single layer of defence against threats arising from Internet, i.e.

external threats. In order to provide protection against internal threats, a layered

security architecture can be applied. In this model, security measures, such as

authentication and access control, are applied at various layers of the system, such

as at physical, segmentation, monitoring, or auditing layers [33]. Such a security

architecture is also referred as the ‘defence in depth’ approach [209]. These layers of

security measures are intended to make life more difficult for an attacker. However,

for an e-business organisation, these multiple security levels are likely to interfere

with the performance of critical business processes, because of the need for e-business

processes to interact with other entities both inside and outside the organisational

perimeter.

4.13.3.5 Noninterference model

See the discussion in section 4.13.1.3 above.

4.13.4 Business environment-related models

As discussed above, some models have been developed to address business needs.

This group includes the following models.

4.13.4.1 Chinese Wall model

See the discussion in section 4.13.1.2 above.

4.13.4.2 Lollipop model

See the discussion in section 4.13.3.3 above.
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4.13.4.3 Onion model

See the discussion in section 4.13.3.4 above.

4.13.4.4 Orange Book

The Orange Book, i.e. the DoD Trusted Computing Security Evaluation criteria

(see section 4.5.1), can be regarded as defining a security model. The Orange Book

has limitations. The criteria defined in the Orange Book were designed to be ap-

plied to monolithic computer systems with centralised processing functions. As a

result, it is very difficult to apply these criteria to internetworked systems, where

data storage and processing take place at multiple locations in the information sys-

tems infrastructure [150]. Subsequent developments in security evaluation criteria,

that gave rise to the European ITSEC12 and the harmonised Common Evaluation

Criteria13 address these issues.

To conclude the section, information security models usually address two of

the security requirements triad, namely the confidentiality and integrity properties,

and there is no availability property-related model. Also, most of the information

security models can be classified as access rights-related models.

4.14 E-Business security state of the art

The presentation of security models accomplishes the discussion of the components

of the security framework provided in section 4.1. In order to make the discussion

of the security domain comprehensive and within the context of this thesis, we now

provide a separate discussion of e-business security issues and a review of the prior

research on the security challenges in this area.

Realisation of the e-business mode of doing business is made possible using the

open standards of the Internet. The use and implementation of these technologies

gives rise to a wide range of security vulnerabilities and threats, which are discussed

below.
12 http://en.wikipedia.org/wiki/ITSEC
13 http://www.commoncriteriaportal.org/, http://en.wikipedia.org/wiki/Common Criteria
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4.14.1 E-Business security issues

We now present issues relevant to what is widely accepted as one of the main barriers

to the successful deployment of e-business, i.e. security [112, 115, 119]. Security

issues are classified here into two groups; a broader group covers Internet-related

security problems in general, and a more specific group includes Web application

vulnerabilities.

4.14.1.1 Internet-related security problems

Interconnectivity, one of the main characteristics of an e-business, widens the scope

of potential attacks. Security breaches and unreliable e-services can result in a range

of types of business losses, including e-business productivity losses, asset losses, and

reputation damage [252].

New threats and problems arise when using Internet technology, and especially

when a company adopts the e-business mode. A particular danger in running an

e-business arises from its ‘openness’ to the environment, and the various connec-

tions and communication channels it shares with the external world. E-business

involves performing business interactions (transmitting documents represented by

information flows) between organisation portals using Internet technology.

Use of a web browser brings with it various threats and vulnerabilities for the

end user (business or private customer). The range of threats includes issues such

as [117]:

• violation of user privacy by abusing information held about a user (such as

login name or computer name);

• cookies, stored on the client machine and exchanged between the Web client

and the Web server to maintain connection information, can be used for the

purpose of gathering potentially sensitive user information;

• executable downloads, such as Java applets and ActiveX controls, can be a

source of vulnerability at the client;

• push technology, used by many sites to deliver web content to customers, give
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rise to serious security vulnerabilities (the content provider could, for example,

send malicious code or cause Denial of Service attacks);

• attacks on network servers (Web servers, application servers, mail servers,

etc.).

Poorly configured networks are subject to confidentiality, integrity and/or avail-

ability threats [175].

Traditional authentication methods (such as passwords), when used for access

control in an online environment, are subject to a range of vulnerabilities (e.g.,

arising from keystroke loggers, which record the keys struck by a user).

Because of the global access it provides, the Internet is very vulnerable to ma-

licious actions, while worms, viruses and other types of malware continue to evolve

both with respect to the mechanisms they use and their infection speed [118]. Ex-

isting server and network infrastructures include large numbers of tools and mecha-

nisms designed to mitigate known threats. Finally, ‘day zero’ vulnerabilities (those

that reveal themselves only when they are first exploited) need different approaches

and solutions [118].

Jungck and Shim [118] use the January 2003 SQL slammer worm as an example

of an attack that took advantage of vulnerabilities in firewalls and IDSs (Intrusion

Detection Systems). In order to allow service provision, many firewalls left open

the port that Slammer attacked, and most IDSs left that port unmonitored [118].

Also, say Jungck and Shim, it is very difficult to update every system to address

every known threat; it is difficult for administrators to manage such a process,

and for organisations to afford the necessary updating activities. The authors also

emphasise that increasing Internet bandwidth is another obstacle to information

security, because the growth in bandwidth (e.g. in optical networks) has exceeded

the ability of processors to filter the traffic. Closing the gap between bandwidth and

processor capabilities is only made possible by either slowing traffic to a speed at

which security applications can be performed, or by abandoning security monitoring

to meet network performance goals.

It is thus clear that information security problems span a wide range of issues,
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including lost flexibility for high-speed operation, changing protocol threats, and

problems related to traditional designs. ‘The problem is beyond silicon, systems, and

applications, however. It’s in the standards we write, without security in mind, the

complexities we introduce by not adhering to standards, and the network topologies

we continue to paste together without a holistic view’ [118]. Internet businesses

often face major operational uncertainties arising from system complexity, rapid

development, interconnectivity, and a lack of familiarity with the new technology-

based economy [251, 252].

Many e-business organisations suffer from problems with the information sys-

tems that facilitate e-business [5]. Such problems include poor security, flawed con-

trols, inadequate management controls, and poorly designed and unreliable back-end

systems [5, 252]. In general, say Wang et al. [252], ‘management lacks ... reason-

able assurance whether or not their digital operations are effective and efficient,

information generated by e-processes is reliable for decision making, or e-operations

are compliant with the applicable laws and regulations. This lack of confidence is

depicted in highly publicised security breaches and e-service failure’. Effective de-

sign of e-business processes is essential to avoid security defects [5]. Because of the

critical reliance of e-business on correct execution of its e-processes, tools to verify

e-process design and implementation need to be developed [252].

From a slightly different perspective, we also observe that digital copyright has

become a major concern for businesses that engage in online content distribution

using approaches such as pay-per-view, subscription, trading, etc. [128]. Advances

in Internet technology have enabled digital service providers to sell their digital

content via computer networks. Digital content can be easily copied, altered, and

distributed to a large number of recipients, which could cause significant revenue

loss to media companies [142]. Intellectual property protection is a growing concern

for content owners [128].

Privacy issues and identity of the customers are considered [119] to be an impor-

tant aspect of e-business, as well as communications- and transaction-related issues

[3, 119, 123].

Attacks on e-business information system can occur at various levels of the
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system. Examples of such attacks include:

• denial-of-service attacks;

• damage caused by malware;

• attacks arising from exploits of the Web Services application interface;

• script-based injections causing damage to an application and/or its data;

• network interception arising from protocol weaknesses;

• defeat of encryption arising from faulty cryptographic key management or

poor selection of encryption methods;

• database administrators stealing sensitive database content or configuration

parameters;

• application programmers inserting undetected malicious code in application

software, causing problems such as widespread security failures or subversion

of critical business transactions.

4.14.1.2 Web application vulnerabilities and challenges

Web services have great potential for both application developers and users [84].

However, certain features of web services make them particularly vulnerable to a

number of possible attacks. Gehling and Stankard [84] observe that attacks on web

applications and web services are the fastest growing new category of attack, and

describe the following vulnerabilities particular to web services:

• the web services format was designed to bypass existing security measures, to

be platform independent, and to support any application call structure; hence,

additional security measures are needed;

• although the flexibility of SOAP and other technologies makes communication

among applications easy, it also simplifies interception and manipulation of

messages;
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• SOAP messages are transparent to firewalls, which means that perimeter se-

curity controls are likely to be bypassed.

Much of today’s online activity (such as online shopping, online banking, and on-

line business) make use of web servers, which are also frequently attacked. One class

of weaknesses that makes such attacks possible are the well known and commonly oc-

curring SQL (Structured Query Language) command injection vulnerabilities [257].

Such attacks are made possible by inadequate checking of untrusted user inputs

(substrings) during communication between the application layer and the back-end

database in the web-application architecture [257]. These attacks typically involve

manipulation of SQL statement parameters in input fields, such as customer num-

ber, address, or search phrase [175]. Attacks taking advantage of such vulnerabilities

can result in loss of confidentiality, integrity and authenticity for important business

data.

Many security flaws in e-business applications arise from design-related flaws

[267]. According to the reports of a survey conducted by AtStake14, security design

flaws were found in 70% of all analysed defects. Although part of the flaws were

of low business impact or were not easily exploitable, nearly half (47%) of the

remaining serious defects could have been caught and fixed inexpensively during

the design stage [111]. There are several reasons for the presence of such flaws,

including:

• many designers and developers are not trained in general security principles

[267];

• designers and developers do not consider security as an explicit application

requirement [153, 267];

• security issues are addressed only after a vulnerability is discovered [209, 267];

• marketing pressures lead to shortcuts in application design and development,

resulting in less robust software that may include security flaws [267];

14www.atstake.com
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• there are many different e-commerce applications written in a variety of lan-

guages running on a range of different systems [59];

• generic e-commerce applications have specific security requirements, which

some existing security architectures (e.g. SESAME15 [180], and CORBA16

[101, 162]) are not able to meet [59];

• e-business operation is very complex, and so are the e-business applications

that implement these operations.

Also, once operational use of an application has commenced, it is very difficult

and expensive to significantly improve its security [153] .

Leyman et al. [136], describing modern security measures, argue that new ap-

proaches are needed to support dynamic business processes and their management.

Such measures should provide the following:

• the ability to prescribe how Web services are used to implement activities

within a business process;

• a way of deciding how business processes are represented as Web services;

• the ability to decide which business partners perform what parts of the busi-

ness process.

4.14.2 E-business security research

This section contains a review of prior research on security for e-business and e-

commerce, although the distinction between these two modes of business is often

not clearly made.

Ngai and Wat [170] conducted a literature review of 275 research articles on e-

commerce published in nine leading journals over the period 1993–1999. This review

was used to devise a classification scheme for e-commerce research. They classify

articles under three main headings, namely by year of publication, by the percentage

of the total number of articles in selected journals, and by topic. According to the

15A Secure European System for Applications in a Multi-vendor Environment.
16Common Object Request Broker Architecture
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findings of this review, among the technology-related articles, security was the most

popular topic—about 33% of the technology-oriented articles were on e-commerce

security [170].

In recent years (i.e. since the late 1990s) research in e-commerce security has

focussed on two broad areas [255], namely research on improving e-business se-

curity through policy measures, and research on technical security measures for

e-commerce. Wareham et al. [255] came to this conclusion based on an analysis of

582 articles on e-commerce research published over the period 1997–2003 in both

academic and professional journals. Following Ngai and Wat [170], the authors give

the distribution of primary topics identified in their sample. The topics were grouped

into four major domains, namely information technology and infrastructure, appli-

cations and industry themes, business issues, and other social issues. The findings

of the study performed by Wareham et al. [255] have significant differences to those

of the Ngai and Wat [170] review of the period 1993–1999. Security was found to

be one of the most underserved research areas, represented by only 2.4% of the

articles. The authors point out the surprisingly low percentage (16.6%) of research

on information technology and infrastructure, and argue that ‘it would appear to

be necessary for IT researchers to understand the technical underpinnings of the

central issues before proceeding with enlightened social, business, and application

research’ [255].

Prior research on improving e-business security is presented here using the

classification provided in [255], i.e. we divide our discussion into technical and

organisation-related issues.

4.14.2.1 Technical security research

Security for e-commerce (which under our definition forms part of e-business) is often

regarded as purely a communications security problem [89], with the use of cryp-

tography as a suggested solution. Gollmann [89] argues that cryptography protects

the information transmitted between two points, i.e. it protects the communications

media.

Digital watermarking [54, 127] is one technique that can be used to protect
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on-line content. A watermark can serve various purposes, including content protec-

tion, fingerprinting, ownership assertion, authentication and integrity verification,

and usage control [155]. Various watermarking techniques have been suggested.

Proposed applications include using digital watermarking for intellectual property

protection in electronic commerce transactions [128], for identity authentication in e-

business activities [253], and for automatically protecting e-business data [188, 189].

The specific requirements on the watermarking technique vary with the application

[155].

Although Memon and Wong [155] argue that watermarking is undoubtedly im-

portant for protecting various forms of digital content, there are difficulties that still

need to be solved. Watermarking techniques can be classified as either fragile or ro-

bust. While fragile watermarks are easily corrupted by image-processing procedures,

robust watermarks resist common image-manipulation procedures, and are useful

for ownership assertion purposes. However, devising robust digital watermarking

schemes is a very difficult problem because of the numerous image manipulation

techniques that a robust watermark must be able to survive [155].

Two classes of security service, namely access control services and communica-

tions security services, are usually considered to be the most crucial for an e-business

organisation [117]. Access control prevents unauthorised use of resources, and com-

munications security ensures the confidentiality and integrity of transmitted data.

Joshi et al. [117] argue that new access control mechanisms for Web-based applica-

tions are needed, because the existing access models are insufficient. The authors

present a comparative assessment of security models used for Web-based applica-

tions and workflow systems, and claim that existing access models do not support

dynamic changes in the content and context of information, or allow monitoring

of the system state or transactional activities. Such features should be present in

access models [117].
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4.14.2.2 Organisation-related security research

Chua et al. [52] conducted a survey designed to test whether or not existing e-

commerce research focuses primarily on certain specific stakeholders. The sur-

vey was based on publications in seven out of the top nine e-commerce journals.

The results demonstrate that academic e-commerce researchers concentrate their

attentions on two stakeholder groups, specifically customers and the internal or-

ganisation (i.e., managers and employees) of a Net-Enhanced Organisation (NEO).

Other stakeholders, such as suppliers, indirect stakeholders, investors, and regula-

tors, receive disproportionately less research interest [52]. The authors argue that at

least four stakeholder groups, namely investors, suppliers, regulators, and indirect

stakeholders, will increasingly demand the attention of NEOs, and therefore IS and

e-commerce research needs to reposition itself [52].

Privacy is a security-related issue relevant to e-business. The findings of a study

conducted by Sinclaire [211] reveal that there has been limited research in the area

of information security and privacy, particularly at the organisational level. Sin-

claire based his findings on a review of a range of MIS research literature published

over the period 2002–2004 in four highly ranked journals17 for IS research publica-

tions. Sinclaire makes a distinction between information security and information

privacy. Based on the definitions of information privacy as ‘the ability of the indi-

vidual to control personal information about one’s self’ (Stone, Gueutel, Gardner,

and McClure [211]), and the Panko definition of IT security as providing confiden-

tiality, integrity, and availability, Sinclaire presents the following statistics regarding

research on security. A total of 24 articles were reviewed, of which 74% addressed

information security and 26% addressed information privacy; 29% of the information

security research articles address planning, and 71% address protection. Analysis

of research within the protection category reveals that 50% pertain to authentica-

tion/verification, 25% are about types of threats, 17% address standards, and eight

percent pertain to firewalls. Analysis of information privacy research reveals that

67% address user perceptions and the remaining 33% pertain to surveillance issues
17 Communications of the ACM, Information & Management, Information Systems Man-

agement, and the Journal of Management Information Systems.

128



[211].

Detailed requirements definition and analysis, as the first step in e-business sys-

tems design, has been proposed (e.g., in [9]) to support collaboration between the

parties in e-business activities. Androutsellis-Theotokis et al. [9] discuss various

requirements with respect to their importance for e-business collaboration, such as

workflow and collaboration orchestration, authentication and access control, logging

and non-repudiation, data storage security, availability, integrity, and anonymity.

Herrmann and Pernul [103] argue that security and integrity are two security re-

quirements that are relevant for e-business.

Jones et al. [116] consider e-business requirements in terms of the trust and

dependability of business partners.

E-business security management research covers a wide range of issues. As else-

where, some authors use the terms ‘e-commerce’ and ‘e-business’ interchangeably,

without making a distinction between these two concepts.

Koskosas and Paul [125] suggest a socio-organisational approach to IS security

management in terms of a framework of security goal setting. The framework illus-

trates three important issues in the process of security goal setting, namely trust,

culture, and risk communication. Using three case studies, the authors present ev-

idence that there is a chain reaction among these three issues, with a subsequent

effect on the level of security goal setting [125].

Wang and Chen [254] discuss the issue of e-business management in terms of

three types of flow. The authors present an approach in which the object of e-

business management is the set of e-business activities. According to Wang and

Chen [254], generally speaking, e-business management is a dynamic object formed

by the circulation of three flows, namely information flow, fund flow and material

flow (or logistics). Hence, e-business management should focus on guiding the co-

ordination of these three flows. That is, e-business management must be concerned

with combining and coordinating each procedure and resource, and the main goal

must be to achieve collaboration and harmony between these three flows. This

collaboration is dominated by information flow during e-business activities [254].
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Bodin et al. [28] propose a method for optimally allocating a budget for main-

taining and enhancing the security of an organisation’s information systems. The

method is based on computing ratings according to confidentiality, data integrity,

and availability criteria. The availability criterion itself is broken down into three

subcriteria: authentication (of the correct users), non-repudiation (a user cannot

deny using the system, if in fact he or she used it), and accessibility or non-denial

of service.

Rees et al. [195] propose a framework for creating security strategy and policy for

applications. This framework, known as PFIRES (Policy Framework for Interpret-

ing Risk in E-business Security), was initially developed for e-commerce activities,

but has been generalised to handle security policy for all types of organisations en-

gaged in computing and Internet operations. The authors argue that PFIRES offers

a possible starting point for understanding the impact of a security policy on an

organisation, and is intended to guide organisations in developing, implementing,

and maintaining security policies [195].

4.14.3 Conclusions

The Internet-based technologies used by e-business provide a wide range of ser-

vices, each with its own capabilities and security vulnerabilities. Even if we assume

perfect protection from firewalls, strong defence from unbreakable cryptographic al-

gorithms, and installation of all available software patches, if e-business processes

are not designed or implemented properly then the e-business will still be exposed

to losses [252]. Also, generic e-business applications are created using a variety of

technologies, which may not work in all environments.

Prior research on e-business and e-commerce security has focussed mainly on

technical security measures, and on improving security through policies. Unfortu-

nately, relying solely on technology solutions for e-business security is not enough.
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4.15 Summary

In this chapter we have presented the state of the art in Information Systems Secu-

rity and e-business security, describing the main characteristics of the various tech-

nologies and concepts and identifying possible problems. The discussion is made

within the context of a conceptual framework for Information Systems Security.

This framework provides a context within which we have described the elements

making up the Information Systems Security domain.

The approach to security is derived from the perception of security, which encom-

passes both the definition of security and its goals. The current dominant perception

of information security is as a means of prevention, limitation and blockade.

Given the modern IT environment, and building on the current security counter-

measures (such as, antivirus protection, IDSs, IPSs, firewalls, access control mech-

anisms, and other tools and methods) widely used by organisations today, it can

be concluded that organisations typically identify the main dangers to their infor-

mation and information systems as arising from the external environment. This

environment is perceived as the source of threats that could harm the business,

arriving via the networks that connect the business to the external environment.

In line with this perception of security, the main security goals of CIA (confiden-

tiality, integrity, availability) are commonly accepted. The currently widely adopted

security paradigm builds on this understanding of security and its goals.

The current commonly adopted approach to information security design and de-

velopment is the Perimeter Security paradigm, which first emerged in the 1980s with

advances in networking. This use of networking arose first in academic and govern-

ment environments, and only somewhat later in business environments. Although

technological advances have dramatically changed the modern business arena (in-

cluding operationally, conceptually and behaviourally), the perception of security,

the development of security requirements, and security design and development are

still the same as they were at the beginning of the networking era.

This paradigm has an impact on the entire security framework, and practical

security designs derive from it.
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In general, the design, development and management of Information Security

(including e-business information security) models, techniques, mechanisms, tools,

and policies are based on the prevailing conceptual paradigm for Information Secu-

rity. Some of the most significant security issues, policies and tools, and how they

are affected by the perimeter security paradigm, are given below.

Security goals are much the same as those defined decades ago for a ‘closed’ or-

ganisation, and hence are unlikely to be appropriate for the modern open

business.

Threats are constantly changing and increasing in number and variety; as a result

threat assessments may rapidly become unrepresentative.

Models of security underlie the design and development of operating systems, and

are typically concerned with access control, defined in terms of roles and access

limitations.

Risk analysis involves estimating the risks resulting from known potential threats

and/or vulnerabilities. Such an analysis may not capture the risks arising from

‘future’ attacks, and is also problematic in terms of both practical execution

and the subjective perception of risks and their measurement/estimation. As

a result, risk assessments may not provide good estimations of the true risk.

Policies support the ruling perimeter security approach by providing access control

rules. Such policies are typically written at a technical level, and serve as the

basis for developing security tools, products, and techniques, building on the

security models and access control rules. That is, they are primarily aimed

at preventing access by unauthorised users (e.g. employees in other organisa-

tions); user-oriented policies are usually ignored and/or are not considered to

be important.

Tools typically support the dominant security perimeter approach (e.g., firewalls,

IDSs, IPSs, antivirus systems, etc.). Such tools primarily address known

threats and/or attacks, and implement the idea of ‘blockade’. Moreover, such

tools are not effective when configured or applied wrongly.

132



Standards provide guidelines (e.g. in the form of a ‘checklist’) on what informa-

tion systems security issues need to be addressed in a specific industry. Such

standards exist for various business environments, although they are not al-

ways implemented in the same way in different organisations and different

countries, if they are implemented at all.

Security design and development methodology The prevailing approach to

information security design is ‘to protect against future attacks’. These future

attacks are typically defined based on the current state of the art, whether

published or discussed in organisational or professional communities.

Personnel are often not trained for IS security awareness. Due diligence procedures

appear to be rarely implemented, even when the individuals concerned are

working with very sensitive information and processes of critical importance.

Forensics are problematic because of the complexity of e-business IS, and the

common lack of complete documentation. This latter problem typically arises

because security is added as a patch after a security incident has taken place.

E-business realisation is made possible by using and implementing the open stan-

dards of Internet and Information technology, which gives rise to security

vulnerabilities. E-business security challenges are addressed by the security

measures that are included in the framework presented in section 4.1, and

discussed in details in sections 4.2–4.13. That is, the e-business mode of doing

business is subject to the same perception and paradigm of security that apply

to the components of the framework.

4.16 Conclusions

Our review of the state of the art in IS and e-business security reveals a number of

conceptual and practical issues, including the following.

1. There is no formal definition of the term ‘security’ with regard to information

and IS.
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2. The ISS discipline is built on a perception of information and IS ‘security’

rather than on definitions.

3. The perception of ‘security’ is based on addressing threats, although threats

change constantly.

4. ISS development is undertaken using methodologies that do not address mod-

ern business security requirements; in particular, current development method-

ologies do not take into account the dynamics and complexity of organisational

IS.

5. There is no broadly accepted formal definition of ISS management.

6. The e-business ISS is designed and managed according to the perimeter secu-

rity paradigm.

7. The commonly practiced perimeter security paradigm does not fit the modern

business environment.

The modern organisation faces a business environment which is very different

from that of the 1980s; the possibility of interacting with suppliers, customers,

competitors, partners, and financial and government institutions via the Internet

changes the way operations are performed, the business and financial relationships,

and the ways of dealing with money. As a result, there are new security vulnera-

bilities and threats, and so this new environment requires a different set of security

goals.

The currently used security models, mechanisms and techniques support the

perimeter paradigm by meeting the ‘pre-e-business reality’ security objectives. The

models reviewed above are designed to support security policies that control access

to data.

This leads to the conclusion that the perimeter security approach is not appro-

priate for the e-business mode of doing business. The use of the perimeter security

approach is thus a major problem for the ISS discipline today. The goal of the

research described in this thesis is to suggest a solution to this problem.
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In terms of the security framework presented in this chapter, a new security

paradigm is needed, based on a different perception of security and different security

goals. The main conclusion of this chapter is that a new process-based approach has

the potential to provide a more rational, and hence, more effective, security design

for an e-business organisation.

4.17 Filling in the gaps

We conclude this chapter by proposing some definitions to address identified gaps

in the ISS lexicon. These definitions will be used later in this thesis.

4.17.1 Security

Security, according to Webster’s dictionary [260], means:

1. feeling secure, freedom from fear, doubt, etc.

2. protection, safeguard.

These synonyms do not appear to be sufficiently specific for the purposes of

providing a definition for security in the context of e-business.

The Latin origins of the word reveals the following:

• securus: safe, secure, free from care, unworried, unconcerned;

• cura-, cur-: care, heal, cure;

• se: aside, apart from, without, by itself; used as a prefix.

We thus define the term ‘security ’ for the purposes of this thesis as a state in

the existence of an entity such that it is correct, safe, trusted, and reliable and that

it operates in a care-free way.

Applying this meaning of the word ‘security’ to a system, we can say that a secure

system is ‘healthy’ (i.e. it does not include any defects) and free from the need for

care (i.e. it only requires routine maintenance, operates without problems, safely and

without the need for careful monitoring by those involved in its operation). This

perception of security makes it possible to address the entire system, including all
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its elements, states and activities, as opposed to the ruling perception according to

which information security is concerned with controlling only access to information.

Hence, the following definition of ISS is proposed:

Information Systems Security refers to a set of actions and measures that provide

an IS with the conditions to achieve the defined security requirements, and to operate

in a reliable manner.

4.17.2 ISS management

Managing is the process of using business resources to accomplish goals, coordinate

the efforts of many workers, and establish criteria for measuring progress toward

established goals [133]. Management functions include planning, organising, leading,

and controlling ([133]).

Given the definitions of management and security provided above, the following

definition of ISS management is proposed:

ISS management is the process of using business resources for planning, organ-

ising, leading, and controlling the reliable operation of an information system, and

ensuring that it meets the defined security requirements.

4.17.3 Security requirements

Information security for an organisation involves much more than just protecting

data, information, and software [220]. IT security, says Furnell, ‘is not just about

installing controls on the computers themeselves’, and must also cover a number of

other issues, such as technical, procedural, personnel, legal, and physical [79].

Defining security, argue Tsiakis and Stephanides [238], is a difficult task, and

hence the security goals need to be defined as a means of expressing the requirements

for information and communication [238].

In this thesis we conclude that the CIA security requirements triple is no longer

appropriate for e-business. The definition of general security requirements is dis-

cussed in greater detail in chapter 8 in the context of the new paradigm and model.
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4.17.4 Complex Systems approach

Information systems, as discussed previously, combine components from three realms,

namely technology, organisation, and people, and so they can be considered as tech-

nological and social systems. In such systems (such as the Internet, the World Wide

Web, social interactions, etc.), interactions between system components give rise

to intricate networks, composed of a large number of interconnected dynamic units

[26].

The development of ‘systems thinking’ is needed in order to improve our ability

to manage wisely [224]. The importance of complex systems ideas in technology

begins with the recognition that novel technologies provide us with the ability to

create ever more complex systems; the conventional boundary between technology

and the human beings that use them does not help when thinking about complex

systems made up of both human beings and technology [16].

Systems thinking concerns itself with interactions between the system and its

environment, not so much with how the system works [14]. In line with this thinking,

IS should be developed for an organisation as a whole, rather than for functions

in isolation. This is achieved by decomposition of the system (i.e. breaking it into

smaller manageable units), which provides a way of understanding it better. Systems

behaviour depends on how the parts are connected, rather than what the parts are

[172].

In a traditional approach (i.e. a General Systems approach), systems are de-

composed into parts, and properties of the system are assigned to its parts. One

of the limitations of this approach is apparent when system properties result from

dependencies and relationships between the component parts of the system, which

makes controlling and understanding a system problematic [16].

The behaviour of a complex system depends on the behaviour of its parts, but is

difficult to predict. System complexity can arise in two main ways, namely complex-

ity of detail (i.e. having many different parts), and dynamic complexity [172]. Dy-

namic complexity arises when each part has many different possible states, so a small

number of parts can be combined in a myriad of different ways [172]. Dealing with
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complex systems in the real world involves ‘network thinking ’ [16, 17, 26, 157, 258].

Characterisation of networks are needed to predict the conditions under which they

will exhibit resilience in the face of loss or failure of nodes or links, and to determine

their vulnerabilities [157].

Historically, the study of networks has mainly been within the domain of graph

theory, a branch of discrete mathematics; however, the study of networks has de-

veloped in several specialised contexts, as for instance in social sciences [26]. The

principles of complex network theory include the following:

• the interaction between two dynamic units, which typically depends on time,

space and many other factors, can be represented as the presence or not of a

link between the two corresponding nodes [26];

• the small-world property implies that real world networks are combined of

a variety of small networks; the introduction of bridging links that connect

different small networks makes it possible to speed up communications among

otherwise distant nodes [26], and this property holds even in small-world net-

works with many nodes [157].

• the scale-free property implies that networks grow in such a way that nodes

with higher degree (with more connections) receive more new links than nodes

with lower degree (with fewer connections) [157].

It is argued here that dynamic complex systems thinking fits better to the mod-

ern business world.

The remainder of this thesis is concerned with a major problem for any e-business

organisation, i.e. the security of its information systems. The goal is to develop a

process-based model for e-business design and management. Hence, we begin the

development process with a discussion of a business process, focusing mainly on an

e-process characteristics. This discussion is provided in the next chapter.

138



Chapter 5

Business Processes

The more that organisations come to recognise the importance of com-

peting through capabilities, the more they will be forced to accept the need

to switch the focus in business away from managing functions to manag-

ing the key activities or processes that create those capabilities. A major

change that has taken place in the way we think about organisations has

been the realisation of the importance of processes. ... Processes are, in

fact, capabilities.

Martin Christopher [51]

In this chapter we provide a definition of ‘business process’, together with a

discussion of the various components of such a process in a modern organisation.

Since we have adopted a business process-oriented approach, giving a definition of

a business process is an essential prerequisite for the development of our security

model. The detailed discussion of the term we provide in this chapter will motivate

certain key decisions relating to the components of the security model.

5.1 Process definition

Any organisation can be considered as a combination of two fundamental components—

management (i.e. planning and control) and operations [10]. The operations com-

ponent is the most basic; without operations there is no management, and hence

there is no organisation. No organisation can function as an active unit without

performing its processes.
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The term ‘business process’ has been discussed widely—see for example [3, 99,

103, 163]. The vast majority of prior discussions do not give a formal definition for

a business process, and the few that do provide a variety of definitions. Lindsay

et al. [138] argue that the existing definitions of business process are limited in

depth, and that the business process models are, therefore, constrained. There are

also a number of points of view from which business processes can be described

and defined, and various ways of specifying them. We now review some of these

definitions.

An encyclopedia search reveals a number of definitions, including a ‘cookbook

for running a business and reaching business goals’, ‘a recipe for achieving a com-

mercial result’, and a collection of activities with relations between them, producing

something of value to the organisation, its stakeholders or customers [265]. A simi-

lar definition of a process as something providing value can be found in [51], where

it is also argued that processes are fundamental and generic across business types.

A business process can also be defined as a sequence of activities that transforms

inputs from suppliers into outputs to selected customers [218]. Bocij et al. [27] con-

sider ‘inputs that are turned into outputs by using a transformation process’. Such

definitions treat a business process as a set of logically related business activities

that combine to deliver some kind of value. So a process, as commonly defined, is

a conversion/transformation of a certain entity (tangible or non-tangible) from one

form to another, while undergoing a series of actions [133]. Hence, from a purely

business point of view, a business process is a means of achieving a commercial

result, and, as such, it can be defined as a collection of inputs, decisions, activities

and outputs.

According to Forbus [74], ‘the ways in which things change are intuitively char-

acterised as processes’. The author also asserts that our description of the world has

been static, and although we can say that things are different from one time to an-

other, we have not described the means by which changes actually occur. Processes,

says the author, are the analog of differential equations, used to describe the dy-

namics of the system. Based on his perception that a physical process is something

that acts through time to change the parameters of objects in situation, Forbus
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[74] suggests specifying processes using the following elements: individuals, a set of

preconditions, a set of quantity conditions, a set of relations and a set of influences.

These elements appear useful when dealing with processes from an operational point

of view.

Business process design and management are not covered by any of the def-

initions discussed above. In order to execute a business process, the interaction

between the operational features has to be designed and managed, i.e. the busi-

ness logic has to be in place. In order to provide a comprehensive organisational

framework to deal with processes, covering both operational and management per-

spectives, and also including business logic, and to build a set of business processes

characteristics, the following process characteristics should be considered:

• the purpose of a process (for example, to produce a product, service, idea or

decision);

• how the purpose is to be achieved (i.e., what actions need to be performed on

what inputs, in which sequence and by which means);

• how a specific process should be integrated with other processes within a

specific organisation;

• who is in charge of the development and/or maintenance of a specific process.

A comprehensive set of process characteristics should include both the Forbus

criteria and the list of process properties given above. Business logic defines the

functionality of all the elements of a process during its execution and the relation-

ships between them. It deals with the performance of business-related tasks [265],

that is what resource, when, where, for how long and by whom should be used in

order to produce a product, service, idea or decision. Building on the purpose of a

process (i.e. management aspect), it defines the process operational parameters (i.e.

how and by which means the process is executed). That is, business logic defines

both the process specification elements of Forbus [74] and management (namely,

planning and control) elements of Anthony [10]. Business logic can be expressed in
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terms of business rules [265], which are reflected in business procedures and poli-

cies. These can be designed in more than one way, the optimal design being one

that gives a rational and efficient way of running a specific process, that effectively

coordinates the process elements. The following definition of a business process is

thus suggested as a working definition for the purposes of this thesis: a business

process is a sequence of decisions and actions that are rationally coordinated and di-

rected according to specific business logic, influencing some of the process elements

and meeting one of the strategic or tactical goals of the business. Since there is an

output for each business process, there is always a user at the end of the process,

i.e. an employee, customer, or another process.

This definition includes both operational aspects (inputs, outputs, actions, and

means of performing a process) and management aspects (design and management

in terms of business purpose, business integration and coordination, resource allo-

cation, and control).

The definition above is of a generic process. With advances in IT and the

subsequent changes in the business environment, business processes have also gone

through certain modifications. In a modern business environment, many organisa-

tions are able to leverage critical business operations through Internet-based elec-

tronic processes [5]. Specifically, the business processes in an e-business organisation

have certain unique features and properties.

In order to achieve the goal of this chapter, i.e. to provide a definition of an e-

process, the main differences between traditional processes and e-processes are next

considered.

5.2 Traditional versus e-business process characteristics

A business process is performed either by people or by technological means, or a

combination of both. The outputs are employed by users (customers, employees)

or by another process, while the interface between a process and its users can be

either technological or human.

In traditional processes, associated with traditional types of business, the level
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of human participation in a process is greater than the technological, and/or the

technology itself is not specifically information technology. The more the organisa-

tion practices more modern modes of running a business, the greater the proportion

of information technological involvement in processes. Moreover, a traditional type

of organisation will perform its processes within the organisation’s boundaries.

The e-business mode of doing business implies that business processes associated

with that e-business are performed by means of IT only (or at least mainly) and

across the organisational environment, both inside and outside the organisation’s

boundaries.

Hence, any business process can be classified into one of the following three

types1:

1. a traditional process:

• is performed by people and technology/tools;

• the human involvement is greater than that of technology;

• the technology and the tools are mostly non-IT based;

• is performed within the organisation’s boundaries;

• inputs and outputs are physical.

2. a modern process:

• is performed by people and technology/tools;

• the technology component is relatively large compared to the human part;

• the technology and tools mostly involve IT (computer hardware, software,

databases, LANs);

• is an intraorganisational process—it is performed within the organisa-

tion’s boundaries;

• inputs and outputs are physical and/or digital.

3. an e-business process:

1Established upon intuitive groupings by the author.
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• is performed by IT only;

• the technology component is significantly larger than the human compo-

nent;

• inputs and outputs are digital (data and information flows);

• there are no logical or physical organisational boundaries, just the process

and its route;

• is interorganisational—the process is performed both inside the organi-

sation and between organisations;

• as an interorganisational process, an e-business process might also be

performed between organisations from different countries;

• different process components go through different business environments,

and are subject to differing business requirements, policies, mechanisms

and concepts (along with differing security concepts and policies).

Building on these characteristics of the various process types, and the differences

between them, we can now define an e-business process (e-process).

5.3 E-business processes

A business process involving two or more business partners could be realised by

composing Web services offered by the individual business partners [136]. However,

irrespective of the process type, any process is a part of an organisation’s value chain.

Following the value chain concept [191, 192] discussed in chapter 3, a value chain is

made up of a streaming set of activities, namely processes. These activities consume

information and also generate information. To make the information generated by

an activity available to subsequent activities, data links are needed [136]. These

data links exist in the form of information flows.

An e-business process is characterised by the fact that it is performed electron-

ically; its component tasks are information and data flows, and its outcomes are

specific pieces of information. These outcomes could be a product, service, idea or

decision, or be associated with one or more of the outcome types mentioned above.

An e-business process is performed solely using IT.
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According to Wang et al. [252], e-business processes are high-level computing

processes built upon and supported by lower-level computing and networking ser-

vices. In other words, e-business organisation processes are completely automated

using IT, and are executed according to a strictly defined business logic. Hence

a generic e-business process is performed between parties that do not necessarily

know (or are not sure about) the details of the entity with which they are exchang-

ing information.

In systems analysis, processes are activities performed in the system and are

described using systems analysis tools, such as DFDs (Data Flow Diagrams), struc-

tured English, etc. [135]. A business process, from this perspective, entails trans-

forming documents between stations involved in a specific series of actions in order

to complete a specific mission. Documents contain data essential to perform each

of the stages of a process. In other words, the contents of the documents and the

procedures reflect the business logic, while the documents are used as a convenient

way of carrying data. Hence, a process can be described in terms of the documents

carrying data relevant to the process.

An e-business process is made up of the set of information/data flows that en-

able its existence. In practice, the only way to perform an e-business process is

to transmit documents over electronic channels, using an infrastructure that en-

ables business communications. The existence of an e-business is dependent on the

functionality of these electronic channels (e.g. as provided by the Internet) and the

information they carry, while the importance of information quality and function-

ality is becoming a critical factor for all e-business companies.

Dynamic organisation is a characteristic of a modern business; not only do the

processes change, but also the relationships between the processes and even the

channels used to execute the processes. Smith and Fingar [218] distinguish three

characteristics of a modern business process:

• state — the value of calculations performed, and the information collected and

generated during execution of the process;
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• capability — the joint activities and relationships established between the par-

ticipants during the process;

• design — the intentional characteristics of the process, specified during its

design.

These characteristics include both operational (state and capability) and man-

agement characteristics (design). Smith and Fingar [218] use these process charac-

teristics to link business management and business technology.

Wang et al. [252] consider each e-process as a state machine, where each state

corresponds to a vector of the current values of all process variables and the in-

struction pointer of the current execution. Process behaviour, the authors go on to

observe, is essentially the same for a range of different inputs, i.e., a large group of

inputs can trigger the same execution path.

Building on the above discussion of the dynamic characteristics of a process,

the following working definition of an e-business process is proposed: an e-business

process is a predefined set of information flows regulated by certain states and capa-

bilities, creating a valuable output according to a particular design, which is dictated

by specific business logic.

The various information flow contents, destinations, and their sequence in a

specific e-process, are completely defined by the business goals, which are expressed

by the business logic.

Two types of information flow can be distinguished: those associated with a

specific business action required by business logic (such as obtaining the details of

an ordered item), and those associated with the implementation of the operation

using IT (such as the sequence of bits making up an operation). These two types

of flow will be referred to here as BRIFs (Business-Related Information Flows) and

SRIFs (System-Related Information Flows), respectively.

In this thesis, the role and operation of the two types of information flows fit

the state characteristics of Smith and Fingar [218] discussed above, whereas the

capabilities are represented here by the various process participants, or Process

Agents, which are discussed in section 5.4 below. The design is made in accordance
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with the business logic of an e-process.

E-business security can be defined in terms of the security of its e-processes. The

primary hypothesis underlying the security model developed in this thesis is that

a ‘secure e-business’ is achieved when the correctness of its e-processes is ensured.

Hence, we need to consider e-process security requirements.

The following two aspects of an e-business process need to be considered:

• the business logic;

• the actual information flows by means of which the e-process is executed,

including the SRIFs and the BRIFs.

E-process protection should start with careful design and implementation [252].

E-process correctness cannot be achieved by relying solely on technology solutions

[251], even though we may assume perfect protection from firewalls, IDSs, IPSs,

strong confidentiality protection from unbreakable encryption schemes, etc.

Leymann et al. [136] focus on the relation between Web services and business

processes, as well as on the elements required for a suitable standard. They describe

specific security incidents resulting not just from technical failures, but also from a

lack of input control over product Web catalogues. The problem was not related to

technical security or reliability, but in basic e-process design [136]. The authors

emphasise the fundamental importance of secure and reliable e-processes.

E-process correctness is inherently a multilayered problem [252].

5.4 E-business process agents

The e-process elements can be secured by ensuring that they are designed, devel-

oped, executed, and maintained appropriately by the relevant entities that interact

with the e-process elements. We call these entities process agents. There are four

types of legitimate participant, or process agent, in an e-business process:

• the e-business organisation (the organisation practicing the e-business mode

of doing business, i.e. the main owner of the e-business process);

• other organisations (involved in the process under discussion);
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• the customers (of the e-business organisation);

• the ISP (providing Internet services to the e-business organisation).

Each of these participants has security requirements related to the e-business

mode of doing business. We need to consider whether there are differences in security

requirements between these four classes of participant, arising from the differences

in their status in the e-process.

The e-business organisation (that develops and owns the e-process) is interested

in correct process performance and execution, namely that the correct business logic

is being executed between the correct users at the correct times with the correct

contents and via the correct channels.

The e-business organisation gives access to the e-process, and enables autho-

rised interactions between the e-process and employees (back office employees, re-

mote workers, salesmen, system developers, network operators and administrators,

system administrators) and other participants in the execution of the e-process (or-

ganisations, customers, ISPs).

The other organisations that have business relations with the e-business organ-

isation have the same requirements as the e-business organisation itself. They will

also be concerned that the e-process under discussion is able to integrate with their

own e-processes that need to interact with it. They will further be concerned that

the e-process is compliant with their own security requirements and policies.

The customer (a person whose motivation to enter the e-business organisation

portal is for the purposes of purchasing or viewing company products and services)

needs to know that his/her personal information will stay confidential, will reach the

intended destination, and that it will be possible for them to perform transactions at

the times that they wish (namely that the channels and the portal of the organisation

are accessible and usable).

The ISP, i.e. a company that provides the e-business organisation, its partners

and its customers with access to the e-business company’s portal over the Internet,

and that hosts the company website [266], is concerned with the reliability and

availability of its service, and that the connection between the ISP and the e-business
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company will not be used for the purposes of violating or compromising the ISP

infrastructure or its other clients.

Apart from the four classes of legitimate participant outlined above, external

individuals or organisations may wish to gain unauthorised access to the e-process.

An Intruder is a person or organisation whose motivation to enter the e-business

organisation portal is for any kind of activity that will violate the security require-

ments for the e-business organisation’s information systems. Intruders can act in

order to gain strategic business, commercial or financial information about an organ-

isation (i.e. net espionage activities), or to deliberately cause damage to an organi-

sation (e.g. competitors, disgruntled former employees, or crackers). An Intruder is

treated here as a illegitimate process agent.

The legitimate participants might also violate the e-business security require-

ments, intentionally or accidentally. Intentional violations could be facilitated by

their access to, and knowledge of, the characteristics of an e-process in a specific

business environment.

Building on the analysis of the two case studies, and also on personal experience,

we divide these five classes of Process Agent (PA) into the following more detailed

classes of participants, according to their role in an organisation e-process. The

classification includes the following types of PA.

• Executives;

• System developers;

• System administrators;

• Network administrators;

• Back Office employees (including clerical staff, remote workers and salesmen);

• Participant organisation employees;

• Customers;

• Intruders;

149



• ISPs.

This list of PA categories may not be exhaustive. In practice, an analysis will

need to be performed to produce a version of this list tailored to the specific e-

business organisation.

5.5 Summary

In this chapter the nature of a business process has been discussed and defined.

First the concept was introduced, and then, based on that definition, an e-business

process was defined. Also, a comparison between traditional and e-processes was

provided, emphasising the differences between them.

The relationship between an e-business and the correct execution of its con-

stituent e-processes has been discussed. The main conclusion of this discussion is

that e-business information security can be approached by analysing the security of

the constituent e-processes.

As discussed above, in section 5.3, e-processes are composed of two elements,

namely business logic and information flows. Business logic is built according to the

business and operational requirements. A detailed discussion of business logic, in

the context of this thesis, is provided in chapter 8. The term ‘information flows’ in

this thesis is assigned a meaning which differs from the meaning usually implied in

computer science. In order to explain and illustrate the meaning of the term in this

thesis context, the information flows component is discussed in the next chapter.
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Chapter 6

Information Flows

... perhaps [a] most important challenge for information flow security

stems from the difficulty of managing complex security policies.

Steve Zdancewic [270]

In this thesis we propose that e-business organisation security should be consid-

ered in the context of electronic processes, which involve information flows. In this

chapter the meaning assigned to the term information flow is discussed. The defini-

tion adopted here is also compared with definitions used elsewhere in the literature.

The chapter is structured as follows. A definition of the term information flow is

provided in section 6.1. Examples of the types of information flows that might exist

in an e-business company are discussed in section 6.2. Following this, in section

6.3, the various types of information flow present in an e-business organisation are

illustrated using a case study. Section 6.4 summarises the chapter.

6.1 Definition

In classical information theory, as discussed, for example, by Ahlswede et al. [2],

point-to-point communicated information can be thought of as a ‘fluid’ or physical

entity. The authors argue that this analogy fails for multicasting because infor-

mation has to be replicated, and should hence be considered ‘as being ‘diffused’

through the network from the source to the sinks by means of network coding’ [2].

The term ‘information flow’ is typically used either in a technology-related con-

text, covering information transfer by computers, operating systems, or specific
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computer programs and languages (see, for example, [53, 63, 64, 199]), or in a more

broad, social or socio-technical context (e.g. [113]).

Security for technology-related information flows is typically managed using ac-

cess control policies. Denning and Denning [63] considered computer system security

as relying in part on information flow control, which encompasses methods for regu-

lating the dissemination of information among objects in a system. An information

flow control system can be specified as a combination of an information flow policy,

a flow relation that defines permissible flows among the classes of objects defined

by the policy, and a method of binding each storage object to a class [63].

According to Pottier and Simonet [193], information flow analysis involves sta-

tically determining how program outputs are related to their inputs, namely how

outputs and inputs are dependent, directly or indirectly.

In this thesis we consider information flows in the context of the execution of

the components of an e-process. That is, an e-process is composed of various pieces

of information exchanged between process agents.

As discussed earlier, an e-business organisation runs its business differently to a

traditional organisation. The existence of an e-business organisation is dependent

on the proper functioning of its electronic channels, and the proper functioning

of Internet-related technology. Information quality and availability is becoming a

critical issue for all e-business organisations. Regardless of the e-business model,

any e-business organisation functions by transmitting information over the links

connecting the participants both inside and outside the organisation. These links

constitute a PVN (see section 3.1). As discussed in section 3.2.2, all e-business

companies, by definition, share the following features:

• business functions are enabled by electronic means;

• relationships between business functions are enabled by electronic means;

• relationships with the environment are enabled by electronic means.

That is all the business activities of an e-business organisation are performed by

electronic means.
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A process requires documents to be transmitted between the various stations

of the process; therefore, one way of representing a process is in terms of the in-

formation handled (i.e. produced, transmitted and stored) by the process. Such

information-based processes can be identified using the business functions of which

the processes are a part.

Significant volumes of information are exchanged between the various partic-

ipants in the B2B (Business-to-Business) marketplace, including between buyers

and sellers, suppliers and manufacturers, and among competitors. Such informa-

tion includes details of products, prices, transactions, and competitors [271], and

information relating to IT infrastructure operation.

E-business processes (e-processes) involve the transmission of information flows

between the various predefined process stations and participants (which we refer

to as process agents). An e-business process, as discussed earlier in chapter 5,

is completely characterised by the set of information/data flows that enable its

existence.

Hence, the following definition of ‘information flow’ is adopted here:

Information flow (InfoFlow) refers to any digitally expressed business-related

and/or technology-related information, transmitted between process agents in order

to execute a specific predefined part of an e-process, or to support a specific predefined

action between the process agents.

As discussed in chapter 5, two main types of information flow are exchanged

between the participants in an e-process. These are:

1. BRIFs (Business-Related Information Flows), i.e. InfoFlows that are generated

as a direct consequence of the business logic (e.g., the transfer of customer

details from a customer computer to the company’s database as part of the

customer registration process).

2. SRIFs (System-Related Information Flows), i.e. InfoFlows that are generated

as a result of technology-related operations (e.g., a communication session

number).

153



InfoFlows represent both documents and actions. Documents will typically in-

clude sensitive information. Zhu [271] argues that the digitisation of information,

accompanied by the growth in use of high-speed networks, has increased the impor-

tance of information in electronic markets. In order to assure the proper functioning

of an e-business, business information (transmitted and stored) should be protected

against the threats associated with both business and information technology. Pro-

viding proper protection to an e-process will increase its potential to resist attacks

associated with the relevant threats.

The definition of information flow given above differs from that commonly used

in the information security literature. In the remainder of this chapter we give

examples of information flows as defined above.

6.2 E-business information flows

In order to demonstrate how business functions and processes can be identified

(which can then be used to define the related InfoFlows), the currently accepted

view of business functions and processes is briefly reviewed. The discussion here

is based on the Porter Value Chain Model for a traditional business organisation,

which is appropriate for this type of analysis. (Because of the large number of

business functions, and even larger number of processes associated with them, the

tables below illustrate only a few of the functions performed by a generic business.)

Following the Value Chain Model, we separately present examples of both Primary

Activities and Support Activities.

Table 6.1 lists processes associated with some of the primary activities of a

generic business organisation. Table 6.2 lists examples of processes for the support

activities of an organisation. Infrastructural activities are represented by Admin-

istration and Finance functions, and the ‘Product and Technology’ functions are

represented by Technology processes.

Tables 6.1 and 6.2 provide examples of functions and processes performed by

almost any traditional business organisation. (A more detailed illustration of busi-

ness functions and processes can be found in Appendix A, tables A.1 and A.2). We
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Table 6.1: Business processes performed as part of Primary Activities
Function Process
Inbound Logistics

• raw materials acquisition

• raw materials shipping

• raw materials storage

• raw materials management

• equipment and parts acquisition

• . . .

Sales

• order processing

• order management

• sales management

• . . .

Outbound Logistics

• shipping management

• transportation planning

• product distribution

• . . .

use these traditional generic business functions to derive corresponding e-business

functions.

Reviewing these functions in the context of an e-business leads to the conclusion

that, when a business changes from a traditional business mode to operating as an

e-business, there is a redefinition of traditional roles for business functions, and new

processes are developed using IT [187]. For example, inbound and outbound logis-

tics, which are typically two separate functions in a traditional business, are likely to

be integrated, possibly with other functions (such as distribution and procurement),

in a networked e-business organisation. The logistics function is a critical function

in an e-business organisation—no business can afford large-scale non-fulfilment of

orders, late deliveries or massive returns of orders. Similarly, administrative func-

tions in an e-business organisation are not likely to be separate activities, but are

automatically performed by means of ERP mechanisms and distributed across other
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functions.

Correct execution of e-business functions appears to be of critical importance

for organisations for the following reasons:

• since e-business functions are distributed across other functions, any failure in

one of them has an immediate impact on other functions, and, consequently, on

the entire e-business because of the technological and business connectivity; by

comparison, in a traditional business, the impact is likely to be felt relatively

slowly and be limited in spread;

• an e-business, if operating in a problematic manner, cannot provide the bene-

fits expected from such a business for both the organisation and its customers,

and, hence, will eventually fail to provide its services;

• when failures occur in e-business functions, they are likely to be perceived as

faults in the IT infrastructure operation or in the information and IS security

provisions; customer expectations of e-business are high [197];

• customer perceptions of information security as the weakest link hinder the

wide acceptance of e-business [115, 119].

Studies of existing e-business companies (including the case studies reported

later in this chapter and in chapter 9) suggest that the following major functions

are likely to be performed in a typical e-business organisation:

• Logistics (including distribution);

• Finance;

• Product development;

• Manufacturing;

• Marketing;

• Sales and Customer service and support;

• Human resources;
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• Technology;

• Procurement.

From the discussion above (including tables 6.1 and 6.2), and using the Porter

updated Value Chain model (incorporating applications of the Internet into the

model, see [191]), we can now enumerate the e-processes likely to be present in

any e-business. Table 6.3 presents these generic e-processes, classified by e-business

function.

Given a list of the e-processes for an e-business organisation, it is then possible

to analyse the information flows associated with these processes. The execution of

these processes will involve the exchange of information flows between participants.

The nature of these information flows can be derived from the relevant e-processes,

and classified into the two types defined earlier.

Examples of such information flows are provided in the next section using a

case study of an e-business organisation. The organisation chosen here is a ‘type

II’ e-business, as defined in section 3.2.1. That is, it is an infrastructure-supportive

e-business organisation. In this discussion we identify the set of information flows

for one of this company’s e-processes.

6.3 Case study: GN Communication Services

The following information was obtained through personal interviews with the CEO

and the CISO of the company1 ‘GN Communication Services’ in May 2006.

This company provides a platform for an e-business marketplace for organisa-

tions (this marketplace is known as The Community). This marketplace enables

organisations to look for both suppliers and for RFPs (Requests for Proposals) to

trade with other companies via the Internet.

GN, as an infrastructure platform provider, makes it possible for its client com-

panies to perform their various e-processes. As such, it encompasses a vast number

of information flows exchanged between companies, and, more specifically, between

1 The name of the company has been changed for anonymity purposes.
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their e-process agents. To illustrate the information flow concept used in this the-

sis, and also to demonstrate how InfoFlows can be identified, the GN case study is

analysed with respect to one particular e-process, namely that dealing with orders.

6.3.1 Company background

GN Communication Services is a leading service provider company, providing con-

nectivity solutions and information sharing between organisations and businesses.

The company was established in 1986, and in 1993 the organisation was constituted

as a partnership between FLS2, a telecommunications corporation, holding 75% of

the company, and the MMM group (with 25%). Recently, FLS International became

the owner of GN. The company has many years of experience providing services in

the areas of EDI, connectivity, and B2B interactions. It has about 90 employees.

GN Communication Services specialises in providing outsourced B2B electronic

services. The company advertises itself as a BPO (Business Process Outsourcer),

and offers the following to its clients:

• the provision of service;

• the ability to be part of a Community;

• standards-compliant operations.

GN is active in three main areas:

1. the provision of electronic connectivity between businesses;

2. it is an ASP (Application Services Provider);

3. it supports B2B operations, including e-commerce.

The company provides its customers with communications services based (as it

claims) ‘on the most advanced technological platforms’. The company promotes its

services for electronic information management, as GN makes it possible for organ-

isations to perform efficient business processes, and replace high-cost complicated

manual operations between the organisations and their suppliers, customers, and
2 The name of the company has been changed for anonymity purposes.
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business partners. GN’s clients include sector-leading organisations which use B2B

services in their core business on a daily basis. The company has 6,000 clients with

over 15,000 users from a variety of different business sectors, providing them with

support services on an uninterrupted basis. Among its customers are communica-

tion companies, large local banks, credit card companies, organisations from the

defence sector, and academia.

6.3.2 Products and services

GN provides its customers with the means to perform e-business activities. Accord-

ing to the company’s CEO, GN provides a complete solution to enable its customers

to perform business operations. That is, GN provides its customers with a platform

for interorganisational electronic connectivity for B2B and B2C activities; also, as an

ASP, it provides complementary content services. The solution includes infrastruc-

ture and services, namely hardware, applications software, logistics, database ser-

vices and information security. The solution provided by GN makes it possible for

companies that use GN’s platform to trade with other companies and with various

financial and/or governmental institutions. The B2B platform performs business

operations related to trading activities between company and its suppliers, part-

ners, and government and financial institutions. The company’s business mission

is to manage the electronic connections between an organisation and its business

environment. Figure 6.1 illustrates GN’s position in relation to its customers:

The company’s selling point to its customers is ‘Outsource your messaging and

collaboration’. The solution it provides is described as an ‘end-to-end solution’ for

a customer, including management of customers and business partners. Figure 6.2

illustrates the GN system solution.

GN uses a range of networked systems to provide its services. These include a

variety of mechanisms to support information security.

GN provides services in three main areas:

Secured Messaging solutions. Since 1993, GN has provided messaging solutions

for client organisations and their business partners. GN services allow organ-

isations to streamline their business processes using systems which, according

159



Figure 6.1: GN activities

to GN, provide high levels of reliability and security. The company claims

to provide a high quality in-house integration capability, supported by over

fifty partnerships with software companies, and provides fast Return on In-

vestment and high performance levels. Whether by connecting application to

application or by creating a web-EDI solution, GN can connect thousands of

businesses electronically within weeks. GN’s messaging solutions serve var-

ious business communities: defence and aerospace, financial organisations,

government bureaux, and industrial companies. Messaging solutions are also

provided to over 1,500 lawyers, 400 accountants, and 3000 SMBs (small or

medium businesses) on a daily basis.

Outsourced B2B Services. GN operates B2B services for large organisations.

The services rely on the company’s ASP capabilities. E-procurement, e-

invoicing, fax-to-mail, and various other services are available using GN’s

infrastructure and advanced applications.

Local and international content services. GN provides online information sources

for local and international companies, including those of the local registrar of
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Figure 6.2: GN system solution

companies and the Census Bureau (of its home country). GN represents Lex-

isNexis, one of the largest online information sources in the world.

GN is continuously extending the range of its products and services. Recently it

provided the ‘Suppliers Portal’, which already has more than 1000 suppliers working

with it, the ‘Electronic Invoice’ service, and the application Cyclone. In addition,

the company has for a longer period of time provided the following services:

• bank announcements;

• interfax (organisational fax solutions, with over $1M income);

• financial information transfer;

• secured transfer of information;

• connectivity to law authorities;

• access to databases, including the company registrar, population registrar,

and LexisNexis.
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6.3.3 Technology and infrastructure

The company’s IT infrastructure is are the means by which it does business and

by which it operates the company. The company runs a server farm, and provides

electronic connectivity between customers and their suppliers via broadband and

web services. There are five SAN servers, and three web servers running Microsoft

NT. The company runs Oracle and Java applications. The main application system

is CyclonEcommerce3.

6.3.4 Security

The company operates VPNs and private lines for its customers. There are three

defined levels of security:

Level I. The CyclonEcommerce system encrypts the information it stores in cus-

tomer hosts, and also information sent between customers and GN.

Level II. The applications are protected by Imperva4 solutions.

Level III. Email is not used in the provision of services to clients. Data are trans-

ferred using FTP.

6.3.4.1 Threat perceptions

According to the company’s CISO (Chief Information Security Officer), the com-

pany’s perception of threats that it faces includes the following points:

• hackers are a real and serious threat;

• DDoS and phishing are irrelevant for this company’s mode of functioning;

• database penetration is a significant danger.

That is, the company considers hackers as a significant danger that threatens

the company’s database. However the company believes that it is impossible to pen-

etrate its databases, since they work in asynchronous mode batching. The company
3 A product of Cyclon Commerce. For further information see

http://www.aboutus.org/CycloneCommerce.com
4 http://www.imperva.com/
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is BS 7799 (ISO/IEC 17799) [35, 109] and ISO 9000 [109] compliant. According to

the CISO, customer security is very problematic—every customer organisation has

its own security requirements, which are likely to be different from those applying

at the GN site.

6.3.5 Supplier portal

When working with the Supplier Portal, there is no possibility of interference in

any company’s workflow. Customer information is encrypted when stored on the

customer host, and is transmitted in encrypted form to the Supplier Portal. Com-

munication with the portal is only possible for registered users. At GN, the received

data undergo a format conversion process, but it is not possible to read the plaintext

data at GN. The customer is capable of performing its business processes via the

portal, and/or of downloading the data into its organisational ERP applications and

continuing work there.

6.3.6 InfoFlow identification

To illustrate a set of information flows for GN activities, the Logistics function and

its associated InfoFlows are described here.

The Logistics function can be activated in several different scenarios. As an ex-

ample scenario, consider a client company requiring the supply of parts, equipment

or services; in such a case, the following actions are performed on the GN plat-

form. The client company launches the relevant on-line RFP document on the GN

platform (supplier portal). Suppliers (other companies) that use the platform and

are interested in providing the required items, submit online proposals. The com-

pany that originated the process can then start on-line negotiations with selected

suppliers and, subsequently, make formal online agreements and contracts.

Based on the definition of InfoFlow given in section 6.1, BRIFs and SRIFs can

be associated with each specific e-process that is executed as a part of the Logistics

function. Table 6.4 presents a number of examples of generic InfoFlows associated

with various e-processes, all of which are associated with the Logistics activity.

Building on these generic InfoFlows we provide below an example of a detailed
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list of BRIFs for GN’s Logistics function:

• RFP information;

• RFP submission;

• proposal submission;

• proposal submission confirmation;

• negotiation information (exchange);

• contract exchange;

• contract amendments exchange;

• supplementary information exchange;

• financial statement submission;

• order details;

• order coordination with suppliers;

• invoice data;

• payment details;

• dispatch notification;

• delivery schedule details;

• delivery notification;

• delivery confirmation.

6.4 Summary

In this chapter a definition of the term ‘information flow’ (InfoFlow) has been pro-

vided. The definition differs from those commonly given to the term, which is
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usually employed in the context of computing technology. In this thesis an infor-

mation flow is process execution-related, in that it is made up of the various pieces

of information exchanged between e-process participants, i.e. process agents.

The case study described in this chapter demonstrates this use of the term by

describing real-life e-processes and the information flows associated with them.

The e-business organisation (GN Communications) presented here is appropriate

for the goal of this chapter. GN provides an e-business marketplace and supports

a wide range of e-processes, and, therefore, a wide range of information flows typ-

ical for the e-business mode of doing business. It also confronts a variety of the

Information Systems Security issues that arise for e-business organisations.

This discussion of information flows paves the way for the development of an

InfoFlow based security management paradigm, presented in chapter 8.
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Table 6.2: Business processes performed as part of Support Activities
Function Process
Administration

• office services

• public relations

• legal services

• coordination

• . . .

Finance

• financial planning

• financial asset manage-
ment

• payment management

• payroll

• . . .

Technology

• technological trend analy-
sis

• organisation requirements
analysis

• infrastructure planning

• coordination with strategic
planning

• IS development

• IS/IT operation

• . . .
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Table 6.3: Processes in an e-business organisation
Logistics processes Manufacturing

processes
Sales & Customer
service and support
processes

Technology processes

• Acquiring materi-
als, parts, equip-
ment

• Locating acquired
goods

• Packaging

• Transport

• Real-time inte-
grated planning
and scheduling
across the com-
pany and its
suppliers

• Real-time ware-
house management

• Administrative
services

• Contracting and
contract manage-
ment

• Coordinating with
other functions

• Production planning

• Operations schedul-
ing

• Goods/services pro-
duction in-progress

• Production control

• Quality control

• Parts assembly

• Facilities mainte-
nance across the
factory

• Real-time coordina-
tion with order man-
agement

• On-line catalogue
and sales channel
maintenance

• On-line product con-
figuration

• Customer regis-
tration and profile
management

• Real-time order
processing

• Real-time order
management

• Updating virtual
POS’s

• CRM

• Fulfilment manage-
ment

• Real-time service
planning

• On-line repair man-
agement

• On-line returned
goods management

• On-line physical
support manage-
ment

• Online support

• Push advertising

• Technological trend
analysis

• Organisational
IT requirements
analysis

• Infrastructure plan-
ning

• On-line coordination
with strategic plan-
ning

• BPR

• Implementation of
IS/IT

• IS/IT operation

• IS/IT operational
control

• IS/IT quality con-
trol

• IS development

• Full network connec-
tivity
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Table 6.4: Information Flows in the Logistics Function e-processes in GN
Processes Information Flows

• On-line RFP
preparation

• On-line RFP dis-
semination

• On-line catalogue
review

• On-line proposal
evaluation

• On-line negotia-
tions

• Real-time inte-
grated planning
and scheduling
across the com-
pany and its
suppliers

• Real-time ware-
house management

• Administrative
services

• Contracting and
contract manage-
ment

• Coordinating with
other functions

BRIFs:

• RFP selection

• Company registra-
tion

• Company details
submission (cata-
logues, experience,
competence, cus-
tomers)

• Proposal details
submission

• Contract exchange

• Real-time coordina-
tion with order man-
agement

• Transfer of payment
details

SRIFs:

• session establish-
ment information
flows

• database mainte-
nance information
flows

• other
communications-
related information
flows
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Chapter 7

Related Work

Rather than focus narrowly on interoperability, we focus on access.

Chris Mayers [149]

In this chapter the prior art relevant to e-business information security is re-

viewed and discussed. This review focuses on the work of greatest relevance to the

main theme of this thesis (i.e. e-business security models), and, more specifically, on

the approach suggested here, i.e. the increasing problems with perimeter security,

and the business process and information flow security approach.

This chapter contains the following main parts. The three main sections present

a review of prior research in specific domains relevant to this thesis: section 7.1

covers perimeter security, section 7.2 discusses business process security, and section

7.3 reviews information flow security research. Section 7.4 concludes the chapter.

7.1 Perimeter security

Although there is a growing general awareness of the failings of the perimeter secu-

rity approach (see, for example, [67, 77, 149, 178, 222]), there has been relatively

little published research on other approaches. Professional groups (such as the

Jericho Forum1) have called for an alternative approach, under the banner of de-

perimeterisation.

A variety of approaches have been proposed to enable deperimeterisation to be

1www.opengroup.org/jericho/
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achieved. Simmonds [210] explains the concept as a set of business-driven solu-

tions within a framework, that can be mixed in order to address business needs

without a hardened perimeter. This approach is not a single solution, but a way

of thinking [210]. Stanton [222] continues with this shift in thinking, and explains

that deperimeterisation is not about getting rid of boundaries, but instead involves

re-aligning and refocusing them. The author suggests the ‘inside outside security’

approach, rather than a ‘one size fits all’ approach. Instead of a single hard fence

around a soft centre, an organisation should protect core functions and processes

with internal partitions and boundaries [222]. The author argues that this kind

of approach is supported by the basic principles of security management, namely

deciding on what is crucial for the business processes, and focusing on their security

[222].

Hayat et al. [100] argue that, because of the mobility of user devices and the

complexity of protocols, deperimeterisation recognises the fact that the monolithic

security solution, built on use of the traditional organisational firewall, is no longer

appropriate. As a result a distributed security model is needed. Such a model,

they argue, will provide dynamic and secure solutions. They argue further that

deperimeterisation is made possible by the ability to effectively control access to

distributed and ad hoc services, and that authorisation for this kind of access control

must be context-based in order to preserve the principle of least-privilege.

Stanton [222] also relates deperimeterisation to access control, and argues that

access policies will become more precise, based on a least-privilege model. Also, user

authentication and identity management will play an increasingly important role,

and will be a major factor in maintaining compliance. Hayat et al. [100] argue that

access control is currently achieved through human management, which appears to

be ineffective [48].

Among the various academic and industrial initiatives on deperimeterisation,

the work of Sluiter [217] is of particular interest here, because of its integrated

approach to deperimeterisation from both organisational and technological points of

view. Sluiter argues that the ‘perimeter security approach is becoming very limited

in its ability to cope with the dynamics of the new business model’. The author
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suggests that a SOA (Services Oriented Architecture), a major current trend in IT,

needs to be supported by a new security model. The model proposed by Sluiter

is implemented in three phases, namely preparation, reorganisation, and opening

up. Also, business partners in e-business IS need to implement adequate security in

order to interact with each other.

Mayers [149] argues that the difficulties in securing the modern environment

are not just technology-related. The author describes additional factors, such as

outdated legal constraints preventing information sharing when it is most needed,

cultural factors, poor (or even lack of) standards compliance, ‘phishing’ attacks

affecting people’s trust in on-line transactions, together with the technological ob-

stacles that still remain. All these issues need to be addressed, although the main

focus is put on access control. The author suggests that ‘the place to start is at the

perimeter’.

7.2 Business process security

As was discussed earlier in this chapter (in section 4.14.2), e-business (including e-

commerce) is the subject of a huge volume of ongoing research. Some of this research

relates to e-business information security, and just a small part of the latter relates

to the security of the business process and/or information flows. Very little research

relates to the security of the business logic. Other work [123] has identified the

security requirements of electronic processes. A discussion of e-business process

modelling [3] offers the building blocks required for e-business automation, and

notes that the fragmentation of security requirements is the biggest challenge for

Web services.

The vast majority of existing research on business process security focuses on

workflow (WF) control. In the last few years there has been a growing interest in

research on workflow in general, and on information security in particular.

Specifying a workflow system involves defining procedures in terms of tasks,

the users that should perform the tasks (usually defined in terms of roles), and

the interactions between tasks that impose constraints on task execution. Hence,
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a workflow is a combination of tasks or logical steps in a business process, while

accompanying constraints define the limitations on tasks that are performed by

people. The usual approach to the protection of business processes is based on

the Separation Of Duty (SOD) principle. SOD is designed to ensure that staff

that perform critical organisational tasks are not able to commit fraud. Warner

and Atluri [256] argue that certain SOD specifications can result in three types of

anomaly, and suggest a constraint specification language to specify the inter-instance

constraints (an instance is generated when the workflow is executed [256]).

The workflow security model of Wainer et al. [243] makes use of RBAC (Role-

Based Access Control) to control access to the tasks making up a workflow, while

the focus of the model is on the selection of users to perform the workflow tasks.

(Although the model was developed for a traditional type of business, and not specif-

ically for an e-business organisation, we mention the model here as an illustration

of business process security-related research.)

Hermann and Pernul [103] suggest an approach that supports BPR (Business

Process Reengineering) in order to improve security and integrity. (This work was

discussed previously in section 4.14.2, in the context of e-business security require-

ments.) The authors consider security and integrity as two separate issues and

propose a framework for business-process re-engineering in order to improve secu-

rity and integrity. A three layered architecture for business process specification is

suggested. A security infrastructure for both business processes and workflow man-

agement is developed, and the types of security requirements necessary for such an

infrastructure are identified. Also, business processes and their security semantics

are discussed from five different perspectives, and the effects of security constraints

on the various perspectives are analysed.

Leymann et al. [136] focus on the relation between web services and business

processes, and on the elements essential for suitable standards.

Model checking [5, 250, 251, 252] has been suggested as a means of analysing

e-business process security. Anderson et al. [5] propose the use of model checking

technology for the design and assurance of e-business processes. (The term ‘assur-

ance’ implies a measure of confidence that a security policy is enforced properly
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[216]). According to Anderson et al. [5], problems in the information systems that

support e-business, compounded by rapid development and system complexity in

the e-business environment, have the potential to harm businesses. Effective design

of e-business processes is essential for the avoidance of defects that could otherwise

lead to errors, fraud, and intrusion [5]. Based on the assumption that e-business de-

pends on protocols designed to prevent unauthorised disclosure and modification of

information exchanged between participants, they argue that model checking tech-

nology can be used as a platform for effective and efficient evaluation of e-business

protocols. Nevertheless, Anderson et al. observe that their proposed model checking

method ‘cannot guarantee correct processing under all circumstances’.

Wang et al. [252] consider e-business processes as ‘high-level computing processes

built upon and supported by lower-level computing networking services’, and hence

e-process correctness is inherently a multilayered problem. They also consider each

e-process as a state machine, where each state can be represented as a vector of all

process variables. This set of variables can be enormously large, even for a simple

process. Hence, testing and simulation cannot cover all the process states. To use

model checking, a user needs only describe the processes and property specifica-

tions using a high-level programming language. The model checker automatically

translates these processes and property specifications into automata [251]. Model

checking, argue Wang et al. in [252], is an appropriate answer to the limitations of

testing and simulation methods, since model checking can go through all relevant

states, addressing any given property. Model checking operates on logic, rather than

on individual execution paths. Using model checking involves three main tasks,

namely modelling of a system, specification of system properties, and verification to

check whether the system model satisfies the required properties. The authors also

discuss possible scenarios in which model checking might be effective, for example

testing a Web catalogue with an advanced search interface. Such a catalogue can be

tested with selective search patterns, but it is clearly impossible to try all possible

query combinations.

In their discussion of the importance of the e-process, Wang et al. [252] also
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present certain industrial developments relevant to secure e-process execution. Be-

cause of the importance of secure and reliable e-processes, say the authors, an e-

process market has been established, offering off-the-shelf secure e-processes. Ex-

amples include SET (Secure Electronic Transaction) for securing online credit card

payments, and the InterTrust Digital Rights Management scheme, which claims to

allow companies providing digital products to securely monitor customer usage of

their products.

Wang et al. [252] give specific examples of the importance of secure e-process

design, such as:

• company management should have confidence that their e-processes will not

give away ‘free’ luxury products, unless planned;

• a digital music producer should have assurance that its digital assets can be

managed securely.

Wang et al. [252] go on to assert that an e-business organisation must consider

the correctness of its e-processes. According to the authors, knowledge of internal

control and assurance over e-business operations is essential for all the e-business

participants, and even for society at large.

7.3 Information flow security

Information Flow security was proposed more than thirty years ago as an approach

for the protection of confidential data in computing environments [270]. This ap-

proach was designed to regulate the information flows in a system in order to prevent

secret data from leaking to unauthorised parties. One of the best-known models

from that period (the 1970s) is Denning’s ‘Lattice Model of Secure Information

Flow’ [64]. Based on the premise that security is enforced if no unauthorised flow

of information is possible, Denning suggested restrictions ‘according to which the

security of a system would not only be decidable, but simply so’. The suggested

information flow model is defined by:

• a set of logical storage objects (e.g. files, segments, or program variables,

depending on the level of detail);
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• a set of processes, i.e. ‘active agents responsible for all information flow’;

• a set of security classes defining the degree of security, where each object and

process is bound to a security class;

• an associative and commutative binary class combining operator, used to de-

termine the class to which the result of applying any binary function to values

from the operand classes (e.g., processes a and b) belongs;

• a flow relation, used to determine (for an ordered pair of security classes)

whether or not information is permitted to flow from one to the other. This

relation is presumed to be transitive.

The security requirements of this model can be formulated as follows. A flow

model is secure if and only if execution of a sequence of operations cannot give

rise to a flow that violates a specified flow relation [64]. Because of the transitivity

property of the relation flow, if each individual operation is secure then the sequence

of operations is also secure.

Because of the difficulties with providing security for information flows that exist

to cause operations, Denning distinguishes between explicit and implicit information

flows, dealing with them in a different way; the model thus also applies constraints

to service processes in order to prevent information leakage.

It seems that the model is designed to be applied to situations in which infor-

mation can be classified as ‘secret’, ‘top secret’, ‘unclassified’, etc. Typical business

organisations possess files/records for which only specific fields can be defined as

‘secret’, while others are not, but are still included in the same information flow.

As a result, using the above classification is very problematic in a real business

environment. Moreover, most seriously of all, the Lattice Model only addresses in-

formation confidentiality, not integrity, and integrity is of fundamental importance

for an e-business process.

Some of the research related to information-flow security deals with the prop-

erty of noninterference (see, for example, [55, 72]), and does not specifically address
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the e-business environment. Other work, [73], based on the noninterference prop-

erty, introduces a security property (Persistent BNDC) to deal with the security

of dynamic processes. According to the authors, Persistent BNDC, defined by the

authors as a single equivalence check, ensures that no malicious attacker will be able

to attack a system, even if the environment changes during its execution.

The issue of information flow analysis with regard to noninterference is also

treated at a language level, on a mathematical basis. Information flow analysis aims

to statically determine how a program’s inputs and outputs are related, making

it possible to determine the integrity properties of a program. Information flow

analyses of this type can be automated. Pottier and Simonet [193] proposed a type-

based information flow analysis for the kernel of a programming language (type

systems, in this context, are typically used to establish safety properties, namely to

prove that a certain invariant is valid throughout the execution of a program). Since

generating a noninterference proof involves manipulating a large invariant, Pottier

and Simonet [193] suggest breaking the proof into several independent stages.

Zdancewic [270] argues that the real challenge for information-flow security is

not about giving more precise definitions of noninterference, and/or implementing

languages that support information-flow policies, but a series of goals such as:

• the integration of information-flow controls with the existing infrastructure;

• not enforcing techniques that prevent all secret information-flows being seen,

without any differentiation;

• managing complex security policies (which Zdancewic [270] considers to be

the most important issue).

Another approach [199] was recently developed for specifying and enforcing in-

formation flow policies. This approach is designed to address the problem that

standard security practices are not capable of enforcing an end-to-end confiden-

tiality policy. The work of Yu and He [269] relates to the specific properties of a

distributed computing environment, such as one involving multiple system processes

running on multiple systems supported by multiple nodes, with a potentially differ-

ent security policy for each process. In such a case, argue Yu and He, a conventional
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security approach based on DAC (Discretionary Access Control) is difficult to ap-

ply, since there could be several high-requirement secure zones (and not just one,

as for a single system). The authors suggest an information flow based security

model for Linux clusters, based on assigning two levels of security to each cluster,

and analysing information flows between subjects and objects. In this model the

decision whether to grant or deny access by a process to a resource is determined

by the combination of the security node identifiers and the security level identifiers

of the process and resource, and a pre-assigned access type identifier, known as a

‘remote method call’.

The SELinux model [96] is designed to analyse the information flow goals in

Linux-based systems. Integrity and confidentiality are presented there as informa-

tion flow multi-step security goals.

In the 1990s, McLean [152] developed a flow-based security model, FM, which

was proposed as a standard against which other security models could be compared.

Noninterference, Generalised Noninterference and extensions of noninterference have

been examined using FM [152].

McLean [152] made a very important observation regarding information flow-

oriented research; all such work deals with sharing of information and not with

the security of the information flow itself. The main focus of existing models is

the flow of information between users, characterised by different levels of access to

information, and how to prevent information flow from high-level users to low-level

users. Hence, in some sense, all these models are access control models. The models

cover the security of the end points of communication, but not the content and

context of the information flow itself.

7.4 Summary

The majority of existing security work relevant to the focus of this thesis addresses

the issue of user/employee access to the critical information of an organisation. Prior

work is typically concerned with developing models and methodologies that enable

access policies for specific users to be defined and enforced.
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Existing process-oriented security research is mainly concerned with the work-

flow concept and workflow management systems. In fact, a workflow is not a business

process, neither by definition nor in practice. The differences between workflows and

business processes are also reflected in the research orientation. Workflow security

research, as well as information flow security research, is mainly language-oriented.

The vast majority of information flow security related research is associated with

communication or computer-level technical aspects (e.g., [2, 30, 55, 64, 72, 73]).

Information flows are treated according to Shannon’s theory of information, and

not specifically from a business perspective.

There are certain important areas in the e-business security domain that ap-

pear to have been the subject of very little research. Areas such as e-business

security design methods, e-business logic security, e-business security maintenance,

and e-business forensics all appear to be underserved by current e-business security

research.

In the main part of this thesis we present a different approach to business process-

based and information flow-based security.
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Chapter 8

A New Paradigm: Security
Approach and Model

Security on the Web is fundamentally different from traditional network

security. Whereas a local network or host is often viewed as a fortress

(complete with watch-towers and perimeters), the Web is more like a

bus station. Large communities of anonymous users frequent the public

space representing the Web service.

P. McDaniel, A. Rubin [151]

A new security paradigm, namely the e-Business Process Security Paradigm

(eBPSP), is proposed here. The realisation of this paradigm is made possible by

means of an associated e-Business Process Security Methodology (eBPSM) for e-

business security design, that focuses on a single e-process. In practice a finer level

of granularity is achieved by working with process business logic and individual

information flows, of which an e-process is composed.

We suggest that business logic and information flow security issues must be the

focus from the beginning of any e-business security design project. Process security

will then be achieved by focusing on the set of security requirements described here,

and by securing business logic and individual information flows, each with its specific

requirements and properties. As discussed in previous chapters, information flows

correspond to a specific business process logic, and any e-business process can be

decomposed into its constituent business logic and information flows.
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The chapter starts in section 8.1 with a presentation of the problems that the

new approach attempts to solve, followed by a discussion of the new e-business

security paradigm (in section 8.2). The fundamental components of the new model

are then discussed in section 8.3. This discussion includes an analysis of the security

characteristics of an e-business which, together with the damage analysis proposed

here, provides the basis for defining the e-business security requirements that are

addressed in the new methodology. The new model is presented in section 8.4,

followed, in section 8.5, by the discussion of the organisation levels of professionals

that must operate the methodology. The new methodology for realising the model

is presented in sections 8.6 and 8.7. Section 8.8 describes the main features of the

process security paradigm and the security design model. The chapter concludes in

section 8.9.

8.1 The problems to be solved

Building on the discussion in chapters 3, 5 and 6, and based on the analysis of

the components of the ISS framework in chapter 4, we now formulate the problems

addressed here in the context of our research goal.

The dominant existing approach to ISS design and management follows a perime-

ter security paradigm, both in traditional and electronic businesses. This paradigm,

which involves providing security protection around the organisation, appears to be

problematic for the modern business.

According to the perimeter security paradigm, security involves defending against

possible attacks and risks (as discovered from a threat and risk analysis) by putting

protection measures (safeguards) around what is perceived as an organisation’s bor-

der. Following this paradigm, the design and management of security solutions for

IS involve deploying a variety of information security safeguards at a conceptual

organisation boundary. By doing so, it is presumed that the organisational assets,

which are assumed to be located only inside the organisation, are protected. This

latter assumption implies that the perimeter security paradigm runs counter to the

main essence of an e-business.
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The security perimeter approach (paradigm), as discussed in chapter 4, has the

following main features:

• the philosophy behind the security perimeter paradigm involves limiting what

can be done, namely putting blockades on business operations and preventing

certain (sometimes vital) activities;

• all information assets are protected with the same set of safeguards;

• ‘too much security’ may make it impossible for some information to be used

in a process, while too low a level of security may enable organisational infor-

mation leakage and systems abuse;

• once the border has been compromised, attackers typically have access to a

wide range of information systems resources;

• although security safeguards are deployed at the organisational border, in

practice complete defence for the network boundary is very difficult to achieve.

The modern business environment is very dynamic, and hence needs the possi-

bility of flexibility. Firms need to expand, as well as be able to change their oper-

ations depending on business opportunities. A modern business organisation needs

to provide connectivity to its employees through mobile devices and remote access,

to cooperate with its partners and suppliers, and to communicate and trade with

customers. For these modern organisations, security should be a means of making

these activities possible. Only a reliable (and hence secure) infrastructure will make

it possible for a modern business organisation to cope with the evolving business

environment. Also, the design and management of ISS need to be performed based

on Complex Systems Theory, and not General Systems Theory.

The characteristics of the modern business environment conflict with the perime-

ter security paradigm in the following areas:

• e-business activities, which are cross-organisational in nature, are still pro-

tected by perimeter safeguards;
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• internal users are automatically presumed to be reliable and non-dangerous to

corporate information systems, at least as far as perimeter-based safeguards

are concerned, while employees working externally to the organisation (such

as salesmen) and employees of other organisations are automatically presumed

dangerous, and are granted only limited access to organisation resources;

• organisation communication networks that support business operations per-

formed both inside and outside the organisational boundary (e.g. those per-

formed by sales and marketing staff) are protected by potentially inappropri-

ate perimeter safeguards;

• modern organisation communication networks, which are potentially very com-

plex, are defended by a set of basic perimeter safeguards;

• the complexity of modern organisation communication networks is charac-

terised by both complexity of detail and dynamic complexity ;

• the high complexity of modern communication networks means that their

specific security requirements are often poorly defined.

From our analysis of the elements of the ISS framework (see chapter 4) and the

ways in which they are used, it appears that deployment of these elements is influ-

enced by a particular perception of the nature of security, that is by a particular

security paradigm. Currently, as the discussion in chapter 4 shows, security de-

sign and management processes, security tools, and the implementation of security

techniques, are typically all based on the perimeter security paradigm. Also, when

following the perimeter security paradigm, security design activities may lack a sys-

tematic methodology based on a strategic business rationale. As a result, security

is sometimes provided through the addition of tactical solutions, or as a final con-

sideration in an IS development project, and not as an integral part of that project

[148]. Although there is a growing recognition [18] that modern systems, including

organisations and technological systems, must be considered as complex systems,

and hence designed according to Complex Systems Theory, these systems are still

often viewed, designed and managed as simple systems.
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Hence, the existing state of information security management can be summarised

as follows.

• the current dominant approach to security management implies defending the

boundaries;

• boundary safeguards are used to prevent or limit external connections with

the organisation;

• it is essential for an e-business to cooperate with its external environment;

• security appears to be a critical business enabler for a modern organisation;

• security measures are sometimes deployed on an ad hoc basis;

• the modern way of doing business, namely e-business, is critically dependent

on an appropriate security paradigm and security design methodology.

As a result, the following problems need to be solved:

1. A modern dynamic business environment needs a flexible security management

solution that can provide a security design that fits business reality. Such a

solution will be difficult to derive using the perimeter security paradigm.

2. An alternative security paradigm is needed for e-business.

3. A security system design methodology, based on the new paradigm, needs to

be provided.

In the remainder of this chapter, a possible solution to these three problems is

presented. This consists of a new security management paradigm that we call eBPSP

(e-Business Process Security Paradigm). The motivation for developing such a new

paradigm is also presented. The approach to developing this new paradigm is based

on Complex Systems principles, as described in section 4.17.4. Building on the new

paradigm we further describe a novel security system design methodology called

eBPSM (e-Business Process Security Methodology), a realisation of the paradigm

for an e-business environment.
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8.2 A security management paradigm for e-business

E-business implies cross–organisational interactions, with a varying number of par-

ticipants exchanging information. E-business organisations face many security vul-

nerabilities in their interactions with other e-businesses. These vulnerabilities have

been discussed in chapter 3 (in particular in section 4.14.1.2), and can be summarised

as follows:

• a growing number of organisations are adopting the e-business mode;

• e-business implies sending information (which may be very sensitive) to parties

in the e-business process outside the organisation;

• external parties have different security policies and safeguards, or sometimes

do not provide adequate ISS;

• exchanged information is vulnerable to compromise as a result of external

parties having different or inadequate security policies;

• in many e-business relationships between organisations, no (or very little) due

diligence is performed with regard to the employees involved;

• e-business operation implies using (and developing) web applications, which

themselves have potential security vulnerabilities, arising from:

– command injection attacks (SQL injection);

– XSS (cross-site scripting) attacks;

– SOAP messages that are transparent to firewalls;

– SOAP and other open technologies that make it possible to intercept and

manipulate messages more easily;

– the fact that web services are platform-independent, and hence pass

through the perimeter security safeguards;

• e-business applications are developed using inadequate methodologies, and

hence include design and/or implementation flaws;
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• security requirements are poorly specified;

• although e-business is cross-organisational, the security safeguards in use are

designed and developed following the perimeter security paradigm.

An e-business organisation is a distributed organisation, and hence the security

provisions for such an organisation must be implemented in a distributed way; i.e. it

is necessary to implement distributed security. Also, as we have discussed previously

(in chapter 3), e-business is enabled by a set of e-processes. Hence, for an e-business

organisation to be secure, its e-processes must be secure. The security management

approach proposed here is a process-based paradigm, which involves managing se-

curity at the level of a single e-process. Such an approach is also desirable since

modern organisations are very complex, and designing, implementing and managing

security separately for each e-process makes it possible to cope with this complexity.

The new paradigm is based on the following assumptions about security for an

e-business:

• security is a business enabler;

• an e-business is secure if its e-processes are secure;

• a secured e-process is a process that is executed properly, namely according

to business plans and intentions;

• to provide security we must ensure correct process performance, instead of

defending the organisation using safeguards designed to protect the organisa-

tion’s perimeter.

To summarise, the new e-business security paradigm focuses on the security of

a single e-process by ensuring its correct performance.

In order to be able using this new paradigm in practice, a model for its realisation

together with a methodology for operation of the model need to be developed.

8.3 Building blocks

The characteristics of ‘correct performance’ need to be discussed in a security related

context; that is, the information security requirements for ‘correct performance’
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should be identified and analysed. These will reflect the conditions necessary to

meet the e-process security goal, which is to ensure the proper execution of the

e-process.

The security design model for an e-business organisation starts with a security

requirements analysis, followed by the identification and definition of security objec-

tives and goals. It is important to define the security requirements for an e-business

organisation, since security for such an organisation (as for any organisation) must

meet these requirements, and the techniques and tools for building the needed se-

curity measures must reflect them. Hence, security requirements and objectives

must be discussed and analysed, and the e-business security goal defined. These

definitions form one of the fundamental inputs for the security model development

process.

8.3.1 Security criteria

Our discussion of e-business security criteria is structured in the following way. Gen-

eral security requirements are discussed first, followed by the security requirements

for the elements of an e-process. Finally, we conclude by considering e-business

security requirements.

8.3.1.1 General security requirements

As discussed in section 4.4, it is widely accepted that the primary security require-

ments of a system can be divided into confidentiality, integrity and availability, with

the following definitions:

• confidentiality ensures the necessary level of secrecy at each data processing

entity, and prevents unauthorised disclosure; it ensures that information is not

made available to unauthorised parties;

• integrity involves maintaining the accuracy and reliability of information, and

prevents unauthorised modification of data, thereby ensuring that data is cor-

rect, as defined by the process designer;
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• availability involves ensuring that timely access to data and resources is pro-

vided to authorised users, so that data, information and other elements of

information systems are accessible to and useable by an authorised user.

This CIA security requirements triple is essential for e-business ISS, and, hence,

must be included in the set of security requirements underlying the model. Again

as discussed in section 4.4, some authors consider additional requirements such as

accountability and non-repudiation.

The accountability requirement is often described [183, 184, 237, 246] as a nec-

essary requirement in mission-critical business operations. Accountability covers

various aspects (such as traceability and due diligence) that are important to infor-

mation security of a modern organisation. In an e-business organisation, as discussed

in sections 5.2 and 5.3, the business processes are performed by IT only. The fea-

ture of traceability is vital in such processes. Also, accountability contributes to

the creation of a climate of due diligence across the entire organisation, which can

be used to solve conflicts of interest in organisations, say Peltier et al. [184]. The

authors assert that, from a security perspective, it is important to establish due

diligence as a guiding principle. Therefore, in our view, the accountability feature

is essential for e-business security, and this requirement must be included in the set

of e-business security requirements.

Non-repudiation has also been suggested by some authors [13, 50, 75, 126] as

an important security requirement for the e-business environment. In an e-business

context, accountability and non-repudiation are very closely related, at least as far

as users are concerned. That is, measures put in place to make users accountable

for their actions (such as reliable audit trails) also help to provide a measure of

non-repudiation, i.e. they can be used to help prevent users plausibly denying that

they have taken certain actions. As a result, in our methodology we focus on the

accountability requirement, and do not specifically consider non-repudiation. Of

course, mechanisms that are employed to provide accountability of users will not

necessarily be of great help in resolving disputes between two e-business organ-

isations (e.g. a dispute regarding whether or not an order was placed), whereas
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well-established non-repudiation mechanisms such as digital signatures may be of

greater value in this context. However, this type of non-repudiation service does not

appear to have been widely used in an e-business setting, and hence we do not con-

sider it further here; should the need for such mechanisms arise in the future, then

it will be a relatively straightforward matter to expand the security methodology to

encompass such requirements.

We must decide whether the CIA triad of security objectives, together with

accountability, fit the security requirements of an e-business organisation, namely,

do confidentiality, integrity, availability and accountability address all the security

requirements of an e-business? To answer this question, and to define the set of

e-business security requirements that underlie the model, we must consider the

security requirements for an e-business.

As discussed in section 3.1, we assert here that the realisation of e-business is only

made possible by the execution of its constituent e-processes. Therefore, security for

an e-business can be achieved by ensuring the proper, correct and stable execution

of its processes. These e-processes are made up of two main elements: business logic

and information flows. Thus, in order to secure an e-business process, its constituent

business logic and information flows must be secured.

8.3.1.2 Security for the business logic

The main essence of business functions and processes is in achieving specific, pre-

defined, business goals. The danger of damage to vital business functions applies

to a wide range of systems, including physical systems responsible for delivering

goods and services, and IT-based systems delivering information. One of the most

serious threats confronting an organisation is that its mission-critical information

systems will not be capable of processing the company’s basic transactions [226].

Also, the cross-organisational nature of an e-process accentuates the importance

of compliance with policies, standards and procedures of different business environ-

ments. In a business process context, defining an exact execution order for activities

may be impractical, since interactions between the environment and the set of ac-

tivities must be taken into account when determining how to orchestrate tasks.
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That is, the question of which task to execute and when is dependent on the cur-

rent environment and underlying business logic rather than only on a static process

schema [249]. Anderson et al. [5] argue that guaranteeing correct processing under

all circumstances is extremely complex and difficult; hidden flaws and errors that

occur only under unexpected, hard-to anticipate, circumstances can lead to subtle

mistakes and potentially ruinous failures.

Information security is usually approached as a technological problem, requir-

ing similarly technology-related solutions [79]. Following this approach, IT-related

threats are usually regarded as the main reason for security flaws. However, business

logic flaws can also be abused [247], potentially resulting in a range of possible types

of damage to an organisation, including damage to reputation, operational faults,

and financial loss. Since safeguards are typically put in place to address well-known

vulnerabilities, such as SQL injection or XSS attacks, attackers are increasingly

attempting to abuse business logic flaws [93]. Business application logic is a key

weak link in e-commerce systems [166]. As enterprises become more dependent on

Internet-based information systems, they increasingly become vulnerable to defects

in these systems [5]. For example, an error in an IS designed for stock trading,

banking, or air traffic control could be catastrophic; the resulting damage could

include lost revenue, lost data, lost trust, and increased costs [5, 251].

Many different forms of business logic vulnerabilities can be exploited by at-

tackers [93]. The QVC1 fraud is one example of abuse of a business logic flaw. The

reported scam2 was very simple: the customer places an order via the QVC online

ordering system, quickly cancels the order, waits for the products to arrive in the

mail anyway, and then sells on the goods, e.g. on eBay. The attacker in such a case

does not need to be technology-literate; the flaw was probably discovered in every-

day use of the QVC website. (See appendix D for additional examples of business

logic flaws).

Deadlocks, which can result in unexpected system shutdowns, and are hence

used by hackers for DoS attacks, commonly arise in distributed systems, but are
1 QVC (Quality, Value, Convenience) is a US retailer specialising in home shopping [265].
2 Details of this attack can be found in TheRegister:

http://www.theregister.co.uk/2007/10/30/website fraud guilty plea.
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hard to find [252]. Such deadlocks can arise from poorly specified business logic.

Such vulnerabilities are commonly overlooked during the software Quality As-

surance (QA) process, which is aimed at testing that a piece of code does what it

is supposed to do, and not what it can be made to do. Also, business logic flaws

cannot be identified by scanners or IDSs, or defeated by web application firewalls

[93]. Finally, traditional auditing methods cannot detect such specification flaws

[252].

The more sophisticated a website, the more prone it is to flaws in business logic

because of the necessarily greater complexity of its implementation [93]. Wang

and Wang [249] suggest that modern businesses must deal with the complexity of

business logic in order to be able to adapt to today’s dynamic and complex business

environment. The authors argue that a cognitive approach is needed to help manage

complex business activities, based on continuous awareness of situations and real-

time decision-making [249]. The Wang-Wang approach involves measures such as

identification of business logic from business practice, correct representation of rules

in a business sense, and maintenance of rules.

To conclude, business logic vulnerabilities can arise from three main sources:

• lack of compliance with the business environment;

• failure to achieve an e-process business goal;

• abuse of business logic flaws.

Hence, in order to provide security for the business logic, the following conditions

must be satisfied.

• The proposed business logic must be checked for its ability to achieve the

business goals of a specified process, and to comply with the existing security

standards for the relevant industry sector.

• The proposed business logic must be checked for its completeness. This means

that it must encompass all the relevant procedures, cover all the necessary
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operations and activities, and include all aspects of the process (such as post-

process support). In other words, the logic must be capable of providing the

required business service.

• The proposed business logic must be analysed to ensure that it cannot give

rise to deadlocks.

• The proposed business logic must be checked with regard to its logic, function-

ality and execution weaknesses, to ensure that the process states, capabilities

and outcomes cannot be changed in unauthorised ways. In other words, the

process logic must be capable of resisting any attempts to modify and/or abuse

its business rules.

• The proposed business logic must be capable of successfully operating within

all the necessary business environments, with potentially differing security

policies, mechanisms and tools.

It appears that these business logic security requirements are not completely

covered by the notions of confidentiality, integrity and availability, which address

security requirements arising from computer- and IT-related activities. Business

logic, although deployed using software, is a business goal-oriented component of an

e-process; it reflects the business goals in a series of business rules, and gives rise

to a sequence of actions from an organisational perspective. CIA does not address

such issues, and hence additional security criteria need to be defined.

Building on the business logic security requirements discussed above, we intro-

duce the following three business logic security requirements:

• to ensure that the e-process business goals are met, and that business states,

procedures, operations, actions and outcomes are complete, the comprehen-

siveness of the business logic (i.e. of an e-process) must be ensured;

• to ensure the stability of the business logic, that it resists logical, procedural

and functional abuse and the modification of e-process states, capabilities or

outcomes, and that it cannot give rise to deadlocks, the immunity of the

business logic (i.e. the immunity of an e-process) must be achieved;
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• to ensure that an e-process is compatible with all possible business environ-

ments, with other organisations’ security requirements, and with industry

standards, the compliance of an e-process must be achieved.

We next analyse the security requirements of the second component of an e-

process, namely its constituent InfoFlows.

8.3.1.3 Information flow features

InfoFlows, as part of an e-process, have the following components:

• content, which can be structured (a specific sequence of data fields) or un-

structured (e.g. natural language);

• agents, which can be classified into

– primary, e.g. employees of the e-business organisation, employees of other

organisations, private customers;

– support, e.g. services providers (systems administrator, network manager,

programmers, ISP employees);

• origin, i.e. a primary or support agent;

• destination, i.e. a primary or support agent;

• execution means, i.e. technology (e.g. software, hardware, database, communi-

cation, including various parameters such as the route of the communication,

its duration and its timing).

There are clearly overlaps between the above categories, since the origin and

destination are examples of agents (they are typically customers, employees, or other

processes). In the case where the origin or destination is another process (specifically

an information flow of this process), the interaction between the two information

flows is typically realised via a database, which is one of the means used by the

agents in this model. IT makes possible the execution of e-business operations by

providing the essential infrastructure in the form of databases, hardware, software

and communications (whose components are, again, hardware and software). As
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discussed previously in chapter 3, the correct functioning of IT in an e-business

organisation is crucial for its existence. Also, IT can be used as a means of violating

organisation information systems security. That is, IT is not a process agent, but

one of the means by which process agents can influence the quality of information

flows and their security. Hence, the fundamental features of an information flow

are:

• content; and

• agents.

Building on the identified features of information flows, we next discuss their

security requirements.

8.3.1.4 Security for information flows

We derive security requirements for InfoFlows from their meaning, from the way that

they are executed and from their role in an e-process, in line with the definition of an

information flow given in section 6.1. The information flow features are presented

here at a greater level of granularity according to their meaning and role in the

operation of an InfoFlow. In order to provide security for information flows, the

following properties must hold:

• To secure the content:

– the content of a specific flow must be produced and manipulated accord-

ing to the business logic specifications;

– the content of a specific flow must be produced and manipulated by a

specified execution means that operates correctly;

– the content must include all the relevant data fields;

– the content of the flow as it leaves its origin must equal the content at

its destination;

– the content must be incapable of being observed and/or modified by any

unauthorised party;
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• To secure the path/route:

– the direction of the flow must be according to the process logic design,

namely, according to the process business rules and business logic security

design;

– the channel must be protected against both active and passive attacks;

• Accessibility:

– the defined participants must be able to access the various information

flows using the provided tools;

• Duration:

– the flow must be active for the period of time specified by the process

logic design;

• Timing:

– the flow must originate at the time specified by the process logic design;

• Destination:

– the number and identity of the destinations must be in accordance with

the process logic design.

It appears that, unlike the case for business logic security, the three commonly

accepted security criteria, namely confidentiality, integrity, and availability, meet

the InfoFlow security requirements presented above. That is, given the commonly

accepted definitions of CIA, we make the following assertion:

• the confidentiality objective covers the requirements regarding the content,

channel and identity of the destinations;

• the integrity objective covers the relevance, accuracy and correctness of the

content, and the channel, route, duration and timing;

• the availability objective covers the requirements regarding accessibility and

the channel.
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We next summarise the conditions for e-business security and then give our

combined set of e-business security objectives.

8.3.2 E-business security requirements

Using the information flow and business logic security requirements discussed above,

the security requirements of an e-business organisation can be formulated as follows:

• the e-business process must be executed according to the designed business

logic and business logic security considerations;

• the e-business organisation must transfer the correct information, to the cor-

rect users, at the correct time, for the correct reasons, via the correct channels;

• the organisation’s portal must be available at all the times the company decides

that it should be available;

• the e-business organisation’s portal must present the correct data and the

correct links to other participant portals;

• the correct data and information must undergo the correct processing by the

correct means (hardware, software) and be sent to and from the correct portals

via the correct channels;

• the correct data and information must be kept in the correct storage facilities;

• management of an e-business organisation must practice due care and show

that due diligence has been performed.

The word ‘correct’ is used here in the sense of ‘as it was planned to be’, i.e. not

modified, violated or abused in any way.

Building on the e-business process security requirements presented above, the

e-business process security objectives are now identified.

Using our definitions of the generic security criteria, and the e-business security

requirements analysis above, we can now specify the e-business process security

requirements in a more formal way. We expand the set of three generic security

criteria (i.e. CIA) to a set of seven e-business security requirements, as follows:

195



1. in order to ensure privacy and non-disclosure of e-business information (both

of the companies and the customers), the confidentiality objective must be

achieved;

2. in order to ensure that data, information, and actions (performed by infor-

mation technology) will not be modified by unauthorised users and/or means

and/or technology, the integrity objective must be achieved;

3. in order to ensure that the entire system (including all relevant elements of

technology, managed according to a specific policy) will be accessible and

capable of executing the process, the availability objective must be achieved;

4. comprehensiveness ensures correct logic performance, covering all the nec-

essary operations and process agents;

5. compliance ensures that an e-process is able to interact with other company’s

e-processes, and that the process security design is compliant with security

regulations, standards, and laws; compliance, say Peltier et al. [184], enables

due diligence to be demonstrated;

6. immunity ensures that the business logic is checked against possible logic-

based abuse, and is designed in such a way that it will resist possible abuse

attempts that might cause harm to the e-business information systems;

7. in order to make it possible to manage the security of an e-business process, to

track actions, to practice due care and due diligence, and to maintain metrics

for security planning, design and maintenance, accountability is required.

To conclude, the e-business process security objectives underpinning our security

model are:

1. Confidentiality (C );

2. Integrity (I );

3. Availability (A);
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4. Comprehensiveness (C );

5. Compliance (C );

6. Immunity (I );

7. Accountability (A).

This set of seven security requirements, CIACCIA, makes it possible to meet

all the e-business process security requirements described above. The CIACCIA set

must be addressed in each e-process. Using these seven security requirements makes

it possible to achieve the objective of preventing/minimising possible damage to an

e-business organisation.

8.3.3 Damage analysis

Organisations focus on the ability of technology to minimise risks [242]. Risk analy-

sis [225] and threat modelling [229] are two methods often used [100, 225] for such

an assessment. Taxonomies of attacks and vulnerabilities have traditionally been

used for risk analysis, and most of the current efforts in security analysis involve

searching for known vulnerabilities [108]. In this thesis we base our discussion on the

definitions given in [216] (as previously discussed in section 4.2). The relationship

between threats, vulnerabilities and attacks has been discussed in section 4.2. In

our discussion the term ‘attack’ refers to both deliberately initiated and accidental

incidents.

The number and variety of threats and attacks against e-businesses are con-

stantly increasing; therefore, only protecting a system against a set of known threats

and attacks appears to be insufficient. Moreover, updating systems to address every

newly discovered threat is very difficult for administrators to manage and for com-

panies to afford [118]. Also, there are changes not only in the threats themselves,

but in identifying what is perceived by an organisation as a threat [262]. It would

be very difficult to try to describe all the possible threats and attacks applying to

a modern business IS. Hence a more realistic approach is to focus on the rational

goal of any organisation, i.e. to keep the business running. In the case of an e-

business organisation, its existence is totally dependent on the correct operation of
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its e-processes. This leads to our claim that the main security goal for an e-business

is to enable correct performance of its e-processes, by preventing them from being

damaged.

Specific interactions between threats, vulnerabilities and attacks create an im-

pact, which cause damage. Impact, and hence damage, is caused only when an

attack is successful. Hence an e-process is not compromised by threats, vulnerabil-

ities or attacks, but only when damage is caused. Some types of damage can be

expressed in terms of impact cost (or damage cost). We suggest here that focusing

on impact in terms of damage analysis instead of risk and threat analysis is both

more practical and more rational. That is, possible damage categories associated

with the specific process agents should be analysed. Arguments in favour of such

an approach include:

• best practice can help prevent some current threats being realised, but cannot

protect against the unknown [118];

• it appears that the wide variety of possible attacks, the constantly changing

and advancing nature of IT, and the creativity of attackers, make it impossible

to predict all the possible cyberattacks on information systems;

• different attacks can result in the same damage to an organisation’s IS;

• risk analysis is a problematic issue for a number of reasons, as discussed in

sections 4.7.2 and 4.7.3.

Vulnerabilities exist where there are inadequate security safeguards to protect

against specific classes of damage. The major categories of possible damage can

be derived from the threat categories discussed in section 4.2. Threats from the

four generic classes defined in section 4.2, when realised by an attack that has

successfully exploited a vulnerability in an organisation’s IS, can result in damage

of the following general types:

• incorrect functioning of IT;

• data/information violation;
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• financial fraud;

• harassment;

• net espionage;

• cyberterror;

• identity theft;

• equipment theft;

• physical hazards (such as fire or sabotage [226]);

• damage from natural events (such as hurricane or earthquake [226]).

Performing a damage analysis has a number of advantages:

1. The idea of dealing with damage in terms of damage categories, rather than

in terms of specific threats, is helpful because attacks take a variety of forms.

For example, social engineering is sometimes used to gain information that

will then pave the way for an attack on software, communications channels,

or databases involved in a process;

2. The consistency of the e-process security design will be maintained;

3. Updates to the damage analysis will potentially be less time-consuming to

perform.

8.3.4 Process agent analysis

Risk analysis generally involves identifying threats, including those arising from

intruders, criminals, disgruntled employees, terrorists, and natural disasters [236].

Following the damage analysis approach, the security objectives can be violated

(either intentionally or non-intentionally) by any party which interacts with an e-

process, i.e. the process agents (as described in section 5.4). Some process agents

interact directly with the process (i.e. those who operate it), some enable its opera-

tion, and others use a company portal to interact with the process. In our methodol-

ogy, process agents are regarded as the source of security violations, including those
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arising both accidentally and deliberately. Arce [12] argues that the workstations of

chief executives (such as CEOs, CFOs, or even the CISO) and network administra-

tors are the most sensitive components of any organisation’s security infrastructure,

because they provide a direct means of controlling the organisation and its assets.

However, in the research described in this thesis, the set of process agents is not

divided into subgroups according to their sensitivity, as each agent is different, and

its potential to cause damage will depend on its role in the e-process and its inter-

actions with other process agents. Here the process agents are divided into types

according to their role in an e-process (using the classification given in section 5.4).

The ability of the various types of process agent to violate the security objectives

is summarised in tables 8.1, 8.2 and 8.3. (The list of types of process agent presented

in these tables may not be exhaustive, hence organisations using the methodology

may need to extend the list by adding further types).

Table 8.1: Process Agent as a source of Damage to Business Logic security objectives
Process agent Comprehensiveness (C) Compliance (C) Immunity (I)
Executives/decision makers X X X
System Analysts - X X
System Developers X X X
System Administrators X X X
Network Administrators - - X
Employees - - X
Customers - - X
Intruders - - X
ISPs - - X

As shown in Table 8.1, Immunity can be compromised by all classes of PA,

while Compliance can be compromised by executives, system analysts and system

developers, and Comprehensiveness can only be compromised by executives and

system developers. Hence, in an analysis of business logic security objectives, only

the relevant classes of PA need to be considered. Indeed, these latter two objectives

(i.e. Compliance and Comprehensiveness) should be met in the early stages of any

systems development project, namely as part of the process definition. These two

objectives are of key importance—meeting the Comprehensiveness objective makes

it possible for the process to be feasible, while Compliance is essential for interactions

with other organisations.

This is not the case with an analysis of InfoFlow security objectives, where all
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types of process agent are relevant, as shown in Table 8.2.

Table 8.2: Process Agent as a source of Damage to Information Flow security ob-
jectives

Threat-source/process agent Confidentiality (C) Integrity (I) Availability (A)
Executives/decision makers X X X
System Analysts X X X
System Developers X X X
System Administrators X X X
Network Administrators X X X
Employees X X X
Customers X X X
Intruders X X X
ISPs X X X

Although the process agents of type ‘Executives’ are marked as being a threat

to all three of the security objectives in Table 8.2, such process agents are not likely

to be a direct threat to these objectives; however, damage can arise in situations

where there an executive conspires with other process agents which do have direct

access to process components (i.e. to the Business Logic and InfoFlows). This issue

is discussed later in this chapter.

As shown in Table 8.3, the Accountability objective can be compromised by

process agents of all types, and during all phases of the methodology. This objective

can be met by putting in place appropriate management and technical safeguards.

Table 8.3: Process Agent as a source of Damage to Accountability objective
Threat-source/process agent Accountability (A)

Executives/decision makers X
System Analysts X
System Developers X
System Administrators X
Network Administrators X
Employees X
Customers X
Intruders X
ISPs X

In our methodology, damage and PA analysis is applied as part of the design

of both the Business Logic and the Information Flow security provisions. Such an

analysis involves the following stages:

• Process Agent and Damage (PA-D) analysis, where process agents are treated

as possible sources of damage; for each PA, all the types of damage that it

could cause are listed;
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• enumeration of the triples (Process Agent, Damage, Attack) based on the PA-

D analysis; that is, for each PA the possible types of damage are enumerated,

together with the attacks that could cause each type of damage;

• a matrix of interactions between all the Process Agents shall be developed to

discover functionality that might give rise to possible conflicts of interest.

A detailed discussion of how a PA-D analysis is performed for an e-process is

given in section 8.7, as part of the description of the methodology.

8.3.5 Summary

To conclude this discussion, the building blocks of the new model are presented in

Figure 8.1.

Figure 8.1: E-business security model building blocks

The discussion above can be summarised as follows.

• The goal of an e-process security is its correct performance.

• In order to achieve this goal, the security objective of preventing/minimising

possible damage caused by process agents must be met by addressing

the seven security requirements (i.e. CIACCIA) of an e-process.

202



8.4 The new model

We now present the underlying principles of the new paradigm and its associated

model.

8.4.1 Underlying principles

The methodology described in section 8.6, which we call eBPSM, is based on our

novel e-business security paradigm, i.e. the e-Business Process Security Paradigm

(eBPSP). The methodology and paradigm are built on the following assumptions:

1. the information system underlying an e-business is a complex system;

2. e-business security must be considered as a distributed system problem; as

a result we propose that e-business security is designed and managed at the

level of a single e-process;

3. an e-process is comprised of

• business logic; and

• information flows (InfoFlows);

4. e-business security should be designed and managed to meet the business logic

and InfoFlows security objectives, which are formulated using damage analyses

for the various process agents.

These underlying principles, together with the defined building blocks, enable

us to formulate the new e-business security model, which is discussed next.

8.4.2 The model

The model for e-business information security proposed in this thesis is based on

the following fundamental statement of principles.

Security for an e-business organisation must be based on securing its component

e-processes, which is achieved by ensuring that the business logic and information

flows for individual e-processes meet the CIACCIA security requirements septet.

Ensuring that these security requirements are met is made possible by means of
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damage and process agent analyses. Any change in the e-business environment,

which is made up of a combination of people, technology and organisation issues,

will result in the need for a new (or updated) analysis of e-process security.

A graphical presentation of the new model is given in Figure 8.2.

Figure 8.2: E-business security model

The newly suggested septet of e-business security objectives must be applied to

an e-process in order to deliver a set of safeguards for its security. The selection

and design of safeguards must be based on a rational assessment of the business

environment.

In order to ensure that the septet of security objectives are met, the development

of any e-process should be performed in a systematic way. That is, a methodology
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must be adopted, in which all the relevant security requirements issues are consid-

ered, following the damage analysis approach and focusing on the defined set of

security requirements.

Security solutions must be designed to address all the seven generic security

requirements (as defined in section 8.3.2), for the process business logic analysis

and for each of the InfoFlows in the Information Flow analysis.

As a result of the analyses above, the organisation will be issued with a detailed

and easily controlled ‘map’ of all the security requirements of any given e-process.

The above analyses will provide an organisation with a number of significant

benefits:

• documentation of all the phases and their deliverables;

• the ability to update specific elements when changes apply;

• decomposing of the complex system (i.e. the e-process) into more simple com-

ponents;

• a comprehensive understanding of the process and its security requirements.

8.5 Organisation structure

By its definition, methodology involves a sequence of phases. Each phase must

be performed by professionals with an appropriate position in the organisational

hierarchy.

Using Anthony’s model [10], one of the best known models in organisational

theory, any organisation hierarchy can be presented as depicted in Figure 8.3.

Since security is a business enabler, the security design decisions must start

at the organisational strategic level. Hence, the e-process design and development

procedure must start at the strategic level.

The decision whether to adopt an e-business mode of doing business is a strategic

one. The company’s vision will define the business activities that will be performed

using the Internet. That is, the nature of the organisational e-processes will be the

result of a strategic decision.
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Figure 8.3: Hierarchical structure of organisation

The various phases of the methodology will be performed by a range of man-

agement and operational functions, as illustrated in Figure 8.4, again based on

Anthony’s organisational model.

8.6 The e-business process security design methodology

The newly proposed paradigm will be implemented following the model presented

in section 8.4. The deployment of the model in practice requires a methodical set

of actions to be performed in a specific sequence, i.e. methodology. In this section

the process of designing the methodology is described, together with the reasons for

underlying the specific design.

8.6.1 The design of the proposed methodology

Building on the definition of ISS management (see section 4.17.2), the definition of

the term ‘methodology’ (see chapter 2), and the building blocks of the model (see

Figure 8.1), the novel methodology should involve a process (i.e. a series of steps

and procedures) of ensuring that the security requirements of the business logic

and information flows are met through process agent and damage analyses for each

e-process. In order to ensure that the methodology includes relevant steps, means
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Figure 8.4: e-Business Process Security hierarchical operation

and tools, the following issues must be considered:

• the main components of the newly suggested paradigm and model;

• the main activities to be performed in order to ensure the realisation of the

new paradigm and model through the methodology;

• the skills, roles, responsibilities and qualifications required in organisations in

order to operate the methodology.

These issues are discussed in sections 8.6.1.1, 8.6.1.2, and 8.6.1.3 below.

8.6.1.1 The main components of the model

The newly suggested security paradigm—eBPSP—is based on the philosophy that

security is a business enabler.

Given the discussion in chapters 3, 5, 6, and section 8.3, the following main

elements are included in the operation of the eBPSM:
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• e-process;

• business logic;

• information flows;

• damage list;

• process agent list.

8.6.1.2 The main activities involved in the implementation of the method-
ology

The fundamental principle of the eBPSP is that security design and management

should be performed at the level of a single e-process. Hence the first step in

the methodology must be the decomposition of the entire e-business system into

individual e-processes. Then, for each e-process, the following activities must be

performed:

• decomposition of the e-process into business logic and information flows by:

1. e-process business logic design, including business rules formulation;

2. information flows identification;

• identification of the process agents involved in the e-process;

• identification of damage categories;

• damage analysis;

• process agent analysis;

• the CIACCIA security requirements analysis.

The final goal of the eBPSM implementation is the selection and design of the

e-process security safeguards. The newly designed system must be tested [38, 137]

before its implementation, as well as periodically during its development and oper-

ation [38], in order to verify that the CIACCIA requirements are fully addressed.

Modifications, if needed, must be incorporated, and only then can the final version
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of the system be implemented. The system must be maintained [137] during its

operation. Hence the following activities must also take place:

• programming (including the prototype [14, 23] and the final e-process appli-

cation);

• security architecture design;

• selection of security mechanisms and tools;

• security policies formulation;

• security testing;

• security implementation;

• security maintenance.

8.6.1.3 Roles, skills, responsibilities and qualifications

The practice of information systems security involves a variety of roles and skills—

including both management and operational functions.

The security management team plays a key role in ensuring that an organisa-

tion’s security plan is working properly, in taking corrective actions when necessary

[39]. According to Burney [38], the focal point for all information security issues

in an organisation is the Information Systems Security Officer (ISSO) (otherwise

known as a Chief Security Officer (CSO) [102] or a Chief Information Security Of-

ficer (CISO) [70]) who is responsible for:

• establishing an information security programme, including security plans, poli-

cies, standards, guidelines, and training;

• advising management on all information security issues;

• providing advice and assistance on all information security matters.

Peltier et al. [184] assert that information protection should support the business

objectives, and the position of ISSO should thus support the enterprise. Peltier et
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al. further assert that the ISSO/CSO should report directly to the CIO, and be

responsible for the day-to-day administration of the information security program

[184]. Responsibilities include enforcing the information security policy, creating

new procedures, and reviewing existing procedures to ensure that information is

handled in an appropriate manner and meets all legislative requirements, such as

those set by various security and privacy standards. The ISSO must also be famil-

iar with appropriate security tools, such as anti-virus software, IP firewalls, VPN

devices, cryptographic ciphers, and other computer security mechanisms [102].

Information security managers must realise, argue von Solms and von Solms

[220], that information security is a business issue and not a technical problem.

Burney [38] asserts that although information security may be considered technical

in nature, a successful ISSO also has nontechnical roles, and must be a businessman,

a communicator, a salesman, and a politician. The ISSO needs to understand the

organisation’s business, its mission, its goals and objectives, so that he/she can

demonstrate to the rest of the management team how information security supports

the business. The ISSO must be able, asserts Burney, to balance the needs of the

business with the needs of information security.

Fenton and Wolfe [70] define the role of the business process owner, a manager

responsible for a business process, such as supply-chain management or payroll. This

manager would be the focal point for the IT applications and data that support the

process. The process owner, say the authors, must understand the business needs

and the value of the information assets present to support them. The security of

the information system must be made the responsibility of the owner of the system

[102].

Buszta [39] argues that ‘the first and foremost requirement to help ensure the

success of an information security management team relies on its relationship with

the organisation’s executive board. Commencing with the CEO and then working

downward, it is essential for the executive board to support the efforts of the in-

formation security team. Failure of the executive board to actively demonstrate

its support for this group will gradually become reflected within the rest of the

organisation’.

210



Management roles in information security, as in any activity in a business envi-

ronment, need to be supported by operational roles. Supporting roles, say Peltier et

al. [184], are responsible for the design and operations of systems, for communica-

tion services, and for establishing and implementing controls in various parts of the

system. There can be many different security roles in the organisation in addition

to the ISSO, says Burney [38], such as:

• network security specialist;

• database security specialist;

• internet security specialist;

• e-business security specialist;

• public key infrastructure specialist;

• forensic specialist;

• risk manager.

Herold [102] suggests that organisations should appoint a law specialist to re-

view their security policies and standards for legal and regulatory compliance and

enforceability, to address legal issues arising from security incidents. The ability

of an information security department to support the mission of its organisation,

continues Herold [102], may be limited by social factors, laws and regulations ap-

plying in the countries in which its offices are located. Hence, organisations must

be aware of their operating environments, and ensure that their policies fit these

environments.

It is difficult, say Buszta [39], to provide a generic approach to the definition of

roles for information systems security in organisations; however, regardless of the

structure, organisations need to assign security-related functions to employees with

appropriate skill sets. According to Buszta, information security-related functions

include the following:

1. information security professionals, including those responsible for the:
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• design;

• implementation;

• management;

• review;

of security policy, standards, practices, and procedures;

2. data owners (e.g. creators of a new document), responsible for determining

data sensitivity levels;

3. custodians (focusing on backing up and restoring data, and responsible for

running systems so that all the required security controls are applied in ac-

cordance with the organisation’s security policies and procedures);

4. process owners (individuals whose role is to ensure that the appropriate secu-

rity measures, consistent with the organisation’s security policy, is embedded

in the information systems);

5. technology providers (experts for a given set of information security technolo-

gies, that assist the organisation with its implementation and management);

6. users (almost every member of the organisation), that are responsible for ad-

hering to the organisation’s security policies and procedures;

7. information systems auditors, responsible for providing independent assurance

to management regarding the appropriateness of the security objectives and

measures.

Fenton and Wolfe [70] argue that information security functions fall into the

following five main categories:

• policy, strategy, and governance, including

– development and interpretation of written information security policies,

an education and awareness program, and a formal approval process;
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– identification of long-term technology and risk trends driving the evolu-

tion of the organisation’s security architecture;

and headed by the CISO;

• information security engineering (including identifying security requirements

and realising them in new systems);

• disaster recovery/business continuity (responsible for responding to and re-

covering from disruptive incidents);

• crisis management (covering the overall discipline of planning for and respond-

ing to emergencies);

• information security administration and operations.

The information security literature (e.g. in [102, 214]) suggests that personnel

assigned an information security role (e.g. any of the roles discussed above) should

be qualified and experienced in the relevant information security domains. For

example, standard compliance consultants in healthcare institutions should have at

least ten years of experience in the area of security standards compliance, with three

to five years current experience of healthcare compliance and regulatory issues [102].

8.6.1.4 Role specifications

We now propose a set of roles to be used as part of the methodology. These roles

derive from the discussion in section 8.5 of the necessary organisational structure

and staff positions, and the discussion above of skills and responsibilities required

of information security staff.

CISO The head of the ISS unit and responsible for its management. The CISO

(otherwise known as the ISSO or CSO) is required for successful development,

implementation and enforcement of Information Systems Security plans. This

role reports to the CIO.

Business process owner a manager responsible for a specific business e-process.

The necessity of this role is justified also by one of the main features of the
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model developed in this thesis, that is the e-business security is designed and

managed at the level of a single e-process. This role, namely Process Security

Officer (PSO) will be responsible for an e-process design and security. Such

definition of the role is compliant with this research philosophy according

to which security is a business enabler. The PSO should be both business-

and IT-oriented, that is the person should have business and IT skills. Such

combination of skills is made possible for Information Systems professionals,

whose education includes both management and IT disciplines.

Business professionals Experienced specialists working in various business areas

(such as, business strategy, marketing strategy, operations, finance and HR).

The model implies an e-business logic definition, which is based on business

mission and goals, and business environment/market characteristics. Hence,

strategic level management must take part in business process goal definition,

while marketing, operations, production, and finance management personnel

will contribute by providing directions relevant to their areas. HR manage-

ment will contribute by assigning correct personnel the jobs.

System analysts A system analyst deals with analysis of sets of interacting enti-

ties between systems, often prior to their automation as information systems,

and the interactions within those systems [265] in order to define business

requirements for new system and evaluate alternatives [135].

In the newly suggested methodology, an e-process business logic and busi-

ness rules should be formulated. System analysts are required to participate

in the implementation of this methodology in order to analyse the relevant

environment.

Systems developers Systems developers deal with defining technical design, es-

tablishing controls, and creating or selecting software required by new system

[135]. The system developers are concerned with the structuring of differ-

ent hardware and software components to achieve the effective and efficient

processing of information.
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Following the new methodology, system designers and programmers are re-

quired to translate the business logic into a prototype and application, and to

identify all the information flows involved in an e-process.

Security professionals - experienced professionals practicing various domain of

information security (e.g. secure communications, cryptography, network se-

curity, and penetration testing).

Based on the classifications above of the information security roles, the follow-

ing professionals are essential for the operation of the methodology: network

security specialist, database security specialist, internet security specialist,

public key infrastructure specialist, security standard compliance specialist,

forensic specialist, law specialist.

8.6.1.5 Structure of the methodology

The phases of the methodology and their sequence reflect the logic of the approach,

that is e-process business logic definition, information flows identification, and se-

curity requirements, damage, and process agent analyses. That is, the development

and design of security for an e-process starts with the definition of the e-process,

followed by a consideration of business issues, proceeding to identification of the

process characteristics, thence to identification of security requirements and objec-

tives, and finally to suggestions for the security techniques, methods and tools to

address the requirements.

8.6.2 The methodology

The two main components of an e-business process, as discussed above, are busi-

ness logic and information flows. Business logic is expressed in terms of business

rules, which, if applied properly, make it possible to produce a process outcome.

Information flows are made up of information that is transferred between specific

pre-defined process stations by means of information technology. The contents, di-

rection, route, and duration of the flow, and the setup of the process stations, are

dictated by the business logic. The realisation of these two components (business

logic and information flows) involves IT, namely hardware, software, databases and
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communication technologies. All these issues must be taken into consideration in

an e-business process security design methodology.

From the discussion of process characteristics given in chapter 5, it appears that

information flows express the input, output, data/information and actions of an

e-process, while the business logic defines the content of its constituent information

flows, as well as the specific processing of a flow with regard to input, output,

data/information, actions, participants and routes.

The methodology we describe below includes analyses of the characteristics of an

e-process, the security requirements of its components, and the objectives described

above. The methodology indicates the actions to be performed in a phased way.

Each phase is dependent on the outcomes of the previous phases. We list the phases

in the methodology immediately below; each of these phases is described in greater

detail in section 8.7.

The e-Business Process Security Design Methodology

1. Professional staff allocation

• allocate the Process Security Officer;

• allocate the staff members for the various tasks included in the methodol-

ogy (including security specialists, systems analysts, system developers,

etc.).

2. E-process identification and definition

• describe the purpose of the e-process;

• enumerate the business goals and/or outputs of the e-process.

3. Business logic definition

• describe the e-process;

• formulate the business rules underlying the e-process;

• identification of the properties of the process:

– inputs;
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– outputs;

– data/information involved;

– operations;

– participating elements;

– interactions between the participating elements;

• specify the information technology to be used.

4. E-business process security objectives analysis

(a) business logic security objectives analysis (in terms of Comprehensive-

ness, Immunity, and Compliance (CIC));

(b) systems design;

(c) information flow identification;

(d) information flow security analysis (in terms of Confidentiality, Integrity,

Availability (CIA)).

5. Security design

• define sets of security

– policies;

– standards;

– methods;

– tools;

– techniques.

• design the Accountability (A) methods.

6. Security tests

• specify security breach scenarios for each of the CIACCIA e-business

process security objectives;

• security amendments.

7. Integrating e-business organisation security.
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• given the test results, update the security safeguards;

• combine the security safeguards for the individual e-processes into an

integrated security system for the organisation;

• prepare the final security design and management system.

A detailed description of all seven phases in the operation of the methodology are

presented in section 8.7. We first present a brief discussion of the various hierarchical

levels in an organisation that must take part in implementing the methodology.

8.7 Operation of the Methodology

In this section we describe the e-Business Process Security Methodology. For each

phase we provide a detailed description of the skills necessary to perform it, and list

the outcomes.

Each phase of the methodology is defined in terms of:

• the level of the organisational hierarchy responsible;

• the specific professionals involved;

• the tasks to be performed;

• the outcomes; and

• the phase specifics.

8.7.1 Professional staff allocation

The first phase of the methodology involves the allocation of staff roles to each of

the subsequent phases.

This phase is executed at the tactical level of the organisational hierarchy.

The professionals that will participate in this phase include:

• CISO;

• CIO;
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• human resources (HR) executive.

The tasks to be performed are:

1. allocate the Process Security Officer;

2. allocate the staff members including security specialists, systems analysts,

system developers, etc.

The outcomes of this phase are:

• staff establishment;

• definitions of duties and responsibilities.

Phase specifics

A Process Security Officer (PSO) should be appointed for each e-process. The PSO

will be responsible for managing the e-process and e-process security development

work, and its ongoing operation after deployment. The PSO will report to the organ-

isation’s CISO (Chief Information Security Officer). The duties and responsibilities

of the PSO include the following:

• leading, directing and supervising the e-process security design project;

• project resource (human, finance and technology) allocation;

• e-process security maintenance;

• e-process security updates;

• e-process security breach analysis and forensics;

• e-process Disaster Recovery Plan (DRP);

• cooperation with other PSOs in the same organisation;

• cooperation with PSOs of other organisations;

• meeting the accountability requirement.
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The PSO should be responsible for correct execution of all stages of the e-

process. This allocation of responsibility derives from the underlying philosophy

that ‘security is a business enabler’. In an e-business organisation, operating the

business in a proper way is totally dependent on information security, and so the

PSO must be in charge of correct operation of the e-process.

In practice, these responsibilities involve a variety of activities, as described

below.

8.7.1.1 E-process security requirements definition

The PSO will define security requirements in terms of CIACCIA, covering assess-

ment, policies, and legal and regulatory issues relevant to security. The PSO will

be responsible for directing any other staff engaged in this definition activity. It is

important to note that, as far as the methodology is concerned, the PSO is only

responsible for e-process security. PSOs of different e-processes will need to collab-

orate where interactions occur.

8.7.1.2 E-process security design

After the analysis of the security septet (CICCIA) has been performed, the PSO

must assign appropriate security professionals to design the necessary security safe-

guards. These should cover issues relating to architecture, infrastructure, IT, poli-

cies, standards and legal compliance, access control models, crossorganisational com-

pliance and agreements on policies, and laws.

8.7.1.3 E-process security implementation

Although the implementation of the e-process design results will typically be carried

out by an IS department, the PSO should be involved in supervising the process.

8.7.1.4 E-process operations control

The PSO is in charge of correct e-process functioning. The PSO is also in charge of e-

process incident management, policies, legislation and regulation enforcement, BCM

planning, modifications, and documentation. The Information Security department
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staff are also involved in these activities since these issues need to be addressed in

a consistent way across the entire set of e-processes.

8.7.1.5 E–process security specification updates

If changes are required to the e-process specification, and/or new information se-

curity threats relevant to the e-process are discovered, then the PSO must update

the e-process security design. Appropriate security professionals must be used to

perform such updates.

The PSO function must itself be modelled as a process agent, and must hence

be added to the damage analyses involving process agents. The PSO process agent

is relevant to all the security objectives.

Allocations of the other functions involved in performing the phases of the

methodology are specified in the descriptions of the individual phases.

8.7.2 E-process identification and definition

In this phase a business activity is identified in terms of an e-process. The business

goals of the e-process and its operational and financial aspects are defined.

This phase is executed at the strategic level of the organisational hierarchy.

The professionals that will participate in this phase include:

• strategic management;

• marketing management;

• operations management;

• production management;

• finance management.

The tasks to be performed are:

1. make a decision regarding the establishment of the e-process;

2. specify the organisational/operational purpose of the e-process;

3. list the expected benefits from operation of the e-process;
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4. describe the business and legal constraints applying to the e-process;

5. enumerate the industry standards requirements applying to the e-process.

The outcomes of this phase are:

• business statements regarding the goals and benefits of the e-process;

• a complete specification of the outputs of the e-process;

• identification of the security standards that apply to the e-process.

These outcomes provide:

• conceptual level definitions for an e-process;

• a list of security standards to be implemented in the organisation for this

e-process.

Phase specifics

The design process starts with the identification of a specific e-business process from

the set of all e-business processes for the organisation. The reason for initiating

the e-process, its business goals, and its business benefit must be clearly defined.

The e-process outputs must also be specified. The outcome statements should be

formulated in natural language, avoiding unnecessary technological jargon. The

outcomes of this phase, in particular the business goals of the e-process, must be

available to the PSO of the e-process.

A decision on which standards will need to be implemented must be made in

this phase. The implementation of these standards will be carried out by staff at

the operations level of the organisation hierarchy.

All the design activities in the following five phases will be based on strategic

management decisions, and will need to be performed by highly-skilled professionals,

such as security professionals, systems developers, etc. The vast majority of the

design project cost is likely to be associated with these phases.
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8.7.3 Business logic definition

In this phase, the business rules of an e-process are specified, including the relevant

functions, participants and means of operation.

This phase is executed at the operations level of the organisational hierarchy

(in the IS Department).

The professionals participating this phase will include:

• members of the operations department;

• systems analysts;

• system security analysts;

• computer law specialists.

The tasks to be performed are:

1. formulate the business rules for execution of the e-process;

2. specify the process agents that interact with the e-process;

3. specify the operations performed by the e-process;

4. specify each of the inputs and outputs of each operation and each process

agent;

5. specify the IT and IS functions required to perform and support the e-process.

The outcome of this phase is a set of business rules.

Phase specifics

Building on the outcomes of the previous phase, in which the process benefits and

outputs are defined, the operations performed in the e-process are described and

the process business logic is next developed. In practice, this logic is expressed as

a set of business rules defining the interactions between relevant properties of the

process. This set of rules covers inputs, outputs and operations.
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The process description and its associated business logic should be reviewed very

regularly to verify that the specified sequences of actions are rational and workable

from both organisational and business perspectives. That is, regular checks should

be performed to ensure that the process specification is logical and efficient, and

includes the appropriate people and interactions. A number of use cases can be

documented as part of this step, and checked in different possible scenarios.

The business logic definition is crucial, since it is used to design the entire sys-

tem, and, in particular, the software by which e-business is deployed. Apart from

known software-related security threats, poorly-defined business processes are a ma-

jor cause of security vulnerabilities that can potentially be exploited by both insiders

and outsiders. This stage in the security design process determines the outcomes of

all the following stages, and its proper execution has the potential to prevent serious

security problems and minimise the cost of software development by reducing the

need for security patching. Similar remarks apply to the business rules component

of the business logic.

The outcome will be a document providing a list of statements expressing the

conditions that the e-process must address. This document will provide necessary

information to the system developers. In practice, the system software will reflect

the logic of the process and its properties, as well as support information flows and

interactions.

8.7.4 E-business process security requirements analysis

In this phase the security requirements are analysed with respect to the components

of the e-process. This phase involves distinct analyses for the business logic and

information flows, as well as separate stages for system design and information flow

identification.

8.7.4.1 (a) Business Logic security requirements analysis

This phase is executed at the tactical and operations levels of the organisational

hierarchy.

The professionals involved in this phase include:
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• systems analysts;

• security analysts;

• security management specialists;

• standards compliance project specialists;

• operations management specialists.

The tasks to be performed are:

1. Comprehensiveness, Immunity, Compliance and Accountability analysis;

2. analysis of the business interactions;

3. analyses of the process agents;

4. damage analysis with respect to the business logic security objectives;

5. ‘what-if’ analysis for various business scenarios.

The outcome of this phase is a set of documents giving the results of the

business logic security analysis.

Phase specifics

The business logic of the process must be analysed with respect to the security

requirements, i.e. Comprehensiveness, Immunity and Compliance (CIC). These ob-

jectives ensure that the e-business logic is defined in a way that makes the logic

workable, compliant with all relevant standards and laws, and prevents users and

processes, both authorised and unauthorised, from abusing the logic and/or com-

promising the process and/or its outcomes. The business rules must be analysed

with respect to the interactions with other processes, contacts between the e-process

agents, access rules and policies, possible conflicts, and previously reported business

logic flaws. Compliance with security standards, and the ability to comply with

other company’s e-processes rules and policies, must also be analysed.

The process agent and damage analyses include the following tasks.
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• Identification of possible damage:

This will involve performing a Process Agent and Damage (PA-D) analysis,

as discussed in section 8.3.4, in which process agents are treated as possible

sources of damage. For each security requirement and for each relevant process

agent, and using as input the completed tables 8.1– 8.3, all the types of damage

that the process agent is capable of causing must be listed.

The results of this analysis must then be summarised using tables of the form

given in tables 8.4, 8.5 and 8.6.

Table 8.4: Process X: Comprehensiveness analysis
Process agent Relevant damage categories list Security solution
Executives
System developer

Similar tables must also be prepared for Immunity and Compliance.

Table 8.5: Process X: Immunity analysis
Process agent Relevant damage categories list Security solution
Executives
PSO
System developer
System administrator
Network administrator
Employee A
Customer
Intruders
ISP

Table 8.6: Process X: Compliance analysis
Process agent Relevant damage categories list Security solution
Executives
PSO
System developer

• Preparation of a process agent interaction matrix:

A matrix of interactions (of the form shown in Table 8.7) between all the

process agents shall be developed, in order to discover possible conflicts of

interest; cells in the table should be ticked where there is an operational or

business interaction between process agents. The purpose of the matrix is

to identify where interactions are necessary to support the e-process business

logic. Where they are not required, security controls can be put in place to
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prevent interactions, thereby limiting the scope for damage. Where interac-

tions are necessary, measures will need to be deployed to limit the scope for

damage from process agents. Although security safeguards, such as access

control techniques (e.g. RBAC, D-RBAC, ACLs, etc.), provide ways of man-

aging access to resources tailored to a process agent’s job specification, they

cannot cope completely with threats such as identity theft, social engineering,

espionage, etc. By collecting the information listed above, the ISS staff will

gain a detailed picture of the agents and the possible ways in which they might

act against ISS.

Table 8.7: Process X: Process agent interaction matrix
Process agent Executives PSO ... Customer ... ISP
Executives
PSO
System developer
System administrator
Network administrator
Employee
Customer
Intruders
ISP

The final purpose of the business logic analysis is to establish a set of safeguards

for the organisation’s business logic in order to meet the CIC (Comprehensiveness,

Immunity, Compliance) security objectives. The results of this process should be

summarised in a table of the form given in Table 8.8.

Table 8.8: Process X: Business logic security
Security measures Comprehensiveness (C) Immunity (I) Compliance (C)
Standards
Legal issues
Policies
Procedures
Due diligence
Unique requirements

Once the business properties (e.g. goals, operations, cost), security requirements

(i.e. CIC), and the participants (i.e. the PAs) in the e-process have been identified,

the e-process IS can be designed. This task is performed in the next phase.
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8.7.4.2 (b) Systems design

In this phase, a conceptual outline of the system is developed and software imple-

menting the system is written.

This phase is executed at the operations level of the organisational hierarchy.

The professionals involved in this phase include:

• system designers;

• system developers (programmers).

The tasks to be performed are:

1. conceptual system design;

2. detailed system implementation (programming).

The outcome of this phase is a preliminary working version of the e-process.

Phase specifics

In this phase, a prototype software that makes it possible to run a specific e-process

is written using appropriate tools and techniques. The software development process

is outside the scope of the methodology. However, writing secure software requires

the use of certain skills and approaches (see, for example, [229]) which must be

implemented at both the architecture (conceptual design) and the programming

levels [229].

8.7.4.3 (c) Identification of InfoFlows

In this phase the various information flows involved in an e-process are identified.

This phase is executed at the operations level of the organisational hierarchy.

The professionals involved in this phase include:

• system designers;

• PSO;

• operations manager.
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The task to be performed is:

• identification of the InfoFlows, where an InfoFow is defined as given in section

6.1.

The outcome of the phase is a list of all the InfoFlows involved in this e-process.

Phase specifics

The newly developed e-process, as instantiated by a software application, is de-

composed into its constituent information flows. A distinction is made between

Business-Related Infoflows (BRIFs) and System-Related InfoFlows (SRIFs). Infor-

mation flows of these two types are documented so that they can be analysed for

their security requirements.

8.7.4.4 (d) Information Flow security analysis

In this phase all the information flows involved in a specific e-process are analysed

with respect to Confidentiality, Integrity and Availability.

This phase is executed at the operations level of the organisational hierarchy.

The professionals involved in this phase include:

• information security analysts;

• PSO;

• system developers.

The task to be performed is:

• analysis of the security objectives for each of the information flows.

The outcome of this phase takes the form of documents and tables of the form

described below.

Phase specifics

All the characteristics of the information flow need to be identified and analysed in

the context of the Information Flow security objectives, i.e. the CIA (Confidential-

ity, Integrity, Availability) objectives. There are various types of information in a
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business organisation, with varying degrees of sensitivity. Each of the security ob-

jectives should be ranked on a scale of 1 (low) to 5 (high) according to its criticality

for each Information Flow. The rankings should be presented in a table of the form

given in Table 8.9.

Table 8.9: CIA Criticality Rank
InfoFlow Confidentiality (C) Integrity (I) Availability (A) Total score
InfoFlow 1 r1 r2 r3 sum of row ranks
InfoFlow 2 r4 r5 r6 sum of row ranks
... ” ” ” ”
... ” ” ” ”

InfoFlow n ” ” ” ”
Total security objective rank ” ” ” ”

Such a criticality ranking analysis has the following advantages:

1. The total security objective rank parameter indicates the required levels of

confidentiality, integrity and availability for any given e-process. That is, each

of the CIA security objectives can be characterised at a single process level;

2. It is possible to determine the most important security requirement for any

process, i.e. whether it is C, I or A;

3. The total score indicates the total required level of the three security require-

ments for any given information flow. That is, the overall criticality of each

information flow can be characterised;

4. For any e-process it is possible to distinguish the most sensitive information

flow (i.e. the one with the highest total score);

5. It is possible to determine the most important security requirement (C, I or

A) for any information flow.

The next stage in this phase is an InfoFlow analysis of the CIA objectives, for

the process agents and damage categories.

At this stage of the analysis the following data is available:

1. the Information Flow (IF) set (a list of all the information flows of the process);

2. the Process Agents (PA) set (a list of all the process agents that may interact

with the process and/or affect its security objectives);
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3. the Damage Category (DC) set (a list of damage categories);

4. the Security Requirements (SR) set (i.e. security requirements C, I and A);

Each element of the IF set will be associated with a sequence of elements from

the PA, DC and SR sets. These will indicate (respectively) the process agents that

interact with the information flow, the categories of damage which may be caused

to the information flow, and the security requirements threatened by these classes

of damage. This can be used to produce a mapping from the elements from the IF

set to subsets of triples of elements from the SR, DC and PA sets. That is, for each

information flow, a list of (security requirement, process agent, damage category)

triples can be produced, indicating all the ways in which a process agent can threaten

the specified security requirement for that particular information flow. Also, subsets

of pairs of elements (information flow, process agent) can be associated with subsets

of pairs of (security requirements, damage category). These types of mapping can

be used by system developers when designing security features. Further, each DC

element is assigned the criticality rank of the respective security requirement.

For example, for a specified e-process, on particular PA might have associated

ranks:

• rConfidentiality = 5;

• rIntegrity = 2;

• rAvailability = 3;

• DC=‘sabotage’.

The ‘sabotage’ DC has rank 5 for confidentiality, and will thus be treated as a

very severe possible damage when designing measures against sabotage to ensure the

Confidentiality requirement. The ‘sabotage’ category has a rank of 2 for the Integrity

requirement, and hence ensuring integrity will require less efforts and resources in

terms of programming, human resources, time and management (e.g. control and

maintenance).
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The system developers will provide a solution in line with the severity of the

damage category. The severity of damage category is associated with a relevant

security requirement rank.

Each InfoFlow should be analysed for each of the C, I and A requirements, and

for a range of damage categories. For each PA, the possible damage categories

must be listed using tables of the form given in Table 8.10. The cells in this table

should be used to indicate specific types of damage from the damage category list

(as discussed in section 8.3.3).

Table 8.10: Information Flow X: SecReq (C or I or A) analysis—Damage list
Process agent Damage 1 ... Damage n
Executives
PSO
System developer
System Administrator
Network Administrator
Employee
Customer
Intruders
ISP

The types of possible attacks associated with each damage category should then

be specified. The ‘Possible attacks’ column will list those classes of attack known

at the time the analysis is performed. Examples of classes of attacks are given in

Table 8.11.

Table 8.11: Confidentiality analysis for InfoFlow X, Agent Y: Possible attacks
Damage category Possible attacks
Incorrect functioning of IT Poor development, human error, sabotage, etc.
Data/information violation Modification, incorrect input
Financial fraud Social engineering, impersonation, masquerade/spoofing, modification
Privacy violation Direct emailing, spamming, hacking, harassment
Information disclosure Insider, hacking, malware, net espionage
Cyberterror Malware, hacking/cracking
Identity theft Insider, cracking
Equipment theft physical access
Physical hazards Equipment misuse
Damage from natural events natural disasters

8.7.5 Security design

Given the outcomes of the previous phases and the analyses result data, the security

measures can now be designed. In this phase the ISS solutions are designed.

232



This phase is executed at the tactical and operations levels of the organisa-

tional hierarchy.

The professionals involved in this phase include:

• the PSO;

• system security analysts;

• security experts in the relevant security domains, including hardware security

specialists, software security specialists, database security specialists, com-

munication and network security specialists, security management specialists,

social engineering specialists, security standards specialists, encryption spe-

cialists, etc;

• system developers.

The tasks to be performed are:

1. design of security solutions;

2. cooperation with other participant organisations with respect to security ob-

jectives;

3. development of procedures for standards implementation.

The outcomes of this phase are:

• an outline security architecture;

• a set of security safeguards;

• a statement of standards compliance;

• assurance of standards compliance;

• adjustments to the security requirements of other participant organisations;

• assurance of the Accountability (A) requirement.
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Phase specifics

For each damage category, relevant security solutions must be proposed for reali-

sation in the form of policies, standards, mechanisms, tools, training, etc. A set

of security mechanisms can be designed building on the results of the previous

phases. A comprehensive specification of the security methods, technologies, tools,

techniques, policies to be implemented to protect this e-process must be prepared.

The purpose of the above analyses is to produce sufficient information to en-

able the analysis of the information flow security objectives in terms of CIAA. The

security solution will be a set of documents presenting the security safeguards for

each of the CIA security requirements for each of the process agents on an individ-

ual information flow basis. An additional table of the type shown in Table 8.12 is

proposed as a tool for analysing information flow security objectives.

Table 8.12: Information Flow security analysis
Process agent Confidentiality (C) Integrity (I) Availability (A) Accountability (A)
Executives security safeguards security safeguards security safeguards security safeguards
PSO ” ” ” ”
System developer ” ” ” ”
System Administrator ” ” ” ”
Network Administrator ” ” ” ”
Employee ” ” ” ”
Customer ” ” ” ”
Intruders ” ” ” ”
ISP ” ” ” ”

This phase involves ensuring that of the Accountability requirement is met. This

requirement ensures that the e-business logic and InfoFlows are defined in a way

that makes it possible to trace all actions at all process stages by all process agents.

As a result of the design and management actions specified in this methodology, the

Accountability mechanisms for an e-process should already be in place, and in this

phase they must be summarised for the organisation management. This summary

will also serve as evidence of due diligence.

Building on the above analyses, security applications of the following types could

usefully be developed:

• security patterns (a well-proven generic solution for a particular recurring

security design problem [207]) for specific types of information flow in a given
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environment;

• access/performance rules, derived from information flow and security damage.

8.7.6 Security tests

In this phase the newly designed security system is operated within a variety of

test scenarios, in order to test the capabilities of the ISS and its ability to meet the

e-business security requirements and objectives.

This phase is executed at the operations level level of the organisational hier-

archy.

The professionals involved in this phase include:

• the PSO;

• users;

• security experts in relevant security domains, namely hardware security spe-

cialists, software security specialists, database security specialists, communica-

tion and network security specialists, security management specialists, social

engineering specialists, security standards specialists, encryption specialists,

etc;

• system developers.

The tasks to be performed are:

1. testing security solutions design by

• running processes;

• performing penetration tests;

• practising ‘what-if’ scenarios;

• performing pilot execution of selected processes with real business data.

2. examination of the procedures for standards implementation;

3. performing a gap analysis for security standards compliance;
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• within the organisation;

• with other participant organisations.

The outcomes of this phase include reports describing:

• business logic flaws;

• flaws discovered in the InfoFlows;

• results of the gap analysis for standards compliance.

Phase specifics

The e-process security measures that have been specified in the previous phase are

now tested. It is recommended that the suggested security plan should be tested

both by the development team and by external security professionals. That is, an

external group of security professionals should review the entire process in order to

verify the following.

• Were all the necessary actions performed?

• Were these actions performed efficiently?

The newly developed secure e-process must be practically tested by the devel-

opment team using a set of scenarios; this will involve performing penetration tests

and pilot testing the system on selected functions in the organisation.

8.7.7 Combining and integrating e-business organisation security

In this phase the complete set of security measures for the e-business is formulated

by combining the measures put in place for individual e-processes.

This phase is executed at the tactical level of the organisational hierarchy.

The professionals involved in this phase include:

• the CISO;

• the PSOs.

The task to be performed is:
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• Assemble the security measures for the entire organisation by combining the

security measures for individual e-processes.

The outcomes of this phase are sets of security safeguards for the company

e-processes.

Phase specifics

As a result of performing the above phases for each e-process, the security tools

and mechanisms necessary to support the various e-business processes will be es-

tablished. A summary of security measures will be prepared for each e-process.

Building on these documents, the combined set of security safeguards will be es-

tablished for the entire e-business of the company. The security measures set must

ensure that there will be no conflicts of interest between security safeguards of in-

dividual e-processes.

8.8 Properties of the methodology

We now summarise the characteristics of the new model and the associated method-

ology. The summary includes both a macro-level view (i.e. at the systems level) and

a micro-level view (i.e. at the level of an e-process).

1. From the systems level perspective:

• the perimeter security approach provides security to an organisation as

a single system, whose boundaries are well defined;

• under the security perimeter paradigm, an information security architec-

ture is designed to prevent security breaches and attacks coming from

outside the system, i.e. from outside the organisation’s boundaries;

• the proposed eBPSM is consistent with the systems approach, in which

the system boundaries are not physical but conceptual, and are defined

by the designers and/or decision makers;

• in the eBPSM, each e-process is treated as a system, whose boundaries

are defined by its purpose and its operational and business characteristics;
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• a major advantage of the eBPSM is that if an e-process is modified and

its boundaries are changed (e.g. for business reasons), the eBPSM makes

it possible to adjust the security requirements accordingly. Such an ap-

proach is not possible in the perimeter security approach, since changes

in the security defences at the organisational borders will affect all the

functions of the organisation.

2. From the perspective of models for systems development:

• existing models for systems design and development include similar phases

and activities, requiring a certain sequence of actions to be performed

over a (usually, long) period of time;

• the eBPSM defines a sequence of actions and procedures; we do not

believe that performing this sequence is likely to be significantly more

costly or time-consuming than those for existing models;

• the main distinguishing characteristic of the eBPSM is that it involves

acting at the level of a single e-process, rather than on the whole organ-

isation.

3. From the e-process perspective:

• focusing on a single process makes it possible to manage the huge variety

of available security tools and policies;

• focusing on a single e-process makes it possible to deal with the complex-

ity of the modern business environment;

• the PSO is provided with detailed and comprehensive information on all

the information security-related issues relevant to the e-process;

• the information acquired by the PSO will significantly improve the PSO’s,

and hence the organisation’s, knowledge regarding information security

in general and the company’s security issues in particular;

• the PSO is likely to be the individual with the best current knowledge of

the capabilities, limits, and specifications of the e-process, as well as of the
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relevant information security issues (such as physical security, software

security, and people awareness);

• a ‘best practice’ approach can be used (and even improved) while design-

ing security solutions at the relevant stages of the eBPSM.

4. The e-process based approach enables the identification of security issues for

a single electronic process that cannot be identified as part of a security re-

quirements analysis for an entire organisation;

5. The Accountability requirement can be met by developing a set of manage-

ment and technical tools to assist the PSO in performing e-process security

maintenance. The eBPSM helps make it possible to meet the Accountabil-

ity requirement through the outputs produced by the methodology, and also,

where present, through built-in mechanisms in software-based security safe-

guards. Accountability is met by the PSO, supported by automatic tools and

techniques designed by system developers. These automatic tools make it

possible to manage and measure e-process security.

8.9 Summary and conclusions

The novel methodology (i.e. eBPSM ) manages the e-business information security

in a way consistent with our proposed eProcess-Based Security Paradigm. The

eBPSM is a security management tool, designed for use in the design, implementa-

tion and maintenance phases of information security in an e-business organisation.

The methodology uses as input information about the business, operational and

technological characteristics of individual e-processes, and defines the security goals

and objectives that must be met by each e-process. The new paradigm and the asso-

ciated methodology are proposed as an alternative to the widely adopted Perimeter

Security paradigm.

In reality, security safeguards are often added as afterthoughts to existing work-

ing systems [207], or as a reactive measure, e.g. through software patches [79]. IS

security designs are typically formulated in line with General Systems Theory (i.e.

following the simple systems approach). The design, selection and management of
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security safeguards is typically performed in accordance with the perimeter security

paradigm, so that security features are implemented according to the philosophy

of blockade, prevention and limitation around the organisation. Also, any newly

added security safeguard/feature must fit the notion of a corporate boundary, i.e.

that there are completely separate inside and outside environments. Security fea-

tures are typically selected according to two main criteria:

• CSO/CISO guidelines defined at an organisational level, where these guidelines

are compulsory across the entire organisation;

• General knowledge of security breaches, including software vulnerabilities and

the possibility of communication networks abuse.

The proposed methodology provides the following features:

1. It focuses on a single e-process.

2. E-businesses and e-processes are viewed as networks, and are hence analysed

by focusing on their component parts and the links between them, an approach

which is consistent with Complex Systems thinking.

3. Network thinking means that an e-process is viewed as being made up of

business logic and information flows (i.e. links) connecting process agents (i.e.

nodes).

4. The business logic is analysed taking into account the possibility that it might

be compromised.

5. Focusing on a single e-process makes it possible to manage the technological

and business complexity of an organisation.

6. Working at the level of a single e-process makes it possible to address forensics

requirements.

7. Decomposition of an e-process into its components makes it possible to create

knowledge about process states and capabilities at all the agent interfaces, and

to update the design of security functionality when necessary.
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8. Changes in the environment arising from new threats and attacks can be

treated immediately, in accordance with their relevance to a specific process

element. For example, a newly discovered social engineering threat could result

in the formulation of new policy for the relevant employees, and the provision

of training designed to prevent (or at least to minimise) possible damage.

9. Analysing process security in term of damage, and reviewing the possible

sources of each type of damage, makes it possible to better understand the

security characteristics of a system. It makes it possible to build a taxon-

omy of possible types of damage, attacks and vulnerabilities for any IS. Such

knowledge can be used to systematically examine new systems for similar but

as yet unknown vulnerabilities [108].

10. Analysing the security of an e-process across its component elements, states,

agents and capabilities at a cross-organisational level will require the cooper-

ation of all the participant organisations. Such cooperation in security design

should result in closer interoperation between organisations, which will poten-

tially have long-term beneficial effects across the industry sector.

11. Adoption of the methodology by a major organisation is expected to have an

affect across the relevant industry sector, since the Web is a self-organised

entity. E-commerce participants are probably the most widely interconnected

nodes in the Internet, and their adoption of security policies and standards

will affect all the organisations they are connected to, and will help to spread

good practice across the sector.

In order to demonstrate the implementation of the newly suggested paradigm

and methodology associated with it we next provide a Case Study of an airline

company that operates an e-business mode in part of its business activities.
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Chapter 9

Testing the Methodology

... a paradigm shift is overdue in security.

Ross Anderson [6]

In this chapter an implementation of the methodology proposed in chapter 8 is

described. This implementation is based on a real company case study. Although

the implementation of the methodology is presented here from a hypothetical per-

spective, it is based on real data that was provided by the company.

The organisation that is the focus of the case study is KON Airlines1, one of

the largest such organisations in its home country. Information about the company

and its ISS provisions was provided by company employees working in the relevant

functional domains through a series of personal interviews.

The relevant information about the company is provided in section 9.1. Back-

ground information on the company is presented in section 9.1.1, reflecting issues

relevant to the company’s e-business activities and ISS. Only the ISS issues of rele-

vance to this thesis are described, namely the current state of security, the general

approach to security, and the design and management of e-business security.

An analysis of the case study company is presented in section 9.2. The analysis

has been performed using the description given in section 9.1, and focuses on issues

of importance to corporate ISS. Section 9.3 outlines the preparatory steps necessary

to apply the methodology to the case study company.

1 The name of the airline has been changed for anonymity purposes.
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A practical implementation of the methodology on one of the company’s e-

processes, namely the e-ordering process, is then presented in section 9.4. The

purpose of the implementation is to demonstrate how e-order process security design

might be performed using the paradigm proposed in this thesis, together with an

analysis of the benefits that can be achieved. The e-order process is analysed, and

an appropriate security design is formulated using the methodology given in chapter

8. The chapter concludes in section 9.5.

9.1 KON: a case study

The information about the case study company presented below is based on inter-

views with company employees, and describes their interpretations of the company’s

approach to ISS issues. The personnel interviewed for the purposes of this case study

included the Chief Executive Officer (CEO), the Chief Information Officer (CIO),

the marketing manager, the head of the systems development unit, and the Network,

Infrastructure and Technology (NIT) manager.

During the meeting with the CIO, she presented a general description of the

company’s e-business activities, and stated that all other information required would

be provided by the marketing manager (for the business perspective) and the head

of the systems development unit (for technological and security information).

9.1.1 Company’s background

The material in sections 9.1.1, 9.1.2 and 9.1.3 below is based on an interview with

the CEO of KON, conducted in January 2006 at KON headquarters.

KON Airlines is one of the largest airline companies in its home country, oper-

ating both scheduled services and charters. It currently operates tens of domestic

flights daily to a wide range of destinations, and also performs international charter

and scheduled flights, with daily flight operations to destinations in Europe, the

Mediterranean Region, and other parts of the world. The company has expanded

its operations by acquiring other companies, and aims to position itself as a leading

player in the aviation and tourism industries in its home country. KON currently

maintains offices in ten domestic cities, and in more than 20 offices in cities around
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the world.

KON was established in the late 1940s as a scheduled domestic operator. The

airline is now jointly owned by a private owner (75%) and the employees (25%).

The fleet is made up of a few tens of aircraft, including Boeing 757-300s, Boeing

757-200s and other models.

9.1.2 Business sector and products

KON, with almost 60 years of operating experience, has become one of the leading

vacation travel airlines in its home country, serving over one million passengers an-

nually on domestic and international flights. KON offers regular scheduled domestic

flights, as well as regular flights to many international destinations, in addition to

charter flights to the regions mentioned above. It also offers other specialised ser-

vices, including vacation packages, security services, and aircraft leasing via KON

Leasing Services.

9.1.3 Organisational structure

The company has five operational departments, as shown in Figure 9.1. The IS

department is headed by the company’s CIO. This department includes the Systems

Development unit, and the Network, Infrastructure and Technology unit. The head

of the latter is also in charge of corporate information security, and is effectively in

charge of KON Airlines IS security.

9.1.4 IT infrastructure

The material in this section is based on an interview with the Network, Infrastruc-

ture and Technology manager, conducted on March 2006 at KON headquarters.

The IT systems at KON are divided into two main parts:

1. database and orders, i.e core business application services, and

2. back office.

9.1.4.1 Hardware

The company databases run on:
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Figure 9.1: KON organisation

• two large SAN servers (6 CPU V880 machines);

• one backup server.

All the servers are connected to a central storage facility, in which the business logic

is performed.

The user applications run on:

• two servers, i.e. log files and load balancing application servers;

• two application servers outside the internal network (for web activities);

• a fax system (a server with a card connected to a telecommunication services

provider); and

• a credit card charging system, implemented on a separate server.

The back office infrastructure includes:

• a file server;

• an Exchange server;

• a BLADE system (one large device with server cards inserted);
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• an application server running specialised aviation applications such as Legality

RM2 and Load (for optimised luggage allocation in the aircraft); and

• a small number of additional servers for support activities.

The company’s network architecture is shown in Appendix B.

9.1.4.2 Applications

The main business functions are handled by software developed specifically for KON.

KON’s sales operations are performed in a PTP (point-to-point) mode. The com-

pany uses Oracle databases and specialised software packages for aviation. Detailed

descriptions of these components are given in sections 9.1.5 and 9.1.6 below.

9.1.5 E-business activities

The material in this section, except for the material related to the technological

perspective of the systems, is based on an interview with the marketing manager of

KON, conducted in January 2006 at KON headquarters.

9.1.5.1 Historical background

KON is a combination of travel agent, retailer and aviation company. Until 2000,

the company’s website was only used for advertising purposes. Up to that point,

the company operated a DOS-based ordering system that was developed by SKD,

an external company. A few years ago a decision was made to replace this system

with an Internet-based application. Since KON did not use the GDS (General

Distribution System), widely used by the airline industry (see Appendix C.3), the

company was able to develop the new systems from scratch. A team drawn from

both KON and SKD jointly developed the web application, which was tested in

stages on the KON website. The international flights module was developed first,

then the vacations module, and finally the other modules. After three years of

development (completed in 2000) the system was implemented across the company

and on its website.
2 RM Rocade is a global provider of IT solutions for airline resource management.
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9.1.5.2 The system—a business perspective

The system functions as a single module, but with separate interfaces for customers,

travel agents, and sales centre representatives. Any transaction performed in the

system immediately affects the central database, and is immediately viewable by all

the relevant participants via their interfaces. That is, if an update is performed at

the back office, all the relevant functional modules are immediately updated.

The first version of the website addressed just 20% of the potential market.

A strategy of providing significant discounts on advance orders proved itself very

successful at generating business volume—the press has reported a high turnover at

KON’s website. In 2002 the company’s income was $250,000 a month. (The overall

cost of the system, including the website and the seat control system, was about

$3M). In the periods when discounts were provided, 70% of orders were performed

on-line and 30% by telephone. At the time of the interview, without any discounts

or special offers, the figures were broadly similar; in particular, the vast majority of

the orders were performed on-line.

The main advantages of the website for KON Airlines, as perceived by the com-

pany, are:

• operational advantages, including cost reductions;

• marketing advantages—advertising reaches a much larger audience;

• connectivity and fast response—the use of on-line technology and links to

relevant functions and information provide the participants with an immediate

response.

KON performs e-business operations via a portal. The portal enables its cus-

tomers and suppliers to access a range of functions and information and perform a

variety of commercial activities. It also provides portal users with information ser-

vices and an interface to the company. The external users of the portal (customers,

suppliers, and potential customers) face the same interface, but employ different

applications. The applications for the portal business activities have been devel-

oped by the KON IS department’s development unit. The following activities can
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be performed electronically using the KON portal:

• booking (flights and vacations);

• cargo activities;

• customer club activities;

• company career information;

• travel information;

• links to other relevant websites, including weather information, currency ex-

change, airport information, and destination guides.

9.1.5.3 The system—a technological perspective

The material presented in this section is based on an interview with the head of the

systems development unit, conducted in February 2006 at KON headquarters.

All the company systems and activities are supported by an integrated organi-

sational IS, called Enterprise Logic, which includes the central database (DB) and

application modules, such as the main customer care (CC) software. Figure 9.2

shows the high level architecture of the system.

Figure 9.2: Application architecture
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There is one central database. Interactions between the component systems,

such as those for employees, internet-based activities and special e-business appli-

cations (shown as CC in Figure 9.2), are executed via the same Enterprise Logic.

The central software, known as ‘Customer Care’, resides on the central Ora-

cle database. This application, which includes a booking management system for

aviation and tourism, is ‘home-made’, and was developed by six people. It is not

an ERP, but purely customer care software, with all the features that the name

implies. The CC software is easy to use. The logistics are marketing-oriented. As

is commonly the case, the customer is given a ‘Personalisation’ feature which uses

retained customer information. The ‘Observation’ feature of the CC addresses these

requirements. The system identifies the customer type, i.e. whether he or she is an

occasional or a registered customer. The ‘Authentication’ feature employs ‘User

Name’ and ‘Password’. The user name and password are transmitted from the

client to the server in encrypted form. Additional security mechanisms are applied

to customer details, as described below.

A number of processes are associated with KON e-business activities, including

orders, booking, information retrieval, purchase, and financial transactions. The

order process is the particular focus of this case study, and is described in detail

immediately below.

9.1.6 The order process

The material presented in this section is based on an interview with the head of

systems development, conducted in February 2006 at KON headquarters.

9.1.6.1 Process execution

The order process interacts with the central database, which contains flight data

including the flight schedule, seat allocation, prices, destinations, and discounts

(which vary depending on the customer profile). It is not possible for two or more

parties to work on the same order simultaneously. There is a three hour time limit for

an individual customer process. A hotel booking interface has been developed and

included in the application, but had not been activated at the time of the interview.
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Figure 9.3 shows the sequence of actions making up the e-ordering process; the

numbered steps in the figure are now explained in detail.

Figure 9.3: Order process

The process is initiated by a customer entering the company’s website (step 1

in the scheme shown in Figure 9.3), who proceeds to product search. The following

sequence of actions then occurs.

1. Registered customers are required (step 2) to identify themselves to the system

by providing a username and password. Each registered customer is identified

(step 3) in order to retrieve his/her personal profile, allowing all the necessary

commercial and product data (e.g. specific offers on products, prices, dates)

250



to be shown (step 4) to the customer that matches his/her profile. If the

customer is not registered, he or she is required to perform the registration

process and build a unique customer profile.

2. The username and password data are transferred to the application server

over an SSL (Secure Sockets Layer) connection, having been encrypted at the

client end. The encrypted data are decrypted at the application server, and

are checked for authenticity using the database, which is located with all the

other equipment in the KON central computer room at the company headquar-

ters. The data is held in the database in cleartext form (i.e. unencrypted),

in line with the company’s security risk assessment, although the database

does incorporate an access control system. If a registered client forgets his or

her password, then it can be recalled if the client answers a personal question

defined by the customer during initial registration. An e-mail message with

a new password is then sent to the e-mail address provided by the customer,

with a request to change the password.

3. Entering the account: when the customer enters his/her account details, prices

and stock data are displayed in accordance with the customer’s profile (if a

customer is not identified, then generic product data only are displayed).

A number of additional module interfaces in the system are active at this stage,

namely DB (customer database), DC (check-in module), accounting system,

operations system, login system, date system, and the financial transaction

system (which is connected to the credit card clearing system by means of

the XOR3 program, which the system administrator admitted is ‘not perfect

from a protection point of view’). These system modules are supported using

thousands of tables that store information created during the order process,

such as tables of the ‘number of illegal entries’ (up to three), ‘process tracks’,

‘shopping basket’, etc.

4. Proceeding to Check-out (step 5): at this stage (performed by the ‘cashier’
3 XOR is a company that specialises in developing enterprise applications, including

security features.
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module, involving interactions between the database and the application server)

the customer is asked for (step 6) and provides (step 7) his/her credit card

details, ID number, and other relevant personal data. The customer then

receives a confirmation of his/her order/reservation. This is the end of the

process from the customer’s point of view. As for the system, at this stage

the order could be in one of the states: confirmed or request.

9.1.6.2 ‘Request’ status

An order is transferred to request status if it includes products other than flights, e.g.

hotel room reservations, vacation packages, car rentals, etc. In this case the order

is treated manually (steps 10-13), by employees known as destination managers.

Each KON destination manager is in charge of a specific geographical location

for which the company sells products. This ‘physical’ treatment module exists

because tourism (unlike aviation) has no standards for information and computer

technology-based operations, and each hotel or car hire agency works differently

in terms of how they capture, transmit, distribute, display, process, share, and

store data. This again contrasts with the aviation industry, where standards for

operations technology have existed since the 1970s. These standards have been

established by IATA (International Air Transport Association), an organisation that

regulates international air transport. However, information security regulations are

not within its remit. Further information about IATA is provided in Appendix C.2.

The KON e-business system includes an operations module for these ‘physical’

treatments by destination managers. This module enables queries to be made to

the system, and the treatments to be correlated with the workflows of various de-

partments. For example, hotel department employees can access the order webpage

screen by means of the ‘request’ function. Destination managers are granted access

to the operations webpage screen relevant for their location. Access is not limited

to specific employees, and, in practice, destination managers can also gain access to

other destination manager screens.

The results of the treatment are then manually fed back into the system to

update the database, and the destination manager also phones the client. At a time
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of their choosing, clients can access their file on the website to view information

regarding the progress of their order. Such information is not automatically ‘pushed’

to a client email address.

9.1.6.3 Information Flows

Each action of a customer, at all stages of the process described above, creates a

series of information flows. The system keeps in memory (in tables) the identification

details of each customer session (round trip). According to the head of systems

development, each round trip creates a set of between 10 and 15 information flows.

The flows are stored in between 250 and 300 tables, relevant to a specific round

trip. The tables are updated after each round trip execution. Every round trip and

every information flow is identified by a session number, which is remembered by

the system during the session.

9.1.7 Information system security in KON

As noted above, the company CIO stated that all the information relevant to the

KON ISS issues would be provided by the head of the systems development unit,

who, in turn stated that some of the required information could only be provided

by the NIT manager.

The material presented in this section is based on information provided by the

head of the systems development unit and the NIT manager at KON headquarters.

The information below represents their perceptions of KON IS security, and the

security features, tools and mechanisms that are deployed. The review of the com-

pany’s ISS provisions is presented in two parts. The information derived from the

interview with the head of the systems development unit is given in section 9.1.7,

and the information gained from the NIT manager is presented in section 9.1.8.

9.1.7.1 Security mechanisms: a high-level view

The security provisions for KON’s e-business activities can be divided into six main

classes (or ‘levels’ as they are known by KON), as follows.

1. Level 1: Selective encryption of sensitive fields in the database.
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2. Level 2: Protection at the ‘Data Model’ level.

This type of security is intended to help protect sensitive data fields. For

example, if there is a field called ‘credit card number’, then company policy

is not to name it by its real/logical name, but by some unrelated (opaque)

name. As a result, system employees need to maintain and understand a

special ‘vocabulary’. The company naming scheme uses identifiers such as

ColA, ColB, etc. This style of name is used for all sensitive data fields. This

naming rule applies to tables as well as to fields.

3. Level 3: DBMS security.

This level of security is provided by the Oracle database system, and is applied

according to the procedures defined by Oracle.

4. Level 4: Application-based access rights system.

The use of this system means that accesses to programs and applications are

performed differently from accesses to the database. In practice, this means

creating separation between different procedures at KON. The KON access

rights system controls access by authorised users (i.e. KON staff) to data,

based on the role of the staff member. For example, the view of data that is

provided to a staff member will depend on his or her job specification. This

access rights application was developed at KON.

5. Level 5: Passive security—Auditing.

This protection is not accessed or activated automatically, but only if sus-

picious activities are detected. That is, if the administrator learns about a

possible system abuse, or has suspicions for other reasons, he/she may acti-

vate these security measures for future auditing (i.e. from ‘now on’ until the

decision is made to stop the auditing). This means that, if something has

happened to the system before this protection has been activated, the abuse

would not be discovered (at least, not by this auditing). For example, dis-

count rates are set up in accordance with a customer’s profile. If the level of a

profile changes several times (at least twice) over a period of several minutes,

then this will act as a trigger for Level 5 security measure activation. (Such
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an event could be the result of an insider trying to gain a bigger discount for

someone. For example, the insider might try to increase the level of a profile

for a short period of time, and then, after making the discounted purchase,

put it back to the correct level for that individual). This type of security

is application-dependent, and applies to only a small number of classes of

data. These security measures effectively constitute a type of Fraud Detection

system.

6. Level 6: System security.

Security at this level is provided by Firewalls and VPNs.

9.1.7.2 Threat assessment

According to the head of the systems development unit, in general, aviation compa-

nies are not technology-intensive, and they are also not particularly attractive for

information and/or computer abuse. The most serious known attack on KON’s IS

was performed by a 16 year old, who succeeded in breaking into the system and

making flight reservations for his friends. In the view of the head of the systems

development unit, the main possibilities for causing damage to KON through abuse

of its IS are as follows:

• damage to the data (the head of the systems development unit stated that he

believed that ‘it is impossible to cause damage to their database’, and also

made the somewhat contradictory statement that ‘it is 99% protected’);

• damage to the provision of service, e.g. via DDoS attacks;

• industrial espionage, which the head of the systems development unit believes

is possible;

• access rights abuse, e.g. as would result from guessing/cracking passwords or

through the use of bogus credit cards;

• technology-based blackmail, which the head of the systems development unit

believes is possible.
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9.1.7.3 Security incidents

According to the head of the systems development unit, only four ISS incidents have

been recorded.

1. A customer made a flight reservation and ‘arranged’ himself a reduced price

ticket for a destination that was not included in a special offer list.

2. A 16 year old boy succeeded in breaking into the system and making flight

reservations for his friends (as described above).

3. A customer discovered, while using KON online ordering system, that other

customers’ invoices could be viewed, and their personal information was dis-

closed.

4. An outsider gained access to personal information about one of the pilots and

then disclosed it. This was an issue not only because of the privacy implica-

tions of disclosing personal information of an employee, but also because the

flight schedule of the pilot was disclosed.

9.1.8 ISS at KON: The NIT manager perspective

According to the NIT manager, who is also in charge of IS security for KON, the

company’s information security philosophy is ‘to close as much as possible’. Fol-

lowing this philosophy, the company’s ISS strategy is based on segmentation, ‘as is

the case in the banking sector’, (at least in the belief of the NIT manager). Figure

9.4 below illustrates the security architecture effective at the time the Case Study

was conducted. According to the NIT manager, he is constantly modifying the

architecture to try to maintain an optimal design.

The company’s connection to the Internet is protected by an IPS and an IDS at

the border, as well as by a router and a Firewall. A DMZ, which includes another

IPS and is connected to the Firewall, includes a number of smaller DMZs put in

place for a variety of activities. Also, the company’s WAN (Wide Area Network) is

comprised of a number of DMZs, with a separate DMZ for each WAN segment.

256



Figure 9.4: Corporate security architecture

9.1.8.1 Network security

In order to defend the company from the outside world, the company has deployed

a Checkpoint Firewall and a Bridge Security server, the latter of which runs a

special application that ‘listens’ to various web portals. The application uses a self-

learning mechanism to adapt to new website penetration techniques. According to

the Network Access Control (NAC) policy of the company, the system checks the

network connection type for each user and records this as part of the user profile.

(The term ‘NAC’ refers to technology that provides control of access to a network

[265]). The access policy for KON is based on authorisation rights. The security

requirements are different for internal and external networks.
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An internally-developed ‘Report System’ that checks for anomalies in user be-

haviour is operated in the internal network. In addition, the TrendMicro application

examines user computers for their vulnerability to hacking. All requests coming from

a computer that is deemed to be unreliable are blocked.

Although the NIT manager claimed that the company has an ISS policy, written

copies of this policy are not provided to users.

9.1.8.2 Telemarketing computer security

The telephone ordering system and the Internet-based ordering system are com-

pletely separated. The telephone ordering system staff have a high rate of turnover,

and are mostly students. Hence, in this system, ‘everything is closed’. That is, the

computers are closed to any command, the mouse right-click function is disabled,

and the employees have to complete and sign a form at the beginning and end of

every working day.

9.1.8.3 Application security

The company’s Web applications have all been developed by the systems devel-

opment unit. The security requirements that must be met by an application are

defined by the NIT manager. Also, all the security features that are included in an

application must be approved by the NIT.

Security features are built into the company’s Web application, such as an

employee-related security element based on ‘Observation’. This involves the appli-

cation verifying whether the number displayed is associated with the correct name.

If not, then the transaction is cancelled.

The various database tables are protected both by the ‘Authentication’ feature

of the application and by the authentication features of the database. Security

measures are applied at the level of a single field. The personal information held

by the company is not considered by the NIT manager to be sensitive, whereas

company finance data are regarded as very sensitive. A further security measure

relates to the deliberate choice of non-meaningful names for data fields (see also

section 9.1.7).
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9.1.8.4 Anti-virus protection

An IBM server runs McAfee’s ‘Active Virus Defend’. All the anti-virus programs

reside on a server dedicated to anti-virus program management. Anti-virus protec-

tion is provided at a single user level, including updates. The system identifies each

user, learns their working habits, and responds automatically to any irregular (and

hence suspicious) activity. The system is capable of identifying whether or not an

employee connects a laptop, and, if so, automatically installs anti-virus software on

that laptop. The alert module of the system is intended to detect virus contami-

nation. Any independently installed anti-virus software is removed from company

computers. The ‘Enforce’ module ensures that every user has the corporate anti-

virus software properly installed on their machines.

9.1.8.5 Web surfing protection

In order to protect against risks arising from Internet communications, two proxy

systems (Microsoft ISA servers) are used, one located outside the network and the

other inside. All requests going out of the organisation are checked first by the

internal server, and then by the external server. Both servers check for spyware,

viruses, and phishing.

9.1.8.6 Incoming email protection

The corporate email protection scheme, devised by the NIT manager of the company,

includes a dedicated Linux-based server. This acts as a gateway server and runs a

set of protection mechanisms, including:

• nine mechanisms for spyware detection;

• four different anti-virus engines (UVSecure, McAfee, AVG, and TrendMicro);

• a smart catalogue system for problem detection.

9.1.8.7 Industrial espionage

The company has installed a SNORT server as a means of protecting against indus-

trial espionage. This server ‘listens’ constantly to everything sent on the network,
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learns user behaviour, and responds to suspicious activities by emailing the NIT

manager about any changes in the network.

9.1.8.8 Mobile communications

All communications between the company network and corporate mobile computers

are sent via a VPN.

9.1.8.9 Staff security

All staff members are trained for their specific jobs, both practically and theo-

retically. There are manuals for a variety of company functions and procedures,

specifying the way they should be performed. A special organisational unit in

the marketing department is in charge of training for the operation of computer

programs and applications. However, there is no organisational unit at KON for

physical security of information.

Although there are no formally assigned functions for information security man-

agement, and no individual with the title CISO, in practice the NIT manager is

in charge of communications security, while the head of the systems development

unit, who is in charge of applications design and development, has responsibility for

applications and data security.

There are no clear instructions for staff covering data confidentiality. In the

IS department, which is divided into ‘development’ and ‘technology infrastructure’

operations, all development staff can retrieve any information and/or transfer any

information to any individual/organisation at any time. Thus, in theory at least,

they all have the ability to perform a fraud on KON’s financial system. According

to the head of the systems development unit, ‘it has to be this way’ for a number

of reasons:

1. there are only six developers, so there is no need (and in practice it is impossi-

ble) to keep secrets; therefore if one of them performs an unauthorised action,

then it will quickly be discovered;

2. developers must know everything about the system;
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3. in order for work to be done, ‘you have to trust at least a few people’;

4. it would be different if there were 50 application development staff members

at KON.

According to the NIT manager, at KON the most important information-related

company asset is the privacy of its customers. Hence it is company policy to protect

customer personal information. (It is interesting to note that this directly contra-

dicts what he said earlier about his perception that customer information is not

sensitive.)

According to the KON NIT manager, the IS staff are primarily focused on the

possibility of physical damage to the computer room infrastructure. Although daily

backups are kept in a safe at a separate site, there is no Disaster Recovery Plan

(DRP). (A Disaster Recovery Plan covers preparations directed towards the resump-

tion of business and the recovery of systems after the catastrophic loss of important

systems [216].) The company has not invested in disaster recovery infrastructure

since no events have occurred that have caused damage to the company, so there

has been no justification for such investments. However, according to members of

the IS staff, if the infrastructure is attacked even for a very short time, then after

only one minute sales will be seriously affected.

9.2 Analysis

This section presents an analysis of the company’s organisation and business op-

erations in relation to ISS management. The analysis is based on the description

outlined in section 9.1.

9.2.1 Organisational analysis

KON is one of the leading airline companies in its home country. It also provides

vacation and holiday packages, serving over one million passengers annually on

domestic and international flights.

As an airline company it faces specific safety and reliability requirements, and

is regulated by the airline industry and governmental bodies, including by the CAA
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(Civil Aviation Authority) in most countries for civil flight certification, the FAA in

the US, and EASA in Europe. (More information about these regulatory bodies is

provided in Appendix C). The company has to comply with the relevant regulatory

standards for its aircraft, flight certificates, and other air traffic and airline industry

standards and laws (see Appendix C).

The company is also responsible for passenger personal information. The avia-

tion regulations mentioned above do not specifically deal with information security

issues.

KON’s business environment is very competitive, and companies in this business

sector are constantly looking for an opportunity to leverage their business relation-

ships. E-business appears to be one of these business opportunities, and it is widely

practiced by many airline companies. KON decided to adopt an e-business mode

in 2000, and the business figures appear to show that this was the right thing to

do. Currently, it appears that the e-business activity of KON is the most important

part of the company’s business: certainly, the vast majority of orders are made via

the company website.

In summary:

• KON is one of the leading companies in its home country;

• as an airline company it is obliged to meet the regulations and standards of

relevant governmental bodies;

• e-business is widely used in KON’s industry sector;

• KON’s industry sector is very competitive;

• the adoption of e-business was a correct strategic decision;

• the e-business mode appears to be the most important part of the company’s

business;

• although the company’s activities cross several domains in which standards

exist, the company does not conform to any information-related standards.
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9.2.2 Summary of information security provisions

In this section we provide an analysis of the corporate information security provi-

sions. This analysis has been performed using both general information about the

company and information derived from interviews with the CIO, the NIT manager,

and the head of the systems development unit.

9.2.2.1 Functions and responsibilities

KON has five operating departments, namely Reservations & Services, Marketing &

Sales, Finance, Aviation Operations, and IS. The IS department includes the NIT

unit and the systems development unit.

There is no formal position of CISO in the company. The NIT manager is also

in charge of corporate ISS. In practice, most of his time is spent on network in-

frastructure operation and management issues. This latter conclusion is based on

his own description of his work; he is expected to select, purchase, and implement

the infrastructure for all company network-based activities, and also to provide gen-

eral definitions and requirements for any new application developed by the systems

development unit.

Although the NIT manager is effectively in charge of information security, it

became obvious that the KON CIO considers the issue of information security as

being associated with the activities of the systems development unit. This unit is

part of the IS department. The head of systems development reports to the CIO.

In practice, the CIO plays an active role in every development project; this may be

due to the fact that she is a programmer and systems analyst both by education and

experience. However, she is not involved in the activities and the decision-making

processes of the NIT unit. The head of this unit (although reporting to the CIO)

is independent of the CIO in decisions relating to ISS. He is the only employee

in the company expected to take responsibility for the ISS needs of the company.

However, the other activities of the NIT unit do not leave him enough time to deal

with corporate security issues.

There is a clear lack of communications within the company regarding security
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issues; there is also no generally accepted information security planning at a pro-

fessional level, although the relationships at a personal level appear to be excellent.

The IS staff, who are in charge of a number of tasks relating to information se-

curity, have a variety of understandings of, and knowledge about, the information

security provisions of the company (sometimes contradicting each other and even

themselves). For example, on one occasion during the interviews, the head of the

systems development unit described database fields as not being encrypted, while

at a subsequent meeting he talked about the encrypted database contents.

The head of systems development does not look at security issues from a broad

company perspective, but only in terms of application malfunction with respect

to his perception of the ‘organisation as a profit-source’. According to the head

of systems development, only abuse of financial transactions is considered to be

harmful, whereas events such as violating the flight schedule, flight operation and

departures/arrivals controls of the airplanes, or modifying the flight tables, etc., are

considered to be harmless. According to the head of systems development, the most

sensitive information in the company is its financial information.

The NIT manager’s approach to security is to ‘close (block) as much as possible’.

The approach of the NIT manager to security can be summarised as follows:

• the use of commonly accepted technologies and methods for communication

security;

• there is no consistent security program, only ad-hoc solutions provided to

address security requirements dictated by internal or external events;

• there are no clearly presented written security strategies or policies, which

makes it impossible to control security awareness and performance;

• the company has adopted a ‘perimeter security approach’, both conceptually

and operationally.

According to the NIT manager, the most sensitive information in the company

is customer information, and hence privacy ought to be the most important security

issue in the company.
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9.2.2.2 Security policies

Security policy rules are provided verbally to the users/employees of the company.

There are no written policies covering information security matters. The reason

for this, according to the NIT manager, is shortage of personnel: ‘I have no people

available to sit and write these policies’. The users are instructed only occasionally,

typically in reaction to an event that has occurred at the company.

The security policies operating in the company can be summarised as follows:

• network security policy—verbally presented to the users; no written document

could be found;

• communications security policy—barely exists, at least not as a formal docu-

ment;

• personnel security policy—does not exist;

• security awareness policy—does not exist;

• DRP policy—does not exist;

• physical security policy—does not exist.

The effectiveness of the KON security policies that do exist is doubtful, since

they are not provided to employees as formal written documents that all the IS users

have to follow. Security policies are not optional, says Liska [139]; ‘if no one knows

about a policy, it is not going to be followed. . . . if the policy has been published,

but no one enforces it, it is equally ineffective’.

9.2.2.3 System security methods, techniques and tools

All users employ the same system, but through different interfaces. The system

stores all the company’s data, both business and organisational, including data on

customers, suppliers, and prices, as well as data on company employees, assets,

operations, etc. in one central database. It also includes information on company

pilots, flight schedules, aircraft, and operational projects, which might be of critical

importance for the correct and safe operation of the airline.
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The company uses the generic Oracle security features. There is no adapta-

tion of the Oracle database security features to KON’s specific information security

requirements.

The system uses well-established security techniques. For example, user authen-

tication is based on username and password, where the username and password are

transmitted in encrypted form.

Auditing is designed to identify certain very specific classes of activities fitting a

predefined ‘suspicious’ pattern. Any malicious activity differing from these patterns

will not be identified.

The security circles used in the company’s IS reflect the in-depth security ap-

proach applied at various diameters, i.e. at different perimeters. Even the name

implies that security is based on the perimeter security approach.

The customer profile, built by a customer during his/her registration process,

can easily be accessed and modified by an insider, such as a member of the systems

development unit.

Because of the way in which the ‘request status’ is handled by the destination

manager, it is possible for any destination manager to access any order and customer

details, which is a potentially dangerous feature.

The opaque ‘data vocabulary’ feature of the system can easily be compromised

by an insider. Disclosure of the ‘data vocabulary’ will defeat this security feature,

and put the entire system at greater risk. Functionality at KON is very much based

on trust.

The security of the telephone marketing system seems to be problematic. This

is of particular concern since it is a part of the single all encompassing system,

including the e-business functions.

The web applications, developed by the systems development unit, are protected

by commonly used security tools. The systems development staff are not aware

of ‘information flow’ security issues. Also, since the NIT manager himself is not

aware of the specific features of the web applications, his instructions on security

requirements will not address the relevant information flow security features.

User level security essentially amounts to the provision of anti-virus tools.
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It appears that there is awareness of the possibility of industrial espionage at

KON. No information was provided on the reasons for that awareness. However, the

only tools used to address this threat are anti-spyware and anti-virus applications.

Mobile security is addressed only at a limited level as part of the company’s

security activities. Mobile communications are considered to be secured sufficiently

by the use of VPNs.

There are no security training programs. Employees are instructed only on the

technical aspects of using the system, and on how to perform their operational

activities.

Security safeguards used by KON include:

• network-protecting devices and mechanisms (such as firewalls and DMZs);

• application-based tools designed to protect against penetration techniques,

limit access, and provide access control;

• web-surfing protection tools (internal and external ISA servers looking for

spyware, viruses, and phishing);

• application-embedded authentication mechanisms;

• antivirus and antivirus program management;

• use of an anti-industrial espionage server.

As stated previously, the security philosophy is ‘to block as much as possible’

(according to the NIT manager). It is clear that KON has adopted the perimeter

defence approach, meaning that the security safeguards, tools and mechanisms are

applied across the organisation to the same protection level. Also, security in depth

is implemented at the application level, involving authentication and access control

mechanisms.

The lack of security awareness is demonstrated by employee behaviour; in several

phone conversations, employees did not hesitate to provide personal information

regarding other employees to an external party. It therefore seems reasonable to
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conclude that company employees could easily be manipulated by social engineering

techniques.

Due diligence is not performed for the recruitment or deployment of employees,

either for the company itself or for its business partners.

There are no forensics-related awareness or management provisions in any of

the IS and ISS functions. In practice, in the event of a security breach, forensic

analysis would be very difficult because of the lack of any documentation of ISS-

related issues, e.g. covering the design, development, or implementation of security

measures.

9.2.2.4 Summary

The following list summarises the state of information security at KON:

• although e-business is now the most significant part of the company’s business

activity, information security is not regarded as a strategic issue;

• the company has adopted the perimeter security approach;

• the position of the information security function (the NIT manager) in the

company hierarchy suggests that this function is regarded only as a support

service;

• the amount of resources allocated to information security activities (part of

the time of a single employee) suggests that the company’s executives may be

underestimating its importance and/or the severity of the threats to corporate

information systems;

• there is no solid well-thought-out plan for corporate information security;

• threat assessments cover only a limited number of threats; there is no well-

founded damage assessment or analysis;

• the company has not implemented any of the information security standards

relevant for their business;
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• the approach of the company to security is extremely naive; it would fail to

meet many of the requirements of ISO/IEC 17779;

• the company operates a very complex information technology infrastructure,

and also a complex business process system; it appears that no single individ-

ual knows everything about this complex system;

• there are no formal information security policies;

• a systematic approach has not been used for e-process and e-process security

development;

• the company does not have a security awareness programme or any security

training provisions;

• due diligence has not been performed, although attacks on the airline com-

pany’s IS have the potential to cause major damage;

• the possible need for the use of forensics techniques has not been considered

by KON.

9.3 Preparing for implementation of the methodology

Following the e-Business Process Security Paradigm, the company’s security man-

agement processes (including the security design procedures) must be performed

according to the e-business process security model. The company must modify its

operations in a number of ways.

9.3.1 Shift in perception

Prior to using the model, the company management must adopt the perception

of ‘security as business enabler’ (at least for the company’s e-business activities),

instead of defining security in terms of ‘to close as much as possible’.

9.3.2 Organisational structure modifications

Given the size, sector, market and variety of activities of KON Airlines, the com-

pany must first establish the role of CISO, whose responsibilities will include the
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effective management of ISS issues. For such a company, the CISO position would

ideally report directly to the CEO, because of the high importance of information,

IS and ISS to the company. In addition, a new department to deal with company

information security (i.e. an Information Security department) should be established

in addition to the existing departments, so that KON would contain a total of six

departments instead of the current five. The structure of the IS department will not

need to be changed, although changes will need to be made to the responsibilities

of its component units. All ISS issues would be dealt with by the new Information

Security department (and not by the systems development and NIT units). The es-

tablishment of a new Information Security department is likely to have the following

impacts:

• greater recognition of the importance of information security in KON;

• possible increases in the information security budget and resource allocation;

• the establishment of information security management that is independent of

other operational departments;

• the ability to define a rational philosophy for, and approach to, information

security for KON;

• greater authority for information security management within the organisa-

tional hierarchy;

• the ability to deal with corporate information security from an organisational

perspective.

The Information Security department should be responsible for ISS management,

including design, implementation, operation and maintenance. In practice, these

responsibilities start with the design of a system to support corporate ISS. In our

case study we focus on the design and management of the information security

provisions for the e-order process.
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9.4 Applying the methodology

We now give an analysis of the case study company, using the methodology pro-

posed in chapter 8 and following the phases of the methodology presented in section

8.7. In this description, a separate section is devoted to each of the phases of the

methodology, and the discussion concludes with a summary of the implementation

of the methodology.

This case study analysis focuses on the process of performing an electronic order

for flights and/or vacations (i.e. company products) by a customer using the KON

business portal.

9.4.1 Professional staff allocation

This phase is performed in accordance with the phase of the methodology specified

in section 8.7.1.

Initially, the PSO for the on-line order process must be appointed. The duties

of the PSO are as specified in section 8.7.1. The PSO will report to the company’s

CISO.

9.4.2 E-process identification and definition

This phase is performed in accordance with the phase of the methodology specified

in section 8.7.2.

The participants in this phase include KON strategic level executives, i.e. the

CEO, the CIO, and the finance, marketing, and operations executives.

The following process definition is derived from the descriptions of the company’s

e-business activities given in sections 9.1 and 9.2.

9.4.2.1 Purpose:

To provide KON customers with a means of purchasing KON products online, as

part of KON’s e-business activities.
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9.4.2.2 Business goals and/or outputs

The primary business goal is to establish an (electronic) marketing and sales channel

using the KON Internet portal, in order to increase the number of customers, revenue

and profitability.

As stated in section 8.7.1, the PSO will need to be provided with information

regarding the goals of the e-process, including all the process agents and the IT

requirements for the process.

In the case of the online order process, the PSO will require the following infor-

mation:

• goals, i.e. marketing and sale of KON products via its Internet portal;

• market, i.e. the geographic regions served by KON (either current or planned);

• products, i.e. flights and/or vacations;

• the expected number of entries, the expected volume of data, the expected

number of customers, and expected seasonal fluctuations;

• IT requirements, i.e. the network and infrastructure development baselines

provided by the IS department.

Currently KON executives do not use the e-order process to view or collect on-

line information used in their decision making processes. Hence there is neither

an application module nor an interface in the system for these employees. If such

an activity is initiated in the future, the PSO must be updated. This will have an

impact on e-process specification elements, including the process agents, the volume

of data, the number of entries, and the IT requirements.

9.4.2.3 Security standards compliance

KON airlines must implement and obtain compliance certification for the following

information security standards:

• ISO/IEC 17799 (ultimately including all the standards in the emerging ISO

27000 series);
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• PCI DSS (Payment Card Industry Data Security Standard);

• SOX (Sarbanes-Oxley Act).

9.4.3 Business logic definition

This phase is performed in accordance with the phase of the methodology specified

in section 8.7.3.

The participants in this phase include the following KON staff members:

• operations department staff;

• systems analysts from the systems development unit;

• information security analysts from the newly established ISS unit;

• a computer law consultant.

Defining the business logic involves two steps: providing a detailed description

of the process, and formulating the process business rules.

9.4.3.1 Description of the process

Information on company products can be accessed via the company portal. Users

interested in specific products need to register in order to gain further information

and make a purchase. A detailed description of the ordering procedure was given

in section 9.1.6.

9.4.3.2 Business rules formulation

The business rules together with the process description define the process business

logic. From the process description, given in section 9.1.6, the following business

rules can be formulated:

• it is necessary to be a registered customer in order to be able to select and

buy KON products;

• it is obligatory for customers to be identified and authenticated;
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• it is obligatory for the customer to provide valid information (e.g. citizenship,

passport expiry date, or credit card expiry date);

• it is necessary for KON to update its database during every transaction;

• it is obligatory to obtain confirmation of a customer’s credibility, including

checking whether the customer is ‘blacklisted’ in external payment history

databases;

• it is obligatory to obtain a payment confirmation before proceeding to the

product purchase confirmation;

• it is necessary to verify purchase details;

• it shall only be possible to place an order for specified destinations and routes;

• the offers that apply to one route must not be misapplied to any other route.

During the formulation of business rules, the ability of the process agents to

abuse these rules must be examined. For example, the following issues need to be

analysed:

• do the order cancellation procedures work properly;

• are there possible deadlocks in the e-process;

• what happens if the customer makes two or more orders (i.e. performs two or

more e-process orders in sequence);

• how can the reference number be used/abused (if at all) by a destination

manager or by the back office accounting unit employees;

• how/to what extent is the systems developer able/unable to address the busi-

ness rules;

• how can software quality be assured;

• how can the the individual contributions of a software developer be controlled

and/or tracked?
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9.4.3.3 Process agent identification

The list of PAs for the KON e-order process must include the following participants:

1. executives/decision makers, i.e. the KON CEO, the financial, marketing, op-

erations, IS and HR executives, and the CISO;

2. the relevant PSO, i.e. the e-order PSO;

3. systems analysts, including the head of the systems development unit, and

analysts from that unit;

4. system developers, i.e. programmers from the KON system development unit;

5. system administrator: should be appointed for this position;

6. the network administrator: the current NIT unit manager should be appointed

for this position;

7. employees:

• KON employees, including the telemarketing team, the destination man-

ager, information security unit employees, IT maintenance staff, and ac-

counting unit staff;

• supplier employees, including staff from travel agents, car rental agents,

and hotel reservation systems;

• support organisation employees, including staff from banks, credit card

companies, government authorities, and ISPs;

8. customers, i.e. Internet users, and registered customers;

9. intruders (e.g. crackers, competitors performing espionage activities, and crim-

inals);

10. ISP, covering its security procedures, policies and IT infrastructure.
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9.4.4 E-business process security requirements analysis

This phase is performed according to the phase of the methodology specified in

section 8.7.4.1.

The following KON functions at tactical and operations levels are involved in

this stage:

• systems analysts and the head of systems development;

• the PSO and security analysts, security management specialists and standard

compliance project specialists from the newly established ISS unit;

• operations management consultants.

9.4.4.1 (a) Business Logic security requirements analysis

As specified in section 8.7.4.1 (a), business logic security is achieved by meeting the

security requirements of comprehensiveness, immunity, compliance.

As described in section 8.7.4.1 (a), this analysis involves preparing a table for

each of the business logic security objectives. The relevant tables are presented in

Tables 9.1, 9.2 and 9.3 below. (Table 9.2 is partly completed, in order to demonstrate

the methodology).

Comprehensiveness must be achieved as part of the process business scope defi-

nition. For this e-process, this will include issues such as:

• what is included in an e-order, e.g. flights, flights and hotel, or flights and car

hire;

• local flights/hotels/car hire, international or local and international;

• potential customers, including private, business or both;

• payment options.

KON staff at the strategic level must decide which products and services will

be included in the e-business mode. The executives must formulate all the relevant

business options in a clear way (albeit using informal, natural language), and ensure
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that these definitions are both consistent with the KON strategic plans and cover

the entire e-process.

Table 9.1: E-order process: Comprehensiveness analysis
Process agent Relevant damage categories list Security solution
Executives failure to achieve business goals detailed business logic analysis
System developer system improper functioning, sabotage detailed e-process definition documentation

Table 9.2: E-order process: Immunity analysis
Process agent Relevant damage categories list Security solution
Executives financial fraud due care
PSO sabotage, data modification testing scenarios, due care, due diligence
System developer
System administrator
Network administrator data/information modification due care, access control and management policies
Employee
Customer financial fraud, identity theft scenarios, security tools and mechanisms
Intruders financial fraud, net espionage scenarios, security tools and mechanisms
ISP

Table 9.3: E-order process: Compliance analysis
Process agent Relevant damage categories list Security solution
Executives financial fraud due diligence, SOX, PCI, ISO/IEC 17799
PSO financial fraud, data/information abuse due diligence, SOX, PCI, ISO/IEC 17799
System developer data/information abuse, financial fraud working according to necessary standards

A matrix of interactions (of the form shown in Table 8.7) between all the process

agents should be developed to analyse the interactions between the e-process par-

ticipants. Such a matrix is not presented here because insufficient information was

available regarding how the work is done in the company, and the detailed interac-

tions between the process agents involved in this e-process.

In practice, the analysis should involve a detailed examination of each process

agent. In particular, the following description must be prepared for each process

agent4:

• the job characteristics of the NIT manager, the head of systems development,

the development staff members, the back office employees, the CEO and the

CIO;

• the possible connections between them;
4 Only a part of the process agent group is discussed below, for the purpose of demon-

strating application of the methodology.

277



• the information needed for the various tasks performed by these agents;

• possible interactions with other tasks and/or agents;

• possible ways in which a process agent might gain access to information of

types not defined in his/her job specification (e.g. if a marketing department

employee can gain access to customer profile data);

• the level of computer literacy of all the employees (e.g. does a programmer in

the system development unit have network communication/hacking skills);

• the personal characteristics of the employees;

• the possible ways in which capabilities granted to an agent could be used to

harm the e-process.

This analysis will yield security solutions in the form of security policies for each

category of process agent and measures of software quality assurance for systems

developers.

Legal issues relevant to e-commerce/e-business will also need to be discussed

and clarified, covering both international and local regulations and laws. Typically,

managers and CISOs lack such knowledge, and KON is not an exception. (A discus-

sion of legal issues related solutions is not provided here because, again, insufficient

information was available regarding the company and its environment).

Possible security solutions to meet the Business Logic security requirements of

the online order process in KON are presented in Table 9.4.

Table 9.4: E-order process: Business logic security measures
Security measures Comprehensiveness (C) Immunity (I) Compliance (C)
Standards SOX, PCI, ISO/IEC 17799
Legal issues X e.g. personal data management Compliance certification
Policies X X X
Procedures X X X
Due diligence X X X
Unique requirements X X X
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9.4.4.2 (b) Systems design

This phase is performed in accordance with the phase of the methodology specified

in section 8.7.4 (b).

As described in section 8.7.4 (b), the tasks to be performed are:

1. conceptual system design;

2. detailed system design (programming).

A discussion of the detailed execution of this phase is beyond the scope of this

thesis.

The outcome of this phase will be the preliminary working version of the e-

process.

In the remainder of this section we give an analysis of the e-order InfoFlows.

The analysis involves the following steps:

1. InfoFlows identification, including:

• a detailed description of the process;

• a specification of the phases of and participants in the e-process;

• a listing of the InfoFlows;

2. InfoFlows analysis, covering:

• criticality rank;

• process agents, damage and attacks;

• a separate analysis for each of the CIA security objectives.

9.4.4.3 (c) Identification of InfoFlows

This phase is performed according to the phase of the methodology specified in

section 8.7.4.3 (c).

The InfoFlows will be derived from the system design. The design of the system

will be based on the e-order process specifications. Following the Business Logic

analysis given in section 9.4.4.1 (a), the e-order process can be described as follows.
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Process description and InfoFlows identification

The company will provide the possibility to enter the company’s portal for anyone

who is interested to observe company’s products and information it provides via

its portal home page. Those, having a specific interest in some specific products,

and willing to proceed for reviewing the products variety, will need to register. The

process detailed description is given in section 9.1.6. Based on that description a

graphical presentation of the process is provided below. Figure 9.5 below illustrates

all the participants and the sequential e-order process phases, and is followed by a

detailed description below.

Figure 9.5: KON’s order process—phases and participants

We now describe each of the steps of the e-process and the InfoFlows associated
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with the various steps, using the numbering given in Figure 9.5. The InfoFlows

involved in the process are classified as either BRIFs or SRIFs. All identified In-

foFlows are specified using an italic font.

1. The customer enters the company’s portal.

2. The system requests the user to either register or, if already registered, pro-

vide username and password.

The associated InfoFlows include:

• a session is created between the customer’s computer and company’s

system—session establishment-1 SRIF;

the InfoFlows between these two participants include the usual informa-

tion exchanged between the Internet session participants;

• company’s home page information on customer’s computer—general ini-

tial BRIF;

the information presented on the screen (products and registered cus-

tomers login window) are common public information;

• the customer’s machine MAC address and his/her product preferences

are transmitted via channels—customer details-1 BRIF.

3. The registration or login details are provided by the customer.

The associated InfoFlows include:

• the customer’s user name and password are transmitted via channels—

customer login details BRIF;

• the system creates another session number— session establishment-2

SRIF.

4. The system retrieves from its central database the customer’s personal profile.

The customer receives his/her unique profile.
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The associated InfoFlows include:

• the system matches the customer’s information (user name and pass-

word) with relevant database tables and retrieves the customer’s personal

profile—customer profile identification SRIFs;

• various database tables are being updated— database update SRIFs;

• customer receives his/her profile on his/her screen— customer profile

transfer BRIF;

InfoFlows at this stage include customer private data: his/her personal

details, his/her family personal details (optionally), his/her flight and

vacation preferences, his/her agreed discounts, special offers, history;

• the system creates another session number— session establishment-3

SRIF.

5. The customer begins with selecting products from the company’s catalogue.

The associated InfoFlows include:

• no information transmitted from customer to the system while viewing

the catalogue;

• communication-related SRIFs only are being exchanged, as for each com-

munication session.

6. After deciding on all products to be ordered, the customer completes the order

and sends the filled-in order form.

The associated InfoFlows include:

• the order form including selected products is transmitted to the system—

‘order details’ BRIF.

7. The customer proceeds to check-out.
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The associated InfoFlows include:

• customer enters the payment screen—communication-related SRIFs.

8. The customer then is requested by the system for his/her payment details—

the customers may pay by credit cards online or to send any kind of payment

(cash, cheque, credit card details) by post or by phone.

The associated InfoFlows include:

• request for credit card and other personal details—BRIF;

• communication-related SRIFs.

Anyway, if the customer order includes products either than (or in addition

to) flights, the order is not confirmed, but proceeds to a ‘Request’ mode. So,

here the process can proceed to either ‘Confirm’ mode or the ‘Request’ mode.

9. If the order includes flight only, the customer provides the details; and

10. The customer then performs the actual payment.

The associated InfoFlows in steps 9 and 10 include:

• communication-related SRIFs;

• customer sends credit card details BRIF;

• customer provides personal information BRIF;

• customer actually performs payment by sending payment details BRIF;

and

• by sending a confirmation BRIF.

11. The system sends a confirmation.

The associated InfoFlows include:
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• communication-related SRIFs;

• a confirmation of placing an order BRIF.

12. The system sends the payment details to the credit cards clearance company

The associated InfoFlows include:

• session establishment-4

• credit card details BRIF;

• payment details BRIF;

• the company identification details BRIF;

• communication-related SRIFs.

13. The credit card clearance company sends the charge to customers bank ac-

count.

The associated InfoFlows include:

• session establishment-5 SRIF;

• customer bank account details BRIF;

• credit card details BRIF;

• payment details BRIF;

• the company identification details BRIF;

• communication-related SRIFs.

14. The payment reference number is displayed to customer by the company’s

system .

The associated InfoFlows include:

• session establishment-6 SRIF;

• payment reference number BRIF.
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As discussed above, if the order includes products different from flights, the

system transfers the order details to the company’s database table of ’Request’ mode

orders (step 11 in the scheme). From here on the rest of the process is performed

manually— there is no more interaction between the customer and the company via

the company’s website. The process proceeds to step 15, which is performed by one

of the destination managers. The destination manager checks the ’request’ screen

and begin the treatment of each relevant to his destination order. He sends queries

(step 16 in the scheme) either to travel agency (the wholesaler) or to the supplier

(hotels, car hiring companies, etc.) which respond to his queries (step 17/17a in the

scheme) by offering a specific product. The rest of the process includes additional

manually performed steps (see Figure 9.5, steps 18–22).

While reviewing the sequence of the steps, the pure e-order process takes place

from step 1 until step 14 included. Steps 15-22 are being performed manually and

characterised by intensive human involvement in that part of the process. Two

of the first 14 steps are interactions with and between the financial participants

of this process—step 12 is performed while sending customer’s payment details to

the credit cards clearance company, and step 13 is performed after the credit cards

clearance company informs (namely, sends payment details) the relevant bank for

charging the customer’s account. Twelve steps are performed between the system

(company) and the customer.

In the next section the identified InfoFlows are analysed.

9.4.4.4 (d) Information flow security analysis

This phase is performed according to the phase of the methodology specified in

section 8.7.4.4 (d).

The following operations level professionals are involved in this phase:

• information security analysts from the ISS unit;

• the PSO;

• system developers from the systems development unit.

285



The analysis involves an examination of the sensitivity of each InfoFlow with

respect to the security requirements, the influence of Process Agents, and the pos-

sible ways in which damage could be caused. This enables the rational allocation of

security safeguards.

The criticality of the security requirements (i.e. Confidentiality, Integrity and

Availability) for each InfoFlow is first examined. This is done in terms of the ranks5

of C, I, and A, which are shown in Table 9.5 below.

Table 9.5: CIA Criticality Rank
InfoFlow Confidentiality (C) Integrity (I) Availability (A) Total score
session establishment-1 1 2 5 8
general initial 1 2 5 8
customer details-1 5 5 5 15
customer login details 5 5 5 15
session establishment-2 3 4 5 12
customer profile identification 5 5 5 15
database update 5 5 5 15
customer profile details transfer 5 5 5 14
session establishment-3 5 5 5 15
catalogue viewing 1 2 5 8
communication details 1 1 5 7
customer credit card details 5 5 5 15
payment details 5 5 5 15
confirmation to customer 5 5 5 15
reference number 5 5 5 15
charge request to bank 5 5 5 15
Total security objective rank 62 66 80 207

This table highlights the importance of the Availability requirement, which has

a total ranking of 80. Confidentiality is ranked lower than Integrity. These findings

must be crosschecked with KON executives, and the company’s perception of the

importance of Confidentiality and Integrity needs to be clarified. Currently, as

described above, KON Airlines do not have a clear view about which is the most

important aspect of their business activities. The NIT manager and the head of

system development unit gave quite different opinions on this matter (see section

9.1).

The importance of Availability is not surprising, and is consistent with one of

the basic perceptions of this thesis, i.e. that the correct execution of e-process is

crucial for any e-business organisation. The high total score is obtained because
5 The ranks given here represent the author’s view only, for the purpose of demonstrating

the application of the methodology.
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every InfoFlow is assigned the highest possible rank (5), since all the InfoFlows of

the process must be executed, or the process may be interrupted or might even

collapse, which in practice means no e-business. The ranking is based on a rational

view of the importance of the security requirements (and not on any preconceived

desire to achieve a particular outcome). This analysis clearly suggests that KON

decision makers and staff should first ensure that the process executes. This task is

made possible not only by providing the IT infrastructure, but also by developing a

clear policy covering the responsibilities of the relevant staff members. The policy

must be presented to the staff on an individual basis. The employees need to be

aware of the exact formulation of policies that make them responsible for specific

outcomes [183]. Also, a written document related to measures with respect to

Confidentiality and Integrity policies of e-order process must be provided to the

staff.

Also, the findings reveal that charge request to bank, reference number, confir-

mation to customer, payment details, and other InfoFlows with total score of 15, are

the most sensitive information flows in the e-order process. These InfoFlows need

to be analysed for each of the C, I and A objectives and with respect to Process

Agents. The analyses make it possible to formulate policies for relevant PAs, and

to develop proper and relevant safeguards.

For example, the analysis of Confidentiality security objective for customer credit

card details InfoFlow sent by customer to the system, is performed by collecting the

information presented in tables 9.6 and 9.7.

Table 9.6: Information Flow ‘Customer credit card details’: Confidentiality analysis
Damage-source/process agent Damage category 1 (C) ... Damage category n
KON executives fraud ... net espionage
PSO poor management ... net espionage
System developer development flaws ... identity theft
System Administrator net espionage ... blackmail
Network Administrator identity theft ... data modification
Destination manager fraud ... identity theft
Back office employee errors ... personal information trading
Participant organisation employees impersonation ... data modification
Customer errors ... privacy violation
Intruders impersonation ... credit card details theft
ISP DDoS ... IT malfunction

Although some of the PAs may be deemed to not be able to cause damage
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to the process because they lack the knowledge or simply do not have access to

specific InfoFlows, they might be able to abuse the system either by collaborating

with other PAs or by social engineering. This may be especially the case related to

the executive employees in their interactions with staff members. The interaction

matrix (of the form shown in Table 8.7 and is discussed earlier in this section) is

suggested to start with this analysis.

This information paves the way for a more detailed analysis of a specific In-

foFLow. Namely, for any specific InfoFlow and each of the PA (process agents) the

DC (damage categories) are analysed with respect to the possible attacks which can

be a means of a specific damage realisation. An example is provided below in Table

9.7, where some of the possible damages caused by a Network Administrator (NA)

in KON, and possible techniques to execute the attacks are presented.

Table 9.7: Confidentiality analysis: ‘customer credit card details’/NA
Damage category Possible attacks
Identity theft login details disclosure, Social engineering
Physical hazard Physical attack
Blackmail data disclosure
Data/information modification direct access
Equipment theft physical access
IT disfunction sabotage
Malware distribution direct access

After the analyses have been performed, it is possible to observe, for example,

which of the Information Flows are likely to be attacked by command injection (such

as SQL-injection command) or eavesdropping attack. The SQL-injection attack

is possible to be performed on customer’s input level, hence, a solution must be

suggested on a specific transaction level, namely, on a specific information flow.

Also, restrictions must be in place for exchanging information between specific PAs.

For example, KON executives, although being the principal decision makers on e-

process definitions and business characteristics, should not have access to the system

database on a single record level, and this information should not be given them by

other PAs.

The use of encryption must be considered for all the sensitive InfoFlows, espe-

cially where the relevant standards and legal regulations explicitly require this as a

compulsory measure.
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That kind of analysis must be performed for each of the CIA requirements for

each of the Information Flow. That will make possible to make a rational distinction

between the real damage categories all over the process parts. For example, the use

of packet sniffers is a big threat to Confidentiality requirement, but it does not

threaten the Integrity and the Availability requirements.

9.4.5 Security design

This phase is performed according to the phase of the methodology specified in

section 8.7.5.

The following tactical and operations levels professionals are involved in this

stage:

• the PSO;

• systems security analysts;

• security experts in the relevant security domains, namely hardware security

specialists, software security specialists, database security specialists, com-

munication and network security specialists, security management specialists,

social engineering specialists, security standards specialists, encryption spe-

cialists, etc;

• systems developers.

In this phase the e-process is built. That is, the program is developed, the

infrastructure is established, and the policies are written built on the CIACCIA

requirements. For each damage category and security requirement, a relevant se-

curity solution is developed. A set of documents is produced as a result of this

phase describing the security solutions. These can be summarised in a table of a

form shown in Table 8.12. (Because the necessary information was unavailable, it

was not possible to present the security solutions for KON.) Also, KON is currently

conducting a project addressing standards compliance.
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9.4.6 Security tests

After the design stage has been completed, tests on the e-process must be performed

(according to the methodology described in section 8.7.6).

9.4.7 Combining and integrating KON e-business security

The integration of all the e-processes in KON Airlines must be performed according

to the phase of the methodology specified in section 8.7.7.

(Because the necessary information was unavailable, it was not possible to

present the security solutions for KON.)

9.5 Summary: the effectiveness of the methodology for
KON

The analysis of the above discussed company reveals a series of security flaws that

might have been avoided had the e-process based security approach been adopted.

The main benefits of the e-process approach include the following:

1. Focusing on the e-process business logic and information flows, rigorously

analysing these components with respect to Comprehensiveness, Immunity,

Compliance, Confidentiality, Integrity, Availability, and building the necessary

Accountability mechanisms and tools, will provide the company with a secure

e-business IS, based on rational decisions.

2. A Comprehensiveness analysis was not performed by KON when they started

the e-business project (in 2000). The external software development company

(SKD) began the project using their own general understanding of e-business

applications.

3. Immunity ensures correct logic performance, and requires the process to be

checked for possible disorders, intrusions, violations and abuse. If such a

process immunity analysis had been performed at KON, the following security

incidents (see section 9.1.7) might have been prevented:

• the case of flight origin manipulation;
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• the fact that a customer invoice can be displayed by anyone using the

system.

4. Compliance has never been considered in KON. Because the company holds

personal information, performs credit card transactions and operates financial

systems, it should comply with the SOX and PCI standards, or their local

equivalents. If (as is suggested by the approach proposed here) there had been

a discussion of security requirements with all the process participants (such as

credit card companies, banks, and travel agencies), the issue of standardisation

would probably have been raised, and the necessary measures would have been

put in place.

5. Using the model and methodology proposed in the research would make it

possible for KON ISS staff to collect rich information about the relevant com-

ponents of the e-order process, including the relevant process agents, their

characteristics, interactions, abilities, and possible intentional or unintentional

ways of harming the system. The documentation that would be created during

implementation of this methodology could be used for further improvements,

modifications and updates of security features. Also, if a security breach

occurs, then the documentation would be extremely helpful for forensics ac-

tivities.

6. The PAs interaction analysis is particularly important in KON, where, in

practice, there is no formal compartmentalisation in the activities performed

by IS employees, and there no written policies regarding information security

issues.

7. After all the Information Flows will be analysed according to the eBPSM

methodology phases (see chapter 8), the PSO and the CISO will be pro-

vided with rich documentation and analysis, which will enable them to see

the e-process security as a multidimensional map. For example, the following

information might be retrieved:

• a matrix, where for each of the septet requirements a specific process
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agent can be characterised, and the most dangerous agents can be iden-

tified for a specific security requirement;

• separated matrices can be presented for process agents and InfoFlows,

for each of the CIA requirements, which makes possible to identify the

most dangerous agents for most critical Information Flows;

• for any triad (Agent, Flow, Requirement) it will be possible to present

the real relevant threats.

8. Also, a very accurate analysis has to be performed with respect to what per-

sonal data the customers are required to provide. The decision has to be

made on the type of personal data that the customer has to provide, and the

option of providing partial information must be considered. Recent research

present possibilities to de-anonymise database records from customer partial

data [167]. ‘Releasing the data and just removing the names’, says one of the

authors [167], ‘does nothing for privacy, but if you know their name and a few

records, then you can identify that person in the other (private) database6.

9. KON will be provided with a set of e-business information security policy,

which is an essential part of information security practice.

6 http://www.securityfocus.com/news/11497
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Chapter 10

Conclusions

This chapter concludes the thesis. The main focus of the research is summarised

in section 10.1, followed in section 10.2 by arguments regarding the credibility of

the research. The original contributions are presented in section 10.3. The results

presented here are expected to be of significance to both academia and the business

world. In section 10.4 the lessons learnt from the research are discussed. Finally,

building on the findings described in this thesis, in section 10.5 possible directions

for future research are proposed.

10.1 Research summary

The research described in this thesis is directed towards providing a solution for

e-business information security design and management. A new solution is needed

because of changes in the structure and operation of modern businesses. Informa-

tion systems security provisions for e-business need to address a number of factors,

including the following:

• mission-critical and/or sensitive information is routinely exchanged between

organisations;

• information is exchanged using the Internet, which is accessed by very large

numbers of people;

• the Internet and the web applications architecture pose numerous security-

related problems;
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• Internet-related security problems are typically treated purely as network-level

security problems;

• the dominant approach to the organisation of network-level security is the

perimeter security approach;

• perimeter security implies the existence of a hermetically closed boundary

around the organisation, which conflicts with the e-business mode of operation;

• the e-business mode of operation is made possible by IT;

• the involvement of the human factor in IT-based operations is critical because

of the transparency of e-processes, which are performed using IT;

• the importance of the human factor in e-processes is often ignored;

• information security solutions are often designed in an ad hoc way or only

added after a security incident;

• the commonly accepted security requirements triple, CIA, is not sufficient for

e-business ISS;

• IS and ISS are often both philosophically and practically approached as static

simple systems within a static simple organisation, instead of viewing the

e-business organisation and its IS and ISS as complex dynamic systems;

• ISS management is typically based on risk analysis and on information security

standards;

• risk analysis is problematic;

• different organisations in a specific e-business sector are managed differently

with regard to their ISS, including the use of different security policies.

These issues and challenges have been discussed in detail in chapters 4 and 3,

in which the current state of the art in ISS was presented and the characteristics of

an e-business were discussed.

The issues and challenges listed above can be classified into two groups:
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1. perception issues;

2. design and management issues.

Perception issues are addressed here in the following way. E-businesses and their

information systems are complex dynamic systems. To facilitate analysis, they can

be decomposed into a set of component parts, with a specific treatment given to

each part. Also, the notion of perimeter security is no longer an adequate security

model, because operating a modern business involves interacting with partner or-

ganisations in the surrounding environment. Instead, the adoption of an e-process

security approach is proposed here, to provide security on a single-process basis.

This approach is based on the assumption that the operations of an e-business can

be divided into a number of e-processes. The proposed approach is encapsulated in

a new paradigm, which we call the e-Business Process Security Paradigm (eBPSP).

It is important to observe that the notion of security used here is different to

that commonly adopted. The paradigm introduced here is based on the belief that

for an e-business to be secure, its processes must be secure, i.e. security equates to

requiring the correct execution of its constituent e-processes. The view is advanced

here that this approach is a better fit to the modern business environment than the

prevailing security definition.

Apart from this shift in the definition of security, the research described in this

thesis also takes account of the fact that both organisations and their IT infrastruc-

tures are complex dynamic systems. Using the complex systems concept, the various

system elements are analysed individually depending on their specific characteris-

tics and objectives. A complex systems approach implies network thinking, which is

reflected in the way we deal with security. That is we consider the security of infor-

mation flows (links), which flow between process agents (nodes), and this involves

analysing the characteristics of both nodes and links.

As part of the new paradigm, e-business processes are deemed to be made up

of two main elements: business logic and information flows. Within any e-business,

the security policy, tools and techniques should be designed to ensure the proper

execution of these elements.
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In order to provide a means for an e-business to implement this process-based

security paradigm, an e-Business Process Security Methodology (eBPSM) has also

been proposed.

As stated above, the commonly accepted definition of security in terms of CIA

is no longer sufficient to capture all of the security objectives of an e-business.

Hence, an extended set of security requirements is proposed here, namely Compre-

hensiveness, Immunity, Accountability, Compliance, Confidentiality, Integrity, and

Availability, or CIACCIA.

Design and management issues are addressed by proposing a model for e-business

information security. This model, together with the novel methodology, provides a

systematic way to handle the complexity of providing security for real business situa-

tions with rigorously justified results. This approach involves modelling the network

and a class of practically important security goals. The model provides a rigorous

way to ensure that the security goals are met by the business and technological sys-

tems. This approach has been applied to a specific organisation, in order to analyse

the security issues arising from its e-business operation. The new paradigm and the

model are given in chapter 8, and their application to a case study organisation is

described in chapter 9.

The research described in this thesis was conducted using the qualitative inter-

pretive research methodology, using a mix of two research methods, namely design

theory and ‘case study’ methods. The two case studies used made it possible to

demonstrate the practical implementation of the proposed approach.

10.2 Credibility of the research findings

The credibility of research is affected by three aspects of research design [202],

namely:

• validity;

• reliability;

• generalisability.
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10.2.1 Validity and reliability

Validity is concerned with whether the findings are really about what they appear

to be about [202]. There are several threats to validity, including history (dramatic

events taking place shortly before the research starts), testing (measuring the inter-

viewees performance) and mortality (participants/interviewees dropping out of the

research) [202].

Reliability can be addressed by posing the following two questions [202]:

• will the measure yield the same results on different occasions?

• will similar observations be made by different researchers on different occa-

sions?

There are four possible threats [202] to reliability, including subject error (a ques-

tionnaire completed at different times of the week may generate different results),

subject bias (when interviewees are not sure about their employment status they

may say what their bosses want them to say), observer error (different interviewers

may have different approaches) and observer bias (different researchers/interviewers

may have different approaches to interpreting answers).

The research described in this thesis appears to be both valid and reliable with

respect to the threats listed above. The data for this research were collected using

non-structured interviews. The interviews were conducted and the data were col-

lected and analysed by a single researcher. No questionnaire was presented to the

interviewees. The interviewees were asked to describe ISS issues in their organisa-

tion relevant to their role in the organisation. All the interviewees were long-time

employees in relatively senior positions. Also, the interviewees were not observed or

watched in their work by the interviewer at any time. Hence, there were no ‘leading’

questions and no influence from the researcher. Also, no security incidents occurred

in the participating organisations shortly before the interviews took place. Hence we

assert that the research is compliant with both validity and reliability requirements.
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10.2.2 Generalisability

Generalisability is concerned with the extent to which research results may be

equally applicable in other research settings, such as other organisations [202].

The research described here has been performed using IS design theory, combined

with a case study method. The main ideas and conclusions of this thesis were

obtained by a research process that followed the seven guidelines of design-science

research. Hence we suggest that the ideas and conclusions of the research described

in this thesis are equally applicable to other organisations. The two case studies

serve here as a means of illustrating the main ideas of the research. That is, data

were collected to be used for a practical demonstration of how the new methodology

must be operated. These data did not serve as the basis for building a new theory.

Hence we assert that this research is compliant with the generalisability requirement.

10.3 Main contributions

The main contributions of the research described in this thesis are as follows.

1. A new security paradigm for security management, namely eBPSP. This new

paradigm has been specifically designed to be applied in today’s IT-intensive

business environment.

2. The thesis proposes a model, eBPSM, designed to enable the design and man-

agement of information systems security in e-business organisations to be con-

ducted in a systematic and rigorous way.

3. The research methodology used, namely qualitative interpretive research using

case study and design theory methods, is a valid way of conducting research

in ISS.

4. A background for further research in e-business ISS is provided.

The research is expected to contribute to both business and academia, i.e. both

at a practical and a theoretical level.

At a practical level, the suggested model and the associated methodology pro-

vide e-business organisations with a tool to design a rational information security
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plan for organisational IS which is effective, efficient and comprehensive. Using

the methodology will enable the various security safeguards (e.g., cryptography,

firewalls, access controls, etc.) to be applied rationally and to the necessary extent.

At an academic level, there are two main contributions:

1. As a research theory in IS and ISS-related research, this work provides an

example and a verification of widely discussed research methodologies and

methods, and an application of Complex Systems Theory.

2. The new security paradigm can be applied to various aspects of information

security management, e.g. for implementation in e-business.

3. As research in e-business security design and management, this work provides

new knowledge regarding e-business security, which can pave the way for ad-

ditional research.

The model, eBPSM, contributes in the following ways:

1. The model and the methodology for ISS design and management provide a

tool to cope with organisation IT system complexity, and to make it possible

to specify and manage ISS components and features.

2. The documentation of ISS that results from application of the methodology

provides a useful tool for IS forensics.

3. E-business involves the deployment of software, the ongoing maintenance costs

for which are very significant. Currently, it is often the case that security is

handled in a rather ad hoc way during the development process [195]. As

a result, starting the security design from the beginning of the definition of

the business logic rules has the potential to significantly reduce the rate of

security-related faults in software.

4. In the long run, implementation of the model will make it possible to create

‘security patterns’ for types of information flow, which should increase the

efficiency of the model.
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5. E-business is a complex and dynamic system. In our approach of complex

networks thinking, because of the ‘small-world’ property (which states that in

dynamic processes there are links that connect between different areas of the

networks and thus speed up the communication among otherwise distant nodes

[26]), the eBPSP has the potential to spread across the different organisations

and, hence, be widely adopted by the business environment.

10.4 Lessons learned

From our review of the ISS state of the art it has become apparent that ISS is a broad

and often controversial subject. This is true both in academia and, particularly, in

practice.

Organisations typically base their selection of security safeguards on the current

dominant approaches, on common knowledge, and on their own competence in ISS.

The two case studies that have been used in the research reflect many of the

features that are commonly reported and discussed in the literature. The systems

deployed lack a methodological approach for ISS design and management, ignore

the impact of the changing business environment, involve mainly technical solutions,

underestimate the importance of the human factor and human-IT interactions, and

involve poor implementation of information security standards.

Academia is developing a growing body of work on human factors and on the

changing business environment. However, relatively little attention has been given

to the complexity of the systems involved, and to the role of IS standards. In our

view, standardisation has the potential to improve the connectivity between the

participants in the modern network-intensive business environment.

10.5 Future research

We conclude this thesis by indicating possible directions for future research. These

proposals are based on the knowledge that have been accumulated in performing

the research described in this thesis.
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1. Building on the results described in this thesis, action research could be con-

ducted to provide a practical implementation of the paradigm and model pro-

posed here. Such research would analyse whether the methodology suggested

in this thesis can be implemented in a real-life situation. The convenience of

working at a single-process level could usefully be examined, together with the

efficiency of safeguards applied according to the model. Also, a cost-benefit

analysis of use of the model compared to the traditional approach could be

conducted.

2. More research on information security standards should be conducted. For

example, the effectiveness of the standards and the best ways to implement

them need to be identified.

3. More research on human factors with regard to ISS should be conducted, as

this seems to be one of the most serious and unresolved problems in this area.
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Appendix A

Tables

In this appendix generic organisation business functions and the processes associated

with them are presented.

Table A.1 below gives a list of processes for the primary activities of a commercial

organisation.

Table A.2 gives a list of processes for the support activities of a commercial or-

ganisation. The corporate infrastructure activity is represented by ‘administration’

and ‘finance’ functions, and the ‘product and technology’ function has been divided

into ‘product development’ and ‘technology’ functions.
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Table A.1: Business processes performed within primary activity functions
Function Process
Inbound Logistics

• raw materials acquisition

• raw materials shipping

• raw materials storage

• raw materials management

• equipment and parts acquisition

• . . .

Manufacturing

• production planning

• operations scheduling

• goods/services production

• parts assembly

• inventory management

• . . .

Marketing

• new products/services definition

• market segmentation

• pricing

• customer needs/requirements
analysis

• . . .

Sales

• order processing

• order management

• sales management

• . . .

Outbound Logistics

• shipping management

• transportation planning

• product distribution

• . . .
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Table A.2: Business processes performed within support activity functions
Function Process
Administration

• office services

• public relations

• legal services

• coordination

• . . .

Human Resources

• labour requirements forecasting

• employee recruitment, education and training

• capability provision

• job analysis and performance evaluation

• employee compensation

• career planning

• . . .

Finance

• financial planning

• financial asset management

• payment management

• payroll

• . . .

Product development

• concept development

• product definition

• product design

• product testing

• . . .

Technology

• technological trend analysis

• organisation requirements analysis

• infrastructure planning

• coordination with strategic planning

• IS development

• IS/IT operation

• . . .
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Appendix B

KON: Supplementary
Information

We provide here additional information about the KON Airlines network scheme.

The KON network architecture is shown in Figure B.1 below. (All the titles

giving the company’s real name have been deleted for the purposes of anonymity.)
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Figure B.1: KON’s network scheme
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Appendix C

Aviation and Airline
Supplementary Information

This appendix provides supplementary information regarding the aviation indus-

try. Information on organisations responsible for aviation industry regulations is

provided in sections C.1 and C.2. In section C.3 a brief review of the evolution of

airline reservation systems is presented.

C.1 Airline regulations

The information below is based on information taken from the official web sites of

the regulatory bodies FAA1, EASA2, JAA3 and CAA4, and on information provided

in [265].

In most countries, civil aircraft must be certified by the Civil Aviation Authority

(CAA) in order to be allowed to fly. The major aviation authorities worldwide

are the US Federal Aviation Administration (FAA), the European Aviation Safety

Agency (EASA), and the Joint Aviation Authorities (JAA).

EASA provides regulatory advice to the European Union and to the regulatory

bodies of member countries. JAA advises the CAAs that are members of the Euro-

pean Civil Aviation Conference. FAA, EASA and JAA collaborate on many issues,

1 www.faa.gov
2 http://www.easa.eu.int/
3 http://www.jaat.eu/
4 http://www.caa.co.uk/
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especially in order to provide streamlined procedures and to avoid conflicting or du-

plicate requirements. FAA and EASA are, in particular, primarily responsible for

the certification of airliners manufactured by the two major manufacturers Boeing

and Airbus.

Aircraft are certified against standards set out in the code for each CAA. Those

codes are very similar, and differ primarily in equipment and environmental stan-

dards. Regulations on maintenance, repair and operation provide further instruc-

tions to the owners of aircraft, so that aircraft continue to meet design standards.

The major roles of the Federal Aviation Administration include:

• Regulating US commercial space transportation to promote safety;

• Encouraging and developing civil aeronautics, including new aviation technol-

ogy;

• Regulating civil aviation to promote safety;

• Developing and operating a system of air traffic control and navigation for

both civil and military aircraft;

• Researching and developing the National Airspace System and civil aeronau-

tics;

• Developing and carrying out programs to control aircraft noise and other en-

vironmental effects of civil aviation.

The functions of EASA include:

• EASA has jurisdiction over new type certificates and other design-related air-

worthiness approvals for aircraft, engines, propellers and parts;

• EASA works with the National Aviation Authorities (NAAs) of the EU mem-

bers, but has taken over many of their functions in the interest of aviation

standardisation across the EU;

• EASA is responsible for assisting the European Commission in negotiating

international harmonisation agreements with the rest of the world on behalf
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of the EU member states, and also concludes technical agreements at a working

level directly with its counterparts around the world, such as the US FAA;

• EASA sets policy for aeronautical repair stations (Part 145 organisations in

Europe and the US, also known as Part 571 organisations in Canada) and

issues repair station certificates for repair stations located outside the EU

(which permit foreign repair stations to perform work acceptable to the Eu-

ropean Union on EU aircraft);

• EASA issues regulations for air operations, flight crew licensing and non-EU

aircraft used in the EU.

C.2 IATA

The International Air Transport Association (IATA5) is the global trade organisa-

tion of the air transport industry. The association was established over 60 years

ago.

IATA has developed standards for the commercial aviation industry that are

used worldwide. Its mission is to represent, lead and serve the airline industry. Its

members are some 240 airlines, including the world’s leading passenger and cargo

airlines, which collectively represent 94%6 of scheduled international air traffic.

IATA’s aim is to help airlines by simplifying processes and increasing passen-

ger convenience, while reducing costs and improving efficiency. IATA’s goal is to

continually improve safety standards, notably through IATA’s Operational Safety

Audit (IOSA). Another main concern is to minimise the impact of air transport on

the environment.

C.3 GDS

The Airline Reservation System (ARS) was introduced to improve efficiency. ARS

eventually evolved into the Computer Reservations System (CRS), and then into

the Global Distribution System (GDS).

5 http://www.iata.org/index.htm
6 as published on the IATA website in 2007
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Automated airline reservation systems originated in the late 1950s, when Amer-

ican Airlines started to develop a system that would allow real-time access to

flight details in all its offices, and integrate and automate its booking and ticketing

processes. As a result of this work, SABRE (Semi-Automated Business Research

Environment) was developed and launched in 1964. SABRE’s key breakthrough

was its ability to keep inventory correct in real time, and be accessible to agents

around the world. Prior to this, manual systems required centralised reservation

centres, involving groups of human beings managing the physical cards that repre-

sent inventory, in this case aircraft seats.

A computer reservations system (CRS) is used to store and retrieve information

and conduct transactions related to travel. Originally designed and operated by

airlines, they were later extended to travel agents as a sales channel; major CRS

operations that book and sell tickets for multiple airlines are known as Global Distri-

bution Systems (GDS). Airlines have divested most of their direct holdings in such

systems to dedicated Global Distribution System companies, and many systems are

now accessible to consumers through Internet gateways for hotel, rental cars, and

other services, as well as airline tickets [265].

Over the last 10 years, the Internet has become an extremely important platform

for selling travel, attracting a vast network of suppliers and a widely dispersed

customer consortium into one centralised marketplace. The number of travellers

booking airline tickets, hotel rooms and other travel services online continues to

grow.

The airline industry created the first GDS in the 1960s as a way of keeping

track of flight schedules, availability, and prices. Today, the four main GDSs are

Amadeus, Galileo, SABRE and Worldspan.

Although accused of being ‘dinosaurs’ because of their use of legacy systems

technology, the GDSs were actually among the first e-commerce companies in the

world, facilitating B2B electronic commerce as early as the mid 1970s. Before

the advent of the GDS, travel agents spent excessive amounts of time manually

entering reservations. The airlines realised that they could make travel agents more

productive and essentially use them as an extension of the airlines sales force.

310



It is these original legacy GDSs that provide the backbone of the Internet Travel

distribution system. However, the changing dynamics of the distribution chain

within the travel industry, coupled with economic issues, has meant that the GDSs

have recently been put in the spotlight.

With online commerce growing rapidly, travel agents are increasingly facing a

new reality in which customers find the cheapest fares for themselves on the Internet.

The low-cost airlines have added to the pressure on the GDSs, since they have found

an alternative form of distribution (i.e. e-commerce) that bypasses the GDSs. In an

effort to cut their own costs, traditional airlines have begun to make their best fares

available only on their own websites. None of the GDSs are now owned by airlines.
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Appendix D

Examples of business logic flaws

Descriptions of examples of real life business logic flaws can be found at the following

sites:

http://jeremiahgrossman.blogspot.com/2007/06/1000000-cnbc-stock-trading-contest.html

http://news.cnet.com/eBay-targets-Romanian-fraudsters/2100-7348 3-6193591.html

http://blog.wired.com/27bstroke6/2008/04/feds-charge-cal.html#previouspost

http://blog.wired.com/27bstroke6/2008/05/tjx-fires-emplo.html#previouspost

http://www.webappsec.org/projects/threat/classes/insufficient authentication.shtml

http://www.webappsec.org/projects/threat/classes/insufficient process validation.shtml

http://jeremiahgrossman.blogspot.com/2008/06/can-wafs-protect-against-business-

logic.html

http://www.owasp.org/index.php/Testing for business logic?info=EXLINK

312



Appendix E

Practicality of the methodology

The newly proposed methodology was presented to three professionals in the infor-

mation security domain, namely to:

• L.L.1, the KON CIO;

• Dr. Lizzie Coles-Kemp, Lead Assessor (ISO 27001) and an academic from

ISG, Royal Holloway, University of London; and

• MR. Jay Heiser, a senior information security analyst at Gartner (UK).

They were each asked to provide their assessment of the practicality of the method-

ology by responding to the following question:

Please provide us with your opinion on the practicality of the following method-

ology for e-business security design and management. In particular, do you think

that it will be feasible to apply the methodology in practice?

It is important to note that two of the opinion providers, namely the KON CIO

and the Gartner security analyst, were only given the description of the methodology

as it is presented in section 8.6.2. They were not asked to read other parts of the

thesis, and hence may not have been aware of the rationale for the methodology

and its components.

In this appendix the opinions of the professionals are presented as they were

provided.

1 The full name is not given for anonymity reasons.
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E.1 The KON CIO opinion

In this opinion I will refer to the various elements of the methodology under discus-

sion.

1. I strongly support the ‘damage analysis’ approach proposed in this method-

ology. I find that practicing ‘damage analysis’, instead of the usually used in

practice ‘threat analysis’ is the right thing to do, since threats are changing

very rapidly, which makes their classification into commonly accepted cate-

gories, and then their analysis, difficult to perform. And even more—if we

were practicing this approach in our organisation, it is clear to me that we

would work in a different way, presenting different results in information se-

curity at KON.

For example, it is a well-known fact that the most significant damage is caused

by insiders, i.e. the employees of the organisation. The ‘damage analysis’

approach makes it possible to deal with the insider damage issue in a more

effective way. Broadly speaking, the current information security methods

reflect a defensive approach by reacting to events, instead of preventing those

events in the first place. The ‘damage analysis’ approach provides us with an

opportunity to practice preventive security.

2. I think that making a connection between the correctness of an e-process and

its security (i.e. defining the correctness of an e-process as a security feature)

is not correct.

3. The rest of the methodology components will be more difficult to implement

in practice in our organisation, for the following reasons:

Limited resources: currently, the business reality is characterised by very

rapid and dramatic changes. Also, there many business factors (such

as market requirements, time-to-market, economic constraints and many

other conditions that affect the business environment) that have an im-

pact on the development process; there is a necessity to address these

factors by executing a fast application development process. Therefore,
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limited resources will make it difficult to practice the proposed method-

ology. If there were more staff members in the Information Systems

department, the proposed methodology could be useful. However, I con-

sider this as a not-significant problem.

Interaction with other organisations: the necessity to interact with other

organisations and the integration with their processes create a much more

serious problem, although the significance of this problem alters from

one organisation to another. For example, in credit card companies, in-

formation security is considered a high-level-importance issue, while in

hotels this subject is under-estimated and under-treated. Hence, I think

it would be difficult to come to an agreement on a unified and homoge-

neous information security level requirement for all the participants in

an e-process.

Required skills: people who are very ‘technological’ are not ‘connected’ to

the business world, and not familiar with business needs and constraints.

The problem of the gap that exists between business-oriented and IT-

oriented employees shows in an absolute separation between information

security professionals and those who focus on the business requirements

of an organisation. Making a PSO a head of a project for information

security design and management will impair the implementation of the

process and its feasibility. This is because approaching a process from

the security point of view only will hurt the operations and paralyse

the business processes. In my opinion, e-process security design and

management should be headed not by a PSO, but by a ‘project manager’

who is both technology- and business-oriented, and who is security aware.

At the end of the day, what organisations are really dependent on is

their sales figures. Hence, the most important goal of every process is

the income it creates. Information security measures sometimes impose

constraints on business activities. Hence, the process manager must be

capable of balancing between security and the ability of an organisation
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to operate and increase its sales. Today, there is no CISO/ISSO role

at KON, but the responsibilities of this role are distributed between a

number of employees having knowledge of information security relevant

to their main job.

E.2 The opinion of Dr. Coles-Kemp

E.2.1 Introduction

Using a number of practicality criteria, Chapter 8 of a thesis on eBPSM has been

reviewed. eBPSM is a methodology for assessing risks to e-business services. The

practicality requirements have been derived from the experience of working as a

Lead Assessor for Lloyds Register Quality Assurance (LRQA) for seven years and

prior to this, working as an IT Security Officer, British Council. As a Lead Assessor

auditing organisations to ISO 27001, e-business models are frequently encountered

as part of the scope of assessment. Risk assessment is a mandatory aspect of any

certification scope and therefore reviewing risk assessment of e-business models is a

typical aspect of ISO 27001 assessment.

E.2.2 The methodology assessment

The following are practicality requirements that many organisations seem to have

when considering what risk assessment methodology to select:

• Environmentally compatible: capable of working in conjunction with other

traditional information security risk assessment methodologies;

• Standards compatible: capable of supporting requirements of information se-

curity standards (PCI DSS, ISO 27001, etc.);

• Enhances the structure of standard approaches to risk assessment, rather than

replaces it;

• Integration with existing organisational design, rather than mandate a new

structure.
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Environmentally Compatible

From the way it is described in Chapter 8, eBPSM is a multi-methodology approach

which uses building blocks found in existing risk assessment methodologies (section

8.3). It is easy to distinguish which building blocks are required for the business

logic and for information flows. The designer of eBPSM describes how traditional

risk assessment methods can be used to assess the information flow, whilst a dif-

ferent approach to risk assessment is required for the business logic. This makes

the approach practical for organisations because the overall number of information

security risk assessment methodologies can be kept to a minimum.

eBPSM is also environmentally compatible because it is aligned to the organi-

sation’s view of its e-business service. The focus of eBPSM is to assess the business

and organisational effect on the e-business service. This makes it of practical benefit

to an organisation.

Standards Compatible

The support for confidentiality, integrity and availability requirements make eBPSM

compatible with the requirements of information security standards such as PCI

DSS and ISO 27001. This enables eBPSM to integrate with existing standards

requirements.

The introduction of Damage Analysis (8.3.3) adds an additional practical dimen-

sion as the output of damage analysis can be used as input to business continuity

plans. Business continuity planning is a mandatory part of a number of security

management and IT service standards (ISO 27001 and ISO 20000) and damage

analysis can be used as part of business continuity planning as well as part of

eBPSM.

The model described in section 8.4.2 fits into the Plan Do Check Act cycle that

underpins the information security management system described in ISO 27001.

The damage analysis and process agent analysis is continuous and both types of

analysis are used to detect changes in the business context and assess the impact

on the risks to e-business services. This is practical because it is fully aligned with

the continuous process design of ISO 27001.
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Enhances the Structure of Risk Assessment

eBPSM does not seem to replace the traditional structure of information security

risk assessment, instead it adds a number of additional dimensions to it. There

is an additional business logic analysis dimension and a process agent analysis di-

mension. A modular approach that builds on an existing information security risk

assessment framework is extremely practical because not only does it enable re-use

of existing analysis or for eBPSM to contribute to other risk assessments but it also

makes it straightforward for a business to identify the additional resource required

to implement eBPSM.

The process agent analysis provides a process for integrating the output from the

business logic analysis with the damage analysis and the information flow analysis.

As a result eBPSM provides a practical and structured approach for integrating the

new features of analysis with the more traditional risk assessment features.

The design of the information flow analysis enhances the traditional view of an

information flow being regarded as an asset. It subcategorises the flows into business

related information flows and system information flows (page 215). It is practical

to separate the information flow assets in this manner because it makes it clear how

each subcategory is to be analysed and the specific resource needed.

It also makes it practical to train staff in the use of eBPSM by adding to existing

risk assessment training, rather than requiring a completely new training require-

ment.

Integration with Existing Organisational Design

The operation of the methodology is described in section 8.7. The roles and re-

sponsibilities are clearly defined in this section. The list of resource required for

each phase are practical requirements that can be met by an organisation delivering

an e-business service. The roles articulated in the phase descriptions are typically

present within an organisation, and although it may be more of a virtual rather

than actual organisational role, the responsibilities described already exist within

an organisation. Therefore an additional organisational structure is not required to

implement eBPSM.
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E.3 The opinion of Mr. Heiser

I would say that what you are doing here is defining an architectural planning

process, and this would probably have more impact if it accommodated architec-

tural language, and it probably should refer specifically to ‘Security Architecture’

(Google that term—you might be surprised how many hits you get). I’m not sure

to the extent that today’s CIO is using the term ‘systems analysts’ to refer to the

people who do this. At Gartner, we use the term ‘systems analysis’ relatively in-

frequently, and no longer use it to refer to individuals. Instead, we talk in terms

of Enterprise Architecture. This is a discipline which extends the older concept of

systems analysis, which is the requirements definition phase, with a modeling phase,

defining the abstract requirements of a system.

It wasn’t clear to me if this process was supposed to be standalone, or part of a

larger work, but as a standalone doc, some of the terminology is non-standard and

unclear.

Detailed comments, suggestions and questions:

Section 8.4.1: I agree with the four principles.

Looking at your text has helped me clarify something I’ve observed for a long

time. I think I would extend your principals by saying that emergent (and usually

obscure) security vulnerabilities are inevitable in a complex system, and won’t be

recognized as such if the web-based system is treated as a basket of unrelated stand-

alone systems. Vulnerabilities that might often be acceptable in the sub-systems

become more significant in the context of the complete system. This suggests to me

that the baseline level of protection applied to the subsystems within in a complex

system needs to be relatively more rigorous than what would be applied if those

components were not part of the greater system.

Section 8.7.1:

First read, it seemed that you were saying that CISO and CIO were tactical

roles, but 2nd read, I think you are assigning them responsibility for guiding the

tactical role of PSO (Just to elaborate: At Gartner, we are observing that the CISO

is increasingly taking a strategic role, not a tactical one. We see their role as sitting
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at the top of the triangle, enabling the business managers to express their business

needs and risk control goals in ways that can be met by services from IT. CISOs at

the enterprise level generally have no operational responsibilities.)

Section 8.7.3:

The term ‘computer law specialist’ struck me as unusual, and my first thought

was that there wouldn’t be such a person in the IT dept. Terms that are more

typical would be Compliance Officer or Privacy Officer.

Tables 8.4, 8.5 and 8.6:

Consider grouping security solutions into three different categories: prevent,

detect, remediate. Conceptualizing it that way facilitates the choice of multiple

layers of protection that work in synergy. In other words, before sticking an extra

lock on that door, consider buying a dog or putting in a burglar alarm. It isn’t

always possible, or necessary, to have all 3 forms of control, but you should always

be aware of instances in which you do not. Note that your discussion revolves solely

around preventative controls.

Section 8.7.4.4:

We are actively promulgating the use of a 3-step scale, Low, Medium, High.

Granted, this lacks granularity, but from the Risk Communications point of view, it

is something that the line of business manager can grasp. While security architects

certainly should be able to deal with a 5-level scale, it is not reasonable to expect

normal people to be able to classify their data that way.

You might want to look at the NSA’s Infosec Assessment Methodology. This

is a method for determining system criticality-not necessary the first step in an

architectural planning process. It uses a High/Med/Low scale for CI&A, and then

applies the high water mark. The ISF has a similar process in FIRM. It doesn’t

total up the scores—it just uses the high water mark. Again, the purpose of those

methods is merely to flag systems for further attention, and those methods are not

meant to be input to an architectural planning process.

If you want to flesh out your model, consider putting in time requirements. Many

forms of data become less critical over time, and that should affect the planning

process.
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Is your model taking into account the extent to which single controls can support

multiple goals? An architectural planning model needs to provide the maximum

benefit for the minimum cost. Does it help avoid unproductive redundancies?

FWIW, the security profession spends a bunch of time on ‘C’, a totally different

group of people work on ‘A’, and ‘I’ has been largely ignored. Security has tradi-

tionally only concerned itself with ‘I’ in preventing the deliberate manipulation of

data. The profession does address accidental failures of confidentiality, but virtu-

ally NEVER addresses accidental losses of integrity. If you look at the history of

business communication, though, you’ll see that integrity, and especially the form of

integrity that is awkwardly referred to as non-repudiation, is usually the most sig-

nificant requirement. The military tends to emphasize confidentiality, which is why

Windows, Unix, and Linux are made the way they are-to accommodate government

C2 requirements.

321



Bibliography

[1] O. Adam, A. Hofer, S. Zang, C. Hammer, M. Jerrentrup, and S. Leinenbach,

A collaboration framework for cross-enterprise business process management,

Preproceedings of the First International Conference on Interoperability of

Enterprise Software and Application (Geneva, Switzerland), 23–25 February

2005.

[2] R. Ahlswede, N. Cai, S. Li, and R. Yeung, Network information flow, IEEE

Transactions on Information Theory 46 (2000), no. 4.

[3] S. Aissi, P. Malu, and K. Srinivasan, E-business process modeling: The next

big step, Computer 35 (2002), no. 5, 55–62.

[4] E. Albrechtsen, A qualitative study of user’s view on information security,

Computers & Security 26 (2007), 276–289.

[5] B. Anderson, J. Hansen, P. Lowry, and S. Summers, Model checking for design

and assurance of e-business processes, Decision Support Systems 39 (2005),

333–344.

[6] R. Anderson, Why cryptosystems fail?, Proceedings of the 1st ACM conference

on Computer and Communications Security, ACM, 1993.

[7] , Why information security is hard—an economic perspective, Proceed-

ings of the 17th Annual Computer Security Applications Conference (New

Orleans, Louisiana), 10–14 December 2001.

[8] A. Andreu, Professional Pen Testing for Web Applications, Wiley Publishing,

Inc., 2006.

[9] S. Androutsellis-Theotokis, D. Spinellis, and V. Karakoidas, Performing peer-

to-peer e-business transactions: A requirements analysis and perliminary de-

sign proposal, IADIS, International e-Commerce 2004 Conference, December

2004, pp. 399–404.

322



[10] R. Anthony, Planning and Control Systems: A Framework for Analysis, Har-

vard University Press, 1965.

[11] L. M. Applegate, E-business handbook, The St. Lucie Press, 2002.

[12] I. Arce, The weakest link revisited, Security & Privacy, IEEE (2003), 72–76.

[13] F. Armknecht, A. Festag, D. Westhoff, and K. Zeng, Cross-layer privacy en-

hancement and non-repudiation in vehicular communication, 4th Workshop

on Mobile Ad-Hoc Networks (WMAN) (Bern, Switzerland), March 2007.

[14] D. Avison and G. Fitzgerald, Information Systems Development—

Methodologies, Techniques and Tools, 3rd ed., McGraw-Hill Education (UK).

[15] D. Avison, F. Lau, M. Myers, and P. Nielsen, Action research, Communica-

tions of the ACM 42 (1999), no. 1, 94–97.

[16] Y. Bar-Yam, Unifying principles in complex systems, New England Complex

Systems Institute, 24 Mt. Auburn St., Cambridge, MA 02138, 2003, can be

found at http://www.necsi.edu/projects/yaneer/ComplexSystems.pdf.

[17] A. Barabasi, Linked: The New Science of Networks, Perseus Books,U.S., 2003.

[18] A. Barrat, M. Barthelemy, R. Pastor-Satorras, and A. Vespignani, The archi-

tecture of complex weighted networks, Proceedings of the National Academy

of Sciences, USA, vol. 101, 2004, pp. 3747–3752.

[19] R. Baskerville, Information systems security design methods: implications for

information systems development, ACM Computing Surveys 25 (1993), no. 4,

375–414.

[20] , Investigating information systems with action research, Communica-

tions of the AIS 2 (1999).

[21] R. Baskerville and M. Myers, Special issue on action research in information

systems: Making IS research relevant to practice (foreword), MIS Quarterly

28 (2004), no. 3, 329–335.

323



[22] I. Benbasat and R. Zmud, Empirical research in information systems: The

practice of relevance, MIS Quarterly 23 (1999)), no. 1, 3–16.

[23] S. Bennett, S. McRobb, and R. Farmer, Object-Oriented Systems Analysis

and Design, 2nd ed., McGraw-Hill, 2002.

[24] S. Bernard, Information lifecycle security risk assessment: A tool for closing

security gaps, Computers & Security 26 (2007), 26–30.

[25] M. Bishop, Introduction to Computer Security, Addison-Wesley, 2005.

[26] S. Boccaletti, V. Latora, Y. Moreno, M. Chavez, and D.-U. Hwang, Complex

networks: Structure and dynamics, Physics Reports 424 (2006), 175–308.

[27] P. Bocij, D. Chaffey, A. Greasley, and S. Hickie, Business Information Sys-

tems, 2nd ed., Finanacial Times, Prentice Hall. An imprint of Pearson Edu-

cation, 2003.

[28] L. Bodin, L. Gordon, and M. Loeb, Evaluating information security invest-

ments using the analytic hierarchy process, Communivations of the ACM 48

(2005), no. 2, 78–83.

[29] W. Boni and G. Kovacich, Netspionage - The Global Threat to Information,

Butterworth-Heinemann, 2000.

[30] A. Bossi, R. Focardi, D. Macedonio, C. Piazza, and S. Rossi, Unwinding in

information flow security, Electronic Notes in Theoretical Computer Science

(2004), 127–154.

[31] D. Bradbury, Saving private Ryan—but losing the war?, Infosecurity Today 1

(2004), no. 2, 36–38.

[32] , Why we love to hate our telcos, Infosecurity Today 1 (2004), no. 6,

18–20.

[33] R. Bragg, M. Phodes-Ousley, and K. Strassberg, Network Security: The Com-

plete Reference, McGraw-Hill/Osborne, 2004.

324



[34] R. Breu, K. Burger, M. Hafner, and G. Popp, Towards a systematic develop-

ment of secure systems, Information Systems Security 13 (2004), 5–13.

[35] BSI British Standard Institute, http://www.bsi-global.com/.

[36] E. Brynjolfsson, The IT productivity gap, Optimize (2003), no. 22.

[37] E. Brynjolfsson and L. Hitt, Productivity, business profitability, and consumer

surplus: Three different measuress of information technology value, MIS Quar-

terly 20 (1996), no. 2.

[38] C. Burney, Information Security Management Handbook, 5th ed., ch. Roles

and Responsibilities of the Information Ssystems Security Officer, pp. 865–

870, Auerbach, 2004.

[39] K. Buszta, Information Security Management Handbook, 5th ed., ch. Security

Management, pp. 677–684, Auerbach, 2004.

[40] J.A. Byrne, The futurist who fathered the ideas, Business Week (1993).

[41] A. Calaprice, The New Quotable Einstein, Prinston University Press, 2005,

Collected and edited by Alice Calaprice.

[42] N. Carr, IT does not matter, Harvard Business Review, May 2003.

[43] , Does IT Matter? Information Technology and the Corrosion of Com-

petitive Advantage, Harvard Business School Press, 2004.

[44] E. Casey, Case study: Network intrusion investigation—lessons in forensic

preparation, Digital Investigation (2005), no. 4, 254–260.

[45] D. Cecez-Kecmanovic, Doing critical IS research: The question of methodol-

ogy, Qualitative research in IS: issues and trends (2001), 141–162.

[46] D. Chaffey, E-Business and E-Commerce Management, Prentice Hall, Finan-

cial Times, 2002.

[47] G. Chakrabarti, A. Manimaran, Internet infrastructure security: A taxonomy,

Network, IEEE 16 (2002), no. 6, 13–21.

325



[48] L. Chao, Autonomic computing, Intel Technology Journal 10 (2006), no. 4.

[49] W. Chen and R. Hirschheim, A paradigmatic and methodological examina-

tion of Information Systems research from 1991 to 2001, Information Systems

Journal 14 (2004), no. 3, 197–235.

[50] J. Chirillo and E. Danielyan, SUN certified security administrator for Solaris

9 & 10 study guide, 1 edition ed., McGraw-Hill Osborne Media, 2005.

[51] M. Christofer, Supply chains: A marketing perspective, Understanding Supply

Chains (S. New and R. Westbrook, eds.), Oxford University Press, 2004.

[52] C. Chua, D. Straub, H. Khoo, S. Kadiyala, and D. Kuechler, The evolution of

e-commerce research: A stakeholder perspective, Journal of Electronic Com-

merce Research 6 (2005), no. 4.

[53] D. Clark, S. Hunt, and P. Malacaria, A static analysis for quantifying infor-

mation flow in a simple imperative language, Journal of Computer Security

15 (2007), no. 3, 321–371.

[54] I. Cox, M. Miller, J. Bloom, J. Fridrich, and T. Kalker, Digital Waremarking

and Steganography, 2nd ed., Morgan Kauffmann publishers. Elsevier, 2008.

[55] S. Crafa, M. Bugliesi, and G. Castagna, Information flow security in boxed

ambients, Electronic Notes in Theoretical Computer Science 66 (2004), no. 3.

[56] M. Cronin, Unchained value: The new logic of digital business, HBSWK Pub-

lications (2000).

[57] B. Dahlbom, Postface: From infrastructure to networking, From Control to

Drift—The Dynamics of Corporate Information Infrastructures (C. Ciborra

and associates., eds.), Oxford University Press, 2001.

[58] T. Davenport and M. Markus, Rigor vs. relevance revisited: Response to Ben-

basat and Zmud, MIS Quarterly 23 (1999)), no. 1, 19–23.

326



[59] B. De Win, J. Van den Bergh, F. Matthijs, B. De Decker, and W. Joosen, A

security architecture for electronic commerce applications, SEC, 2000, pp. 491–

500.

[60] W. Delone and E. McLean, Information systems success: The quest for the

dependent variable, Information Systems Research 3 (1992), no. 1, 60–95.

[61] , The Delone and McLean model of information systems success: A

ten-year update, Journal of Management Information Systems 19 (2003), no. 4,

9–30.

[62] D. Denning, Information Warfare and Security, 12th printing ed., Addison-

Wesley, February 2006.

[63] D. Denning and P. Denning, Data security, ACM Computing Surveys 11

(1979), no. 3, 227–249.

[64] D.E. Denning, A lattice model of secure information flow, Communications of

the ACM 19 (1976), no. 5, 236 – 243.

[65] A. Dent and C. Mitchell, User’s guide to cryptography and standards, Artech

House, 2005.

[66] J. Dhillon and G. Torkzadeh, Value-focused assessment of information system

security in organizations, Information Systems Journal 16 (2006), no. 3, 293–

314.

[67] I. Djordjevic, T. Dimitrakos, N. Romano, D. Mac Randal, and P. Ritrovato,

Dynamic security perimeters for inter-enterprise service integration, Future

Generation Computer Systems 23 (2007), no. 4, 633–657.

[68] N. Doherty and H. Fulford, Aligning the information security policy with the

strategic information systems plan, Computers & Security 25 (2006), no. 1,

55–63.

327



[69] D. Dzung, M. Naedele, T. von Hoff, and M. Crevatin, Security for indus-

trial communication systems, Proceedings of the IEEE, vol. 93, June 2005,

pp. 1152–1177.

[70] J. Fenton and J. Wolfe, Information Security Management Handbook, 5th ed.,

ch. Organising for Success: Some Human Resources Issues in InformationSe-

curity, pp. 887–898, Auerbach, 2004.

[71] K. Ferraiolo, J. Williams, and D. Landoll, Capability Maturity Model for Se-

curity Engineering, Proceedings of the Sixth Annual Canadian Computer Se-

curity Symposium, 1994.

[72] R. Focardi, R. Gorrieri, and F. Martinelli, Information flow analysis in

a discrete-time process algebra, 13th IEEE Computer Security Foundations

Workshop (CSFW’00), 2000.

[73] R. Focardi and S. Rossi, Information fow security in dynamic contexts, Journal

of Computer Security 14 (2006), no. 1, 65–110.

[74] K. Forbus, Qualitative process theory, Artificial Intelligence 24 (1984), 85–168.

[75] W. Ford and M. Baum, Secure Electronic Commerce: Building the Infrastruc-

ture for Digital Signatures and Encryption, Prentice-Hall, Inc., Upper Saddle

River, NJ, USA, 1997.

[76] K. Friedman, Theory construction in design research: Criteria, approaches

and methods, Design Studies 24 (2003).

[77] A. Fuchsberger, Intrusion detection systems and intrusion prevention systems,

Information Security Technical Report 10 (2005), no. 3, 134–139.

[78] S. Furnell, Cybercrime: Vandalizing the information society, ICWE 2003,

LNCS 2722 (J.M. Cueva Lovelle et al., ed.), Springer-Verlag Berlin Heidel-

berg, 2003, pp. 8–16.

[79] , Computer Insecurity, Springer-Verlag, London, 2005.

328



[80] , Why users cannot use security, Computers & Security 24 (2005),

274–279.

[81] , Making security usable, Computers & Security 26 (2007), 434–443.

[82] S. Furnell, P. Bryant, and A. Phippen, Assessing the security perceptions of

personal internet users, Computers & Security 26 (2007), 410–417.

[83] S. Furnell, A. Jusoh, and D. Katsabas, The challenges of understanding and

using security: A survey of end-users, Computers & Security 25 (2006), 27–

35.

[84] B. Gehling and D. Stankard, eCommerce security, InfoSecCD ’05: Proceedings

of the 2nd annual conference on Information security curriculum development

(New York, NY, USA), ACM Press, September 2005, pp. 32–37.

[85] M. Gerber and R. von Solms, Management of risk in the information age,

Computers & Security 24 (2005), 16–30.

[86] P. Gloor, Making the e-Business Transformation, Springer-Verlag, London,

2000.

[87] S. Goel and V. Chen, Information security risk analysis—a matrix-based ap-

proach, Proceedings of the Information Resource Management Association

(IRMA) International Conference (Hershey, PA), Information Resources Man-

agement Association, May 2005.

[88] D. Gollman, E-commerce security, Computing & Control Engineering Journal

(2000).

[89] , Computer Security, John Wiley & Sons, 2003.

[90] S. Gregor, A theory of theories in Information Systems, Information Systems

Foundations: Building the Theoretical Base (S. Gregor and D. Hart, eds.),

Australian National University, Canberra, 2002.

[91] , The nature of theory in Information Systems, MIS quarterly 3 (2006).

329



[92] S. Gregor and D. Jones, The formulation of design theories for information

systems, Constructing the infrastructure for the knowledge economy: Methods

and tools, theory and practice (Linger et al., ed.), 2004.

[93] J. Grossman, Seven business logic flaws that put your website at risk,

online WhiteHat Security Whitepaper, October 2007, can be found at

http://www.whitehatsec.com/home/assets/WP bizlogic092407.pdf.

[94] E. Gummesson, Qualitative Methods in Management Research, 2nd ed., Sage

Publications, Inc., 2000.

[95] C. Gutierrez, E. Fernandez-Medina, and M. Piattini, Towards a process for

web services security, Journal of Research and Practicein Information Tech-

nology 38 (2006), no. 1, 57–67.

[96] J. Guttman, A. Herzog, J. Ramsdell, and C. Skorupka, Verifying informa-

tion flow goals in security-enhanced Linux, Journal of Computer Security 13

(2005), no. 1, 115–134.

[97] C. Haley, J. Moffett, R. Laney, and B. Nuseibeh, A framework for security

requirements engineering, SESS’06, ACM, May 2006, pp. 35–41.

[98] S. Harris, CISSP All-In-One Exam Guide, second ed., McGraw-Hill/Osborne

Media, 2003.

[99] M. Hauswirth, M. Jazayeri, and M. Schneider, A phase model for e-commerce

business models and its application to security assessment, Proceedings of the

34th Hawaii International Conference on System Sciences, 2001.

[100] Z. Hayat, J. Reeve, and C. Boutle, Ubiquitous security for ubiquitous comput-

ing, Information Security Technical Report 12 (2007).

[101] M. Henning, The rise and fall of CORBA, Queue 4 (2006), no. 5, 28–34.

[102] R. Herold, Information Security Management Handbook, 5th ed., ch. Informa-

tion Protection: Organisation, Roles, and Separation of Duties, pp. 871–886,

Auerbach, 2004.

330



[103] G. Herrmann and G. Pernul, Viewing business-process security from different

perspectives, International Journal of Electronic Commerce 3 (1999), no. 3,

89–103.

[104] A. Hevner, S. March, J. Park, and S. Ram, Design science in information

systems research, MIS Quarterly 28 (2004), no. 1, 75–106.

[105] R. Hirschheim and H. Klein, Four paradigms of information systems develop-

ment, Communications of the ACM 32 (1989), no. 10, 1199 – 1216.

[106] A. Holiday, Doing and Writing Qualitative Research, Sage publications, 2002.

[107] D. Hsiao, S. Madnick, and D. Kerr, Computer Security, Academic Press, Inc.

Orlando, FL, USA, 1979.

[108] V. Igure and R. Williams, Taxonomies of attacks and vulnerabilities in com-

puter systems, IEEE Communications Surveys & Tutorials. The Electronic

Magazine of Original Peer-Reviewed Survey Articles 10 (2008), 6–19.

[109] ISO International Standards Insistute, www.iso.org.

[110] Internet Society (ISOC), A brief history of the Internet, can be found online

at http://research.microsoft.com/users/padmanab/CSE561/papers/internet-

history.htm.

[111] A. Jaquith, The security of applications: Not all are created equal, Research

report, at Stake, 2002, can be found at: www.netsourceasia.net.

[112] N. Jarvis, E-commerce and encryption: Barriers to growth, Computers &

Security 18 (1999), no. 5, 429–431.

[113] X. Jiang, J. Hong, and J. Landay, Approximate information flows: Socially-

based modeling of privacy in ubiquitous computing, Lecture Notes in Computer

Science, UbiComp 2002: Ubiquitous Computing : 4th International Confer-

ence, Gteborg, Sweden, Springer Berlin / Heidelberg, 2002.

[114] R. Johnson and A. Onwuegbuzie, Mixed methods research: A research para-

digm whose time has come, Educational Researcher 33 (2004), no. 7, 14–26.

331



[115] P. Jones, P. Beynon-Davies, and E. Muir, E-business barriers to growth within

the SME sector, Journal of Systems & Information Technology 7 (2003), no. 1–

2, 1–26.

[116] S. Jones, M. Wilikens, P. Morris, and M. Nasera, Trust requirements in e-

business, Communications of the ACM 43 (2000)), no. 12, 81–87.

[117] J. Joshi, W. Aref, A. Ghafoor, and E. Spafford, Security models for web-based

applications, Communications of the ACM 44 (2001), no. 2, 38–44.

[118] P. Jungck and S. Shim, Issues in high speed Internet security, Computer 37

(2004), no. 7, 36–42.

[119] S. Katsikas, J. Lopez, and G. Pernul, Trust, privacy and security in e-business:

Requirements and solutions, Lecture Notes in Computer Science 3746 (2005),

548–558.

[120] R. Kauffman and C. Wood, Revolutionary research strategies for e-business:

A philosophy of science view in the age of the Internet, Economics, Infor-

mation Systems, and Electronic Commerce Research: Advanced Empirical

Methodologies (R. J. Kauffman and P. A. Tallon (Eds.), eds.), Advances in

Management Information Systems Series, M. E. Sharpe, Armonk, NY, 2007.

[121] H. Klein and M. Myers, A set of principles for conducting and evaluating

interpretive field studies in Information Systems, MIS Quarterly 23 (1999),

no. 1, 67–94.

[122] M. Klein, H. Sayama, P. Faratin, and Y. Bar-Yam, A complex systems perspec-

tive on computer-supported collaborative design technology, Communications

of the ACM 45 (2002), no. 11, 27–31.

[123] K. Knorr and S. Rohrig, Security requirements of e-business processes, To-

wards the E-Society: First IFIP Conference on E-Commerce, E-Business,

and E-Government; Zurich, Switzerland, Oct. 4-5, 2001 (B. Schmid,

K. Stanoevska-Slabeva, and V. Tschammer, eds.), Kluwer Academic Pub-

lishers, Norwell, MA, 2001, pp. 73–86.

332



[124] N. Komninos, D. Vergados, and C. Douligeris, Authentication in a layered se-

curity approach for mobile ad hoc networks, Computers & Security 26 (2007),

373–380.

[125] I. Koskosas and R. Paul, A socio-organisational approach to Information Sys-

tems security risks, International Journal of Risk Assessment and Management

(IJRAM) 4 (2003), no. 2/3.

[126] B. Ksiezopolski and Z. Kotulski, Adaptable security mechanisms for dynamic

environments, Computers & Security 26 (2007), no. 3, 246–255.

[127] M. Kutter and F. Hartung, Introduction to Watermarking Techniques, In-

formation hiding techniques for steganography and digital watermarking

(S. Katzenbeisser and F. Petitcolas, eds.), 2000.

[128] S. Kwok, C. Yang, and K. Tam, Intellectual property protection for electronic

commerce applications, Journal of Electronic Commerce Research 5 (2004),

no. 1.

[129] D. Lacey, Inventing the future—the vision of the Jericho Forum, Information

Security Technical Report 10 (2005), 186–188.

[130] Y. Lai, A. Motter, T. Nishikawa, K. Park, and L. Zhao, Complex networks:

Dynamics and security, Pramana 64 (2005), no. 4, 483–502.

[131] C. Landwehr, Formal methods for computer security, Computing Surveys 13

(1981), no. 3.

[132] , Computer security, IJIS, Springer-Verlag (2001), Published online 27

July 2001.

[133] K. Laudon and J. Laudon, Information Systems and the Internet, 4th ed.,

Dryden Press, 1998.

[134] B. Leiner, V. Cerf, D. Clark, R. Kahn, L. Kleinrock, D. Lynch, J. Postel,

L. Roberts, and S. Wolff, The past and future history of the Internet, Com-

munications of the ACM 40 (1997), no. 2, 102–108.

333



[135] M. Lejk and D. Deeks, Systems Analysis Techniques, 2nd ed., Addisson-

Wesley,Pearson Education Limited, 2002.

[136] F. Leymann, D. Roller, and M.-T. Schmidt, Web services and business process

management, IBM Systems Journal 41 (2002), no. 2, 1015–1019.

[137] I. Lim and I. Carastan, Information Security Management Handbook, 5th

ed., ch. System DevelopmentSecurity Methodology, pp. 1221–1234, Auerbach,

2004.

[138] A. Lindsay, D. Downs, and K. Lunn, Business processes—attempts to find a

definition, Information and Software Technology (45) (2003), 1015–1019.

[139] A. Liska, The Practice of Network Security—Deployment Strategies for Pro-

duction Environment, Prentice Hall PTR, Pearson Education Inc., 2003.

[140] M. Lissack, Complexity: The science, its vocabulary and its relation to organ-

isations, Emergence - A Journal of Complexity Issues in Organisations and

Management 1 (1999), no. 1, 110–126.

[141] R. Lister, Mixed methods: Positivists are from Mars, constructuvusts are from

Venus, Inroads—The SIGCSE Bulletin 37 (2005), no. 4, 18–19.

[142] Q. Liu, R. Safavi-Naini, and N. Sheppard, Digital rights management for con-

tent distribution, ACSW Frontiers ’03: Proceedings of the Australasian infor-

mation security workshop conference on ACSW frontiers 2003 (Darlinghurst,

Australia, Australia), Australian Computer Society, Inc., 2003, pp. 49–58.

[143] J. Lockwood, D. Moscola, J. Reddick, M. Kulig, and T. Brooks, Application

of hardware accelerated extensible network nodes for Internet worm and virus

protection, Active Networks, Lecture Notes in Computer Science, Springer

(2004), 44–57.

[144] H. Lucas, Information Systems Concepts for Management, 2nd, international

students edition ed., McGraw-Hill, 1984.

334



[145] V. Luoma, Computer forensics and electronic discovery: The new management

challenge, Computers & Security 25 (2006), 91–96.

[146] K. Lyytinen, Empirical research in Information Systems: On the relevance of

practice in thinkingof is research, MIS Quarterly 23 (1999)), no. 1, 25–28.

[147] J. Mahoney and J. Pandian, The resource-based view within the conversation

of strategic management, Strategic Management Journal 13 (1992), 363–380.

[148] L. May and T. Lane, A model for improving e-security in Australian univer-

sities, Journal of Theoretical and Applied Electronic Commerce Research 1

(2006), no. 2, 90–96.

[149] C. Mayers, Access infrastructure—Perimeter Security rethought, Information

Security Bulletin 9 (2004), 371–378.

[150] J. McCumber, Assessing and Managing Security Risk in IT Systems, Auer-

bach Publications, 2005.

[151] P. McDaniel and A. Rubin, Web security (editorial), Computer Networks 48

(2005), no. 5, 697–699.

[152] J. McLean, Security models and information flow, Research in Security and

Privacy. IEEE, 1990.

[153] N. Mead and T. Stehney, Security Quality Requirements Engineering

(SQUARE) methodology, SESS ’05: Proceedings of the 2005 workshop on Soft-

ware engineering for secure systems-building trustworthy applications (New

York, NY, USA), ACM Press, 2005, pp. 1–7.

[154] N. Melville, K. Kraemer, and V. Gurbaxani, Information technology and

organisational performance: An integrative model of it business value, MIS

Quarterly 28 (2004)), no. 2.

[155] N. Memon and P. Wong, Protecting digital media content, Communications

of the ACM 41 (1998), no. 7, 35–43.

335



[156] S. Mercado, R. Welford, and K. Prescot, European Business, 4th ed., Prentice

Hall, Financial Times, 2001.

[157] M. Mitchell, Complex systems: Network thinking, Artificial Intelligence. Spe-

cial Review Issue 170 (2006), 1194–1212.

[158] J. Moffett, C. Halley, and B. Nuseibeh, Core security requirements artefacts,

ISSN 1744-1986 2004/23, Departmenet of Computing, Faculty of Mathematics

and Computing, The Open University, Walton Hall, Milton Keynes, MK7

6AA, UK, 2004.

[159] A. Moser, C. Kruegel, and E. Kirda, Exploring multiple execution paths for

malware analysis, IEEE Symposium on IEEE Symposium on Security and

Privacy (SP ’07) (2007), 231–245.

[160] H. Mouratidis, Secure Information Systems engineering: A manifesto, Inter-

national Journal on Electronic Security and DIgital Forensics 1 (2007), no. 1,

27–41.

[161] H. Mouratidis, P. Giorgini, and G. Manson, Integrating security and systems

engineering: Towards the modelling of secure Information Systems, CAiSE,

LNCS 2681, 2003, pp. 63–78.

[162] T. Mowbray and R. Zahavi, The essential CORBA: System integration using

distributed objects, John Wiley and Object Management Group., 1995.

[163] M. zur Muehlen and M. Rosemann, Multi-paradigm process management, Pro-

ceedings of CAiSE’04 Workshops - 5th Workshop on Business Process Mod-

eling, Development and Support (BPMDS 2004) (Riga, Latvia), 2004.

[164] M. Myers, Qualitative research in Information Systems, MIS Quarterly 21

(1997 (updated 2002)), no. 2, 241–242.

[165] , Investigating Information Systems with ethnographic research, Com-

munications of the Association for Information Systems 2 (1999).

336



[166] F. Nabi, Secure business application logic for e-commerce systems, Computers

& Security 24 (2005), no. 3, 208–217.

[167] A. Narayanan and V. Shmatikov, How to break anonymity of the Netflix

prize dataset, The University of Texas at Austin (2007), can be found at

http://www.cs.utexas.edu/s̃hmat/shmat netflix-prelim.pdf.

[168] NCSL, National Conference of State Legislatures

can be found at http://www.ncsl.org/programs/lis/cip/cyberterrorism.htm.

[169] S. New, Supply chains: Construction and legitimation, Understanding Supply

Chains (S. New and R. Westbrook, eds.), Oxford University Press, 2004.

[170] E. Ngai and F. Wat, A literature review and classification of electronic com-

merce research, Information & Management 39 (2002), 415–429.

[171] NSTISSI, No. 4009, Tech. report, National Information Systems Security (IN-

FOSEC) Glossary, 1999.

[172] J. O’Connor and I. McDermot, The Art of Systems Thinking— essential skills

for creativity and problem solving, Thorsons, 1997.

[173] W. Orlikowski, The duality of technology: Rethinking the concept of technology

in organisations, Organisation Science 3 (1992), no. 3, 398–427, Focused Issue:

Management of Technology.

[174] W. Orlikowski and J. Baroudi, Studying information technology in organiza-

tions: Research approaches and assumptions, Information Systems Research

2 (1991), 1–28.

[175] M. Osborne, How to cheat at Managing Information Security, Syngress Pub-

lishing, Inc., 2006.

[176] A. Osterwalder and Y. Pigneur, An e-business model ontology for modeling e-

business, 15th Bled Electronic Commerce Conference e-Reality: Constructing

the e-Economy, June 2002, pp. 73–86.

337



[177] S. Pahnila, M. Siponen, and A. Mahmood, Employees’ behavior towards IS

security policy compliance, Proceedings of the 40th Hawaii International Con-

ference on System Sciences (2007).

[178] G. Palmer, De-perimeterisation: Benefits and limitations, Information Secu-

rity Technical Report 10 (2005), 189–203.

[179] P. Palvia, E. Mao, A. Salam, and K. Soliman, Management Information Sys-

tems research: Whats there in a methodology?, Communications of the AIS

11 (2003), no. 16.

[180] T. Parker, A Secure European System for Applications in a Multi-vendor En-

vironment (the SESAME project), (1993), 139–156.

[181] A. Pateli and G. Giaglis, A framework for undestanding and analysing

e-business models, 16th Bled Electronic Commerce Conference—

eTransformation (CD-ROM Proceedings), 2003.

[182] R. Paula, X. Ding, P. Dourish, K. Nies, B. Pillet, D. Redmiles, J. Ren, J. Rode,

and R. Filho, In the eye of the beholder: A visualization-based approach to In-

formation System security, International Journal of Human-Computer Studies

63 (2005), no. 2, 5–24.

[183] T. Peltier, Information Security Policies and Procedures. A Practitioner’s Ref-

erence, 2nd edition ed., Auerbach publications, 2004.

[184] T. Peltier, J. Peltier, and J. Blackley, Information Security Fundamentals,

Auerbach Publications, CRC Press LLC, 2005.

[185] E. Penrose, Limits to the growth and size of firms, The American Economic

Review. Papers and Proceedings of the Sixty-seventh Annual Meeting of the

American Economic Association 45 (1955), 531543.

[186] S. Petter and M. Gallivan, Toward a framework for classifying and guiding

mixed method research in Information Systems, Proceedings of the 37th In-

ternational Conference on System Sciences - IEEE, 2004.

338



[187] C. Poirier and M. Bauer, E-Supply Chain, Berrett-Koehler Publishers, Inc.,

2001.

[188] A. Pons and H. Aljifri, An active watermarking system, IACIS, Issues in In-

formation Systems (2002).

[189] , Data protection using watermarking in e-business, Journal of Data-

base Management 14 (2005), no. 4.

[190] M. Porter, Competitive advantage. creating and sustaining superior perfor-

mance, Free Press, 1998.

[191] , Strategy and the Internet, Harvard Business Review (2001).

[192] M. Porter and V. Millar, How information gives you a competitive advantage,

Harvard Business Review 63 (1985), 149–161.

[193] F. Pottier and V. Simonet, Information flow inference for ML, ACM Trans-

actions on Programming Languages and Systems 25 (2003), no. 1, 117–158.

[194] M. Preda, M. Christodorescu, S. Jha, and S. Debray, A semantics-based ap-

proach to malware detection, POPL ’07: Proceedings of the 34th annual

ACM SIGPLAN-SIGACT symposium on Principles of programming lan-

guages (New York, NY, USA), ACM, 2007, pp. 377–388.

[195] J. Rees, S. Bandyopadhyay, and E. Spafford, PFIRES: A Policy Framework

for Information Security, Communications of the ACM 46 (2003), no. 7, 101–

106.

[196] M. Reith, C. Carr, and G. Gunsch, An examination of digital forensic models,

International Journal of Digital Evidence 1 (Fall 2002), no. 3.

[197] A. Rudolf and R. Pirker, E-business testing: User perceptions and performance

issues, APAQS ’00: Proceedings of the The First Asia-Pacific Conference

on Quality Software (APAQS’00) (Washington, DC, USA), IEEE Computer

Society, 2000, p. 315.

339



[198] J. Rust, Corporate management of computer forensic evidence, InfoSecCD ’06:

Proceedings of the 3rd annual conference on Information security curriculum

development, 22–23 September 2006, pp. 175–178.

[199] A. Sabelfeld and A. Myers, Language-based information-flow security, IEEE

Journal on Selected Areas in Communications 21 (2003), no. 1, 5–19.

[200] R. Sandhu, Good enough security—toward a pragmatic business-driven disci-

pline, IEEE Internet Computing (2003).

[201] SANS Institute, http://www.sans.org/.

[202] M. Saunders, P. Lewis, and A. Thornhill, Research methods for business stu-

dents, 2nd ed., Prentice Hall, 2000.

[203] R. Schifreen, Defeating the Hacker, John Wiley & Sons Ltd, 2006.

[204] B. Schneier, Applied Cryptography, John Wiley & Sons, 1996.

[205] , Secrets and Lies, Wiley Publishing, Inc., 2004.

[206] G. Schryen, The impact that placing email addresses on the Internet has on

the receipt of spam: An empirical analysis, Computers & Security 26 (2007),

361–372.

[207] M. Schumacher, E. Fernandez-Buglioni, D. Hybertson, F. Buschmann, and

P. Sommerlad, Security Patterns - Integrating Security and Systems Engi-

neering, John Willey & Sons, 2006.

[208] SearchSecurity.com, Definitions.

http://searchsecurity.techtarget.com/sDefinition/0,,sid14 gci771061,00.html.

[209] J. Sherwood, A. Clark, and D. Lynas, Enterprise Security Architecture: A

Business-Driven Approach, CMP Books, 2005.

[210] P. Simmonds, Users fight back by breaking the boundaries, Network Security

(2005), no. 6, 4–6.

340



[211] J. Sinclaire, Current research in information security and privacy, Proceedings

of the 2005 Southern Association of Information Systems Conference, 2005.

[212] M. Siponen, An analysis of the traditional IS security approaches: implications

for research and practice, European Journal of Information Systems 14 (2005),

303–315.

[213] , Information security standards focus on the existence of process, not

its content, Communications of the ACM 49 (2006), no. 8, 97–100.

[214] , Secure-System design methods: Evolution and future directions, IT

Professional, IEEE 8 (2006), no. 3, 40–44.

[215] M. Siponen and H. Oinas-Kukkonen, A review of information security issues

and respective research contributions, ACM SIGMIS 38 (2007), no. 1, 60–80.

[216] R. Slade, Dictionary of Information Security, Syngress, 2006.

[217] J. Sluiter, Services Oriented Architecture security and deperimeterisation, In-

formation Security Bulletin 11 (2006), no. 1, 65–72.

[218] H. Smith and P. Fingar, Business Process Management: The Third Wave,

Meghen-Kiffer Press, 2003.

[219] S. Smith, R. Jamieson, and D. Winchester, An action research program to

improve Information Systems security compliance across government agencies,

Proceedings of the 40th Hawaii International Conference on System Sciences,

IEEE, 2007.

[220] B. von Solms and R. von Solms, The 10 deadly sins of information security

management, Computers & Security 23 (2004), 371–376.

[221] R. von Solms and S.(Basie) von Solms, Information security governance: Due

care, Computers & Security 25 (2006), 494–497.

[222] R. Stanton, Inside out security: De-perimeterisation, Network Security 2005

(2005), no. 4, 4–6.

341



[223] P. Stephenson, Ensuring consistent security implementation within a distrib-

uted and federated environment, Computer Fraud & Security 2006 (2006),

12–14.

[224] J. Sterman, Learning in and about complex systems, System Dynamics Review

10 (1994), no. 2–3, 291–330.

[225] G. Stoneburner, A. Goguen, and A. Feringa, Risk management guide for In-

formation Technology systems, NIST—National Institute of Standards and

Technology, October 2001.

[226] D. Straub and Welke R., Coping with systems risk: Security planning models

for management decision making, MIS Quarterly 22 (1998), no. 4, 441–469.

[227] S. Strogatz, Exploring complex networks, Nature 410 (2001), 268–276.

[228] X. Su, D. Bolzoni, and P. van Eck, Understanding and specifying information

security needs to support the delivery of high quality security services, Emerg-

ing Security Information, Systems, and Technologies, 2007. SecureWare 2007,

2007, pp. 107–114.

[229] F. Swiderski and W. Snyder, Threat Modeling, Microsoft Press, 2004.

[230] D. Tapscott D.and Ticoll, The Naked Corporation: How the Age of Trans-

parency Will Revolutionise Business, Dow Jones & Company, Inc., 2003.

[231] TechEncyclopedia, http://www.techweb.com/encyclopedia/defineterm.jhtml?term=cracker.

[232] O. Tettero, Intrinsic Information Security. Embedding Security Issues in the

Design Process of Telematics Systems, Telematics Institute Fundamental Re-

search Series, No. 006(TI/FRS/006), 2000.

[233] M. Theoharidou, S. Kokolakis, and E. Kiountouzis, The insider threat to In-

formation Systems and the effectiveness of ISO 17799, Computers & Security

24 (2005), 472–484.

[234] B. Thuraisingham, Directions for security and privacy for semantic e-business

applications, Communications of the ACM 48 (2005)), no. 12, 71–73.

342



[235] A. Toval, J. Nicols, B. Moros, and F. Garca, Requirements reuse for improv-

ing Information Systems security: A practitioner’s approach, Requirements

Engineering 6 (2002), no. 4, 205–219.

[236] J. Tregear, Risk assessment, Information Security Technical Report 6 (2001),

no. 3, 19–27.

[237] T. Tsiakis and G. Stephanides, The concept of security and trust in electronic

payments, Computers & Security 24 (2005), no. 1, 10–15.

[238] , The economic approach of information security, Computers & Secu-

rity 24 (2005), 105–108.

[239] D. Verdon and G. McGraw, Risk analysis in software design, IEEE Security

& Privacy (2004), 79–84.

[240] P. Vogt, F. Nentwich, N. Jovanovic, E. Kirda, C. Kruegel, and G. Vigna,

Cross-Site Scripting prevention with dynamic data tainting and static analysis,

In Proceedings of the Network and Distributed System Security Symposium

(NDSS), San Diego, CA, 2007.

[241] M. Wade and J. Hulland, Review:the resource-based view and Information

Systems research:review, extension, and suggestions for future research, MIS

Quarterly 28 (2004)), no. 1, 107–142.

[242] A. Wagner and C. Brooke, Wasting time: The mission impossible with respect

to technology-oriented security approaches, Electronic Journal of Business Re-

search Methods 5 (2007)), 117–124.

[243] J. Wainer, P. Barthelmess, and A. Kumar, W-RBAC—A worklfow security

model incorporating controlled overriding of constraints, International Journal

of Cooperative Information Systems 12 (2003), no. 4, 455–485.

[244] G. Walsham, Globalisation and IT: Agenda for research, Proceedings of the

International Conference on Home Oriented Informatics and Telematics, vol.

173, Kluwer, B.V. Deventer, The Netherlands, 2000, pp. 195 – 212.

343



[245] Z. Walter and G. Scott, Management issues of Internet/Web systems, Com-

munications of the ACM 49 (2006), no. 3, 87–91.

[246] C. Wang, A. Carzaniga, D. Evans, and A. Wolf, Security issues and require-

ments for Internet-scale publish-subscribe systems, Proceedings of the Thirty

Fifth Hawaii International Conference on System Sciences. (HICSS-35), Big

Island, Hawaii, 2002.

[247] H. Wang and C. Wang, Taxonomy of security considerations and software

quality, Communications of the ACM 46 (2003), no. 6, 75–78.

[248] L. Wang and Y. Zeng, The risk identification and assessment in e-buisness,

FSKD 2005, LNAI 3614 (L. Wang and Y. Jin, eds.), Springer-Verlag Berlin

Heidelberg, 2005, pp. 1142–1149.

[249] M. Wang and H. Wang, From process logic to business logic—A cognitive

approach to business process management, Information & Management 43

(2006), 179–193.

[250] W. Wang, A. Bailey, Z. Hidvegi, and A. Whinston, A framework for proac-

tive, automated and continuous e-commerce control and assurance, Goizueta

Business School Papers Series, GBS-DIA-2001-006 (2001).

[251] W. Wang, Z. Hidvegi, A. Bailey, and A. Whinston, E-process design and

assurance using model checking, Computer 33 (2000), no. 10, 48–53.

[252] , Model checking—a rigorous and efficient tool for e-commerce internal

control and assurance, Knowledge Emory, Goizueta Business Library, GBS-

DIA-2001-007 (2001).

[253] W. Wang, Y. Yuan, and N. Archer, A contextual framework for combating

identity theft, IEEE Security and Privacy 4 (2006), no. 2, 30–38.

[254] X. Wang and D. Chen, Research on e-business management thought, Proceed-

ings of the ICEC’05, Xi’an, China (New York, NY, USA), ACM Press, August

2005, pp. 804–806.

344



[255] J. Wareham, J Zheng, and D. Straub, Critical themes in electronic commerce

research: a meta-analysis, Journal of Information Technology 20 (2005), 1–19.

[256] J. Warner and V. Atluri, Inter-instance authorisation constrsints for secure

workflow management, SACMAT’06, ACM, 2006.

[257] G. Wasserman and Z. Su, Sound and precise analysis of web applications for

injection vulnerabilities, Proceedings of the PLDI’07, ACM, 11-13 June 2007.

[258] D. Watts and S. Strogatz, Collective dynamics of ‘small-world’ networks, Na-

ture 393 (1998), 440–442.

[259] Webopedia, http://www.webopedia.com/TERM/C/crack.html.

[260] Webster, Merriam Webster dictionary, online, 2006, http://www.merriam-

webster.com/.

[261] B. Wernerfelt, The resource-based view of the firm: Ten years after, Strategic

Management Journal 16 (1995), 171174.

[262] M. Whitman, Enemy at the gate: threats to information security, Communi-

cations of the ACM 46 (2003), no. 8, 91–95.

[263] , In defense of the realm: understanding the threats to information

security, International Journal of Information Management 24 (2004), no. 1,

43–57.

[264] J. Whitmore, A method for designing secure solutions, IBM Systems Journal

40 (2001), no. 3, 747–768.

[265] Wikipedia, The free encyclopedia.

http://en.wikipedia.org/wiki/Business process.

[266] N. Williams, E-business security issues for SMEs in a virtual hosting en-

vironment, ISICT ’03: Proceedings of the 1st international symposium on

Information and communication technologies, Trinity College Dublin, 2003,

pp. 357–364.

345



[267] I. Woon and A. Kankanhalli, Investigation of IS professionals intention to

practise secure development of applications, International Journal of Human-

Computer Studies 65 (2007), no. 1, 29–41.

[268] R. K. Yin, Case Study Research, Design and Methods, 2nd ed., Sage Publica-

tions, 1994.

[269] L. Yu and X. He, An information flow based security model for Linux clus-

ters, Proceedings of the 2005 High Availability and Performance Computing

Workshop, Santa Fe, New Mexico, October 2005, CD format.

[270] S. Zdancewic, Challenges for information-flow security, Proceedings of the

First International Workshop on Programming Language Interference and De-

pendence (PLID), Verona, Italy, August 2004.

[271] K. Zhu, Information transparency of business-to-business electronic markets:

A game-theoretic analysis, Management Science 50 (2004), no. 5, 670–685.

[272] K. Zhu and K. Kraemer, Post-adoption variations in usage and value of e-

business by organizations: Cross-country evidence from the retail industry,

Information Systems Research 16 (2005), no. 1, 61–84.

[273] C. Zirpins, H. Weinreich, A. Bartelt, and W. Lamersdorf, Advanced concepts

for next generation portals, Proceedings of the 12th International Confer-

ence on Database and Expert Systems Applications, Munich, Germany, 2001,

pp. 501–506.

[274] A. Zuccato, Holistic security management framework applied in electronic

commerce, Computers & Security 26 (2007), 256–265.

346


