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Abstract
This thesis is concerned with a new approach to Information Systems Security management for an e-business organisation.
One of the characteristics of a modern organisation (and especially of an ebusiness organisation) is the distribution of organisational resources and assets.
Management of resources is also distributed between various hierarchical functions.
With the move to an e-business mode, the number of users involved in business
operations has increased, and these users (both inside and outside the organisation) need access to the organisation’s information. Hence, the organisational IT
perimeter has necessarily become much more frequently and easily crossed. Thus
the modern business environment makes the effectiveness of the perimeter security
approach highly questionable.
The challenge addressed here is to develop a model for e-business security that
provides an alternative approach to both the way security is viewed and the way it
is designed and managed. The new paradigm (approach) for e-business organisation
security suggested here is a business-process oriented security paradigm.
The design of the novel paradigm and the development of the methodology rest
on the belief that modern business and technological systems are complex dynamic
systems. Security will then be achieved by focusing on a specified set of security
requirements, and by securing the business logic and individual information flows
of an e-process.
Using the new security paradigm, a methodology for its implementation is presented, in the form of an e-Business Process Security Methodology (eBPSM),
which identifies and describes the sequence of the phases that should be performed.
Each phase is defined in terms of the level of the organisational hierarchy, professionals, tasks, outcomes, and phase specifics. The methodology was tested on a real-life
case study of an aviation company. The company and its Information Systems were
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analysed, and the online ordering process served as the basis for a test implementation of the newly suggested methodology. An evaluation of the methodology and
opinions on its feasibility were provided by information security professionals from
academia and industry.
The research is expected to contribute to both business and academia, both at
a practical and a theoretical level. There are four main novel aspects of the work
described in this thesis:
1. a new business process-based security paradigm is proposed;
2. modern business and technological systems are approached as complex dynamic systems;
3. an approach to information security design and management is proposed that
focuses on business logic and the information flows of an e-process;
4. a new set of information security requirements is suggested.
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Terminology and definitions
0.1

General concepts

Business process is a sequence of predefined, rationally coordinated and directed
decisions and actions, meeting one of the strategic or tactical goals of the
business by creating a valuable output, i.e. products, goods, services, ideas, or
decisions (section 5.1).
Complex Systems are systems with interdependent parts [16].
Interdependence exists in systems in which behaviour cannot be identified by
just considering each of the parts and combining them; instead the way in
which the relationships between the parts affect the behaviour of the entire
system must be considered [16].
Management functions include planning, organising, leading, and controlling
[133].
Managing is the process of using business resources to accomplish goals, coordinate
the work of many workers, and establish criteria for measuring progress toward
established goals [133].
Methodology A recommended series of steps and procedures based on some philosophical view and to be followed in the course of developing an (information)
system. A methodology must be based on a specific philosophy, otherwise it
is merely a method [14].
Model A simplified but practical description of how something works [172].
Modelling Creating a model for the purposes of understanding. Often used to
describe computer simulations of systems [172].
Non-linearity generally refers to a situation that has a disproportionate cause and
effect [265].
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Non-linear System is a system whose behaviour is not expressible as a linear
function of its input and state variables [265].
Paradigm A philosophical and theoretical framework of a scientific school or discipline within which theories, laws, and generalisations, and experiments performed in support of them, are formulated; a philosophical or theoretical
framework of any kind [260].
Research method A strategy of inquiry which moves from underlying philosophical assumptions to research design and data collection [164].
State of the art is the highest level of development, as of a device, technique, or
scientific field, achieved at a particular time [265].
System is a collection of mutually affecting elements, operating together to achieve
a mutual goal.
Technique is a way of performing a particular activity in a development process;
any particular methodology may recommend techniques to carry out activities
[14].
Tools are artefacts used in the systems development process [14].

0.2

Information Systems, Information Systems Security, and Information Technology

Access control is a process whereby access to the resources of a system is limited
to authorised users, programs, processes, or other systems [216].
Accountability is an ability to map a given activity or event back to the responsible party [184].
Availability refers to the state when the system, resources, and data are in the
place needed by the user, at the time the user needs them, and in the form
the user needs [216].
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Attack is the act of trying to bypass security controls on a system; the degree
of success of an attack depends on the vulnerability of the system and the
effectiveness of countermeasures [216].
Backdoor refers to a hidden software or hardware mechanism that can be triggered
to permit the circumvention of system protection mechanisms. This can give
unusually high, or even full, access to the system either without an account
or from a normally restricted account [216].
Brute force attack is a methodology whereby all possible options are used in
turn, usually in a programmed sequence, such as attempting to use all possible
passwords or decryption keys [216].
Buffer overflow arises from a common programming error in which input is not
checked for length. Excessive input may overflow the memory allotted and,
if not discarded, may create a situation where the program can be forced to
execute arbitrary code or switch operational control to an arbitrary location
[216].
Business Continuity Plan is a plan of actions and associated preparations directed toward the immediate recovery of systems critical to the function of
the business, allowing the business to operate in the temporary absence of
important systems; activities related to preparation and maintenance of such
a plan are usually referred to as business continuity management [216].
Capability Maturity Model was originally developed at Carnegie-Mellon University; the concept of maturity is applied to software, security and business
processes [216].
Confidentiality refers to the holding of sensitive data in confidence, limiting access
to an appropriate set of individuals [216].
Cookies are small pieces of data intended to maintain state between web browser
accesses to a web site [216], containing information used by the server on the
next occasion that the client calls [89].
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Cracker is a person who breaks into a computer system without authorisation,
whose purpose is to do damage (destroy files, steal credit card numbers, plant
viruses, etc.). Because a cracker uses low-level hacker skills to do cracking,
the terms ‘cracker’ and ‘hacker’ have become synonymous, with the latter
becoming the more widely used term [231].
Cracking (1) Breaking into a computer system. The term was coined in the mid80s by hackers who wanted to differentiate themselves from individuals whose
sole purpose is to evade security systems. (2) Copying commercial software
illegally by breaking (cracking) the copy-protection and registration techniques
being used [259].
Cross-Site Scripting (XSS) is an attack against web applications in which scripting code is injected into the output of an application that is then sent to a
user’s web browser. In the browser, this scripting code is executed, and can
be used to transfer sensitive data to a third party (i.e., the attacker) [240].
Customer Relationship Management is an approach to building and sustaining long-term business dealings with customers [46].
Cyberterrorism is the use of information technology by terrorist groups and individuals to further their agenda. This can include use of information technology to organise and execute attacks against networks, computer systems and
telecommunications infrastructures, or to exchange information or to make
threats electronically. Examples of such attacks include hacking into computer systems, introducing viruses into vulnerable networks, web site defacing,
denial-of-service attacks, or terrorist threats made via electronic communication [168].
According to the U.S. Federal Bureau of Investigation, cyberterrorism is any
‘premeditated, politically motivated attack against information, computer systems, computer programs, and data which results in violence against noncombatant targets by sub-national groups or clandestine agents.’ [208].
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De-Militarised Zone is a way of separating sensitive information from that designed to be publicly available; also known as a perimeter network [139].
Denial of Service (DoS) is a form of attack in which legitimate access is prevented or impeded as a result of activities originating from unauthorised parties [79]; DoS refers to attempts to block availability [25].
A DoS is any action that causes unauthorised delay in access to a service.
More specifically, DoS refers to an action that does not necessarily destroy
data or resources, but prevents access or use [216].
Dictionary attack is a type of brute force attack, refined by the assumption that,
for example, passwords are more likely to be real words than random character
strings, and so involves trying only words found in a dictionary file or other
common source [216].
Digital forensics is an umbrella term for all forms of research and analysis of computers and computer use directed at obtaining evidence of intrusion, attack,
or wrongdoing. Three major fields of digital forensics are computer forensics,
forensic programming, and network forensics [216].
Digital watermarking is a technique for inseparably embedding unobtrusive marks
or labels in digital data, and for detecting or extracting the marks later [216].
Disaster Recovery Plan is a plan directed toward the resumption of business and
the recovery of systems after catastrophic loss of important systems; such a
plan is generally concerned with longer time frames than a business continuity
plan [216].
Distributed Denial of Service is a form of network denial of service attack in
which a master computer controls a number of client computers in order to
flood the target (or victim) with traffic, using backdoor agent, client, or zombie
software on a number of client machines [216].
Domain Name System (DNS) is a distributed, hierarchical global directory that
translates machine/domain names to numeric IP addresses. The Domain
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Name System infrastructure consists of 13 root servers at the top layer, toplevel domain (TLD) servers (.com and .net), and country code top-level domains (.us, .uk, and so on) as the lower layers. As a result of its ability to
map human memorable names to numerical addresses, its distributed nature,
and its robustness, DNS has evolved into a critical component of the Internet
[47].
Domain Name System hacking is an attack on the DNS infrastructure that has
the potential to affect a large portion of the Internet [47].
Domain Name System spoofing refers to misuse of the Domain Name Service
name of another system by either corrupting the name service cache of a victim
system, or by compromising a domain name server for a valid domain [216].
Due care refers to actions undertaken to provide proper, just, required and sufficient care, so far as the circumstances demand; the absence of negligence.
That degree of care a prudent person can be expected to exercise to avoid
harm that is reasonably foreseeable if such care is not taken [216]. The care
that an ordinarily reasonable and prudent person would use under the same
or similar circumstances [221].
Due diligence is proof (usually documented) that due care has been exercised
[216].
E-business is a business that performs its supply chain activities by means of electronic processes only, using Internet-based Information Technology for integration of, and cooperation and interaction with, its supply chain participants’
webs and business processes (chapter 3.1).
Encryption is a process that transforms a message (a plaintext) into apparently
random data (ciphertext), such that the message can be only extracted by
those in possession of an appropriate key [216].
Enterprise Resource Planning (is a collective name for) software providing integrated support for major business functions such as production, distribution,
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sales, finance, and human resource management [46].
E-process is a predefined set of information flows regulated by certain states and
capabilities, creating a valuable output according to a particular design dictated by specific business logic (chapter 5.3).
Exploitation of implementation errors is an attack taking advantage of the
weaknesses that exist in a system because of errors in development, which are
not consistent with security policy requirements (chapter 4.2).
Firewall is a system that enforces a boundary between two or more networks, with
the ability to permit or deny the passage of data according to a predefined
security policy [79].
Fraud is an intentional perversion of truth for the purpose of obtaining some benefit
or resource from the person in control of it [216].
Hacker is someone, skilled or unskilled, who breaks security systems [216]. Whereas
the aim of a cracker is to cause damage to systems, hackers are typically more
interested in gaining knowledge about computer systems and possibly using
this knowledge for their own amusement. Although hackers argue that there
is a big difference between what they do and what crackers do, the mass media
has failed to understand the distinction, and so the terms hack and crack are
often used interchangeably [259].
Harassment refers to sending unwanted threatening or injurious messages to a
victim, either in person or through a medium such as email [62].
Identity theft is the use of personal information to impersonate someone, usually
for the purpose of fraud [216].
Impersonation is synonymous with spoofing [216].
Information assurance encompasses both information security and defensive information warfare [62].
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Information Flow refers to digitally expressed business-related and/or technologyrelated information, transmitted between two process agents in order to execute a specific predefined part of an e-process, or to support a specific predefined action between the two process agents (section 6.1).
Information security is primarily concerned with protecting owned resources against
errors, accidents, and natural disasters as well as intentional acts [62].
Information System is a system using Information Technology that is designed
to produce information that can be used to support the activities of managers
and other workers [46].
Information System Security is a set of actions and measures that enable an
information system to meet the defined security requirements, and to operate
in a reliable manner (section 4.17.1).
Information Systems Security management is the process of using business
resources for planning, organising, leading, and controlling the security of an
information system and ensuring its reliable operation (section 4.17.2).
Information Technology includes hardware, software, storage, and communication technologies [133].
Insider attack is an attack involving an employee or other trusted individual,
generally one with greater than normal access rights [216].
Integrity involves maintaining the accuracy and reliability of information and systems, and preventing unauthorised modification of data, thereby ensuring that
data is correct as defined by the process designer [98, 232].
International Air Transport Association (IATA) is the governing body that
creates regulations for international air transport, including those controlling
the transport of dangerous goods. IATA represents some 265 airlines comprising 94% of international scheduled air traffic (source: http://www.iata.org/index.htm).
Internet is a medium for collaboration and interaction between individuals and
their computers without regard to geographic location [134].
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Internet Service Provider is a company that provides access to the Internet
[266].
Intruder is a person or organisation whose motivation to enter an e-business organisation portal is for an activity that will violate the security policy of an
e-business organisation information system and/or the other participants (section 8.3.2).
Intrusion Detection System is an automated system for alerting operators to a
penetration or other contravention of a security policy [216].
Intrusion Prevention System is a second-generation Intrusion Detection System that either prevents attacks or interacts with an external system to mitigate threats [33].
IP address is a unique numeric address used to identify a specific machine on the
Internet [79].
Keystroke logger is a type of keystroke monitor, e.g. as employed by malware
[216].
Keystroke monitor is a device or system that records every key struck by a user
[216].
Malware is a collective term for the many varieties of deliberately malicious software, including viruses, Trojan Horses, worms, tracking cookies, rootkits, etc.
[79, 216].
Masquerade is synonymous with spoofing [216].
Maturity is based on the Capability Maturity Model (CMM); the concept of maturity is introduced by defining five maturity levels which include:
1. initial (chaotic, immature);
2. repeatable (disciplined, capable);
3. defined (documented, consistent);
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4. managed (predicted);
5. optimising (constant improvement).
[216].
Negligence refers to a failure to apply due care [221].
Net espionage (netspionage) is network-enabled espionage [29].
Network Access Control refers to technology that provides control over access
to a network [265].
Noninterference model is a computer systems model that prevents one user from
interfering with the resources owned, or processing performed, by another
[216].
Non-repudiation is a service that enables the participant in a communications
session to prevent another party in the session from denying having taken a
particular action (e.g., having sent or received a message) [65].
Orange Book is an alternative name for one of the Rainbow Series of the US Department of Defense Trusted Computer Security Evaluation Criteria, derived
from the colour of the cover of the printed manual [216].
Packet sniffing refers to a type of traffic monitoring used by an attacker to gather
information about a network [139].
Password sniffers are programs that listen to network traffic and extract packets
containing passwords or other security-relevant information [89].
Phishing is a technique involving the posting of fraudulent messages to a number
of people via spam or other general posting, and/or asking them to submit
personal and financial information; such information could then be used for
further fraud or identity theft [79, 216].
Portal Value Network is a network that connects all the participants in a specific
e-business (chapter 3.1.2).
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Privacy is the right of individuals to control or influence what information related
to them may be collected, stored and used, and by whom, and to whom, that
information may be disclosed [216].
Rainbow Series is a collective name for the books of the US Department of Defense Trusted Computer Security Evaluation Criteria, derived from the wide
variety of colours used for their covers [216].
Request for Comments The name used for a series for documents published by
the Internet Engineering Task Force. Some of the documents in this series
are so called ‘standards track’ documents, and some of these latter documents
have become binding standards covering the operation of the Internet. The
precise standards status of these documents is not specified in the documents
themselves (which do not change) but is recorded in other documents produced
by the Internet Engineering Task Force.
Risk is the expectation of loss expressed as the probability that a particular threat
will exploit a particular vulnerability with a particular harmful result [216].
Risk analysis is a process that systematically identifies valuable system resources
and threats to those resources, quantifies loss exposures (i.e., loss potential)
based on estimated frequencies and costs of occurrence, and (optionally) recommends how to minimise total exposure [216].
Rootkit is malicious software designed to conceal its presence; the installer of a
rootkit must typically have acquired root privileges [25]. A rootkit has two
purposes: to cover the tracks of the attacker and to gather information about
the server and its users [139]; rootkits operate in an ‘invisible way’, typically
by intervening in transactions between a file management system and a hard
disk, and can thereby hide their presence.
Routing table poisoning refers to the malicious modification, or ‘poisoning’ of
routing tables by maliciously modifying the routing information update packets used by routing protocols. Such an attack can result in wrong entries in
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the routing table and could lead to a breakdown of one or more domains of
the Internet [47].
Security refers to the degree to which an entity is in a correct, safe, trusted, and
reliable mode and that it operates in a care-free way (chapter 4.17.1).
Security control is any technique, technology, activity, or practice that is intended
to protect assets [33].
Security mechanism is a method, tool, or procedure for enforcing a security policy [25].
Security model is a model that represents a particular security policy or set of
policies [25].
Security pattern is a solution to a problem that arises within a specific context.
A pattern for software architecture describes a particular recurring design
problem that arises in a specific design context, and presents a well-proven
generic solution to it. The solution consists of a set of interacting roles that
can be arranged to form multiple concrete design structures, as well as a
process for creating any particular structure [207].
Security perimeter is a boundary at which security controls are in effect in order
to protect assets [216].
Security policy is a set of laws, rules, and practices that regulate how an organisation manages, protects, and distributes sensitive information and other
resources [216]. It is a statement of what is, and what is not, allowed [25].
Semantic web is an evolving extension of the World Wide Web in which the semantics of information and services on the web is defined, making it possible
for the web to understand and satisfy the requests of people and machines to
use web content [265].
Services Oriented Architecture (SOA) is a computer systems architectural approach to the creation and use of business processes that are packaged as
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services throughout their lifecycle. An SOA also defines and provisions the
IT infrastructure that allows different applications to exchange data and participate in business processes. These functions are loosely coupled with the
operating systems and programming languages underlying the applications
[265].
SOAP is a protocol enabling the exchange of XML-based messages over computer
networks, normally using HTTP/HTTPS; originally defined as Simple Object
Access Protocol [265].
SMiShing is a compound of ‘phishing’ and ‘SMS’. SMiShing is a type of phishing
attack in which mobile phone users receive text messages containing a Web
site hyperlink, which, if clicked, downloads malware to the mobile phone. The
term SMiShing was coined by Rayhawk [259].
Sniffers are programs that monitor network traffic; they are used by attackers to
capture data transmitted via a network [216].
Social engineering refers to attacking or penetrating a system by tricking or subverting operators or users, rather than by means of a technical attack. More
generally, it is the use of fraud, spoofing, or other social or psychological measures to induce legitimate users to break security policy [216].
SQL injection is an attack that manipulates parameters that are used in SQL
statements [175].
Spam is electronic ‘junk mail’. In sufficient volume, spam can cause Denial of
Service [216].
Spamming refers to indiscriminately sending unsolicited, unwanted, irrelevant, or
inappropriate messages, especially commercial advertising, in mass quantities
[216].
Spoofing is an attempt to gain access to a system by posing as an authorised user.
It is synonymous with impersonating, masquerading, or mimicking [216].
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Spyware is a type of malware that reports on the contents, status, or operation
of a computer to a remote system or user. More specifically, it usually refers
to modules or functions in software that report to the author, publisher, or
provider of otherwise legitimate software [216].
Standard (1) is a collection of system-specific or procedural-specific requirements
that must be met by everyone. For example, a standard might describe how
to harden a Windows NT workstation for placement on an external (DMZ)
network. Such a standard must be followed exactly if a user wishes to install
a Windows NT workstation on an external network segment [201]; (2) defines
what is to be accomplished in specific terms [183].
Supply Chain Management is the coordination of all supply activities of an
organisation from its suppliers and partners to its customers [46].
Threat is any circumstance or event with the potential to cause harm to a system,
e.g. in the form of destruction, disclosure, modification of data, or Denial of
Service [216].
Trojan Horse is a program that pretends to be something else in order to enter a
system and encourage people to use it, typically resulting in unexpected and
unwanted effects [79].
Virtual Private Network is a restricted-use logical (that is, artificial or simulated) computer network constructed from system resources of a relatively
public, physical network (such as the Internet or the Public Switched Telephone Network), often by using encryption (located at hosts or gateways), and
by tunnelling links of the virtual network across the real network [216].
Virus is (1) a self-replicating and propagating program, usually operating with
some form of input from the user, although generally the user is unaware of
the intent of the virus [216]; (2) a program that modifies other programs to
contain a possibly altered version of itself (attributed to Cohen, although the
actual definition is in mathematical form [216]).
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Vishing is the criminal practice of using social engineering over the telephone system, most often using features facilitated by Voice over IP (VoIP), to gain
access to private personal and financial information from the public for the
purpose of financial reward [265]; it is the telephone equivalent of phishing
[259].
Vulnerability is a weakness in system security procedures, system design, implementation, internal controls, etc., that could be exploited to violate system
security policy; the possibility of an exploit or exposure to a threat, specific
to a given platform [216].
Worm is a replicating program that can spread between systems autonomously,
without the need to infect a carrier in the manner that a virus does [79].
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Chapter 1

Introduction
In this introductory chapter the context of the research described in this thesis
is presented, together with a summary of the main contributions. The chapter is
structured as follows. Section 1.1 provides a general introduction to the subject
matter covered in this thesis. Section 1.2 presents the main challenge addressed by
the thesis, followed by an overview of the purpose and objectives of the research,
the novel paradigm, and the chosen approach to the research in sections 1.3, 1.4
and 1.5, respectively. The main contributions of this thesis are briefly summarised
in section 1.6. Section 1.7 describes the structure and content of the thesis. Finally,
in section 1.8, a list of published articles is provided.

1.1

Prologue

Information security is hard, says Anderson in an article with a similar title [7],
and continues that ‘the management of information security is a much deeper and
more political problem than is usually realised; solutions are likely to be subtle and
partial, while many simplistic technical approaches are bound to fail’. The main
key to understanding the problems that exist in computer security, argues Bishop
[25], is a recognition that the problems involved are not new.
Indeed, the problems are long-standing, but the reality has changed, primarily
because of advances in technology. Technology has always been a central variable
in organisational theory, says Orlikowski [173].
Today, Information Technology (IT) is of fundamental importance to almost all
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organisations. With the arrival of e-commerce and e-business in the late 1990s,
and their growth in the 21st century, the issue of IT security has become acute,
as these new modes of doing business necessitate the use of IT and give very large
numbers of people access to an organisation’s network. According to the European
Commission’s i2010 report1 published in 2008, more than half of all Europeans are
now regular Internet users, and 60% of public services in the EU are fully available
online. The report also reveals that 57% of doctors now send or receive patients’ data
electronically (as compared to 17% in 2002) and 46% of them receive results from
laboratories electronically (11% in 2002), 77% of EU businesses had a broadband
connection in 2007 (62% in 2005) and 77% of them use the Internet for dealing with
banks (70% in 2005). The ‘e-Business Watch’ report in 2006 reveals that 57% of UK
firms place orders for supplies online; 16% use Internet communication systems for
e-sourcing and procurement; 35% accept orders from customers online; about 70%
of firms say that e-business plays a role in their day-to-day operations, and 23% say
it has a significant impact2 . In the US, e-commerce spending increased by 20.1%
from $67.2 billion in January-June 2005 to $80 billion during the same period in
2006, and B2B sales reached about $1.8 trillion in 2004, representing about 20% of
the total of all B2B sales of $9.1 trillion [120].
Network-level security is widely practiced in order to protect organisational internal resources, and the dominant security management approach is what is known
as perimeter security. This notion is designed to protect organisations by limiting
connectivity between the external world and the organisation’s networked resources.
Perimeter security implies the existence of a logical defensive boundary around
specified IT resources.

The goal of securing the perimeter is to prevent mali-

cious/unauthorised users and applications from accessing the company’s IT resources and the various business functions that they support.
One of the characteristics of a modern organisation (and especially of an ebusiness organisation) is the distribution of organisational resources and assets.
Management of resources is also distributed between various hierarchical functions.
1

The Commission’s i2010 report is available at: http://ec.europa.eu/i2010
Source: e-Business Watch (2006), available at:
http://www.ebusiness-watch.org/key reports/documents/EBR06.pdf
2
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Moreover, with the move to an e-business mode, the number of users involved in
these operations has increased, while all these users (both from inside the organisation and from other organisations) need access to the organisation’s information.
Hence, the organisational IT perimeter has necessarily become much more frequently
and easily crossed. Thus the modern business environment makes the effectiveness
of the perimeter security approach highly questionable.
Another important characteristic of the organisational artefacts of human civilisation, including its technology and environmental context, the Internet and World
Wide Web, economic markets, and social networks, is that they are complex systems [16, 130, 157, 224]. ‘The most reliable prediction possible’, says Bar-Yam [16],
‘is that this complexity will continue to increase. . . . The increasing complexity
suggests that there will be a growing need for widespread understanding of complex systems as a counterpoint to the increasing specialisation of professions and
professional knowledge’.
We have divided the universe into parts, says Barabasi [17]. We know how everything works, and we know everything about every single element in the universe, but
then we realised that everything is connected and that reality is complex [17]. In a
complex system the elements inter-relate to and affect each other in many different
ways, because everything is connected by networks (see discussions in [17, 157, 227]).
The security of these networks under random or intentional attacks is of great concern [130]. Failures in the design and implementation of operational and control
systems can be attributed to the complexity of large systems [16, 122].
Complex Systems Theory, which is based on a combination of Cybernetics theory
and General Systems Theory, suggests that the complexity of a system must not
be ignored, and ways of dealing with the elements of a system should be deployed
[140]. ‘Everything should be made as simple as possible, but not simpler’3 .
Although IT has been introduced widely, the importance of the human factor
has not decreased. Instead, the number and variety of human interactions have
increased, because technology supports new types of interactions. Orlikowski [173]
3

Occam’s Razor. The quotation is misattributed to Albert Einstein or may be a paraphrase of one of Einstein’s other statements about simplicity [41].
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suggests that, in order to understand how technology interacts with organisations,
technology must be viewed from both structural and human perspectives. Information security is still too oriented towards technology [242], and security researchers
usually address themselves to mathematical solutions for various computational and
communication problems [182].
Given these factors, namely an increasingly inappropriate dominant security
paradigm, the oversimplification of existing systems, and the importance of the
human factor, this thesis addresses the challenges documented immediately below.

1.2

The research challenge

The research described in this thesis brings together two disciplines—business and
information security. With the recent significant increase in adoption of the ebusiness mode of doing business [120], the importance of security as a major factor
in e-business success has been widely recognised and commonly shared [119, 242].
The challenge addressed here is to develop a model for e-business security that
provides an alternative approach to both the way security is viewed and the way it
is designed and managed, while keeping in mind that organisations and IT systems
are complex dynamic systems. This means that the various elements of these systems must be analysed separately, and the selection of security safeguards must be
appropriate to the individual elements.
This challenge is addressed here by the definition of a new security paradigm,
together with a model and methodology for the design and management of e-business
information systems security.

1.3

Research purpose and objectives

The existing perimeter security paradigm, as discussed in chapter 4, is no longer
relevant for modern e-business environments. Therefore, there is a strong need for
an alternative approach. The purpose of the research described in this thesis is to
develop a security design model for e-business organisation Information
Systems, based on a new paradigm.
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The objectives of the research described in this thesis, as derived from this
purpose, are:
1. to introduce a new paradigm for e-business Information Systems Security design;
2. to develop a working methodology for e-business Information Security management, based on this novel approach.

1.4

The novel paradigm

The new paradigm (approach) for e-business organisation security proposed here is
the e-Business Process Security Paradigm (eBPSP). The choice of this new
approach, as discussed in this thesis, is based on the core characteristics of an ebusiness, namely performing business processes by means of electronic information
flows.
Using this new security paradigm, a methodology for its implementation is presented, in the form of an e-Business Process Security Model (eBPSM).

1.5

Research approach

The research described in this thesis complies with the principles of qualitative interpretive research in the disciplines of Information Systems (IS) and Information
System Security (ISS). A mixed approach to research methods, namely using design theory/design science methods and the Case Study method, has been used to
perform this research.

1.6

Main contributions

The results of the research described in this thesis are expected to contribute to
business and academia, both at a practical and a theoretical level.
At a practical level, the suggested model and the associated methodology provide
e-business organisations with a tool that enables the design of a rational information
security plan for organisational IS which is effective, efficient and comprehensive.
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At an academic level, the contributions are dual: as a research theory in IS
and ISS-related research, this work provides an example and a verification of widely
discussed research methodologies and methods, and as research in e-business security
design and management, the thesis provides new knowledge regarding e-business
security that can pave the way for additional research.

1.7

Structure and contents

The definitions of security-related terms and concepts used here are taken from a
variety of sources, although most are taken from Slade [216]. This dictionary fits
well to the scope of this thesis.
The structure of the thesis reflects the way in which the research was performed.
The first step, after defining the purpose and goals, was to decide on the research
methods, which are described in chapter 2. Given the fact that the described research falls within the field of Information Systems, the research methods from this
discipline were reviewed in order to determine which fit best to the specific research
goals. The selection of an appropriate research approach for conducting IS security research is even more challenging, since IS security research is relatively new,
and the research theory is constantly being enriched. The selection of the research
methodologies and methods must take into account the unique characteristics of the
IS discipline. A review of approaches and methodologies used in IS and ISS research
is presented, together with an analysis of their appropriateness to the focus of the
challenge addressed by this thesis.
Chapter 3 is dedicated to a discussion of the e-business mode of doing business.
The subject is approached from both organisational and technological perspectives,
as a comprehensive understanding of the subject is needed in order to identify
and formulate the security requirements for an e-business organisation. The model
(which is presented in chapter 8) must provide a means of meeting and addressing
these requirements, in order to ensure that e-business IS are secure.
This chapter explains basic business and organisation concepts, and discusses
the integration of IT within a business environment. The notion of an e-business is
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defined, and models for e-business are described.
The ISS domain is presented in chapter 4. This review makes it possible to
identify the problems that need a solution. To help structure the discussion, an ISS
conceptual framework is also presented. Such a framework enables us to present a
comprehensive picture of the subject in a systematic way; it is also helpful because
of the wide variety of definitions and interpretations of commonly used terms in
information security practice and research. This is followed by a discussion of security issues for an e-business. In today’s business environment, organisations can
perform critical business operations via Internet-based e-processes, and hence the
correct execution of such e-processes is of critical importance.
The next chapter (chapter 5) discusses the characteristics and properties of an
e-process, and looks in particular at the specification of an e-process. The structure
of an e-process is identified here primarily in terms of information flows based on
business logic.
Information flows are discussed in chapter 6, which introduces the concept of an
information flow as it is used in this thesis. A case study (the first of two presented
in this thesis) is presented in order to illustrate information flows in practice.
Previous relevant work on information security issues is presented in chapter
7. The review includes research on issues with perimeter security, business process
security, and information flow security.
The newly suggested model is presented in chapter 8. In this chapter a new security paradigm, the e-Business Process Security Paradigm (eBPSP), is presented.
This paradigm proposes that the security of an e-business organisation should be
designed and implemented according to the security requirements of individual eprocesses. A novel security septet is proposed, and a methodology to meet the
requirements produced by applying the eBPSP is presented, i.e. the eBPSM (eBusiness Process Security Model).
Chapter 9 demonstrates the practical implementation of the newly suggested
security paradigm, methodology and model using a case study analysis. The focus
of this case study is an airline company that practices the e-business mode in its
business activities.
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Chapter 10 provides a summary of the main contributions of the thesis, together
with a brief review of possible directions for future research.

1.8

List of publications

The following published papers cover individual parts of the research described in
this thesis.
1. Nachtigal, S. and Mitchell, C. (2006). Modelling e-business security using
business processes. In ICETE 2006—International Joint Conference on EBusiness and Telecommunications, SECRYPT. INSTICC. Co-sponsored by
IEEE.
2. Nachtigal, S (2007). eBPSM—A New Security Paradigm for e-Business Organisations. Proceedings of ICEC 2007 Ninth International Conference on
Electronic Commerce, published by ACM.
3. Nachtigal, S. (2007). E-business security design using process security requirements septet. In ICETE 2007—International Joint Conference on E-Business
and Telecommunications, SECRYPT. INSTICC. Co-sponsored by IEEE. In
cooperation with ACM SIGMIS.
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Chapter 2

Research Purpose, Design and
Contributions
There comes a moment in the evolution of every field or discipline when
central intellectual issues come into focus as the field and the discipline
on which it rests shift from a rough, ambiguous territory to an arena
of reasoned inquiry. At such a time, scholars, scientists, researchers,
and their students begin to focus articulate attention on such issues as
research methods, methodology (the comparative study of methods), philosophy, philosophy of science, and related issues in the metanarrative
through which a research field takes shape.
Ken Friedman [76]
In this chapter the main characteristics of the research process adopted in this
thesis are discussed, namely the purpose of the research and the methodology used.
The research methodology was selected following a review of existing Information Systems and Information Systems Security research approaches and methods,
presented in section 2.1. Given the research purpose and objectives, and the characteristics of the research discipline, the methodology used to perform the research
described in this thesis is discussed in section 2.2, along with an explanation of the
reasons for choosing the adopted approach. The adopted investigation process is
described in section 2.3. The chapter concludes in section 2.4 with a summary.
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2.1

Research design

There are potential benefits and risks associated with any research approach and
research method, and for any investigation it is important to identify which approach
and method is appropriate [165]. The right choice of approach and methods is crucial
for the credibility of the research.
The aim of this chapter is to develop the research approach and methods used in
this thesis. The choice of the research approach for research in Information Systems
(IS) is not obvious, because of the unique nature of the discipline. Information Systems are designed to produce information that can be used to support the activities
of managers and other workers [46]. The choice of research approach (methodology) and research methods was based on a careful review of Information Systems
and Information Systems Security research methodologies and methods, including
e-business security research.
In order to put the discussion into a context, the terms methodology and method
should first be defined. According to Palvia et al. [179], a research methodology is
the overall process guiding the entire research project. Here the terms methodology
and method are used according to the following definition, which also explains the
difference between them [14].
A methodology is a recommended series of steps and procedures based on some
philosophical view and to be followed in the course of developing an (information)
system. A methodology must be based on a specific philosophy, otherwise it is
merely a method [14].
The term epistemology is used here to refer to a branch of philosophy dealing
with the study of the limits of knowledge and/or the ways of acquiring knowledge
(for more information see [265]).

2.1.1

Research methodology

The discipline of IS (which covers computerised information systems) is relatively
new; it has existed for just a few decades. This is one of the reasons why researchers
in this field often find themselves facing a dilemma when selecting an appropriate
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research methodology.
Another important reason for this dilemma is the fact that the study of IS is interdisciplinary in nature [91, 144]. The discipline incorporates various fields, including technology, operations, management, human resources, organisational issues,
and psychological issues. These topics can be classified into three broad domains
[104]:
• technology;
• organisation;
• people.
ISS research also involves a variety of disparate topics, including a range of technological issues (such as software security, access security, network security [215]),
employee behaviour [177, 182], system maintenance and improvement [28], and organisation and management [215]. Hence, ISS research issues, as is the case more
generally for IS, can be classified into technology, organisation and people.
This classification needs to be taken into account when selecting a research
methodology for IS research. Organisation and people related research typically
uses a social sciences approach. The technology element in IS is Information Technology (IT), including hardware, software, databases and communications technology. Research in these technical areas is typically performed using approaches
employed in the exact sciences (i.e. mathematics, physics, computer science, etc.)
and engineering. Hence, we must first consider whether a social sciences or an exact
sciences/engineering methodology should be used.
A decision regarding the choice of research methodology must be based on an
analysis of the characteristics of scientific research in general, and on IS and ebusiness security related research in particular. We next present our analysis of the
characteristics of the research described in this thesis.
2.1.1.1

Scientific research

Scientific research can be divided into a number of categories. Various factors can
be considered when characterising research of this type.
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As discussed by the ELSI Project1 , scientific research can be divided into two
broad categories (i.e. there are two methodologies for such research), namely:
1. Pure (basic) research, i.e. research that is performed without specific practical
needs, and that results in acquisition of general knowledge and understanding
about the world and the laws ruling it;
2. Applied research, with specific practical needs, and designed to solve practical
problems of the modern world, rather than to acquire knowledge, where the
goal of the applied scientist is to improve the human condition.
Friedman [76] provides a slightly different classification of research into three
categories:
• basic research, which involves a search for general principles;
• applied research, which adapts the findings of basic research to specific classes
of problem;
• clinical research, which involves focusing on specific cases, and applying the
findings of basic and applied research to these cases.
The choice of research methodology can be made by deciding which category the
research belongs to. However, in practice, it is not always possible to make a clear
distinction between research categories. Hence, it is often difficult to assign specific
research to any single category. As a result, researchers sometimes use more than
one methodology in their investigations.
There is a wide range of approaches to research in the scientific community.
The approach varies depending on the purpose of the research, and also on the
underlying philosophy of the scientist.
Research design includes decisions made at three different levels of abstraction:
1. the research philosophy;
2. the research approach (methodology);
1

ELSI Project, Lawrence Berkeley National Laboratory; the output of this project can
be found at www.lbl.gov/Education/ELSI/research-main.html

46

3. the research methods/techniques.
The above classification also represents a hierarchy in the decision process—
firstly, a decision has to be made regarding the research philosophy, while the
methodology is derived from the chosen philosophy. Finally, a decision on research
methods/techniques has to be made.
2.1.1.2

Research philosophy and methodologies in IS

Orlikowsky and Baroudi [174], in their study of research methods used in IS research
during the period 1983–1988, found that a very limited range of research methodologies and techniques had been used. They argue that, although IS research is not
rooted in a single commonly accepted theoretical perspective, there is a single set of
philosophical assumptions covering the research methods, the nature of investigated
phenomena, and what constitutes valid evidence [174]. They strongly suggest that
greater debate on research methodologies and the range of philosophical assumptions available to study information systems phenomena should be encouraged.
Since the 1980s, growing attention has been paid to IS research methodologies.
It has been widely recognised that IS research should be based on a philosophy that
fits the discipline. There has been a significant shift in scientific research philosophy
over the last decade, and the IS research community has evolved in many ways,
in particular by paying more attention to paradigmatic and methodological issues
[49]. Academic discussions have yielded a number of approaches, some of which are
presented below.
The two main research philosophies that have been discussed in relation to IS
research are positivism and interpretivism. Qualitative and quantitative methodologies have also been discussed in the context of these two philosophies. According to
the positivist philosophy of science, the only authentic knowledge is scientific knowledge, which is based on observations from the real world. Knowledge is acquired by
a scientific method, which is limited to natural, physical, and material approaches.
Interpretivism, which was developed as a response and alternative to the positivist
philosophy [45], asserts that knowledge is acquired by the interpretation of events.
A helpful discussion of qualitative research in Information Systems can be found
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in [164], where the author, based on a review of existing work, presents the following
classification of IS research from a philosophical perspective:
• positivist research (where research is undertaken in an attempt to understand
and predict phenomena, which are assumed to be measurable and describable
using quantifiable measures) [164];
• interpretive research (where research is undertaken to understand phenomena
through the meaning that people assign to them, based on the assumption
that reality can be accessed through social constructions only, without defining
variables, but focusing on human perceptions of complex situations) [164];
• critical research (which focuses on social critiques, assuming that although
social reality is produced by people, the researcher’s ability to change that
reality is limited) [45, 164].
Klein and Myers [121] emphasise that the terms ‘positivist’ and ‘interpretive’ do
not imply a distinction on the basis of ‘quantitative’ and ‘qualitative’, and the word
‘interpretive’ does not automatically imply ‘qualitative’. Qualitative research may
be performed from a positivist, interpretive or critical perspective [121].
Quantitative research methods were originally developed in the field of natural
sciences in order to study natural phenomena by performing laboratory experiments,
developing mathematical models, etc. Qualitative research methods, on the other
hand, were developed to enable social scientists to study social and cultural phenomena using observations, interviews, questionnaires, documents, and also researcher’s
impressions. ‘Quantitative research concerns counting’, says Holliday [106], as this
type of research is concerned with processing quantified data, including performing
calculations of various types, finding proportions, testing hypotheses, processing
questionnaire data, etc.
Qualitative research methods are increasingly being used in IS research, since,
according to Myers [164], there is ‘a general shift in IS research away from technological to managerial and organisational issues’. The use of qualitative research
methods in IS had already gained wide acceptance by the late 1990s, and one of the
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reasons for that broad acceptance is the ability of qualitative methods to explain
organisational reality [15]. Recently, some authors have called for a mixed approach,
combining both quantitative and qualitative methods [114, 141].
According to Chen and Hirschheim [49] the IS research field is still dominated
by the positivist paradigm, despite the various academic publications calling for
pluralism and for acceptance of alternative paradigms.
Petter and Gallivan [186] present an historical perspective of research methodologies. They state that, although the paradigm of positivist research, which is an
epistemology of acquiring knowledge from observable facts, had already been criticised in the 1950s and found to be inappropriate for the social sciences, there is still
the possibility of mixing paradigms by adopting a more pluralistic approach.
Wade and Hulland [241] suggest that the RBV (Resource-Based View) of the
firm, proposed by Mahoney and Pandian [147] as a tool for strategic management,
may be useful for IS studies. The RBV implies that organisations possess resources,
and part of these resources enable the organisations to achieve competitive advantage, while the remainder make it possible to gain superior long-term performance.
Wade and Hulland [241] argue that increasing numbers of IS researchers use the
RBV, while viewing IS as a means of gaining competitive advantage. Although they
also observe that IS resources rarely contribute directly to SCA (Sustained Competitive Advantage), they still argue that IS may lead to sustained performance, and,
hence, the RBV approach can be used in IS research.
The resource-based approach was first suggested in the late 1950s by Penrose
[185], and has since been used by several authors (see, for example, [147, 261]).
The strategic role of IT and IS has decreased significantly over the last decade. A
significant number of studies published over the last decade have suggested that
investments in IT, i.e. the infrastructure of IS, not only do not create a competitive advantage, but have an insignificant (and sometimes even negative) impact on
profitability [37]. This is because, in the modern business environment, IT and IS
are just the normal way of doing business; IT certainly has value for businesses as
a cost of doing business, but not as a competitive advantage enabler [36, 42, 43].
Based on these findings, it would appear that the RBV approach might no longer
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be relevant for IS research.
Hevner et al. [104] suggest an approach in which IS research is characterised by
two foundational paradigms—a behavioural-science paradigm and a design-science
paradigm. The people and organisational behavioural aspects are covered by the
behavioural-science paradigm, involving the development and verification of behaviour prediction theories, while the design-science paradigm’s goal is to extend the
boundaries of human and organisational capabilities by creating new and innovative
artifacts. Design science is a problem-solving paradigm [104].
The design research approach has increasingly been discussed over the last few
years. Gregor [90, 91] proposes a taxonomy for IS theory, which also includes a
design theory. Gregor [91] argues that it is important to consider the theory of IS,
since the type of theory under development can influence the research methodology.
In the past, there has been very little (if any) discussion of theory in IS research,
says Gregor [90], and usually IS researchers do not provide any clear definition of
the term ‘theory’ for IS. Gregor [91] proposes a method for classifying IS theory,
building on the claim that, since research begins with a problem that needs a solution
or a question of interest, the theory that is developed should depend on the nature
of the problem and the questions that are addressed. Also, the rationale for the
investigation should take into account the state of knowledge in the area at the time
[91]. Gregor and Jones [92] suggest a means of formulating a design theory.
The design activity has to look for a solution from the systems perspective.
Design theory, says Friedman [76], is based on ‘the fact that design is by nature
interdisciplinary’, since ‘design involves solving problems, creating something new,
or transforming less desirable situations to preferred situations’.
Based on a definition of IS and a discussion of the general nature of the theory
of IS, Gregor [90] presents four central goals of IS theory (analysis, explanation,
prediction, and prescription) and defines a taxonomy for IS theory to address the
four goals. The taxonomy includes five interrelated types of theory relevant to IS,
which apply according to the way in which the four central goals are achieved [91]:
1. theory for analysing;
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2. theory for explaining;
3. theory for predicting;
4. theory for explaining and predicting;
5. theory for design and action.
Following this taxonomy, the design and action theory provides guidance on ‘how
to do something’; ‘the theory gives explicit prescriptions (e.g., methods, techniques,
principles of form and function) for constructing an artefact’ [91].
2.1.1.3

Methodologies for IS and e-business security research

Siponen [212], in his analysis of the traditional approaches to information security practice, found that conceptual analysis was the most commonly used research
approach in the late 1970s, 1980s and 1990s.
Siponen and Oinas-Kukonen [215], in their recent review of information security research issues, found that most information security research focuses on the
technical context, and on issues of access to IS and secure communications. The
research approach used is often mathematical, and the reference discipline used has
been mathematics, including philosophical logic. The authors suggest studying information security from new perspectives, e.g. from an IS viewpoint, covering both
research methodology and research questions, including empirical studies of security
management [215].
Wareham et al. [255] have analysed the research methods used in IS e-commerce/ebusiness research published in mainstream IS journals during the 1997–2003 period.
They used this analysis to add a fourth (i.e. the design science) research methodology category to the classification of Orlikowski and Baroudi [174], discussed above.
They also made the following distinctions between uses of the four methodologies
[255]:
• the descriptive methodology has primarily been used to describe current practices within electronic commerce, without any attempt at a theoretical grounding;
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• the positivist methodology has been used to test hypotheses or perform analyses;
• the interpretive methodology has been used to understand phenomena through
the interpretations of the participants, in order to increase understanding
rather than generalise results;
• the design science research methodology implies that ‘understanding is obtained through the process of construction and improvement of an IS artefact,
such as constructs, models, methods, systems and their instantiations’ [255].
Apart from the approaches used, the relevance of IS research has also been
discussed widely by the academic community. It is desirable for IS research to be
of significance to IS practice, and hence the issue of relevance has been discussed
and debated by the IS research community [22, 58, 146], and the need for IS related
research to be relevant to practice has been emphasised.
2.1.1.4

Summary

To conclude this review of methodologies (research epistemologies) that have been
used or suggested for use in IS research, we note in particular the following points:
• during the last decade, discussions on IS research methodologies have increased, both in terms of the number of publications and in the variety of
methodologies discussed;
• until recently the positivist approach has been dominant in both IS and IS
security investigations;
• the qualitative research methodology has become widely recognised as an appropriate research methodology for IS over the last decade;
• the design science and design theory approach has been suggested as a research
category relevant to IS research;
• mixed methodologies can be used in scientific research in general, and in IS in
particular.
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2.1.2

Research methods

A variety of methods have been proposed for IS and IS security research.
In IS, qualitative research methods include the following:
• action research;
• case study;
• grounded theory;
• ethnographic research.
Also, a design science method in IS research has been suggested by several
authors (see, for example, [92, 255]).
2.1.2.1

Action research

According to the principles of action research, complex social processes can be studied by introducing changes into the processes and observing the impacts [20]. This
type of qualitative research is an iterative process, combining both theory and practice; by implementing changes in the observed situations, an immediate reflection
of that change can be investigated and studied [15].
2.1.2.2

Case study

Walsham [244] argues that, although surveys and laboratory experiments in IS
may result in interesting data, studies that go into depth for particular individuals, groups, organisations, etc., are required. This is because of the specific nature
of IS, which provides connectivity but supports diversity.
The qualitative methodology and the use of case studies provide powerful tools
for research in management and business subjects [94]. In particular, case studies
are used as a research strategy in business organisations when the researcher has
little (or no) control over events, and when the research focus is on a contemporary
phenomenon in some real-life situation [268]. In all these situations a case study is
required in order to understand complex phenomena.
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Klein and Myers [121] provide the following set of seven principles for interpretive
field research, by which any IS research might be evaluated and characterised as an
interpretive case study:
1. the fundamental principle of the hermeneutic circle: all human understanding
is achieved by iterating between considering the independent meaning of parts
and the whole that they form;
2. the principle of contextualisation; critical reflection of the social and historical
background of the research setting is required;
3. the principle of interaction between the researcher and the subjects; critical
reflection must be performed on how the research materials were socially constructed through the interaction between the researcher and the participants;
4. the principle of abstraction and generalisation; data interpretation should be
performed through the application of principles 1 and 2 to theoretical, general
concepts;
5. the principle of dialogical reasoning; sensitivity to possible contradictions between the theoretical guidelines for the research design and the actual findings
is required;
6. the principle of multiple interpretations; sensitivity to possible differences in
interpretations among the participants is required;
7. the principle of suspicion; sensitivity to possible ‘biases’ and systematic ‘distortions’ in the participants’ narratives is required.
2.1.2.3

Grounded theory

Grounded theory research develops theory that is grounded in data, which need to
be collected systematically and analysed as the researcher collects them [164, 202].
Grounded theory research has the following characteristics [202]:
• grounded theory is principally an inductive approach;
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• theory emerges from the process of data collection and analysis;
• there is no defined theoretical framework, but, instead, questions and hypotheses are developed as the data arrive.
2.1.2.4

Ethnographic research

The ethnographic research method has also been suggested for use in IS research
[165]. In this research method, a researcher is required to spend a significant amount
of time in the field. The difference between case study research and ethnographic
research is that, in the latter, the researcher actually becomes a part of the reality
studied [165].
2.1.2.5

Design science

Hevner et al. [104], following the principle that design science is a problem-solving
paradigm (see section 2.1.1), suggest that the following seven guidelines must be
considered for design-science research in IS:
1. Design-science research requires the creation of an innovative, purposeful artifact in the form of a construct, model, method or instantiation (artifact design
guideline);
2. A technology-based solution has to be developed for a specified business problem domain (problem relevance guideline);
3. The evaluation of the artifact design must be performed with respect to its
utility for the specified business problem (usefulness evaluation guideline);
4. The innovative solution application must result in a more effective or efficient
way of performing some set of functions in the specified domain (research
contributions guideline);
5. The artifact must be rigorously defined, formally represented, coherent and
internally consistent (research rigour guideline);
6. The process by which the artifact is created enables a search process which
ensures that an effective solution is found (search process guideline);
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7. Design-science research must be presented to both technology-oriented and
management-oriented professionals, who will study the research in context
and will decide if its results should be implemented within their organisations
(communication of research guideline).
Having reviewed possible research approaches and methods, we next consider
the research approach adopted in this thesis.

2.2

The adopted research methodology

This thesis investigates a specific field in IS, namely e-business organisation security. As such, the research deals with three disciplines: IT, organisations, and
people. Given the discussion provided above, and based on the most generic research classification, the research described in this thesis can be classified as applied
research for the following reasons:
1. Practical problems to be solved: the research attempts to solve the information security problem, which is one of the most important problems facing
the e-business community;
2. The problem refers to modern world needs: the research addresses the
information security needs of organisations that use e-business technology,
which is a novel technology;
3. The goal is to improve human conditions: an effective model for information security configuration and management will potentially improve business
activities, increase the volume of business operations, and assist the global
economy, and hence will contribute to better human living conditions.
The given research is not quantitative, since developing an algorithm or mathematical model to describe the behaviour of an IS security scheme appears completely
infeasible. E-business organisations are complex dynamic systems that carry out
their activities through the deployment of IT and IS. Hence, IS are also complex
dynamic systems. Developing a security design for such a system will result in a
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complex and dynamic solution, since it must fit the evolving structures and interactions of the wide range of IT and IS components making up an e-business. An
information security model for an e-business organisation should reflect the dynamic
behaviour of the elements of an e-business IS. The design of an e-business information security model cannot be based on an algorithm (i.e., a formula or a procedure),
that presumes ‘simple’ static behaviour (namely, behaviour that can be predicted).
Such an algorithm, of course, does not exist, and there is no algorithm that can
model all the IT and IS components making up an e-business.
Thus the investigation has been performed using qualitative research methodology. Among the three different categories of qualitative research in IS, the work
described in this thesis has the characteristics of interpretive qualitative research.
The goal is to give an alternative approach to the provision of security for an ebusiness. In other words, the work described in this thesis has the objective of
proposing a new paradigm. Hence, based on the characteristics of the design science/design theory, discussed in section 2.1.1, the research fits the design research
approach. Moreover, for the reasons discussed below, a rational way of building a
security model for e-business IS is by a combination of:
• investigating the existing theory and technology related to the subject under
investigation; and
• ‘fieldwork’, i.e. exploring in practice how organisations apply security techniques and tools.
Hence the action research and grounded theory methods do not fit the characteristics of the research described in this thesis.
For research of the type described here, the ethnographic research method is not
practical, since organisations are most unlikely to accept such a mode of gathering
data. Indeed, one might reasonably expect a company to refuse to allow ethnographic research, particularly for information security related investigations. This
means that it is necessary for us to use a case study research method.
It is also important to note that the research described here complies with
the seven principles for qualitative interpretive case study research. The research
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methodology guidelines suggested by Hevner et al. [104], provide an effective way
of formulating a research methodology and methods in a structured manner, which
appears to fit the characteristic and context of our study. The research was thus
performed using the following stages:
1. Review of the current situation with regard to existing security design paradigms;
2. Decision regarding the research output (i.e. the artefact, using the terminology
of [104]);
3. The designed artefact will be implemented in a real-life situation, i.e. case
studies will be used in the research described in this thesis;
4. Information relevant to the research discipline is discussed and presented, i.e.
the technological, organisational, and security-related characteristics of an ebusiness, are presented;
5. A new approach is suggested;
6. Based on this newly suggested approach, a model is developed;
7. The model is implemented and tested using a case study.
A mixed approach to the choice of research methodology is thus suggested here:
the research is performed as qualitative interpretive research, using the design theory/design science methods and a case study method.

2.3

The investigation process

The research described in this thesis has been performed using the following steps.
1. Presentation of the state of the art: a historical review of approaches to the design and development of products and methodologies. The review establishes
the context of the investigated phenomena.
2. Detailed study of e-business characteristics, where a definition of e-business is
provided in the research context.
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3. A detailed study of the e-business process.
4. Information security requirements are discussed, and a new set of such requirements is formulated.
5. Two case studies are used to provide a ‘real-life’ context for this research.

2.4

Summary

The research described in this thesis focuses on one part of IS, namely e-business information security. It is thus necessary to review IS and ISS research methodologies
and methods in order to choose an appropriate methodology. The review includes
an analysis of research approaches, methodologies, and methods used in previous IS
and/or IS security research. Many different IS research methodologies and methods
are now accepted [165].
The research described in this thesis is primarily concerned with the task of new
security paradigm design, and thus IS design theory [91] is directly relevant. The qualitative action research methodology approach (see [15, 21]), which involves the examination of the practical implementation of new theories/tools/techniques,
is also of importance. Future research of this type could build on the results described here.
The research goal is to provide a new security paradigm which will fit the modern
business environment. The research aims to achieve this goal by rigorously analysing
the security technology and e-business reality, and proposing a model based on this
analysis.
From the review provided here, and given the purpose and characteristics of the
research, it was decided to conduct the research using an applied qualitative research
approach, combined with a case study method. A specific research approach has
been suggested, building on the choice of methodology.
We next describe the concept of e-business and describe the main characteristics
of this mode of doing business.
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Chapter 3

What is E-Business?
... the very idea of a public communications network as a global market
is commercially appealing. Indeed, even from a security point of view, it
makes more sense that we do our transactions on the same communications network than that we drive on the same roads.
Bo Dahlbom [57]
The goal of this chapter is to describe and characterise the domain that is the
main focus of this thesis, i.e. e-business and its security requirements.
In order to be able to define an approach to e-business security, a working
definition of e-business is needed. The definition of the term used here is based
on a review of a number of basic concepts essential to an understanding of the
business environment in general, and in particular the changes it has gone through
in recent years; this review is given in section 3.1. There are a number of different
aspects of an e-business, namely business, operational, and technological. Recent
changes in the business world have arisen from the rapid development of information
technology and changes in the way that information technology is used.
Section 3.1 also addresses the impact of information technology on business.
It is argued that information technology is a significant (if not major) force in
developments in the business world, and it is of critical importance for doing business
today. The integration of information systems into the business environment is then
discussed. A variety of e-business models are next presented in section 3.2. The
chapter concludes in section 3.3.
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3.1

E-business organisations

The ways in which business is conducted are going through very significant changes.
Some companies are already organised in new ways, whereas others are still thinking
about it; however, there is a growing general awareness of a new and different way
of running a business, namely the e-business approach. In this section we describe
the main characteristics of an e-business and provide a definition of the term.

3.1.1

Basic concepts and terms

In order to provide a basis for a discussion of e-business security, and also to provide
a working definition of an e-business organisation, a series of definitions from the
business world are first given. A progression from basic terms towards the final
definition that forms the conclusion of this section is necessary in order to provide a
methodical explanation of the subject under discussion. Because we address a topic
spanning both business and technology, the definition we adopt needs to address
both business and technological perspectives.
We start by providing a definition of ‘business’ as a concept, followed by other
key business-related basic terms, including business functions, business environment,
supply chain and value chain. We start with the most basic concept, i.e. that of
a business. A variety of definitions have been given for this term (including, for
example, those in [133, 156, 181]). The various definitions have been reviewed
by Pateli and Giaglis [181]. Previous work on this topic has focussed on purpose
and scope, as well as relationships with other business concepts (such as strategy
and business processes). Some previous studies make use of the term ‘business
model’, which is variously used to mean a ‘system combined of component pieces’,
a specification of primary elements and relationships, or a specific architecture to
provide value to customers (a detailed review can be found in [181]).
Laudon and Laudon ([133]) provide a series of consistent definitions for terms
associated with a business organisation, three of which are presented below.
• A business organisation is ‘a complex, formal organisation whose goal is to
produce a product or service’.
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• ‘A business environment is the [set of] external conditions in which a business organisation operates; the general environment includes government regulations, economic and political conditions, and technological developments,
while the task environment includes customers, suppliers and competitors’.
• ‘Business functions are the specialised tasks performed in a business organisation (for example, manufacturing and production, sales and marketing, finance
and accounting, and human resources activities)’.
Using these definitions, we say that a business is a formal organisational unit of
any size, having a goal (production of a product/service), characterised by specific
business functions, performing specialised tasks in order to achieve its goals, and
surrounded by an environment. Any organisation that is consistent with the above
definition is deemed to be a business.
Traditional businesses usually operate by physical means; business resources and
assets (employees, equipment, raw materials, documents, goods, products, etc.) are
located in a specific geographic region, occupying specific buildings, using physical
means of production, shipping goods, using specific physical links for transmitting
documents, and acting within a known and well-defined boundary.
A business, by definition, performs a sequence of actions and operations in order
to be able to provide the results of its production to the final consumer. Such a
series of actions is known as a supply chain. In this paper we will use the following
definition of this term.
A supply chain is a combination of the core business activities that allows a company to ‘create and deliver a product or service from concept through development
and manufacture or conversion into a market for consumption’ [187].
The supply chain encompasses activities that need to be performed in order to
make possible the execution of business functions. These business functions/activities
are carried out by processes [135]. The supply chain starts from an initial stage of
developing the product concept, through product development and manufacturing,
to the final stages of the business process, in which a consumer purchases the product and/or service. A typical supply chain involves the raw materials suppliers,
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equipment and parts suppliers, manufacturers/producers which convert the incoming supplies into finished goods, distributors and consumers, which may be either
individuals or other businesses. A business customer could be another manufacturer
in an extended supply chain, which involves several steps before reaching the final
point of business consumption ([187]). A business supply chain is made up of a
chain of integrated and coordinated industrial processes [169]. A business organisation not only runs its own supply chains, but is typically also a part of the supply
chains of the organisations with which it interacts.
Business activities can be classified into internal (those performed within the
organisation) and external (those involving interactions with environmental forces1 ).
A well-recognised tool for analysing internal business processes and functions, with
the goal of improving (adding value to) these activities by introducing information
systems, is the Porter Value Chain model [192]. A value chain is defined by Porter
[191] as a set of discrete, but interconnected, activities (classified as either Primary
or Support activities) through which a product or service is created and delivered to
customers; these activities have points of connection with the activities of suppliers,
channels, and customers.
An organisation’s value chain incorporates inbound logistics, manufacturing,
outbound logistics, sales and marketing, and service (as primary activities), and
human resource management, accounting, administration and infrastructure, product technology and development, and procurement (as support activities). The
value chain model makes it possible to view a business as a series of activities that
add value to the firm’s products or services.
Part of the following discussion and analysis is based on this model. Immediately
below we provide an explanation of the meaning of each of the activities involved
in the model:
• Inbound logistics: raw materials, parts, resource handling (receiving, storing,
shipping);
1

See the Porter Five Forces model [190].
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• Manufacturing: producing the product/service of the organisation (transformation of raw materials using specific knowledge and/or equipment, following
specific procedures);
• Outbound logistics: storing the finished goods and/or distributing them to
the customer (the final product could also be a service);
• Marketing and sales: activities related to promotion, marketing, distribution
channels, customer definition, selling and delivering the product/service of the
company;
• Service: activities performed after the sale has taken place (such as repairing,
maintaining and supporting use of the product);
• Corporate Infrastructure: support given to the entire value chain, involving
finance, administration, and general management;
• Human resource management: hiring, training, promoting and compensating
employees;
• Product and technology development: research and development activities for
the product, and the processes and technology needed for its production;
• Procurement: the processes (along the value chain) of acquiring raw materials,
equipment and information technology.
Porter’s value chain model is a widely known and well used tool for identifying
the areas that might provide an organisation with additional business and operational capabilities—a value chain analysis makes it possible to separate a business’s
basic activities into primary and support activities. Performing such an analysis
gives managers the opportunity to identify the importance and contribution to the
business goals of each activity, and to focus on the specific areas that add most value
to a business (and, therefore, to the business goals). In general, the value chain is
a part of the business supply chain; indeed in some business modes these two terms
refer to the same sequence of activities.
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Apart from having its own specific value chain, a company is typically also a component of the value chain for other organisations. So, acting together in the market,
each in its own environment, companies affect each other through interactions, cooperation and collaboration. However, at least for a traditional organisation, there
are still clear boundaries that separate organisations.
A business needs to monitor its own business actions and also its connections
and interactions with the external partners of its supply chain. By doing so, a business can analyse not only its internal processes and functions, but also its business
environment. Such a supply chain analysis enables a company to improve its operations and also its competitive position in the relevant market. Thus, the supply
chain is a key tool for describing, analysing and improving business activities (i.e.,
business processes).
The adoption of advanced IT is vitally important for any business in the modern environment. The introduction of IT into business processes is made through
and between the various elements of the organisational supply chain. IT provides
a business with an opportunity to improve its cost/benefit ratio, although there is
currently a debate in the academic community with respect to how and to what
extent the application of IT within businesses leads to improved organisational performance [154]. Although business investment in these technologies is very high,
there is also a debate about the effectiveness of such huge investments, referred
as the ‘productivity paradox’ [27]. We next discuss the role of IT in the business
environment.

3.1.2

Information technology in business activities

In practice, business activities involve transforming documents between stations
involved in a specific series of actions in order to complete a specific mission. Documents contain data necessary to perform each of the stages of a specific process. In
other words, we use documents as a convenient way of carrying data. Traditionally,
documents were paper-based, but advances in information technology enable the
business world to use electronic means to transfer business data. These electronic
means are increasingly replacing paper for carrying data.
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In practice, any kind of interaction between two organisations requires information to be exchanged between them. Obviously, these exchanges (and any associated
transformations of data) are performed by means of IT. Such technology is rapidly
changing, especially the technology involved in data transformation.
The business world has adopted IT since the very early stages of computer
history. Computing and communications technologies, such as mainframes, minicomputers, PCs, LANs and WANs, provide a company with means to support its
internal operations. Until relatively recently, companies exchanged data by physical
delivery of reports, files, papers, books, etc. The introduction of computer technology has led to the use of computer networks (initially WANs and more recently the
Internet), and associated application layer protocols (e.g. EDI and email), in order
to communicate data between businesses. Although the Internet was seen from its
very early stages as a potential tool for social interactions [110], widespread use of
the Internet by the business world only took off in the 1990s.
IT has had a very significant influence on the value chain [191]. Computing
and networking technologies have contributed to improving parts of the corporate
supply chain (i.e., the value chain). Technologies such as WANs and EDI initiated
improvements in external operations by allowing communications with the business
environment (e.g. with suppliers); that is, they improved part of the supply chain.
Today, tools such as ERP (Enterprise Resource Planning, a collective name for
software that provides integration of major business functions such as production,
distribution, sales, finance, and human resource management [46]), CRM (Customer Relationship Management, an approach to building and sustaining long-term
business with customers [46]), and SCM (Supply Chain Management, that enables
coordination of all supply activities of an organisation from its suppliers and partners to its customers [46]) are widely used. In a modern business environment, the
entire organisational supply chain is considered as a value system [191].
The value chain serves as ‘the basic tool for understanding the influence of
information technology on companies’ [191]. Porter describes the evolution of the
use of IT in business in terms of the following five overlapping stages [191]:
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1. the first step: automation of discrete transactions (e.g., order entry and accounting);
2. greater automation and functional enhancement of individual activities (e.g.,
human resource management, sales force operations, and product design);
3. cross-activity integration accelerated by the Internet (e.g., linking sales activities with order processing), linking together multiple activities through CRM,
SCM, and ERP;
4. integration of the value chain with the entire value system (the state of the
art);
5. in the future: optimisation of the value system in real time.
We are currently seeing the integration of the value chain with the entire value
system, that is the various company value chains are being integrated across entire
industry sectors, with tiers of suppliers, channels, and customers. This integration
involves merging tools (e.g., CRM and SCM), and linking the end-to-end applications of various value chain activities and participants [191].
Hence, in today’s technology intensive reality, a major opportunity for adding
value to a company’s supply chain is to further computerise its business functions
and activities, i.e. the business processes. This means increasingly introducing IS and
IT into and between business activities, i.e. using computer networks to interconnect
business functions both inside the organisation and between the organisation and its
environment. The business activities that an organisation performs through its supply/value chain, combine the organisation’s business processes (discussed in chapter
5). Hence, the modern interorganisational supply chain involves computerising the
participants’ business processes.
This was first achieved using computer networks to enable the use of EDI. EDI
typically did not offer public access, but was a relatively expensive and proprietary
technology, supported by private networks. These private networks were typically
controlled by one large organisation (e.g. a manufacturer or supplier), and supported
back end activities, such as exchanging invoices or order documents [272]. This kind
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of business interaction is now achieved in e-business by using the Internet, and is
strongly integrated into the value chain at both the front and back ends [272].
Hence, there are significant differences between the use of EDI and e-business.
We have seen a transition from proprietary networks to IP-based intranets (as an infrastructure for internal organisational activities) and the Internet (as an infrastructure for interactions with suppliers and/or customers). The Internet also makes it
possible for organisations to perform all their business connections electronically,
including interactions with suppliers and customers. It also provides a channel for
advertising, and enables interactions with financial institutions, governmental bodies, potential suppliers, potential customers, partners, competitors, etc.
Businesses now use the Internet to support operations across the entire supply
chain, and for interactions with other company’s supply chains. The old supply
chains can be viewed as information-based value chains that link suppliers, customers and system integrators. By computerising the entire supply chain, the traditional supply chain becomes a supply network.
In terms of structure, supply chains can be seen as systems of links and nodes
[169]. Moreover, by introducing advanced IT into the supply chain, the supply
chain becomes, according to Porter’s model, a value chain, i.e. a value network or
electronic value network.
As a result of changes in the global business environment and technological
advances, partly caused by the Internet, flexible collaboration between businesses
occurs on a global scale involving the alignment of their business processes [1]. The
new borderless enterprises collaborate with other organisations to produce goods
and services, across national boundaries. The importance of opening organisation
borders has been widely recognised [1].
Using Internet-based technologies typically involves using web sites as a means
of enabling electronic business. Business webs, or ‘b-webs’, are partner networks
of producers, service providers, suppliers, infrastructure companies, and customers,
linked via digital channels [56]. While e-commerce (buying and selling over the
Internet) involves using the Internet via web sites, e-business involves these web
sites evolving into portals (web sites that are also entry points to other web sites).
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E-business involves the computerisation of the entire enterprise to automate its
business processes across its entire supply chain. By doing so, the organisation
creates a Portal Value Network (PVN) connecting all the participants in the ebusiness.
When two businesses establish a partnership, say Leymann et al. [136], i.e. when
the corresponding service partners are interconnected, cooperation begins, and messages can be exchanged through the established links. However, linked operations
have to be executed in a particular order, which needs to be specified. This is
achieved by defining a flow model. According to Leymann et al. since flows often
represent business processes, a flow model is sometimes referred to as a business
process model, or simply a process model.
From a business perspective, e-business involves the integration of activities,
organisations and systems, while from the technological point of view, e-business
and e-commerce make use of a vast range of IT concepts and tools. Open Internet
standards are used to integrate and automate the value chain by providing a common
language for processes to intercommunicate and exchange data [86].
It follows that the following definition of the e-business can be formulated:
E-business is a way of performing supply chain activities over Portal Value Networks by means of Internet-based Information Technologies.
We use a slightly more detailed version of the above definition in the remainder
of this thesis:
An e-business is one that performs its supply chain activities by means of electronic processes only, using Internet-based Information Technology for integration
of, and cooperation and interaction with, its participants’ PVNs and business processes.
Note that the term ‘Virtual Business’ (v-business) has recently been used. There
is no widely accepted definition of this term—some authors use v-business to mean
any e-business, whereas others define it as ‘a temporary network of independent
companies, . . . linked by information technology to share skills, costs, and access to
one anothers’ markets. It will have neither central office nor organisation chart. It
will have no hierarchy and no vertical integration’ [40].
The definition of e-business given above is quite broad, and encompasses all
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types of electronic business, as well as the existing definitions of v-business. As a
result we do not use the latter term here.
It is important to note that in this thesis we distinguish between ’e-business’
and ’e-commerce’. The term e-commerce refers only to the activities of buying and
selling products electronically. That is, e-commerce is just one part of e-business.
This thesis is concerned with e-business.
Guided by our adopted definition of e-business, we now identify the main characteristics of this type of business, and describe various types of e-business organisations.

3.2

E-business characteristics

The main characteristics of e-business organisations are their business models and
the fact that they operate using the Internet and IT. All e-business functionalityrelated properties are derived from these two main characteristics, discussed in sections 3.2.1 and 3.2.2 immediately below.

3.2.1

E-business models

In order to analyse e-business, it is important to identify models of its functionality.
We need a structured approach for describing e-business functionality, so that we
can identify e-business characteristics relevant to information security.
To be able to operate as an e-business, an organisation must change its business
model, usually in a very radical way [86]. Based on the working definition of ebusiness given in section 4.1, it follows that, both practically and theoretically,
e-business is a new business model. Unlike a traditional (physical) business, ebusiness is not focused on static, internally managed and operated chains, but on
dynamic business processes, performed through external webs of relationships, that
take advantage of the digital arena’s power and flexibility [56]. The traditional
supply chain has changed into a value network of portals (Portal Value Networks).
Portals provide both the employees and the customers of an organisation with a
new way of working and/or buying.
Two types of portals are possible: horizontal and vertical [86, 273]. A portal
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that provides functions meeting common user requirements, such as search functions,
email, chat, etc. via the Internet, is a horizontal portal. Google and Amazon provide
examples of horizontal portals. The objective of a horizontal portal is to provide
solutions to a broad range of Internet users [86]. A portal that includes the same
functions as a horizontal portal, but that focuses on a specific community and
industry, is a vertical portal [86]. Thus the portals of companies such as Blackwells
(books) and Dell (computers) are good examples of vertical portals (also known
as vortals). They address a very broad audience, but also offer clear and focused
functionality aimed at a specific audience. Microsoft’s portal is a further example
of a vortal, whose target audience includes users with specific requirements. When
a company’s vortal is directed at business customers, it involves interactions with
value chains (i.e. at PVNs, as defined above).
It follows then that one aspect of the business model must be deciding on the
type of portal to be provided, i.e. whether it should be horizontal or vertical. Some
authors suggest that businesses should build a vortal, not only because vortals improve distribution networks as compared to traditional distribution, but also because
a vortal provides production capabilities, and so will enable the exploitation of the
Internet as a business tool [11]. An e-business operating via portals (either horizontal or vertical), has to decide upon its business model, which, as stated above, is a
different model to that applying to a traditional business.
Applegate [11] argues that e-business models can be divided into two categories,
depending on the type of company involved:
1. Digital businesses, i.e. organisations that are built on the Internet;
2. Businesses that provide the platform upon which digital businesses are managed and operated.
Gloor [86] provides a more detailed classification of e-business models, based on
four fundamentally different types of organisation, as suggested by Malone (in [86]):
1. Creators—producers of goods (physical or information), such as General Electric, Cisco, Dell, Microsoft, and on-line versions of newspapers;
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2. Distributors—companies that distribute and/or supply goods, such as electronic shops for books or music (e.g. Amazon);
3. Brokers—companies that act as intermediaries, such as on-line auctioneers or
travel agencies (eBay, Netaction, Thelastminute, and the90minute are examples);
4. Extractors—companies that exist only on the Internet, that operate as portals,
and whose business model is based on advertising revenue. Examples include
Yahoo, MSN, and Google.
This classification appears to be sufficiently detailed for our purposes.
Today’s e-business environment involves e-businesses which use more than one of
the above models. For example, an e-business organisation might be classified as a
creator, but also operate as a broker, and/or might also operate a web site to provide
services (e.g., special offers) available only via the Internet (i.e. in the extractor
role). Airline companies are typical examples of such organisations. There are also
companies that do business exclusively via the Internet (defined by Applegate [11]
as digital companies) to provide an e-business platform for other (usually creator)
organisations, which fall into Applegate’s second category. Hence, we propose here
an additional two-category classification:
1. type I—a generic e-business organisation (either creator, distributor, broker,
extractor, or any combination of these roles);
2. type II—an infrastructure-supportive e-business organisation.
This classification is also consistent with the definition of e-business given in
section 3.1. The two case study companies described later in this thesis have been
chosen to represent these two types of e-business.
E-business organisations can also be classified according to how they collaborate with other organisations. The main current business model types in such a
classification are as follows [9]:
• the old-economy ‘one-to-one’ EDI model (providing direct point-to-point transactions between participants);
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• the ‘one-to-many’ model (providing a supplier with access to a group of buyers);
• the ‘many-to-one’ model (providing a buy-side solution for one buyer facing
many suppliers);
• the ‘many-to-many’, or net markets, model (involving the aggregation of large
groups of buyers and sellers around a central hub offering a wide range of
services).
We draw the following conclusions from the above discussions:
• an e-business can operate via either a horizontal portal or a vortal;
• an e-business organisation can perform all its activities in an e-business mode
or operate in an e-business mode only to support its main activities;
• an e-business organisation can collaborate with other parties in various ways.
All the types of e-business organisations described above can only operate by
deploying Internet-based technologies. The ability to operate using IT only is one
of the most important characteristics of an e-business.

3.2.2

E-business technology infrastructure

It has become common for businesses large and small to make some of their services
available on the Web. Using such services typically requires use of a web browser.
E-business operates using the Internet [191, 272], and involves providing broad
connectivity between the organisation’s front end (namely, sales and customer service) and back end (namely, coordination and procurement) [272]. The Internet
makes it possible to exchange real-time information between an e-business organisation and other participants, such as customers and suppliers [271]. The openstandard nature of the Internet means that e-business has a number of unique
characteristics. E-business use is decentralised, and is often driven by a variety of
technological, structural and environmental factors. Hence, e-business is affected
both by the technological competence of the organisations, and by organisational
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and environmental factors, such as international scope, legal protection issues for
online transactions, and web functionality [272].
A typical web-application architecture involves three tiers: web browsers (to
provide a ubiquitous user interface), application servers (to manage business activities), and back-end databases (to store the persistent data) [257]. Although this
architecture does not appear to be very complex, implementing it requires a good
understanding of both the applications hosted on the application server, and of the
appropriate network configuration for a specific e-business organisation [175].
Some organisations make the change to an e-business mode by also shifting
towards a service-oriented architecture (SOA) [217], which provides organisations
with certain operational benefits. Leymann et al. [136] argue that web services
based on a service-oriented architecture provide a suitable technical foundation for
making business processes accessible within and across enterprises.
The emerging semantic web looks set to provide significant advantages to ebusinesses, not least because of its potential to host new e-business applications
[234].
Also, conducting business on a platform conforming to open standards facilitates information sharing along the value chain [271]. Doing business by means of
networks creates one of the most characteristic features of modern organisations,
i.e. transparency [230]. Employees from different organisations share information,
business plans, strategic issues and challenges. ‘In a real-time global supply chain,
companies and their business partners by necessity share competitive and operational secrets. ... some opacity remains necessary, and transparency isn’t always
easy. Trade secrets and personal data, for example, should be confidential’ [230].
There are also significant differences in management issues in two major areas,
namely strategic planning and personal privacy and security. These differences result from the fact that e-business is an Internet/Web system, i.e. clients, suppliers,
partners can interact with e-business organisations via Internet connections, usually with Web interfaces. Such systems differ significantly from traditional systems
in information content, development practices, the developers themselves, and the
users [245].
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3.3

Summary

In this chapter a conceptual framework that facilitates the development of a clearer
picture of an e-business and its characteristics was given. E-business has unique
features, derived from its use of Information Technology. The term ‘e-business
organisation’ was defined. This definition identifies an e-business as a company
running its business processes electronically. E-business processes are enabled by
the transmission of information flows. E-business, in order to succeed, must provide value to its users (including employees and customers). To deliver the value
proposition to all its customers, a business must ensure that it possesses a range of
capabilities that underpin the proposed value [176].
E-business capabilities are realised through the organisation’s underlying eprocesses. The correct execution of these e-processes is crucial for the e-business
mode of operation. Robust e-process design and implementation is the first line
of defence [250]. From the discussion in this section, we conclude that a processbased security approach is a rational way to address e-business information security.
In order to protect e-business information, we need a methodological approach to
come to decisions regarding the degree and type of security protection that should
be provided to information.
The main goal of this chapter was to create a basis for subsequent discussion,
and the presentation of a model for designing and managing information security
for an e-business. The main focus was on business processes, and the information
systems infrastructure present in an e-business.
In order to explore the main security challenges for e-business IS, we next provide
a review of ISS domain, and characterise the current information security capabilities
and constraints in IS in general, and in particular the security challenges present in
e-business mode of doing business.
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Chapter 4

Information Systems Security
Domain
What the new technologies have brought, then, are more options and opportunities for conducting information warfare. ... There is greater dependence on technology throughout society and with it potentially greater
losses from technology attacks. There are new, automated tools for defense as well, but defenses are rarely perfect and inevitably lag behind.
Dorothy E. Denning [62]
In this chapter we provide a review of the state of the art in Information Systems
Security (ISS). For the purposes of this thesis, the state of the art is defined as the
highest level of development of a device, technique, or scientific field, achieved at a
particular time [265]. The identification of the main features of the state of the art
enables us to describe problems that need a solution, and, subsequently, to suggest
a possible solution to these problems. The main goal of the chapter is to describe a
major problem arising in IS security management, addressing which forms the focus
of the work described in this thesis.
One of the characteristics of IS security is the lack of generally agreed definitions
for commonly used terms. A wide variety of interpretations of IS security terminology is used both in industry (including commonly used buzzwords) and in academia.
Although the collection of security-related concepts is in practice the same, the terminology itself is frequently used in different contexts. For this reason, and in order
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to be able to present the state of the art in a systematic way, a methodological tool
is needed to describe both the practical and conceptual aspects of the field.
The tool used here is a framework of basic IS security concepts, within which
the relationships between the various concepts are established. The state of the art
is described using this framework. A conceptual framework makes it possible to
organise and present the main elements of IS security. Definitions of the relevant
terms and concepts are summarised in a list of terminology given at the beginning
of this thesis.
The structure of this chapter follows the outline above. Section 4.1 presents
the framework and the logic behind its development. Sections 4.2–4.13 discuss
the framework components in a more detailed way. That is, section 4.2 discusses
security threats, followed by section 4.3, in which perceptions of security are presented. Next, in section 4.4, commonly accepted security goals and requirements
are discussed. Section 4.5 considers various approaches to information security design and management, including the evolution of these approaches and a detailed
discussion of the perimeter security approach. Methods for IS and ISS development
are presented in section 4.6, followed, in section 4.7, by a discussion of techniques
for information security management. Information security policies are discussed
in section 4.8, information security standards in section 4.9, personnel and human
factor-related security in section 4.10, and forensics is described in section 4.11.
Current security methods, including application security, cryptography, and security mechanisms and tools are discussed in section 4.12. In section 4.13, security
models are presented. In section 4.14, the major e-business security challenges are
considered, and prior research on e-business security is presented. The material discussed in sections 4.1–4.14 is summarised in section 4.15, and conclusions are drawn
in section 4.16. The chapter concludes with section 4.17, which contains proposals
for filling in the gaps in the current state in the art of information security.
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4.1

An ISS conceptual framework

Security for IT and IS is a complex and ever evolving subject. Not only is the term
security used in various contexts and with respect to a broad range of IT issues,
the information security discipline is also very broad. It includes a wide range of
subjects, such as computing, management/business, and human-related issues.
Lucas [144] considers the interdisciplinary nature of IS, covering topics as disparate as computer science and psychology. A number of IS frameworks have been
defined, covering a variety of aspects of the subject, such as frameworks for IS
development, frameworks based on sociological paradigms, and frameworks for IS
research methods (see, for example, [60, 61, 105, 212]). Information security, as one
part of IS, is also complex and broad, and can be approached from a range of perspectives. Siponen [212] considers research methods and objectives, and proposes
the use of organisational role as a framework for analysing approaches to IS security.
In particular, according to Siponen, the organisational roles for IS security include
technical, socio-technical, or social views [212].
Here we present IS security in terms of the conceptual framework shown diagrammatically in Figure 4.1. This framework is used here as a tool to discuss the
discipline in a consistent and systematic way.
The logic behind this framework is as follows. The business environment is
constantly changing along with (and due to) advances in technology. At any given
point in time, the state of the art in information technology, as indicated in the
topmost box, affects the operational and management capabilities and constraints
applying to the business environment. IT involves computer hardware, software,
data storage, and communication technologies [133].
Although a business environment benefits from advances in IT by expanding
and/or modifying its business activities, these advances in IT produce a new range
of threats. The next box down, i.e. IS threats, represents threats derived from
the use of IT. The various threats to information and IS also constantly change—
different business environments at different times are characterised by differing uses
and sophistication of IT, and, as a result, different threats apply. Note that, for
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Figure 4.1: Information Systems Security Framework
our purposes, a threat can be defined as any circumstance or event that has the
potential to harm a system [216].
The perception of, and exposure to, threats define the way in which security is
defined, i.e. they determine the interpretation of the term security. This is represented in the framework by the Security perception box. The perception of security
has changed over time. For example, before the widespread use of networks, and
the Internet in particular, the main perceived threats to IT were those applying
to isolated computer systems. That is, security was considered to be an issue of
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protecting a computer against what might/could happen to it. Subsequently the perceived threats have changed in line with changes in the use of IT. Changes in the
nature of the perceived threats have resulted in changes in perceptions of security.
There is no commonly accepted definition of both information security and IS security either in academia or in practice. (We provide a definition of these terms for
the purposes of this thesis in section 4.17).
The perception of security leads to the identification of security goals (represented by the Security goals box in the framework). We thus argue here that the
perceived threats, and the exposure to a specific set of threats, establish the perception of security and, hence, the fundamental goals and objectives of security.
Confidentiality, Integrity, and Availability (CIA) are commonly considered to be
the fundamental goals of IT security [216]; they are sometimes also referred to as
objectives, requirements, or properties (see, for example, [79, 98, 232]).
The specific perception of security, and the definition of the security goals, lead
to the establishment of the security approach, or paradigm, as represented by the
Security approach box in Figure 4.1. A paradigm represents a philosophical and theoretical framework of a scientific school or discipline within which theories, laws, and
generalisations, and the experiments performed in support of them are formulated
[260]. Along with the changes in security perceptions, the approaches to security
also change, and different security paradigms have been dominant at different periods. (A detailed discussion of security paradigm evolution is provided below in
section 4.5.1). Currently, the perimeter security paradigm is the dominant approach
for securing corporate IS. This paradigm implies the existence of an organisational
security perimeter, i.e. a boundary at which security controls are in effect to protect
corporate assets [216].
Following the chosen security approach, security safeguards are designed and developed (the Security design and development box), and security management (the
Security management box in Figure 4.1) is implemented in order to optimise the
effectiveness of these safeguards. A security safeguard is a protective measure or
control that is intended to meet the security requirements for a specific system [216].
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Security safeguards include a wide range of tools, operating and personnel procedures, mechanisms and policies, models, management techniques, physical devices,
legal measures, and standards.
Security design and development activities relate to the safeguards listed above,
while security management is concerned with achieving IS security goals by selecting appropriate security safeguards and managing their operation. Security management is another term lacking a universally accepted definition. (We provide a
definition of ISS management in section 4.17.) For our purposes, security management includes the following topics:
• organisational, dealing with concepts such as organisational structure (distributed, centralised), hierarchy, business goals, and business environment;
• technological, covering the IT issues relevant to the business;
• operational, covering how an organisation operates its processes (business
logic and physical environment);
• functional, dealing with specific functions and processes, including security
management functions and responsibilities [175];
• personnel, covering the users that interact with the system and its processes,
including security awareness [79], rules, policies, and controls governing user
activities.
The safeguards are represented by the boxes in the bottom row of the framework
diagram, and are defined as follows :
• personnel (users that interact with the system and its processes, including
security awareness [79]);
• security models (models that represent a particular policy or a set of policies
[25]);
• security tools (artifacts used in the systems development process [14]);
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• security mechanisms (methods or procedures used to help enforce a security
policy [25]);
• security policies (sets of laws, rules, and practices that regulate how an organisation manages, protects, and distributes sensitive information [216]; a
statement of what is, and what is not, allowed [25]);
• security standards (statements regarding hardware or software, configuration,
or level of performance that are to be adhered to in operations [216]);
• digital forensics (the umbrella term for all forms of research and analysis of
computers and computer use directed at obtaining evidence of intrusion, attack, or wrongdoing [216]).
This framework appears to encompass all the elements (both conceptual and
practical) that comprise the information and IS security domain today. In the
remainder of this chapter, the main characteristics of the various elements of the
framework developed above are described. In doing so we characterise the state
of the art in ISS, and provide the basis for identifying both issues with current
approaches to ISS and gaps in the current understanding of ISS.
We argue here that the chosen approach to designing and managing security (the
security paradigm) defines the way in which ISS safeguards are designed, developed,
deployed and managed. The framework above suggests that the approach to security should be derived from the security goals, which are themselves derived from a
perception of security that is based on identified threats. Hence, we start our more
detailed description of the elements of the framework with a discussion of security
threats, since we claim that threats depend on the specific operating environment,
and threats are a fundamental component of many existing security paradigms (approaches). This is followed by a discussion of the notions of ‘security perception’
and ‘security goals’. Finally, security paradigms are discussed in relation to ongoing
advances in IT, and with respect to changing security perceptions and goals.
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4.2

Security threats

The ever increasing dependence of organisations of IT, and the increasing complexity
of IT and IS, make organisations increasingly vulnerable to any malfunctions in
these systems. With rapid advances in IT and changes in the business environment,
threats to IS are constantly changing and proliferating. Whitman [262] argues that
there are changes in the identification of threats in the roll-out of new technologies.
According to the author, these changes may have shifted the organisational security
focus. As IT advances, more powerful tools are provided to developers and users,
and the greater is the computer/technology literacy of the ‘average’ user.
Information security is usually considered as being concerned with identifying
possible threats based on what is already known [66], and providing methods within
the organisation to address the prioritised threats it faces [263].
Threat is a very broad term. Threats become more specific when discussed in
the context of vulnerabilities and attacks [216]. Definitions of the terms risk and
threat (and of the related terms vulnerability and attack ), vary (see, for example,
[25, 62, 108, 205, 216]), and no universally accepted definitions exist for these terms.
A vulnerability is a weakness in system security procedures, design, implementation,
controls, etc., that can be exploited to violate system security policy [216]. Threats
are generic, while vulnerabilities are environment-specific, since they depend on the
protective measures used in the system [79]. Threats are changing and constantly
increasing in number as IT develops. For example, threats related to computerbased networking only arose once networks became common.
These factors together imply that the number, variety, types and power of IS
threats are constantly growing. For this reason it is not possible to present a complete list, but instead we give a list of broad categories of threats. A number of
threat classification schemes have been proposed, including by authors from both
academia [47, 247] and industry [33, 205]. We use here the Shirey threat classification scheme described by Bishop [25], that divides threats into the following four
broad groups:
1. disclosure (unauthorised access to information);
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2. deception (acceptance of false data);
3. disruption (interruption or prevention of correct operation); and
4. usurpation (unauthorised control of some part of a system).
A threat itself does not harm a system, but a successful attack does. That is, an
attack is a realisation of a threat. An attack is an act that tries to bypass security
controls [216]. Threats can also arise from accidental or environmental incidents.
For the purposes of our discussion we consider these types of security violation
as an attack too. As for threats, with advances in IT, new types of attack are
constantly being invented, and hence we again define general categories of attacks,
attack methods and vulnerabilities, rather than attempting to list specific examples.
It is important to note that attacks are typically not associated with just one
threat category, but may implement multiple threats. We give below a list of attack
categories, including some of the more widely discussed classes of attack.
• malware (a collective term for many varieties of deliberately malicious software
[79, 216]), including:
– viruses (self-replicating and propagating programs, usually operating with
some form of input from the user, although generally the user is unaware
of the intent of the virus [216]);
– worms (replicating programs that can spread between systems autonomously,
without the need to infect a carrier in the manner that a virus does [79]);
– Trojans (programs that pretend to be something else in order to enter
a system and encourage people to use them, typically resulting in unexpected and unwanted effects [79]);
– spyware (a program that reports on the contents, status, or operation of
a computer to a remote system or user [216]);
• denial of service (DoS or DDoS) (a form of attack in which legitimate access is prevented or impeded as a direct result of activities originating from
unauthorised parties [79]);
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• social engineering (the use of fraud, spoofing, or other social or psychological
measures to get legitimate users to break security policy [216]);
• insider attacks (attacks involving an employee or other trusted individual,
generally one with a higher than normal access [216]);
• impersonation attacks (an attempt to gain access to a system by posing as an
authorised user [216]);
• hacking (breaking security systems by either skilled or unskilled persons [216]);
• exploitation of implementation errors (i.e. an attack taking advantage of weaknesses that exist as a result of errors in development, yielding a system which
is not consistent with security policy requirements).
It is also possible to categorise attacks by the motives and objectives of the
attackers, rather than by the techniques used. Attack categories of this type are as
follows.
• harassment (sending unwanted threatening or injurious messages to an opponent directly, either in person or through a medium such as email [62]);
• cyberterrorism (the use of information technology by terrorist groups and
individuals to further their agenda [168]);
• political or industrial net espionage (network-enabled espionage [29]).
The seriousness of attack techniques depends on a number of factors, including
technical capabilities, attacker competence, technological advances, vulnerability
exploitation opportunities, etc. Such techniques include:
• buffer overflow (made possible as a result of a common programming error in
which excessive input exceeds the memory space allocated to it, potentially
causing the program to execute arbitrary code or switch operational control
to an arbitrary memory location [216]);
• SQL injection (an attack that manipulates parameters that are used in SQL
statements [175]);
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• spamming (indiscriminately sending unsolicited, unwanted, irrelevant, or inappropriate messages, especially commercial advertising, in mass quantities
[216]);
• packet sniffing (traffic monitoring used by an attacker within a network to
gather information about the network [139];
• spoofing/masquerade (an attempt to gain access to a system by posing as an
authorised user [216]);
• abuse of cookies (using the information contained in cookies for illegitimate
purposes);
• routing table poisoning (malicious alteration of routing tables by modifying
routing information update packets sent by the routing protocol [47]);
• phishing (posting of a fraudulent message to a large number of people via
spam or other general posting, asking them to submit personal and financial
information [216]);
• SMiShing (a compound of ’phishing’ and ’SMS’, where mobile phone users
receive text messages containing a Web site hyperlink, which, if clicked, downloads a Trojan horse to the mobile phone [259]);
• vishing (the telephone equivalent of phishing [259]);
• DNS (Domain Name System) hacking (an attack on the DNS infrastructure
that has the potential to affect a large portion of the Internet [47]).
Vulnerabilities can be technological (such as URL (Uniform Resource Locator)
parsing errors, flawed password schemes, faulty implementation of RFC (Request
for Comments) specifications, poorly configured default permissions, flawed security
models, etc.) or management-oriented (such as inadequate, or lack of, security policies, lack of user awareness, improper firewall configuration, organisational culture
shortcomings, etc.).
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For example, email communication can potentially be manipulated and abused
in a number of ways, including by spam, address harvesting (gathering of email
addresses for the purposes of spamming), or harassment (sending unwanted threatening or injuring messages via email [62]). Valid email addresses are needed by
spammers, and various techniques are used to procure them (including legal purchase, theft and brute force and dictionary attacks) [206].
DoS, e.g. preventing a server from providing a service, can result from direct
attacks or from non-security-related problems. The denial of service may occur at
the attack source by withholding from the server the resources needed to perform
its functions, at the attack destination by blocking communications with the server,
along the intermediate path by discarding messages from either the client or the
server, or at some combination of locations [25].
Possible consequences of attacks for an organisation include:
• software corruption/modification;
• hardware malfunction;
• data corruption/modification/exposure/theft;
• identity theft;
• intellectual property theft;
• financial loss;
• damage to reputation;
• national-level infrastructure disaster.

4.3

Perceptions of security

The definition of ISS varies widely, as is true of almost all other IS related terms.
There is no formal commonly accepted definition of Information Systems Security. According to Smith et al. [219], IS Security ‘is the effective implementation of
policies to ensure that the confidentiality, availability, and integrity of information
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and assets are protected from theft, tampering, manipulation or corruption’. The
NSTISSC (National Security Telecommunications and Information Systems Security
Committee)1 defines it as ‘the protection of information systems against unauthorised access to or modification of information whether in storage, processing, or
transit, and against denial of service to authorised users, including those measures
necessary to detect, document, and counter such threats’ [171]. According to Slade
[216], system security includes ‘the totality of security safeguards to provide an
acceptable protection level for a system and for data handled by a system’.
In the literature, a formal definition of IS security is often not provided at
all, but instead security is discussed with respect to its role (in the view of the
author). Peltier [183] argues that, since information is an asset of an organisation,
‘management is expected to ensure that appropriate levels of control are in place
to protect this resource’ [183]. According to Denning [62], information security is
concerned with protecting information resources that are owned or managed, while
its goal is to deny unauthorised access. ‘Information security’, says Denning, ‘is
intended to support the mission of an entity, which depends on timely access to its
information resources’ [62].
From this discussion, it appears that information security is commonly deemed to
deal with the protection of information resources by denying access to unauthorised
users. That is, the common perception of security focuses on controlling access by
preventing unauthorised access. This perception is reflected in the widely discussed
generic security goals, or security requirements, of Confidentiality, Integrity and
Availability (CIA). This set of security requirements is based on the principle of
authorisation, namely ‘who is allowed to access what and in what manner’ [62].
These security requirements are discussed in the next section.

4.4

Security goals

It is commonly accepted by the security community [25, 79, 89, 98, 158, 232] that
there are three main security requirements:
1

http://www.trust-us.ch/cryptome/01-Cryptome-061213/nstissc.htm
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• confidentiality;
• integrity;
• availability.
Although there are some slight differences in definition and interpretation, in
general the three basic security requirements (or properties, as they are called by
Tettero [232] and Landwehr [132]) are used with the following meanings:
• confidentiality—ensures the necessary level of secrecy at each data processing
entity, and prevents unauthorised disclosure; it ensures that information is not
made available to unauthorised parties;
• integrity—involves maintaining the accuracy and reliability of information
and processing methods, and preventing unauthorised modification of data,
thereby ensuring that data is correct, as defined by the process designer;
• availability—involves ensuring timely access to data and resources to authorised users, so that data, information and other elements of information systems are accessible and useable by an authorised user.
(The above three definitions are based on those given in [79, 98, 216, 232]).
These three security requirements have been in use by the security community for
many years. As the business environment is changing, the question arises whether
these still represent the complete set of security goals that a modern business (ebusiness) information system should achieve? Are all these requirements always
needed? For example, in an e-commerce system ‘. . . assuring the confidentiality of
the information delivered may not be important at all if the system is simply acting
as an online catalogue of merchandise, though of course if it is used to accept credit
card numbers, they will require protection’ [132]. How is privacy maintained in the
world where information/data harvesting techniques are improving constantly?
Some authors introduce additional requirements (such as accountability and nonrepudiation), depending on the context. Accountability ensures that actions affecting an information system can be uniquely traced back to the responsible entity
[117, 184].
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Non-repudiation is one of the five main classes2 of security services defined in
the OSI (Open Systems Interconnection) security architecture [65]. Here we use the
definition given by Dent and Mitchell [65], according to which non-repudiation is a
service that enables the participant in a communications session to prevent another
party in the session from denying having taken a particular action (e.g., having sent
or received a message). The OSI security architecture defines two main types of
non-repudiation [65]:
• non-repudiation of origin, in which the recipient of a message is provided with
the means to prevent the originator of the message from denying having sent
it;
• non-repudiation of delivery, in which the sender of the message is provided
with the means to prevent the recipient of the message from denying having
received it and having recognised its content.
Ford and Baum [75] discuss the use of non-repudiation in an e-commerce context,
covering issues relating to the transfer of a document, such as proving the identity of
the person that sends a document, the time the document was sent, and acceptance
of the document. Non-repudiation can be provided in a range of ways, and typically
involves an exchange of cryptographically protected messages such as those specified
in ISO/IEC 13888 [65, 109]. However, while a non-repudiation mechanism can
provide evidence that might potentially be useful in resolving disputes, such evidence
is of little value in the absence of a non-repudiation policy specifying how evidence
should be generated and managed, and how it might be used in the event of a
dispute [65].
Haley et al. [97] argue that security requirements can be met in many different
ways, some of them completely outside the scope of system software, while security
requirements have to be applied in the context within which the entire system
operates [97]. Bishop [25] argues that the interpretation of a security requirement
in a given environment is dictated by the needs of the individuals, customs, and
2

The other four are authentication, access control, data confidentiality, and data integrity

[65].
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laws of the particular organisation.
As a result of technological changes, organisations experience not only operational changes, but also conceptual and behavioural changes. The security requirements should reflect these changes and adapt to the modern reality, and so they
should be updated in line with the specific business situation.

4.5

Security paradigms

A security approach, or paradigm, must take account of the state of the art in IT.
The security paradigms in use are thus likely to vary over time, as technology and
its use develop. In this section, examples of such changes are presented, focussing
on those relevant to the current dominant security paradigm.

4.5.1

Evolution of security paradigms

Information Systems and Information Systems Security have continually evolved
since the beginning of the information age. Definitions of the terms as well as
perceptions of the subjects have changed in line with technological advances. Until
the 1980s, the term ‘security’ was mainly used in relation to isolated computers,
which is reflected in the literature of that time (see, for example [107, 131]).
At that time, the notion of computer security was only related to the processes
inside the computer. The main security issues related to secure operating systems
and secure access to computer and computer resources. Also, in the 1960s, 1970s
and early 1980s, the need for computer security was primarily associated with government and military rather than commercial applications [131, 150]. Key work at
that time addressed issues such as information flow controls in the operating system,
although problems often remained in the form of unauthorised information flows via
covert channels [200].
Key early work on computer security was sponsored by the US Department
of Defense (DoD) [131]. This pioneering work only addressed data confidentiality
issues (and not integrity). The security models developed by the DoD reflected the
DoD’s perceptions of computer security (a discussion of security models is provided
in section 4.13 below), and the concept of government security. The DoD model
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involves classifying resources and users into sensitivity levels, such as unclassified,
confidential, secret, and top secret [131], forming the notion of ‘multi-level’ security.
The ‘Orange Book’ (the DOD Trusted Computer System Evaluation Criteria) [150]
built on the DoD model, and defined a set of criteria for the development and
evaluation of secure computer systems.
More general awareness of security issues amongst non-government IT users was
slower to develop. However, during the 1980s a range of products became available
to protect data for commercial users, e.g. in the form of database security features.
Of course, certain industry sectors (notably banking) deployed security functionality
very early, but typically using bespoke systems.
Probably the most important development in IT during the 1980s (at least as far
as security is concerned) was the growth of networking, which provided organisations
with the means to interconnect their computers (both locally and, using WANs, to
some extent globally). The concept of computer networking was introduced in 1962
in an MIT ‘series of memos’ written by Licklider, discussing the ‘Galactic Network’
concept of a globally interconnected set of computers, somewhat like the Internet
of today [134]. With the arrival of ARPANET in 1969, the critical ground rules
that were formulated for its successful operation did not include security issues,
but instead focussed on reliability and connectivity, (see [134] for a history of the
Internet).
The networked infrastructure developments during the 1980s changed dramatically the role of computers in industry and the related terminology. The concept of
an information system was introduced, and the difference between ‘computer’ and
‘information system’ and their respective contributions to organisations, along with
the differences between the terms ‘data’ and ‘information’, became evident. Differences also emerged in related terms. The introduction of the notion of a ‘system’
made it clear that there are many functional aspects that need to be made secure
(whether it is a computer system or a more general entity such as an information
system).
Global connectivity has massively increased through use of the Internet both by
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industry and domestically. The widespread development of LANs, PCs and workstations in the 1980s provided interorganisational connectivity, and also allowed the
Internet to flourish. This was accompanied by a major shift in technical and management issues, such as the invention of Domain Name System (DNS), a distributed,
hierarchical global directory that translates machine/domain names to numeric IP
addresses [47, 134].
Connectivity between various parts of an organisation implies resource sharing,
and brings with it a range of serious security vulnerabilities. During the 1990s,
it became widely recognised that security is everyone’s problem. Organisations
found themselves facing a conflict that arose from the desire to be both connected
to the outside environment for usability reasons, and disconnected because of the
associated threats to their information. With the growth in connectivity, the increasing awareness of security issues across industry, and the emergence of firewalls
as a security enabler, the security perimeter paradigm emerged, and rapidly became
dominant (although the term ‘security perimeter’ appears to only have become widespread more recently). The security perimeter, a collection of tools, mechanisms and
techniques, is built to protect an organisation’s internal resources from external access. The security perimeter is applicable at an organisation’s boundaries, so that
it can protect the resources within.
With the arrival of e-commerce and e-business in the late 1990s, and their subsequent growth in importance, security issues have become even more serious. In
particular, these new modes of doing business are only made possible by the adoption
of the relevant IT, and by giving very large numbers of people access to organisation
networks. Network-level security is widely practiced in order to protect the internal
resources of an organisation, and the perimeter security management approach has
become dominant.

4.5.2

The current paradigm

The perimeter security paradigm is commonly used [69, 150, 210, 222] for managing
corporate IS security. It implies the existence of a logical barrier around a specified
set of corporate resources. In practice, the security perimeter is constructed using a
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collection of security products, notably including network firewalls. The goal is to
prevent malicious/non-authorised users and applications from accessing corporate
resources, include its business functions. ISS is thus based on a trust hierarchy, in
which the company’s employees automatically get maximal trust (at least as far as
the security perimeter measures are concerned), while external users get minimal,
if any, trust. This approach does not distinguish between different applications
with different levels of sensitivity running in the business. Mobile devices operating
outside the physical corporate domain, and connecting via public networks, which
are increasingly used in e-business activities, are not given a high trust level, even
if the users of the devices are trusted employees.
The modern business environment (in which e-business systems operate) is also
changing with respect to the extent to which businesses control their own IT. Organisations are no longer likely to have total control over the systems and networks
upon which their e-business applications depend. Jones et al. [116] argue that,
as a result, it is becoming more important to understand, and regulate, perhaps
by contractually binding statements of requirements, the relationships between the
stakeholders responsible for different parts of a system. In addition, there is a real
and growing problem with interoperability between different e-business solutions
[116].
One of the characteristics of a modern organisation (and especially of an ebusiness organisation) is the distribution of resources and assets. Resources and
assets are physically and/or logically located at different sites. Management of the
resources is also distributed between various hierarchical functions. In addition, in
an e-business, the number of users (employees, customers, partners, suppliers) is
likely to be large, and many of these users (both from inside the organisation and
from other organisations) need access to corporate information.
In order to provide a deeper understanding of perimeter security we next briefly
describe the security safeguards used to enforce the perimeter.
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4.5.3

The Security Perimeter architecture

The tools necessary to enforce the security perimeter include such things as firewalls, Intrusion Detection Systems (IDSs), Intrusion Prevention Systems (IPSs),
De-Militarised Zones (DMZs), and network security features using cryptography.
A firewall is a system that enforces a boundary between two or more networks,
with the ability to permit or deny the passage of data according to a predefined
security policy [79]. Such tools appear to be the most popular form of web security
measure (see, for example, the statistics presented in [79, page 90]). A firewall
is a hardware- and/or software-based device, whose basic task is to control traffic
between computer networks in different zones of trust, e.g. between an internal
trusted network and an external untrusted network such as the Internet, in order
to detect, prevent, or mitigate certain types of network attack [216].
An IDS is an automated system for alerting operators to a penetration or other
contravention of a security policy [216]. IDSs are designed to detect malicious activity, and can often manage to do so quite impressively. However, their performance
is greatly dependent on the following factors [8]:
• the skills of the person that is managing and configuring the tool;
• the availability of the means to interpret the huge amounts of data captured
by these systems.
An IPS is a second-generation Intrusion Detection System that either stops an
attack or interacts with an external system to address the threat [33].
A DMZ is a way of separating sensitive information from that intended to be
publicly available [139]. It is also known as a perimeter network, and its purpose is
to isolate and limit the damage an attacker can do by gaining access to a server [139].
In particular, it can be implemented using firewalls in situations where organisation
internal networks are separated from publicly accessible servers, such as Web servers,
which are themselves separated from the public Internet by another firewall [216].
The use of a DMZ increases network overhead, and there is usually a performance
dip at the server level when a DMZ is activated. There is also no clear consensus on
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the best way to implement a DMZ or how many DMZs are the most efficient design
[139].
Tools used in implementing perimeter security are designed to prevent malicious content from entering the organisation. However, in practice they may give a
false sense of security [8, 33], in particular since they cannot prevent attacks that
originate inside the firewalls [203]. Also, firewalls, IDSs, and IPSs require a lot of
maintenance to ensure that they function as intended [139]. Although widely used,
these safeguards have limited effectiveness when applied in a highly interconnected
environment. Most network-level security mechanisms used as part of a perimeter
defence fail to identify all web-based attacks, and thus let malicious traffic pass
through the organisational perimeter. As a result, attacks may occur [8].
McCumber [150] argues that the boundary approach quickly becomes inappropriate as security requirements become more refined and functional requirements
expand. Since the logical extension of the boundary security model results in identifying ever more zones that must have their boundaries protected, eventually there
will be overlapping zones and it will be necessary to implement security access controls at each boundary. ‘No matter how complex these zones become, the policy
implementation is simple: separate insiders from outsiders’ [150].
According to McCumber [150], boundary protection models do not allow for
the implementation of robust security rules, since, by firewalling each zone, the
security analyst tries to define security as a large access control problem. Also, it is
impossible to interpret access control criteria for each IT device, because the model
is not consistent across different types of network component, and each of these
components has a different function [150].
The feasibility of the perimeter security paradigm in the modern technological
and business environments is increasingly criticised both by academics [100] and
practitioners [178, 223]. The modern business operation is based on global interconnectivity and information sharing. The ‘hard-shell’ perimeter model has changed
with the advent of the Internet [178]. ‘If you step back and look at your corporate
Intranet, with its hardened perimeter’,says Simmonds [210], ‘you will probably be
in for a nasty shock. That once simple, secure boundary resembles a piece of Swiss

96

cheese’.
The notion of de-perimeterisation has recently been introduced, and describes
possible alternative approaches to corporate information security management. Deperimeterisation means ‘opening up the networks’ through achieving acceptable levels of risk [222]. The need for open networks is driven by several business needs,
including remote employees, mobile connections, collaboration with other organisations, and integration with other organisations’ processes. According to Palmer
[178], de-perimeterisation (or De-P, as it is called by the author) refers to the erosion of the hard-shell model used to describe the structure of traditional information
security implementations while capturing the growing requirement for perimeters to
be breached in order to facilitate commerce and collaboration. Nowadays, continues
the author, a new model is needed ‘and this will be De-P’. De-perimeterisation advocates, argue Hayat et al. [100], the need for a distributed security model. The authors
assert that this can already be seen to be taking place, where anti-virus, intrusion
detection and firewalls are embedded on individual devices, supplementing current
centralised security solutions.(For more detailed discussions of de-perimeterisation
see, for example, [31, 32, 100, 129, 178, 210]).

4.6

Security development methodologies

Security development methodologies and methods have evolved in a similar way to
IS development methods, and they share common features such as objectives, means,
challenges, and primary concepts [19]. Baskerville [19] identifies three generations
of security design methods, i.e. the checklist methods used in the 1970s, mechanistic
engineering methods used in the 1980s, and logical and transformational methods
used since the late 1980s. The third generation methods, i.e. the currently used
systems development methods, include logical and transformational methods. The
logical methods include the techniques of Yourdon, Constantine, and Checkland’s
Soft Systems Methodology (a detailed discussion of these approaches can be found
in [23]). The transformational methods are represented by the SDLC (Systems
Development Life Cycle) and its more recent UK variant [14] SSADM (Structured
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Systems Analysis and Design Methods).
The third generation methodologies have both strengths and weaknesses. Flexibility, argues Baskerville [19], is a major strength of these methodologies. Weaknesses include problems with migrating from the abstract models into a real working system, integration of both physical and logical security components, a separate
cost-benefit evaluation of security, and, because of the reliance on abstract models,
the methods are oriented toward adding security to a new system [19].
Typically, information systems are developed in accordance with an SDLC,
which is a general approach to the development of an IS [14]. An SDLC provides a
well-defined process for considering an organisation’s business requirements, translating them into an information systems context, and then developing an IS that
supports those requirements [195]. An SDLC provides a model of a system. However, security is not one of the issues that is addressed in this methodology. Also,
when modelling a system (or any part of it), only the specific state of a system at
some static point of time is described. Changes that take place at any other time
are not covered by the model.
According to Avis and Fitzgerald [14] the SDLC approach has a number of
weaknesses, including:
• failure to meet the needs of management;
• instability;
• user dissatisfaction;
• problems with documentation;
• incomplete systems;
• application backlog; and
• maintenance workload.
In direct contradiction to Baskerville [19], Avis and Fitzgerald [14] claim that the
SDLC approach is inflexible, because, in this methodology, the outputs that the system is meant to produce are usually decided very early in the systems development
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process. As a result, the design is ‘output driven’, which leads to inflexibility with
regard to the changing requirements of a system [14].
Although it is widely accepted that ISS design and implementation require a
comprehensive approach, and that they should cover a variety of topics [184], information systems security issues are often only considered after a system has been
developed, and rarely during its design, coding, testing or deployment [235]. Breu et
al. [34] argue that security is a requirement which has to be considered at all stages
of development, and security-relevant issues are often considered only at a technical
level (e.g. covering such things as encryption techniques, security protocols, logging,
etc.) [34].
Another approach to the development of secure systems is based on the Capability Maturity Model (CMM) [62, 71]. The model identifies five different levels of
the maturity of software development in order to address security engineering goals
[71]. CMM, says Denning [62], does not cover the configuration and operation of
systems, but their development only, and also suffers many of the limitations of the
other approaches.
Although security is an important (if not the most important) issue for ebusiness, traditionally, as for any information system, security is considered only
after the definition of the system. This can give rise to a range of possible problems. For example, if security is only considered at certain stages of the system
development process, then the necessary security safeguards could conflict with the
functional requirements of the system [161]. Hence, there is a need to develop a
discipline for secure IS development [160].
Komninos et al. [124] argue that if the security of a network architecture is
not properly designed from the beginning, the security goals are difficult to achieve
during practical operation of the network.
However, say Toval et al. [235], ‘the advisability of considering security from the
very beginning of the system development has recently begun to be appreciated,
and in particular in the system requirements specification phase’.
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4.7

Information and IS security management

The importance of ISS management in the organisational context has become evident, say Theoharidou et al. [233], from the emergence of a new approach in which
ISS management is concerned with both the organisation and with people.
There is no commonly accepted formal definition of information and IS security management. In a more general management context, security management
deals with the identification of an organisation’s information assets, and the development, documentation and implementation of policies, standards, procedures and
guidelines, and the allocation of resources to make these tasks possible.
The security management subject area is the subject of increasing interest, arising from the growing recognition of its importance in the effective deployment and
use of security measures (see, e.g. [6]).
Zuccato [274] argues that current approaches to security management can be
divided into three groups, namely:
1. approaches based on security management standards (e.g. ISO 27001);
2. approaches based on best practice (e.g. publications on security by the National Institute of Standards and Technology (NIST));
3. more formal approaches (various approaches to systems design and development, as discussed in section 4.6).
Existing security management approaches have a number of shortcomings [274],
including the following:
• typically, only security issues within a narrow scope are addressed, although
many dimensions ought to be considered following a holistic approach;
• most approaches only cover parts of the commonly used SDLC for modern
systems development;
• the implications on security management of e-commerce are not addressed
sufficiently.
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Management tools, such as information classification, risk assessment and risk
analysis, are used to identify threats, classify assets and to rate system vulnerabilities
so that effective controls can be implemented.
The various currently available security management techniques and tools are
next briefly described, and their main characteristics are emphasised.

4.7.1

Checklists

The idea of checklists, says Siponen [214], is to identify possible countermeasures
and turn them into a list. As the name implies, in this approach ISS techniques
and procedures are presented as a list, from which practitioners can choose specific
solutions that meet their needs [212]. Siponen [214] asserts that the early information security checklists, such as that provided by AFIPS (American Federation of
Information Processing Societies) and the SAFE (Security Audit and Field Evaluation) list, support secure systems design by enabling the selection of appropriate
security controls. Another widely known checklist is the standard ISO/IEC 27002
(ISO/IEC 17799) (which is discussed in section 4.9 below). Peltier et al. [184] argue
that checklists, if used inappropriately, can impact the ‘free flow of ideas and information’ [184], and, hence, may be most suitable for use at the end of the security
design management process.
However, they have also been widely criticised, since they have a very narrow
scope and address observable issues only, without considering the social aspects of
the security problem [66].

4.7.2

Risk analysis

The existing perimeter security approach has an impact on the security methods
currently used in organisations. In conjunction with this, the security measures
deployed by on organisation are typically selected as a result of an activity which
has several names, including risk analysis, risk assessment, and risk management.
Security risk, argue Tsiakis and Stephanides [238], ‘is an inescapable fact of
e-business’. They go on to describe four possible approaches to risk:
1. accept;
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2. ignore;
3. assign it to someone else;
4. mitigate.
Risk analysis involves identifying and ranking risks, while risk management is a
continuous process, covering a variety of risk analysis and risk mitigation activities.
Wang and Zeng [248] argue that risk analysis is one of the most important phases
of risk management.
According to Tregear [236], risk assessment (following a formally defined method)
is critical to establishing effective ISS management.
Academic research argues about the real value of risk management. Goel and
Chen [87] identify a number of problems in using risk analysis techniques, including:
• the lack of standardised metrics and processes for the valuation of assets;
• the lack of the means to measure the impact of threats, and to estimate the
benefit of controls;
• an acute shortage of data that would enable a reasonable statistical analysis
to estimate risks;
• the poor quality of data on threats and vulnerabilities
• reliance on checklists and guidelines makes risk analysis ineffective or expensive
because of the need for internal data collection, e.g. using penetration testing
and/or honeypots;
• organisations do not have the ability to determine the quality of assessments,
and have to rely on the verdicts of consultants.
Although risk management and risk analysis techniques are widely discussed
(see, for example, [225, 236, 239]), these tasks are not trivial, and are sometimes
very difficult to perform effectively. Gerber and von Solms [85] assert that risk
analysis is an appropriate approach for helping to select safeguards for tangible IT
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assets (e.g. computer assets, which are mostly physical in nature [85]), even though
it is still problematic.
Risk analysis involves identifying risks by estimating threats and vulnerabilities.
In order to perform a risk analysis in practice, a quantified analysis of risks has to be
carried out, which implies using estimates for probabilities. Quantifying asset value
could prove to be a difficult task, especially for intangible assets such as information
[85].
The evolution of the IT environment, say Gerber and von Solms [85], has brought
the following changes in the business environment:
• business processes are no longer conducted in isolation;
• information is the core of all business processes;
• organisations are interdependent, and operate as a whole;
• each organisation must deploy appropriate information security management;
• information security should be approached in a holistic way.
Hence IT risk evaluation building on an isolated, ‘closed world’, assumption is no
longer appropriate, and a holistic view of assessing risks should be adopted, rather
than the traditional approach to risk assessment [85, 274]. Zuccato [274] argues
further that risk analysis alone is not sufficient to develop security requirements for
e-commerce. Traditional risk analysis, say Gerber and von Solms [85], is related
to the natural science paradigm3 , which is already represented in the current ways
of managing risk [85]. However, issues such as law, politics, economics, etc. should
also be part of the overall management of risk.
Finally, e-business development is relatively new to many companies, and therefore there is limited knowledge about the relevant risks [248].
3

The authors discuss three paradigms—the theoretical sciences, the social sciences and
the natural sciences (which also include applied science, i.e. engineering). Risk perception
differs [85] across the three science paradigms.
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4.7.3

Threat modelling

A threat model is used to characterise an organisation’s environment (both internal
and external) in terms of possible attacks and their levels of severity. Organisations
need to identify information security threats in order to establish a list of possible security-violating scenarios. Threat identification provides organisations with
information regarding the types and extent of possible security violations. Threat
models are a widely used tool in the development and design of an information
security model; they can be used to provide inputs for the security model, and can
be used as a basis for selecting the types of defences to be used to protect against
information security attacks.
There are number of methods for threat gathering, including [184]:
• checklists;
• examination of historical data;
• brainstorming.
Some approaches use the ‘threat vector’ technique [33], which involves defining
three variables (i.e. source of threat, threat, target) for each possible attack path.
Two problems with this approach are as follows:
1. the defined threat vectors for a specific company will be based on the perceptions of the security designer;
2. two of the variables (threat and target) are likely to be constantly increasing
in number and variety.
‘Security experts tend to focus on the threats they know how to model and
prevent. The attackers focus on what they know how to exploit, and the two are
rarely exactly the same’, argues Blaze [204, page 621].

4.7.4

Due care and due diligence

According to one common view, argues Anderson [7], information security comes
down to technical measures only. One of the consequences of not operating an
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effective IS security programme is that an organisation may be liable for misuse of
its information systems [62, 198]. That is, every organisation must perform due care
(i.e. actions undertaken to provide proper, just, required and sufficient care, so far
as the circumstances demand [216]) of ISS. The management of every organisation
is legally responsible [62, 183, 198, 220] for any security violations of IS under laws
such as the US Federal Sentencing Guidelines (chapter 8)4 , Control OBjectives for
Information and related Technologies (COBIT)5 , and HIPAA6 for health care and
medical organisations. Due diligence refers to proof (usually documented) that due
care has been exercised [216]. Peltier et al. [184] assert that management is charged
with showing that due diligence has been performed during the decision-making
processes for any organisation.
If an organisation’s management fails to appreciate that information security
governance is an essential and integral part of corporate governance, then they fail
to perform due care and, as a result, will fail to perform due diligence [220]. In
order to try to protect themselves against possible any future claims, managers
often [7] buy products and services from major suppliers, without any prior security
assessment, although these products and services may have limited effectiveness.
Ironically, such decisions are considered by some organisations as due diligence [7].
Su et al. [228] argue that, because of the complexity of a modern networked
organisation, it is difficult to obtain an enterprise-wide view of security management
and, hence, those responsible for security often lack knowledge of the real security
requirements of their organisation. The result is that due care and due diligence
cannot properly be performed.

4.8

Information security policies

The term information security policy refers to a set of organisational-level rules
that govern the acceptable use of computing resources, security practices, and the
development of operational procedures [216]. According to Doherty and Fulford
4
5
6

http://www.ussc.gov/2007guid/8b2 1.html
http://en.wikipedia.org/wiki/COBIT
http://www.hipaadvisory.com/REGS/HIPAAprimer.htm
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[68], an information security policy is one of the two most important documents for
ensuring the effective deployment of IS and IT within a modern business enterprise
(the other being the strategic information systems plan (SISP)).
Information security policy, argue Solms and Solms [220], is the starting point
and reference framework on which all other information security sub-policies and
standards must be based, and it must show the commitment of the executive management towards information security in the organisation.
In the ISS framework presented above (see section 4.1, Figure 4.1), information
security policies are developed through ISS design and development. Managing the
development of security policies as a project involves the application of a variety
of skills, tools, experiences, and techniques [183]. Information security policies are
implemented through ISS management, which also deploys additional safeguards,
as presented in Figure 4.1.
According to Rees et al. [195], an information security policy is a method by
which a well-defined process is put into place, so that all information security issues
are considered in a foolproof manner. The authors argue that the SDLC is an appropriate tool for such a task. Information security policies are essential to support
the efficient and secure running of an organiation [183].
However, modern organisational information security policies appear to be increasingly unable to handle security breaches. The most prevalent model for handling breaches appears to be an ad hoc one, where the latest breach becomes the
model for future occurrences [195]. The problem with current approaches, argue
Rees et al. [195], is that they do not address the problem of keeping up with the
increasing rate of change in e-commerce technology and applications, and they also
do not provide means for keeping such policies consistent and aligned with organisational objectives. To date, argues Whitmore [264], the application of IT security countermeasures is generally limited to addressing specific vulnerabilities (e.g.
hardening operating systems for publicly available servers, applying and monitoring
IDSs, and installing and configuring firewalls).
To conclude, although information security policies should be derived from the
corporate strategy, supported by the executive management, and relate the entire
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organiation by covering all the relevant aspects of business activities, these policies
are usually written by technical IT security professionals and relate usually the
information access problem only.

4.9

Information security standards

Standards are one means for expressing and supporting policies [216]. Information security management standards are among the most widely used methods for
security management [213]. Standards in the information security domain aim to
capture industry best practice, and to provide generic and authoritative instructions
to be applied at an international level [212].
Compliance requirements for organisations are usually driven by the industry in
which they operate (e.g., HIPAA, SOX7 and GLBA8 for financial organisations, and
PCI9 for any organisation that stores, transmits or processes cardholder account
and transaction data). Some organisations might need to meet the compliance
requirements in more than one standard.
Information security management standards are typically expressed in terms of
goals. The baselines are typically created by academic groups, and the guidelines
are then developed by Information Security practitioners [212].
The most commonly used standard for information security management is
ISO/IEC 1779910 [274]. ISO/IEC 17799 is just one of the 27000 series of international standards for the management of information security11 . ISO/IEC 17799
has frequently been criticised for just providing a checklist (instead of detailed guidance on how to conduct security management) [274]. The 27000 series aims to
address this issue by providing detailed guidance on a range of information security
topics. Also, argues Zuccato [274], the standard is appropriate for a traditional
organisation but not for an e-commerce organisation.
The importance of insider threats for ISS management is widely recognised [233],
7

http://en.wikipedia.org/wiki/Sarbanes-Oxley Act
http://en.wikipedia.org/wiki/Gramm-Leach-Bliley Act, http://banking.senate.gov/conf/
9
http://www.visaeurope.com/documents/ais/datasecuritystandard.pdf
10
ISO/IEC 17799 has recently been renamed ISO/IEC 27002.
11
http://www.itgovernance.co.uk/iso27000-family.aspx
8
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and is also addressed by ISO/IEC 17799. However, argue Theoharidou et al. [233],
ISO/IEC 17799 is ineffective in addressing insider threats. A lack of proper theoretical background on human behaviour, caused by the failure to adopt a holistic
approach, is suggested as one of the reasons for this.
SOX (the Sarbanes-Oxley Act) requires that companies establish a financial
accounting framework to generate financial reports. The reports must include verifiable and traceable source data. The source data must remain intact, and shall
not undergo undocumented revisions. In addition, any revisions to financial or accounting software must be fully documented, describing what was changed, why, by
whom, and when.
Web services security has been the subject of major recent development effort,
resulting in a number of web services security standards [95]. These standards are
mostly concerned with protocol definitions, and there is a lack of a global vision
addressing management issues [95].
Many organisations are not aware of the contents and contribution of all the
available standards, and hence many organisations do not comply with them. For
example, organisations securely managing electronic forms of information often ignore critical data that is still kept in other forms. Security for this other data is thus
not addressed by the safeguards implemented to protect electronic data, although
ISO/IEC 17799 explicitly addresses this situation [24].
Smith et al. [219], in their study of the perceptions of information systems security standards held by managers in government agencies, revealed that just a few
of the agencies succeeded in achieving compliance. ‘Low management involvement’
was the recurring theme in responses given in interviews carried out during the
study.
Siponen [213] argues that information security management standards focus on
ensuring that certain security processes exist, but the standards fail to advise on
the practical implementation of these security processes. Siponen emphasises that
‘it is not important that something is done, but . . . how well it is done’. Also the
author argues that the processes, guidelines, and principles of information security
management standards are abstract and over-simplified.
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4.10

Personnel security and human factor-related security

One of the most common ways in which information can be lost by an organisation
is through its personnel [198]. Furnell et al. [83] argue that security requirements
cannot be addressed by technical and technological means alone, and that the people
(customers and employees) involved significantly influence the success of security
measures. Whitman [262] asserts that the reason for security breaches is more often
human failure than weaknesses in technology. Research shows [4, 80, 81, 82, 83,
262] that human factors should be given proper attention, both in ensuring user
knowledge, understanding and use of security features, and also the obligation and
willingness of users to follow the relevant security procedures and policies.
Security incidents, asserts Whitman [262], are usually a function of security
policy, ethics training, and proper execution of the access policy. Also, according to
the author, a failure by individuals to follow policy can arise from a failure in, or
absence of, a control mechanism to regulate user access.
Internet users are often not informed about the threats arising from the use of
Internet services, and hence are likely to be vulnerable to the risks [78].
Users (employees, customers or any Internet user) can also cause harm intentionally, possibly with criminal intent [78], e.g. by infecting the organisation with
a virus, sabotaging systems, or to perform fraud or money laundering. Hence, an
awareness of cybercrime and the associated issues is increasingly essential [78].
One of the best ways to instil a security culture, asserts Furnell [79], is to educate
and train staff about what they should be doing. Security awareness and training
programmes, says Denning [62], can serve to inform employees about information
security policy, to sensitise them to social engineering tactics and potential losses,
and to train them in the use of security practices and technologies. Various surveys
show (see, for example, the data presented in [79]) that only a low percentage of
organisations have established information security training programmes for their
staff.
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To conclude the section, information security is commonly viewed as a technological problem, although it can be violated significantly by an organisation’s
personnel. Personnel is not trained enough with respect to information systems
security in organisations. Security safeguards with respect to personnel and human factor-related security are under-treated in organisations, and usually ignored
both during the ISS development process and by the organisational ISS management. This type of safeguards should be addressed by other safeguards listed in the
ISS framework (see section 4.1, Figure 4.1), in particular by a set of appropriate
information security policies.

4.11

Forensics

Digital forensics is a term covering the analysis of computers and their use in order
to obtain evidence of intrusions, attacks or wrongdoing [216].
The modern business environment is characterised by a great degree of complexity, both in the number of processes and the possible outcomes of these processes.
Hence, investigations of security breaches are likely to be both complex and costly
[44, 145]; however, forensic readiness can reduce costs [44]. Moreover, documentation of business processes is essential for a successful investigation process [198].
Typically the procedures for performing a forensics investigation are neither
consistent nor standardised [196].
The features characterising the paperless world give rise to a number of issues
for modern businesses, says Luoma [145], in that the increasing number of paperless
records means that it is more difficult for organisations to monitor records retention
policies. This can result in a failure to comply with record retention regulations, and,
as a result, a company could become involved in litigation. Luoma [145] describes
the following additional problems with forensics:
• uncertainty regarding who is responsible for developing and/or monitoring the
record retention policy;
• a lack of training on electronic document retention and deletion;
• a lack of understanding of which documents can be requested;
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• a lack of a comprehensive policy for document retention.

4.12

Current security methods, mechanisms and tools

Security safeguards include a variety of security mechanisms and tools which can
be used to help meet one or more security requirements.
In accordance with the framework proposed in section 4.1 checklists, risk management/risk analysis, and standards are considered here as management tools and
have been discussed in sections 4.7 and 4.9; maturity criteria and formal methods
have been discussed in section 4.6. We thus restrict our attention here to other
security methods.

4.12.1

Application security

The modern business environment is provided with IT-based automation support
in almost all functional areas. It is widely claimed (e.g. in [229]) that application
security is one of the goals of the software industry, especially when dealing with web
applications. However, the main objective of those producing business applications
is typically meeting the functional requirements, whilst providing a minimum of
security features. After deployment, applications are typically not ‘touched’, as
long as they do what they have been programmed to do [8].
Often the internal support and operations staff are not aware whether applications have been breached, either because they rely on the network-level security
tools and mechanisms, and/or because there is no way of learning from the application software if a breach has occurred. Indeed, security is sometimes deemed to be
covered by safeguards at the network level, e.g. involving Firewalls, IDSs, IPSs, etc.
Unfortunately, network-level security does little to protect applications [8]. Often
security features are added later, in the form of security patches.
Another important aspect of application security is the professional background
of the developer. Programmers are technically skilled employees, who typically
are not (and do not need to be) aware of the business and organisational issues
associated with a specific application. They lack knowledge of the business and
organisational aspects of the processes supported by the application, and also of the
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possible outcomes of these processes [175].

4.12.2

Cryptography

Cryptography can be used to protect both stored data and information exchanged
between parties. It can also be used to provide robust evidence of events. Various
cryptographic protocols (see, for example, [204]) have been designed to support such
security services.
Although cryptography provides robust algorithms which can be used to support strong communication security, additional security aspects arise that must be
considered, such as end-system security problems with key management, digital signatures, and non-repudiation [88]. Cryptography is essential, but ‘you need a lot
more than cryptography to have security’, says Schneier [205]. Also, many of cryptographic systems are so complex and tricky to use, says Anderson [6], that they
are rarely used properly.

4.12.3

Security mechanisms

A security mechanism is a method, tool, or procedure for enforcing security policy
[25]. There are many different types of mechanisms, with a variety of purposes. For
example, current software may use access control lists (ACLs) to enforce regulations
and policies in business organisations. Mechanisms can be nontechnical, e.g. when
policies require procedural mechanisms that technology cannot enforce (for example,
requiring proof of identity before changing a password [25]). Schumacher et al. [207]
classify security mechanisms into four groups:
• automated mechanisms (those that rely on information technology); these
mechanisms may support only one service directly, e.g. encryption supporting
identification and authentication (I&A);
• physical mechanisms (including human guards, physical boundaries, and locks);
• procedural mechanisms (mechanisms that address development, dissemination
and enforcement of security procedures for the organisation);
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• management support mechanisms (mechanisms that support the other groups
of mechanisms).
One mechanism may support multiple services, and some services may need
support from multiple mechanisms, hence all the required services must be taken
into account when considering mechanisms and their implementations [207].

4.12.4

Security tools

Security tools are intended to provide protection against a variety of threats and
vulnerabilities. They include a very broad range of IT-based products and services,
such as the following.
Virus Scanners By scanning for viruses and other forms of malware, harmful
content can be removed at the security perimeter, before it enters the enterprise
network. The means used to detect viruses, worms, spyware, and Trojans at
the Internet gateway needs to preserve enterprise performance, scalability, and
manageability.
Firewalls, IPSs and IDSs These systems, as described in section 4.5.3, are used
to filter information exchanged between two or more networks, and to prevent
or detect malicious activity.
Antivirus protection is most likely to be incorrectly or inadequately maintained
[79]. Also, desktop anti-virus solutions are not keeping pace with malware proliferation [143, 159]. Frequently, anti-virus applications are unable to detect new viruses
and worms, because malware authors continuously test the limits of malware detectors in an attempt to discover ways of evading detection [194]. The problem of
malware is likely to continue to grow in the future, say Moser et al. [159], because
malware writing is quickly turning into a profitable business, as malware authors
can sell newly created malicious code to criminals, who then use it to compromise
large numbers of machines.
As discussed in section 4.5.3, firewalls, IPSs and IDSs are not always effective.
In the case of firewalls, worms can penetrate their defences simply by sending themselves to random IP addresses and destination ports. Also, it has been estimated,
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says Furnell [79], that the vast majority (about 80%) of firewalls are ineffectively
installed or maintained, providing a false sense of security. A well-known problem
with the use of IPSs is their ability to exacerbate the effects of a false-positive [33].

4.13

Security models

Security models are fundamentally important security design and analysis tools.
A security model provides a template for security policy enforcement in a system.
While most security models cover the same topics, the approaches may vary, argues
Liska [139]. The author asserts that security model is a philosophy that guides the
way an organisation approaches security.
There are a number of general categories of security models, where some models
can be classified under more than one category. Some models relate to confidentiality
(e.g. the Bell-LaPadula model) and integrity (e.g. the Biba and Clark-Wilson models), some apply to environments where policies are static (e.g. the Bell-LaPadula
model), and others address dynamic changes of access rights (e.g. the Chinese Wall
model) [89]. We next review some of the more widely discussed such models. We
divide the models we discuss into four main categories, namely:
• Confidentiality-related models;
• Integrity-related models;
• Access rights-related models; and
• Business rights-related models.

4.13.1

Confidentiality-related models

We give examples of three models addressing confidentiality of data.
4.13.1.1

Bell-LaPadula model

This abstract security model was developed during the period of the ‘computer security’ perception, discussed in section 4.5.1. It defines users and any other active
elements (such as computer programs) as subjects, and passive elements (usually
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meaning data) as objects. Four different access modes are defined, covering the
reading and writing of data (referred to in the model as observation and alteration).
In this model, a subject cannot write to an object at a lower level, and cannot read
from an object at a higher level. In order to implement this model it is typically
necessary to incorporate its functionality into the operating system (e.g. the MULTICS operating system). One major problem with implementing such a system is
the difficulty of mapping the access requirements into functional systems; as a result, it is typically not practical to apply this model to existing business information
technology infrastructures [150].
The Bell-LaPadula model was the first mathematically specified information flow
security model. It has been formally proven that, if its conditions (four security
levels and three main rules) are properly implemented, then information can only
flow in a secure way between subjects. The underlying mathematical model is
state machine based (where the security of a system is defined in terms of sets of
permissions for subjects accessing objects). The scheme is designed to model the
protection of secret information, i.e. to provide data confidentiality.
4.13.1.2

Chinese Wall model

The aim of this model is to ensure that the data of two different users stay separated,
regardless of the levels of sensitivity of the data themselves. This model is able to
represent a security policy that deals equally with confidentiality and integrity, and
is hence useful for the business environment. Indeed, it even complies partly with
British law, which requires use of policies similar to that instantiated by the Chinese
Wall model [25].
4.13.1.3

Noninterference model

The noninterference property can be used to ensure that any actions taking place
at a higher security level do not interfere with those taking place at a lower security level. This ensures that users at a lower security level cannot discover which
commands are being executed by users at a higher security level.
This model is concerned with the knowledge that a subject has about the state
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of the system, rather than directly with the flow of data [98].

4.13.2

Integrity-related models

We give here three examples of models addressing data integrity, namely the Chinese
Wall, Biba and Clark-Wilson models.
4.13.2.1

Chinese Wall model

This model was introduced in section 4.13.1.2 above.
4.13.2.2

Biba model

The Biba model is another state machine based model; it has two fundamental rules,
namely the ‘no-write up’ rule (a user cannot write to a higher level) and the ‘no-read
down’ rule (a user cannot read from a lower level). The Biba model addresses data
integrity, using an information flow approach. The integrity property is represented
as a set of ordered integrity levels; the higher the level, the more confidence users
can have that [25]:
• the program will execute correctly;
• the data are accurate and/or reliable.
Neither the Bell-LaPadula nor the Biba model provide a way to define security
and integrity ratings, and to make modifications to such ratings; they also do not
deal with delegating or transferring access rights [98].
4.13.2.3

Clark-Wilson model

Like Biba, the Clark-Wilson model is concerned with data integrity, but it operates
very differently from the Biba model. While government and military users are
typically primarily concerned with confidentiality issues, the commercial sector is
often more concerned with protecting the integrity of data [98]. This model is thus
more relevant to the commercial sector then most other models [25].
Data integrity is achieved by preventing its unauthorised modification; authorisation is required to apply a program to data that may be accessed through that
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program [89]. External information is tracked by auditing, which is required by this
model.
The principle of Separation of Duties (SoD) is enforced by dividing an operation
into a number of parts, and requiring different users (or different rules) to perform
each part of the operation. As a result, critical tasks cannot be performed by just
one entity [98].

4.13.3

Access rights-related models

A large number of models fall into this category, including the following.
4.13.3.1

Graham-Denning model

This model addresses two issues that are not covered by either the Bell-LaPadula
or the Biba models; that is it provides a way to delegate access rights, and to define
and modify security and integrity ratings. The Graham-Denning model provides a
set of basic defined rights in terms of commands that can be executed by a subject
on an object [98].
4.13.3.2

Harrison-Ruzzo-Ullman model

This model extends the Bell-LaPadula model by providing means for changing access
rights and for creating and deleting subjects and objects [89, 98].
4.13.3.3

Lollipop model

The Lollipop security model [33], (otherwise known as the Eggshell model [209]),
models the perimeter security approach. According to this model, an organisation’s
security architecture is designed to surround the organisational assets with a wall
of safeguards (e.g. firewalls), to control access to the assets, while the inside is left
‘soft’ [209], giving access to anybody who is allowed to pass through the wall (the
perimeter). This model has two major limitations, that are inherent in the perimeter
security approach:
1. once an attacker has penetrated the perimeter safeguards, he/she has access
to all the internal information systems resources;
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2. there is only one level of security (outside the perimeter versus inside the
perimeter), while almost all business functions require a range of different
security levels.
Also, as discussed above, this security model does not fit the e-business mode of
operation, where access must be given to a variety of participants (customers, suppliers, etc.) from the external environment.
4.13.3.4

Onion model

A firewall provides a single layer of defence against threats arising from Internet, i.e.
external threats. In order to provide protection against internal threats, a layered
security architecture can be applied. In this model, security measures, such as
authentication and access control, are applied at various layers of the system, such
as at physical, segmentation, monitoring, or auditing layers [33]. Such a security
architecture is also referred as the ‘defence in depth’ approach [209]. These layers of
security measures are intended to make life more difficult for an attacker. However,
for an e-business organisation, these multiple security levels are likely to interfere
with the performance of critical business processes, because of the need for e-business
processes to interact with other entities both inside and outside the organisational
perimeter.
4.13.3.5

Noninterference model

See the discussion in section 4.13.1.3 above.

4.13.4

Business environment-related models

As discussed above, some models have been developed to address business needs.
This group includes the following models.
4.13.4.1

Chinese Wall model

See the discussion in section 4.13.1.2 above.
4.13.4.2

Lollipop model

See the discussion in section 4.13.3.3 above.
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4.13.4.3

Onion model

See the discussion in section 4.13.3.4 above.
4.13.4.4

Orange Book

The Orange Book, i.e. the DoD Trusted Computing Security Evaluation criteria
(see section 4.5.1), can be regarded as defining a security model. The Orange Book
has limitations. The criteria defined in the Orange Book were designed to be applied to monolithic computer systems with centralised processing functions. As a
result, it is very difficult to apply these criteria to internetworked systems, where
data storage and processing take place at multiple locations in the information systems infrastructure [150]. Subsequent developments in security evaluation criteria,
that gave rise to the European ITSEC12 and the harmonised Common Evaluation
Criteria13 address these issues.
To conclude the section, information security models usually address two of
the security requirements triad, namely the confidentiality and integrity properties,
and there is no availability property-related model. Also, most of the information
security models can be classified as access rights-related models.

4.14

E-Business security state of the art

The presentation of security models accomplishes the discussion of the components
of the security framework provided in section 4.1. In order to make the discussion
of the security domain comprehensive and within the context of this thesis, we now
provide a separate discussion of e-business security issues and a review of the prior
research on the security challenges in this area.
Realisation of the e-business mode of doing business is made possible using the
open standards of the Internet. The use and implementation of these technologies
gives rise to a wide range of security vulnerabilities and threats, which are discussed
below.
12
13

http://en.wikipedia.org/wiki/ITSEC
http://www.commoncriteriaportal.org/, http://en.wikipedia.org/wiki/Common Criteria
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4.14.1

E-Business security issues

We now present issues relevant to what is widely accepted as one of the main barriers
to the successful deployment of e-business, i.e. security [112, 115, 119]. Security
issues are classified here into two groups; a broader group covers Internet-related
security problems in general, and a more specific group includes Web application
vulnerabilities.
4.14.1.1

Internet-related security problems

Interconnectivity, one of the main characteristics of an e-business, widens the scope
of potential attacks. Security breaches and unreliable e-services can result in a range
of types of business losses, including e-business productivity losses, asset losses, and
reputation damage [252].
New threats and problems arise when using Internet technology, and especially
when a company adopts the e-business mode. A particular danger in running an
e-business arises from its ‘openness’ to the environment, and the various connections and communication channels it shares with the external world. E-business
involves performing business interactions (transmitting documents represented by
information flows) between organisation portals using Internet technology.
Use of a web browser brings with it various threats and vulnerabilities for the
end user (business or private customer). The range of threats includes issues such
as [117]:
• violation of user privacy by abusing information held about a user (such as
login name or computer name);
• cookies, stored on the client machine and exchanged between the Web client
and the Web server to maintain connection information, can be used for the
purpose of gathering potentially sensitive user information;
• executable downloads, such as Java applets and ActiveX controls, can be a
source of vulnerability at the client;
• push technology, used by many sites to deliver web content to customers, give
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rise to serious security vulnerabilities (the content provider could, for example,
send malicious code or cause Denial of Service attacks);
• attacks on network servers (Web servers, application servers, mail servers,
etc.).
Poorly configured networks are subject to confidentiality, integrity and/or availability threats [175].
Traditional authentication methods (such as passwords), when used for access
control in an online environment, are subject to a range of vulnerabilities (e.g.,
arising from keystroke loggers, which record the keys struck by a user).
Because of the global access it provides, the Internet is very vulnerable to malicious actions, while worms, viruses and other types of malware continue to evolve
both with respect to the mechanisms they use and their infection speed [118]. Existing server and network infrastructures include large numbers of tools and mechanisms designed to mitigate known threats. Finally, ‘day zero’ vulnerabilities (those
that reveal themselves only when they are first exploited) need different approaches
and solutions [118].
Jungck and Shim [118] use the January 2003 SQL slammer worm as an example
of an attack that took advantage of vulnerabilities in firewalls and IDSs (Intrusion
Detection Systems). In order to allow service provision, many firewalls left open
the port that Slammer attacked, and most IDSs left that port unmonitored [118].
Also, say Jungck and Shim, it is very difficult to update every system to address
every known threat; it is difficult for administrators to manage such a process,
and for organisations to afford the necessary updating activities. The authors also
emphasise that increasing Internet bandwidth is another obstacle to information
security, because the growth in bandwidth (e.g. in optical networks) has exceeded
the ability of processors to filter the traffic. Closing the gap between bandwidth and
processor capabilities is only made possible by either slowing traffic to a speed at
which security applications can be performed, or by abandoning security monitoring
to meet network performance goals.
It is thus clear that information security problems span a wide range of issues,
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including lost flexibility for high-speed operation, changing protocol threats, and
problems related to traditional designs. ‘The problem is beyond silicon, systems, and
applications, however. It’s in the standards we write, without security in mind, the
complexities we introduce by not adhering to standards, and the network topologies
we continue to paste together without a holistic view’ [118]. Internet businesses
often face major operational uncertainties arising from system complexity, rapid
development, interconnectivity, and a lack of familiarity with the new technologybased economy [251, 252].
Many e-business organisations suffer from problems with the information systems that facilitate e-business [5]. Such problems include poor security, flawed controls, inadequate management controls, and poorly designed and unreliable back-end
systems [5, 252]. In general, say Wang et al. [252], ‘management lacks ... reasonable assurance whether or not their digital operations are effective and efficient,
information generated by e-processes is reliable for decision making, or e-operations
are compliant with the applicable laws and regulations. This lack of confidence is
depicted in highly publicised security breaches and e-service failure’. Effective design of e-business processes is essential to avoid security defects [5]. Because of the
critical reliance of e-business on correct execution of its e-processes, tools to verify
e-process design and implementation need to be developed [252].
From a slightly different perspective, we also observe that digital copyright has
become a major concern for businesses that engage in online content distribution
using approaches such as pay-per-view, subscription, trading, etc. [128]. Advances
in Internet technology have enabled digital service providers to sell their digital
content via computer networks. Digital content can be easily copied, altered, and
distributed to a large number of recipients, which could cause significant revenue
loss to media companies [142]. Intellectual property protection is a growing concern
for content owners [128].
Privacy issues and identity of the customers are considered [119] to be an important aspect of e-business, as well as communications- and transaction-related issues
[3, 119, 123].
Attacks on e-business information system can occur at various levels of the
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system. Examples of such attacks include:
• denial-of-service attacks;
• damage caused by malware;
• attacks arising from exploits of the Web Services application interface;
• script-based injections causing damage to an application and/or its data;
• network interception arising from protocol weaknesses;
• defeat of encryption arising from faulty cryptographic key management or
poor selection of encryption methods;
• database administrators stealing sensitive database content or configuration
parameters;
• application programmers inserting undetected malicious code in application
software, causing problems such as widespread security failures or subversion
of critical business transactions.
4.14.1.2

Web application vulnerabilities and challenges

Web services have great potential for both application developers and users [84].
However, certain features of web services make them particularly vulnerable to a
number of possible attacks. Gehling and Stankard [84] observe that attacks on web
applications and web services are the fastest growing new category of attack, and
describe the following vulnerabilities particular to web services:
• the web services format was designed to bypass existing security measures, to
be platform independent, and to support any application call structure; hence,
additional security measures are needed;
• although the flexibility of SOAP and other technologies makes communication
among applications easy, it also simplifies interception and manipulation of
messages;
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• SOAP messages are transparent to firewalls, which means that perimeter security controls are likely to be bypassed.
Much of today’s online activity (such as online shopping, online banking, and online business) make use of web servers, which are also frequently attacked. One class
of weaknesses that makes such attacks possible are the well known and commonly occurring SQL (Structured Query Language) command injection vulnerabilities [257].
Such attacks are made possible by inadequate checking of untrusted user inputs
(substrings) during communication between the application layer and the back-end
database in the web-application architecture [257]. These attacks typically involve
manipulation of SQL statement parameters in input fields, such as customer number, address, or search phrase [175]. Attacks taking advantage of such vulnerabilities
can result in loss of confidentiality, integrity and authenticity for important business
data.
Many security flaws in e-business applications arise from design-related flaws
[267]. According to the reports of a survey conducted by AtStake14 , security design
flaws were found in 70% of all analysed defects. Although part of the flaws were
of low business impact or were not easily exploitable, nearly half (47%) of the
remaining serious defects could have been caught and fixed inexpensively during
the design stage [111]. There are several reasons for the presence of such flaws,
including:
• many designers and developers are not trained in general security principles
[267];
• designers and developers do not consider security as an explicit application
requirement [153, 267];
• security issues are addressed only after a vulnerability is discovered [209, 267];
• marketing pressures lead to shortcuts in application design and development,
resulting in less robust software that may include security flaws [267];
14

www.atstake.com
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• there are many different e-commerce applications written in a variety of languages running on a range of different systems [59];
• generic e-commerce applications have specific security requirements, which
some existing security architectures (e.g. SESAME15 [180], and CORBA16
[101, 162]) are not able to meet [59];
• e-business operation is very complex, and so are the e-business applications
that implement these operations.
Also, once operational use of an application has commenced, it is very difficult
and expensive to significantly improve its security [153] .
Leyman et al. [136], describing modern security measures, argue that new approaches are needed to support dynamic business processes and their management.
Such measures should provide the following:
• the ability to prescribe how Web services are used to implement activities
within a business process;
• a way of deciding how business processes are represented as Web services;
• the ability to decide which business partners perform what parts of the business process.

4.14.2

E-business security research

This section contains a review of prior research on security for e-business and ecommerce, although the distinction between these two modes of business is often
not clearly made.
Ngai and Wat [170] conducted a literature review of 275 research articles on ecommerce published in nine leading journals over the period 1993–1999. This review
was used to devise a classification scheme for e-commerce research. They classify
articles under three main headings, namely by year of publication, by the percentage
of the total number of articles in selected journals, and by topic. According to the
15
16
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findings of this review, among the technology-related articles, security was the most
popular topic—about 33% of the technology-oriented articles were on e-commerce
security [170].
In recent years (i.e. since the late 1990s) research in e-commerce security has
focussed on two broad areas [255], namely research on improving e-business security through policy measures, and research on technical security measures for
e-commerce. Wareham et al. [255] came to this conclusion based on an analysis of
582 articles on e-commerce research published over the period 1997–2003 in both
academic and professional journals. Following Ngai and Wat [170], the authors give
the distribution of primary topics identified in their sample. The topics were grouped
into four major domains, namely information technology and infrastructure, applications and industry themes, business issues, and other social issues. The findings
of the study performed by Wareham et al. [255] have significant differences to those
of the Ngai and Wat [170] review of the period 1993–1999. Security was found to
be one of the most underserved research areas, represented by only 2.4% of the
articles. The authors point out the surprisingly low percentage (16.6%) of research
on information technology and infrastructure, and argue that ‘it would appear to
be necessary for IT researchers to understand the technical underpinnings of the
central issues before proceeding with enlightened social, business, and application
research’ [255].
Prior research on improving e-business security is presented here using the
classification provided in [255], i.e. we divide our discussion into technical and
organisation-related issues.
4.14.2.1

Technical security research

Security for e-commerce (which under our definition forms part of e-business) is often
regarded as purely a communications security problem [89], with the use of cryptography as a suggested solution. Gollmann [89] argues that cryptography protects
the information transmitted between two points, i.e. it protects the communications
media.
Digital watermarking [54, 127] is one technique that can be used to protect
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on-line content. A watermark can serve various purposes, including content protection, fingerprinting, ownership assertion, authentication and integrity verification,
and usage control [155]. Various watermarking techniques have been suggested.
Proposed applications include using digital watermarking for intellectual property
protection in electronic commerce transactions [128], for identity authentication in ebusiness activities [253], and for automatically protecting e-business data [188, 189].
The specific requirements on the watermarking technique vary with the application
[155].
Although Memon and Wong [155] argue that watermarking is undoubtedly important for protecting various forms of digital content, there are difficulties that still
need to be solved. Watermarking techniques can be classified as either fragile or robust. While fragile watermarks are easily corrupted by image-processing procedures,
robust watermarks resist common image-manipulation procedures, and are useful
for ownership assertion purposes. However, devising robust digital watermarking
schemes is a very difficult problem because of the numerous image manipulation
techniques that a robust watermark must be able to survive [155].
Two classes of security service, namely access control services and communications security services, are usually considered to be the most crucial for an e-business
organisation [117]. Access control prevents unauthorised use of resources, and communications security ensures the confidentiality and integrity of transmitted data.
Joshi et al. [117] argue that new access control mechanisms for Web-based applications are needed, because the existing access models are insufficient. The authors
present a comparative assessment of security models used for Web-based applications and workflow systems, and claim that existing access models do not support
dynamic changes in the content and context of information, or allow monitoring
of the system state or transactional activities. Such features should be present in
access models [117].
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4.14.2.2

Organisation-related security research

Chua et al. [52] conducted a survey designed to test whether or not existing ecommerce research focuses primarily on certain specific stakeholders. The survey was based on publications in seven out of the top nine e-commerce journals.
The results demonstrate that academic e-commerce researchers concentrate their
attentions on two stakeholder groups, specifically customers and the internal organisation (i.e., managers and employees) of a Net-Enhanced Organisation (NEO).
Other stakeholders, such as suppliers, indirect stakeholders, investors, and regulators, receive disproportionately less research interest [52]. The authors argue that at
least four stakeholder groups, namely investors, suppliers, regulators, and indirect
stakeholders, will increasingly demand the attention of NEOs, and therefore IS and
e-commerce research needs to reposition itself [52].
Privacy is a security-related issue relevant to e-business. The findings of a study
conducted by Sinclaire [211] reveal that there has been limited research in the area
of information security and privacy, particularly at the organisational level. Sinclaire based his findings on a review of a range of MIS research literature published
over the period 2002–2004 in four highly ranked journals17 for IS research publications. Sinclaire makes a distinction between information security and information
privacy. Based on the definitions of information privacy as ‘the ability of the individual to control personal information about one’s self’ (Stone, Gueutel, Gardner,
and McClure [211]), and the Panko definition of IT security as providing confidentiality, integrity, and availability, Sinclaire presents the following statistics regarding
research on security. A total of 24 articles were reviewed, of which 74% addressed
information security and 26% addressed information privacy; 29% of the information
security research articles address planning, and 71% address protection. Analysis
of research within the protection category reveals that 50% pertain to authentication/verification, 25% are about types of threats, 17% address standards, and eight
percent pertain to firewalls. Analysis of information privacy research reveals that
67% address user perceptions and the remaining 33% pertain to surveillance issues
17

Communications of the ACM, Information & Management, Information Systems Management, and the Journal of Management Information Systems.

128

[211].
Detailed requirements definition and analysis, as the first step in e-business systems design, has been proposed (e.g., in [9]) to support collaboration between the
parties in e-business activities. Androutsellis-Theotokis et al. [9] discuss various
requirements with respect to their importance for e-business collaboration, such as
workflow and collaboration orchestration, authentication and access control, logging
and non-repudiation, data storage security, availability, integrity, and anonymity.
Herrmann and Pernul [103] argue that security and integrity are two security requirements that are relevant for e-business.
Jones et al. [116] consider e-business requirements in terms of the trust and
dependability of business partners.
E-business security management research covers a wide range of issues. As elsewhere, some authors use the terms ‘e-commerce’ and ‘e-business’ interchangeably,
without making a distinction between these two concepts.
Koskosas and Paul [125] suggest a socio-organisational approach to IS security
management in terms of a framework of security goal setting. The framework illustrates three important issues in the process of security goal setting, namely trust,
culture, and risk communication. Using three case studies, the authors present evidence that there is a chain reaction among these three issues, with a subsequent
effect on the level of security goal setting [125].
Wang and Chen [254] discuss the issue of e-business management in terms of
three types of flow. The authors present an approach in which the object of ebusiness management is the set of e-business activities. According to Wang and
Chen [254], generally speaking, e-business management is a dynamic object formed
by the circulation of three flows, namely information flow, fund flow and material
flow (or logistics). Hence, e-business management should focus on guiding the coordination of these three flows. That is, e-business management must be concerned
with combining and coordinating each procedure and resource, and the main goal
must be to achieve collaboration and harmony between these three flows. This
collaboration is dominated by information flow during e-business activities [254].

129

Bodin et al. [28] propose a method for optimally allocating a budget for maintaining and enhancing the security of an organisation’s information systems. The
method is based on computing ratings according to confidentiality, data integrity,
and availability criteria. The availability criterion itself is broken down into three
subcriteria: authentication (of the correct users), non-repudiation (a user cannot
deny using the system, if in fact he or she used it), and accessibility or non-denial
of service.
Rees et al. [195] propose a framework for creating security strategy and policy for
applications. This framework, known as PFIRES (Policy Framework for Interpreting Risk in E-business Security), was initially developed for e-commerce activities,
but has been generalised to handle security policy for all types of organisations engaged in computing and Internet operations. The authors argue that PFIRES offers
a possible starting point for understanding the impact of a security policy on an
organisation, and is intended to guide organisations in developing, implementing,
and maintaining security policies [195].

4.14.3

Conclusions

The Internet-based technologies used by e-business provide a wide range of services, each with its own capabilities and security vulnerabilities. Even if we assume
perfect protection from firewalls, strong defence from unbreakable cryptographic algorithms, and installation of all available software patches, if e-business processes
are not designed or implemented properly then the e-business will still be exposed
to losses [252]. Also, generic e-business applications are created using a variety of
technologies, which may not work in all environments.
Prior research on e-business and e-commerce security has focussed mainly on
technical security measures, and on improving security through policies. Unfortunately, relying solely on technology solutions for e-business security is not enough.
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4.15

Summary

In this chapter we have presented the state of the art in Information Systems Security and e-business security, describing the main characteristics of the various technologies and concepts and identifying possible problems. The discussion is made
within the context of a conceptual framework for Information Systems Security.
This framework provides a context within which we have described the elements
making up the Information Systems Security domain.
The approach to security is derived from the perception of security, which encompasses both the definition of security and its goals. The current dominant perception
of information security is as a means of prevention, limitation and blockade.
Given the modern IT environment, and building on the current security countermeasures (such as, antivirus protection, IDSs, IPSs, firewalls, access control mechanisms, and other tools and methods) widely used by organisations today, it can
be concluded that organisations typically identify the main dangers to their information and information systems as arising from the external environment. This
environment is perceived as the source of threats that could harm the business,
arriving via the networks that connect the business to the external environment.
In line with this perception of security, the main security goals of CIA (confidentiality, integrity, availability) are commonly accepted. The currently widely adopted
security paradigm builds on this understanding of security and its goals.
The current commonly adopted approach to information security design and development is the Perimeter Security paradigm, which first emerged in the 1980s with
advances in networking. This use of networking arose first in academic and government environments, and only somewhat later in business environments. Although
technological advances have dramatically changed the modern business arena (including operationally, conceptually and behaviourally), the perception of security,
the development of security requirements, and security design and development are
still the same as they were at the beginning of the networking era.
This paradigm has an impact on the entire security framework, and practical
security designs derive from it.
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In general, the design, development and management of Information Security
(including e-business information security) models, techniques, mechanisms, tools,
and policies are based on the prevailing conceptual paradigm for Information Security. Some of the most significant security issues, policies and tools, and how they
are affected by the perimeter security paradigm, are given below.
Security goals are much the same as those defined decades ago for a ‘closed’ organisation, and hence are unlikely to be appropriate for the modern open
business.
Threats are constantly changing and increasing in number and variety; as a result
threat assessments may rapidly become unrepresentative.
Models of security underlie the design and development of operating systems, and
are typically concerned with access control, defined in terms of roles and access
limitations.
Risk analysis involves estimating the risks resulting from known potential threats
and/or vulnerabilities. Such an analysis may not capture the risks arising from
‘future’ attacks, and is also problematic in terms of both practical execution
and the subjective perception of risks and their measurement/estimation. As
a result, risk assessments may not provide good estimations of the true risk.
Policies support the ruling perimeter security approach by providing access control
rules. Such policies are typically written at a technical level, and serve as the
basis for developing security tools, products, and techniques, building on the
security models and access control rules. That is, they are primarily aimed
at preventing access by unauthorised users (e.g. employees in other organisations); user-oriented policies are usually ignored and/or are not considered to
be important.
Tools typically support the dominant security perimeter approach (e.g., firewalls,
IDSs, IPSs, antivirus systems, etc.). Such tools primarily address known
threats and/or attacks, and implement the idea of ‘blockade’. Moreover, such
tools are not effective when configured or applied wrongly.
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Standards provide guidelines (e.g. in the form of a ‘checklist’) on what information systems security issues need to be addressed in a specific industry. Such
standards exist for various business environments, although they are not always implemented in the same way in different organisations and different
countries, if they are implemented at all.
Security design and development methodology The prevailing approach to
information security design is ‘to protect against future attacks’. These future
attacks are typically defined based on the current state of the art, whether
published or discussed in organisational or professional communities.
Personnel are often not trained for IS security awareness. Due diligence procedures
appear to be rarely implemented, even when the individuals concerned are
working with very sensitive information and processes of critical importance.
Forensics are problematic because of the complexity of e-business IS, and the
common lack of complete documentation. This latter problem typically arises
because security is added as a patch after a security incident has taken place.
E-business realisation is made possible by using and implementing the open standards of Internet and Information technology, which gives rise to security
vulnerabilities. E-business security challenges are addressed by the security
measures that are included in the framework presented in section 4.1, and
discussed in details in sections 4.2–4.13. That is, the e-business mode of doing
business is subject to the same perception and paradigm of security that apply
to the components of the framework.

4.16

Conclusions

Our review of the state of the art in IS and e-business security reveals a number of
conceptual and practical issues, including the following.
1. There is no formal definition of the term ‘security’ with regard to information
and IS.
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2. The ISS discipline is built on a perception of information and IS ‘security’
rather than on definitions.
3. The perception of ‘security’ is based on addressing threats, although threats
change constantly.
4. ISS development is undertaken using methodologies that do not address modern business security requirements; in particular, current development methodologies do not take into account the dynamics and complexity of organisational
IS.
5. There is no broadly accepted formal definition of ISS management.
6. The e-business ISS is designed and managed according to the perimeter security paradigm.
7. The commonly practiced perimeter security paradigm does not fit the modern
business environment.
The modern organisation faces a business environment which is very different
from that of the 1980s; the possibility of interacting with suppliers, customers,
competitors, partners, and financial and government institutions via the Internet
changes the way operations are performed, the business and financial relationships,
and the ways of dealing with money. As a result, there are new security vulnerabilities and threats, and so this new environment requires a different set of security
goals.
The currently used security models, mechanisms and techniques support the
perimeter paradigm by meeting the ‘pre-e-business reality’ security objectives. The
models reviewed above are designed to support security policies that control access
to data.
This leads to the conclusion that the perimeter security approach is not appropriate for the e-business mode of doing business. The use of the perimeter security
approach is thus a major problem for the ISS discipline today. The goal of the
research described in this thesis is to suggest a solution to this problem.
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In terms of the security framework presented in this chapter, a new security
paradigm is needed, based on a different perception of security and different security
goals. The main conclusion of this chapter is that a new process-based approach has
the potential to provide a more rational, and hence, more effective, security design
for an e-business organisation.

4.17

Filling in the gaps

We conclude this chapter by proposing some definitions to address identified gaps
in the ISS lexicon. These definitions will be used later in this thesis.

4.17.1

Security

Security, according to Webster’s dictionary [260], means:
1. feeling secure, freedom from fear, doubt, etc.
2. protection, safeguard.
These synonyms do not appear to be sufficiently specific for the purposes of
providing a definition for security in the context of e-business.
The Latin origins of the word reveals the following:
• securus: safe, secure, free from care, unworried, unconcerned;
• cura-, cur-: care, heal, cure;
• se: aside, apart from, without, by itself; used as a prefix.
We thus define the term ‘security’ for the purposes of this thesis as a state in
the existence of an entity such that it is correct, safe, trusted, and reliable and that
it operates in a care-free way.
Applying this meaning of the word ‘security’ to a system, we can say that a secure
system is ‘healthy’ (i.e. it does not include any defects) and free from the need for
care (i.e. it only requires routine maintenance, operates without problems, safely and
without the need for careful monitoring by those involved in its operation). This
perception of security makes it possible to address the entire system, including all
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its elements, states and activities, as opposed to the ruling perception according to
which information security is concerned with controlling only access to information.
Hence, the following definition of ISS is proposed:
Information Systems Security refers to a set of actions and measures that provide
an IS with the conditions to achieve the defined security requirements, and to operate
in a reliable manner.

4.17.2

ISS management

Managing is the process of using business resources to accomplish goals, coordinate
the efforts of many workers, and establish criteria for measuring progress toward
established goals [133]. Management functions include planning, organising, leading,
and controlling ([133]).
Given the definitions of management and security provided above, the following
definition of ISS management is proposed:
ISS management is the process of using business resources for planning, organising, leading, and controlling the reliable operation of an information system, and
ensuring that it meets the defined security requirements.

4.17.3

Security requirements

Information security for an organisation involves much more than just protecting
data, information, and software [220]. IT security, says Furnell, ‘is not just about
installing controls on the computers themeselves’, and must also cover a number of
other issues, such as technical, procedural, personnel, legal, and physical [79].
Defining security, argue Tsiakis and Stephanides [238], is a difficult task, and
hence the security goals need to be defined as a means of expressing the requirements
for information and communication [238].
In this thesis we conclude that the CIA security requirements triple is no longer
appropriate for e-business. The definition of general security requirements is discussed in greater detail in chapter 8 in the context of the new paradigm and model.
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4.17.4

Complex Systems approach

Information systems, as discussed previously, combine components from three realms,
namely technology, organisation, and people, and so they can be considered as technological and social systems. In such systems (such as the Internet, the World Wide
Web, social interactions, etc.), interactions between system components give rise
to intricate networks, composed of a large number of interconnected dynamic units
[26].
The development of ‘systems thinking’ is needed in order to improve our ability
to manage wisely [224]. The importance of complex systems ideas in technology
begins with the recognition that novel technologies provide us with the ability to
create ever more complex systems; the conventional boundary between technology
and the human beings that use them does not help when thinking about complex
systems made up of both human beings and technology [16].
Systems thinking concerns itself with interactions between the system and its
environment, not so much with how the system works [14]. In line with this thinking,
IS should be developed for an organisation as a whole, rather than for functions
in isolation. This is achieved by decomposition of the system (i.e. breaking it into
smaller manageable units), which provides a way of understanding it better. Systems
behaviour depends on how the parts are connected, rather than what the parts are
[172].
In a traditional approach (i.e. a General Systems approach), systems are decomposed into parts, and properties of the system are assigned to its parts. One
of the limitations of this approach is apparent when system properties result from
dependencies and relationships between the component parts of the system, which
makes controlling and understanding a system problematic [16].
The behaviour of a complex system depends on the behaviour of its parts, but is
difficult to predict. System complexity can arise in two main ways, namely complexity of detail (i.e. having many different parts), and dynamic complexity [172]. Dynamic complexity arises when each part has many different possible states, so a small
number of parts can be combined in a myriad of different ways [172]. Dealing with
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complex systems in the real world involves ‘network thinking’ [16, 17, 26, 157, 258].
Characterisation of networks are needed to predict the conditions under which they
will exhibit resilience in the face of loss or failure of nodes or links, and to determine
their vulnerabilities [157].
Historically, the study of networks has mainly been within the domain of graph
theory, a branch of discrete mathematics; however, the study of networks has developed in several specialised contexts, as for instance in social sciences [26]. The
principles of complex network theory include the following:
• the interaction between two dynamic units, which typically depends on time,
space and many other factors, can be represented as the presence or not of a
link between the two corresponding nodes [26];
• the small-world property implies that real world networks are combined of
a variety of small networks; the introduction of bridging links that connect
different small networks makes it possible to speed up communications among
otherwise distant nodes [26], and this property holds even in small-world networks with many nodes [157].
• the scale-free property implies that networks grow in such a way that nodes
with higher degree (with more connections) receive more new links than nodes
with lower degree (with fewer connections) [157].
It is argued here that dynamic complex systems thinking fits better to the modern business world.

The remainder of this thesis is concerned with a major problem for any e-business
organisation, i.e. the security of its information systems. The goal is to develop a
process-based model for e-business design and management. Hence, we begin the
development process with a discussion of a business process, focusing mainly on an
e-process characteristics. This discussion is provided in the next chapter.
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Chapter 5

Business Processes
The more that organisations come to recognise the importance of competing through capabilities, the more they will be forced to accept the need
to switch the focus in business away from managing functions to managing the key activities or processes that create those capabilities. A major
change that has taken place in the way we think about organisations has
been the realisation of the importance of processes. ... Processes are, in
fact, capabilities.
Martin Christopher [51]
In this chapter we provide a definition of ‘business process’, together with a
discussion of the various components of such a process in a modern organisation.
Since we have adopted a business process-oriented approach, giving a definition of
a business process is an essential prerequisite for the development of our security
model. The detailed discussion of the term we provide in this chapter will motivate
certain key decisions relating to the components of the security model.

5.1

Process definition

Any organisation can be considered as a combination of two fundamental components—
management (i.e. planning and control) and operations [10]. The operations component is the most basic; without operations there is no management, and hence
there is no organisation. No organisation can function as an active unit without
performing its processes.
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The term ‘business process’ has been discussed widely—see for example [3, 99,
103, 163]. The vast majority of prior discussions do not give a formal definition for
a business process, and the few that do provide a variety of definitions. Lindsay
et al. [138] argue that the existing definitions of business process are limited in
depth, and that the business process models are, therefore, constrained. There are
also a number of points of view from which business processes can be described
and defined, and various ways of specifying them. We now review some of these
definitions.
An encyclopedia search reveals a number of definitions, including a ‘cookbook
for running a business and reaching business goals’, ‘a recipe for achieving a commercial result’, and a collection of activities with relations between them, producing
something of value to the organisation, its stakeholders or customers [265]. A similar definition of a process as something providing value can be found in [51], where
it is also argued that processes are fundamental and generic across business types.
A business process can also be defined as a sequence of activities that transforms
inputs from suppliers into outputs to selected customers [218]. Bocij et al. [27] consider ‘inputs that are turned into outputs by using a transformation process’. Such
definitions treat a business process as a set of logically related business activities
that combine to deliver some kind of value. So a process, as commonly defined, is
a conversion/transformation of a certain entity (tangible or non-tangible) from one
form to another, while undergoing a series of actions [133]. Hence, from a purely
business point of view, a business process is a means of achieving a commercial
result, and, as such, it can be defined as a collection of inputs, decisions, activities
and outputs.
According to Forbus [74], ‘the ways in which things change are intuitively characterised as processes’. The author also asserts that our description of the world has
been static, and although we can say that things are different from one time to another, we have not described the means by which changes actually occur. Processes,
says the author, are the analog of differential equations, used to describe the dynamics of the system. Based on his perception that a physical process is something
that acts through time to change the parameters of objects in situation, Forbus
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[74] suggests specifying processes using the following elements: individuals, a set of
preconditions, a set of quantity conditions, a set of relations and a set of influences.
These elements appear useful when dealing with processes from an operational point
of view.
Business process design and management are not covered by any of the definitions discussed above. In order to execute a business process, the interaction
between the operational features has to be designed and managed, i.e. the business logic has to be in place. In order to provide a comprehensive organisational
framework to deal with processes, covering both operational and management perspectives, and also including business logic, and to build a set of business processes
characteristics, the following process characteristics should be considered:
• the purpose of a process (for example, to produce a product, service, idea or
decision);
• how the purpose is to be achieved (i.e., what actions need to be performed on
what inputs, in which sequence and by which means);
• how a specific process should be integrated with other processes within a
specific organisation;
• who is in charge of the development and/or maintenance of a specific process.
A comprehensive set of process characteristics should include both the Forbus
criteria and the list of process properties given above. Business logic defines the
functionality of all the elements of a process during its execution and the relationships between them. It deals with the performance of business-related tasks [265],
that is what resource, when, where, for how long and by whom should be used in
order to produce a product, service, idea or decision. Building on the purpose of a
process (i.e. management aspect), it defines the process operational parameters (i.e.
how and by which means the process is executed). That is, business logic defines
both the process specification elements of Forbus [74] and management (namely,
planning and control) elements of Anthony [10]. Business logic can be expressed in
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terms of business rules [265], which are reflected in business procedures and policies. These can be designed in more than one way, the optimal design being one
that gives a rational and efficient way of running a specific process, that effectively
coordinates the process elements. The following definition of a business process is
thus suggested as a working definition for the purposes of this thesis: a business
process is a sequence of decisions and actions that are rationally coordinated and directed according to specific business logic, influencing some of the process elements
and meeting one of the strategic or tactical goals of the business. Since there is an
output for each business process, there is always a user at the end of the process,
i.e. an employee, customer, or another process.
This definition includes both operational aspects (inputs, outputs, actions, and
means of performing a process) and management aspects (design and management
in terms of business purpose, business integration and coordination, resource allocation, and control).
The definition above is of a generic process. With advances in IT and the
subsequent changes in the business environment, business processes have also gone
through certain modifications. In a modern business environment, many organisations are able to leverage critical business operations through Internet-based electronic processes [5]. Specifically, the business processes in an e-business organisation
have certain unique features and properties.
In order to achieve the goal of this chapter, i.e. to provide a definition of an eprocess, the main differences between traditional processes and e-processes are next
considered.

5.2

Traditional versus e-business process characteristics

A business process is performed either by people or by technological means, or a
combination of both. The outputs are employed by users (customers, employees)
or by another process, while the interface between a process and its users can be
either technological or human.
In traditional processes, associated with traditional types of business, the level
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of human participation in a process is greater than the technological, and/or the
technology itself is not specifically information technology. The more the organisation practices more modern modes of running a business, the greater the proportion
of information technological involvement in processes. Moreover, a traditional type
of organisation will perform its processes within the organisation’s boundaries.
The e-business mode of doing business implies that business processes associated
with that e-business are performed by means of IT only (or at least mainly) and
across the organisational environment, both inside and outside the organisation’s
boundaries.
Hence, any business process can be classified into one of the following three
types1 :
1. a traditional process:
• is performed by people and technology/tools;
• the human involvement is greater than that of technology;
• the technology and the tools are mostly non-IT based;
• is performed within the organisation’s boundaries;
• inputs and outputs are physical.
2. a modern process:
• is performed by people and technology/tools;
• the technology component is relatively large compared to the human part;
• the technology and tools mostly involve IT (computer hardware, software,
databases, LANs);
• is an intraorganisational process—it is performed within the organisation’s boundaries;
• inputs and outputs are physical and/or digital.
3. an e-business process:
1

Established upon intuitive groupings by the author.
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• is performed by IT only;
• the technology component is significantly larger than the human component;
• inputs and outputs are digital (data and information flows);
• there are no logical or physical organisational boundaries, just the process
and its route;
• is interorganisational—the process is performed both inside the organisation and between organisations;
• as an interorganisational process, an e-business process might also be
performed between organisations from different countries;
• different process components go through different business environments,
and are subject to differing business requirements, policies, mechanisms
and concepts (along with differing security concepts and policies).
Building on these characteristics of the various process types, and the differences
between them, we can now define an e-business process (e-process).

5.3

E-business processes

A business process involving two or more business partners could be realised by
composing Web services offered by the individual business partners [136]. However,
irrespective of the process type, any process is a part of an organisation’s value chain.
Following the value chain concept [191, 192] discussed in chapter 3, a value chain is
made up of a streaming set of activities, namely processes. These activities consume
information and also generate information. To make the information generated by
an activity available to subsequent activities, data links are needed [136]. These
data links exist in the form of information flows.
An e-business process is characterised by the fact that it is performed electronically; its component tasks are information and data flows, and its outcomes are
specific pieces of information. These outcomes could be a product, service, idea or
decision, or be associated with one or more of the outcome types mentioned above.
An e-business process is performed solely using IT.
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According to Wang et al. [252], e-business processes are high-level computing
processes built upon and supported by lower-level computing and networking services. In other words, e-business organisation processes are completely automated
using IT, and are executed according to a strictly defined business logic. Hence
a generic e-business process is performed between parties that do not necessarily
know (or are not sure about) the details of the entity with which they are exchanging information.
In systems analysis, processes are activities performed in the system and are
described using systems analysis tools, such as DFDs (Data Flow Diagrams), structured English, etc. [135]. A business process, from this perspective, entails transforming documents between stations involved in a specific series of actions in order
to complete a specific mission. Documents contain data essential to perform each
of the stages of a process. In other words, the contents of the documents and the
procedures reflect the business logic, while the documents are used as a convenient
way of carrying data. Hence, a process can be described in terms of the documents
carrying data relevant to the process.
An e-business process is made up of the set of information/data flows that enable its existence. In practice, the only way to perform an e-business process is
to transmit documents over electronic channels, using an infrastructure that enables business communications. The existence of an e-business is dependent on the
functionality of these electronic channels (e.g. as provided by the Internet) and the
information they carry, while the importance of information quality and functionality is becoming a critical factor for all e-business companies.
Dynamic organisation is a characteristic of a modern business; not only do the
processes change, but also the relationships between the processes and even the
channels used to execute the processes. Smith and Fingar [218] distinguish three
characteristics of a modern business process:
• state — the value of calculations performed, and the information collected and
generated during execution of the process;
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• capability — the joint activities and relationships established between the participants during the process;
• design — the intentional characteristics of the process, specified during its
design.
These characteristics include both operational (state and capability) and management characteristics (design). Smith and Fingar [218] use these process characteristics to link business management and business technology.
Wang et al. [252] consider each e-process as a state machine, where each state
corresponds to a vector of the current values of all process variables and the instruction pointer of the current execution. Process behaviour, the authors go on to
observe, is essentially the same for a range of different inputs, i.e., a large group of
inputs can trigger the same execution path.
Building on the above discussion of the dynamic characteristics of a process,
the following working definition of an e-business process is proposed: an e-business
process is a predefined set of information flows regulated by certain states and capabilities, creating a valuable output according to a particular design, which is dictated
by specific business logic.
The various information flow contents, destinations, and their sequence in a
specific e-process, are completely defined by the business goals, which are expressed
by the business logic.
Two types of information flow can be distinguished: those associated with a
specific business action required by business logic (such as obtaining the details of
an ordered item), and those associated with the implementation of the operation
using IT (such as the sequence of bits making up an operation). These two types
of flow will be referred to here as BRIFs (Business-Related Information Flows) and
SRIFs (System-Related Information Flows), respectively.
In this thesis, the role and operation of the two types of information flows fit
the state characteristics of Smith and Fingar [218] discussed above, whereas the
capabilities are represented here by the various process participants, or Process
Agents, which are discussed in section 5.4 below. The design is made in accordance
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with the business logic of an e-process.
E-business security can be defined in terms of the security of its e-processes. The
primary hypothesis underlying the security model developed in this thesis is that
a ‘secure e-business’ is achieved when the correctness of its e-processes is ensured.
Hence, we need to consider e-process security requirements.
The following two aspects of an e-business process need to be considered:
• the business logic;
• the actual information flows by means of which the e-process is executed,
including the SRIFs and the BRIFs.
E-process protection should start with careful design and implementation [252].
E-process correctness cannot be achieved by relying solely on technology solutions
[251], even though we may assume perfect protection from firewalls, IDSs, IPSs,
strong confidentiality protection from unbreakable encryption schemes, etc.
Leymann et al. [136] focus on the relation between Web services and business
processes, as well as on the elements required for a suitable standard. They describe
specific security incidents resulting not just from technical failures, but also from a
lack of input control over product Web catalogues. The problem was not related to
technical security or reliability, but in basic e-process design [136]. The authors
emphasise the fundamental importance of secure and reliable e-processes.
E-process correctness is inherently a multilayered problem [252].

5.4

E-business process agents

The e-process elements can be secured by ensuring that they are designed, developed, executed, and maintained appropriately by the relevant entities that interact
with the e-process elements. We call these entities process agents. There are four
types of legitimate participant, or process agent, in an e-business process:
• the e-business organisation (the organisation practicing the e-business mode
of doing business, i.e. the main owner of the e-business process);
• other organisations (involved in the process under discussion);
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• the customers (of the e-business organisation);
• the ISP (providing Internet services to the e-business organisation).
Each of these participants has security requirements related to the e-business
mode of doing business. We need to consider whether there are differences in security
requirements between these four classes of participant, arising from the differences
in their status in the e-process.
The e-business organisation (that develops and owns the e-process) is interested
in correct process performance and execution, namely that the correct business logic
is being executed between the correct users at the correct times with the correct
contents and via the correct channels.
The e-business organisation gives access to the e-process, and enables authorised interactions between the e-process and employees (back office employees, remote workers, salesmen, system developers, network operators and administrators,
system administrators) and other participants in the execution of the e-process (organisations, customers, ISPs).
The other organisations that have business relations with the e-business organisation have the same requirements as the e-business organisation itself. They will
also be concerned that the e-process under discussion is able to integrate with their
own e-processes that need to interact with it. They will further be concerned that
the e-process is compliant with their own security requirements and policies.
The customer (a person whose motivation to enter the e-business organisation
portal is for the purposes of purchasing or viewing company products and services)
needs to know that his/her personal information will stay confidential, will reach the
intended destination, and that it will be possible for them to perform transactions at
the times that they wish (namely that the channels and the portal of the organisation
are accessible and usable).
The ISP, i.e. a company that provides the e-business organisation, its partners
and its customers with access to the e-business company’s portal over the Internet,
and that hosts the company website [266], is concerned with the reliability and
availability of its service, and that the connection between the ISP and the e-business
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company will not be used for the purposes of violating or compromising the ISP
infrastructure or its other clients.
Apart from the four classes of legitimate participant outlined above, external
individuals or organisations may wish to gain unauthorised access to the e-process.
An Intruder is a person or organisation whose motivation to enter the e-business
organisation portal is for any kind of activity that will violate the security requirements for the e-business organisation’s information systems. Intruders can act in
order to gain strategic business, commercial or financial information about an organisation (i.e. net espionage activities), or to deliberately cause damage to an organisation (e.g. competitors, disgruntled former employees, or crackers). An Intruder is
treated here as a illegitimate process agent.
The legitimate participants might also violate the e-business security requirements, intentionally or accidentally. Intentional violations could be facilitated by
their access to, and knowledge of, the characteristics of an e-process in a specific
business environment.
Building on the analysis of the two case studies, and also on personal experience,
we divide these five classes of Process Agent (PA) into the following more detailed
classes of participants, according to their role in an organisation e-process. The
classification includes the following types of PA.
• Executives;
• System developers;
• System administrators;
• Network administrators;
• Back Office employees (including clerical staff, remote workers and salesmen);
• Participant organisation employees;
• Customers;
• Intruders;
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• ISPs.
This list of PA categories may not be exhaustive. In practice, an analysis will
need to be performed to produce a version of this list tailored to the specific ebusiness organisation.

5.5

Summary

In this chapter the nature of a business process has been discussed and defined.
First the concept was introduced, and then, based on that definition, an e-business
process was defined. Also, a comparison between traditional and e-processes was
provided, emphasising the differences between them.
The relationship between an e-business and the correct execution of its constituent e-processes has been discussed. The main conclusion of this discussion is
that e-business information security can be approached by analysing the security of
the constituent e-processes.
As discussed above, in section 5.3, e-processes are composed of two elements,
namely business logic and information flows. Business logic is built according to the
business and operational requirements. A detailed discussion of business logic, in
the context of this thesis, is provided in chapter 8. The term ‘information flows’ in
this thesis is assigned a meaning which differs from the meaning usually implied in
computer science. In order to explain and illustrate the meaning of the term in this
thesis context, the information flows component is discussed in the next chapter.
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Chapter 6

Information Flows
... perhaps [a] most important challenge for information flow security
stems from the difficulty of managing complex security policies.
Steve Zdancewic [270]
In this thesis we propose that e-business organisation security should be considered in the context of electronic processes, which involve information flows. In this
chapter the meaning assigned to the term information flow is discussed. The definition adopted here is also compared with definitions used elsewhere in the literature.
The chapter is structured as follows. A definition of the term information flow is
provided in section 6.1. Examples of the types of information flows that might exist
in an e-business company are discussed in section 6.2. Following this, in section
6.3, the various types of information flow present in an e-business organisation are
illustrated using a case study. Section 6.4 summarises the chapter.

6.1

Definition

In classical information theory, as discussed, for example, by Ahlswede et al. [2],
point-to-point communicated information can be thought of as a ‘fluid’ or physical
entity. The authors argue that this analogy fails for multicasting because information has to be replicated, and should hence be considered ‘as being ‘diffused’
through the network from the source to the sinks by means of network coding’ [2].
The term ‘information flow’ is typically used either in a technology-related context, covering information transfer by computers, operating systems, or specific
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computer programs and languages (see, for example, [53, 63, 64, 199]), or in a more
broad, social or socio-technical context (e.g. [113]).
Security for technology-related information flows is typically managed using access control policies. Denning and Denning [63] considered computer system security
as relying in part on information flow control, which encompasses methods for regulating the dissemination of information among objects in a system. An information
flow control system can be specified as a combination of an information flow policy,
a flow relation that defines permissible flows among the classes of objects defined
by the policy, and a method of binding each storage object to a class [63].
According to Pottier and Simonet [193], information flow analysis involves statically determining how program outputs are related to their inputs, namely how
outputs and inputs are dependent, directly or indirectly.
In this thesis we consider information flows in the context of the execution of
the components of an e-process. That is, an e-process is composed of various pieces
of information exchanged between process agents.
As discussed earlier, an e-business organisation runs its business differently to a
traditional organisation. The existence of an e-business organisation is dependent
on the proper functioning of its electronic channels, and the proper functioning
of Internet-related technology. Information quality and availability is becoming a
critical issue for all e-business organisations. Regardless of the e-business model,
any e-business organisation functions by transmitting information over the links
connecting the participants both inside and outside the organisation. These links
constitute a PVN (see section 3.1). As discussed in section 3.2.2, all e-business
companies, by definition, share the following features:
• business functions are enabled by electronic means;
• relationships between business functions are enabled by electronic means;
• relationships with the environment are enabled by electronic means.
That is all the business activities of an e-business organisation are performed by
electronic means.
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A process requires documents to be transmitted between the various stations
of the process; therefore, one way of representing a process is in terms of the information handled (i.e. produced, transmitted and stored) by the process. Such
information-based processes can be identified using the business functions of which
the processes are a part.
Significant volumes of information are exchanged between the various participants in the B2B (Business-to-Business) marketplace, including between buyers
and sellers, suppliers and manufacturers, and among competitors. Such information includes details of products, prices, transactions, and competitors [271], and
information relating to IT infrastructure operation.
E-business processes (e-processes) involve the transmission of information flows
between the various predefined process stations and participants (which we refer
to as process agents). An e-business process, as discussed earlier in chapter 5,
is completely characterised by the set of information/data flows that enable its
existence.
Hence, the following definition of ‘information flow’ is adopted here:
Information flow (InfoFlow) refers to any digitally expressed business-related
and/or technology-related information, transmitted between process agents in order
to execute a specific predefined part of an e-process, or to support a specific predefined
action between the process agents.
As discussed in chapter 5, two main types of information flow are exchanged
between the participants in an e-process. These are:
1. BRIFs (Business-Related Information Flows), i.e. InfoFlows that are generated
as a direct consequence of the business logic (e.g., the transfer of customer
details from a customer computer to the company’s database as part of the
customer registration process).
2. SRIFs (System-Related Information Flows), i.e. InfoFlows that are generated
as a result of technology-related operations (e.g., a communication session
number).

153

InfoFlows represent both documents and actions. Documents will typically include sensitive information. Zhu [271] argues that the digitisation of information,
accompanied by the growth in use of high-speed networks, has increased the importance of information in electronic markets. In order to assure the proper functioning
of an e-business, business information (transmitted and stored) should be protected
against the threats associated with both business and information technology. Providing proper protection to an e-process will increase its potential to resist attacks
associated with the relevant threats.
The definition of information flow given above differs from that commonly used
in the information security literature. In the remainder of this chapter we give
examples of information flows as defined above.

6.2

E-business information flows

In order to demonstrate how business functions and processes can be identified
(which can then be used to define the related InfoFlows), the currently accepted
view of business functions and processes is briefly reviewed. The discussion here
is based on the Porter Value Chain Model for a traditional business organisation,
which is appropriate for this type of analysis. (Because of the large number of
business functions, and even larger number of processes associated with them, the
tables below illustrate only a few of the functions performed by a generic business.)
Following the Value Chain Model, we separately present examples of both Primary
Activities and Support Activities.
Table 6.1 lists processes associated with some of the primary activities of a
generic business organisation. Table 6.2 lists examples of processes for the support
activities of an organisation. Infrastructural activities are represented by Administration and Finance functions, and the ‘Product and Technology’ functions are
represented by Technology processes.
Tables 6.1 and 6.2 provide examples of functions and processes performed by
almost any traditional business organisation. (A more detailed illustration of business functions and processes can be found in Appendix A, tables A.1 and A.2). We
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Table 6.1: Business processes performed as part of Primary Activities
Function
Inbound Logistics

Process
• raw materials acquisition
• raw materials shipping
• raw materials storage
• raw materials management
• equipment and parts acquisition
• ...

Sales
• order processing
• order management
• sales management
• ...
Outbound Logistics
• shipping management
• transportation planning
• product distribution
• ...

use these traditional generic business functions to derive corresponding e-business
functions.
Reviewing these functions in the context of an e-business leads to the conclusion
that, when a business changes from a traditional business mode to operating as an
e-business, there is a redefinition of traditional roles for business functions, and new
processes are developed using IT [187]. For example, inbound and outbound logistics, which are typically two separate functions in a traditional business, are likely to
be integrated, possibly with other functions (such as distribution and procurement),
in a networked e-business organisation. The logistics function is a critical function
in an e-business organisation—no business can afford large-scale non-fulfilment of
orders, late deliveries or massive returns of orders. Similarly, administrative functions in an e-business organisation are not likely to be separate activities, but are
automatically performed by means of ERP mechanisms and distributed across other
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functions.
Correct execution of e-business functions appears to be of critical importance
for organisations for the following reasons:
• since e-business functions are distributed across other functions, any failure in
one of them has an immediate impact on other functions, and, consequently, on
the entire e-business because of the technological and business connectivity; by
comparison, in a traditional business, the impact is likely to be felt relatively
slowly and be limited in spread;
• an e-business, if operating in a problematic manner, cannot provide the benefits expected from such a business for both the organisation and its customers,
and, hence, will eventually fail to provide its services;
• when failures occur in e-business functions, they are likely to be perceived as
faults in the IT infrastructure operation or in the information and IS security
provisions; customer expectations of e-business are high [197];
• customer perceptions of information security as the weakest link hinder the
wide acceptance of e-business [115, 119].
Studies of existing e-business companies (including the case studies reported
later in this chapter and in chapter 9) suggest that the following major functions
are likely to be performed in a typical e-business organisation:
• Logistics (including distribution);
• Finance;
• Product development;
• Manufacturing;
• Marketing;
• Sales and Customer service and support;
• Human resources;
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• Technology;
• Procurement.
From the discussion above (including tables 6.1 and 6.2), and using the Porter
updated Value Chain model (incorporating applications of the Internet into the
model, see [191]), we can now enumerate the e-processes likely to be present in
any e-business. Table 6.3 presents these generic e-processes, classified by e-business
function.
Given a list of the e-processes for an e-business organisation, it is then possible
to analyse the information flows associated with these processes. The execution of
these processes will involve the exchange of information flows between participants.
The nature of these information flows can be derived from the relevant e-processes,
and classified into the two types defined earlier.
Examples of such information flows are provided in the next section using a
case study of an e-business organisation. The organisation chosen here is a ‘type
II’ e-business, as defined in section 3.2.1. That is, it is an infrastructure-supportive
e-business organisation. In this discussion we identify the set of information flows
for one of this company’s e-processes.

6.3

Case study: GN Communication Services

The following information was obtained through personal interviews with the CEO
and the CISO of the company1 ‘GN Communication Services’ in May 2006.
This company provides a platform for an e-business marketplace for organisations (this marketplace is known as The Community). This marketplace enables
organisations to look for both suppliers and for RFPs (Requests for Proposals) to
trade with other companies via the Internet.
GN, as an infrastructure platform provider, makes it possible for its client companies to perform their various e-processes. As such, it encompasses a vast number
of information flows exchanged between companies, and, more specifically, between
1

The name of the company has been changed for anonymity purposes.
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their e-process agents. To illustrate the information flow concept used in this thesis, and also to demonstrate how InfoFlows can be identified, the GN case study is
analysed with respect to one particular e-process, namely that dealing with orders.

6.3.1

Company background

GN Communication Services is a leading service provider company, providing connectivity solutions and information sharing between organisations and businesses.
The company was established in 1986, and in 1993 the organisation was constituted
as a partnership between FLS2 , a telecommunications corporation, holding 75% of
the company, and the MMM group (with 25%). Recently, FLS International became
the owner of GN. The company has many years of experience providing services in
the areas of EDI, connectivity, and B2B interactions. It has about 90 employees.
GN Communication Services specialises in providing outsourced B2B electronic
services. The company advertises itself as a BPO (Business Process Outsourcer),
and offers the following to its clients:
• the provision of service;
• the ability to be part of a Community;
• standards-compliant operations.
GN is active in three main areas:
1. the provision of electronic connectivity between businesses;
2. it is an ASP (Application Services Provider);
3. it supports B2B operations, including e-commerce.
The company provides its customers with communications services based (as it
claims) ‘on the most advanced technological platforms’. The company promotes its
services for electronic information management, as GN makes it possible for organisations to perform efficient business processes, and replace high-cost complicated
manual operations between the organisations and their suppliers, customers, and
2

The name of the company has been changed for anonymity purposes.
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business partners. GN’s clients include sector-leading organisations which use B2B
services in their core business on a daily basis. The company has 6,000 clients with
over 15,000 users from a variety of different business sectors, providing them with
support services on an uninterrupted basis. Among its customers are communication companies, large local banks, credit card companies, organisations from the
defence sector, and academia.

6.3.2

Products and services

GN provides its customers with the means to perform e-business activities. According to the company’s CEO, GN provides a complete solution to enable its customers
to perform business operations. That is, GN provides its customers with a platform
for interorganisational electronic connectivity for B2B and B2C activities; also, as an
ASP, it provides complementary content services. The solution includes infrastructure and services, namely hardware, applications software, logistics, database services and information security. The solution provided by GN makes it possible for
companies that use GN’s platform to trade with other companies and with various
financial and/or governmental institutions. The B2B platform performs business
operations related to trading activities between company and its suppliers, partners, and government and financial institutions. The company’s business mission
is to manage the electronic connections between an organisation and its business
environment. Figure 6.1 illustrates GN’s position in relation to its customers:
The company’s selling point to its customers is ‘Outsource your messaging and
collaboration’. The solution it provides is described as an ‘end-to-end solution’ for
a customer, including management of customers and business partners. Figure 6.2
illustrates the GN system solution.
GN uses a range of networked systems to provide its services. These include a
variety of mechanisms to support information security.
GN provides services in three main areas:
Secured Messaging solutions. Since 1993, GN has provided messaging solutions
for client organisations and their business partners. GN services allow organisations to streamline their business processes using systems which, according
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Figure 6.1: GN activities
to GN, provide high levels of reliability and security. The company claims
to provide a high quality in-house integration capability, supported by over
fifty partnerships with software companies, and provides fast Return on Investment and high performance levels. Whether by connecting application to
application or by creating a web-EDI solution, GN can connect thousands of
businesses electronically within weeks. GN’s messaging solutions serve various business communities: defence and aerospace, financial organisations,
government bureaux, and industrial companies. Messaging solutions are also
provided to over 1,500 lawyers, 400 accountants, and 3000 SMBs (small or
medium businesses) on a daily basis.
Outsourced B2B Services. GN operates B2B services for large organisations.
The services rely on the company’s ASP capabilities.

E-procurement, e-

invoicing, fax-to-mail, and various other services are available using GN’s
infrastructure and advanced applications.
Local and international content services. GN provides online information sources
for local and international companies, including those of the local registrar of

160

Figure 6.2: GN system solution
companies and the Census Bureau (of its home country). GN represents LexisNexis, one of the largest online information sources in the world.
GN is continuously extending the range of its products and services. Recently it
provided the ‘Suppliers Portal’, which already has more than 1000 suppliers working
with it, the ‘Electronic Invoice’ service, and the application Cyclone. In addition,
the company has for a longer period of time provided the following services:
• bank announcements;
• interfax (organisational fax solutions, with over $1M income);
• financial information transfer;
• secured transfer of information;
• connectivity to law authorities;
• access to databases, including the company registrar, population registrar,
and LexisNexis.

161

6.3.3

Technology and infrastructure

The company’s IT infrastructure is are the means by which it does business and
by which it operates the company. The company runs a server farm, and provides
electronic connectivity between customers and their suppliers via broadband and
web services. There are five SAN servers, and three web servers running Microsoft
NT. The company runs Oracle and Java applications. The main application system
is CyclonEcommerce3 .

6.3.4

Security

The company operates VPNs and private lines for its customers. There are three
defined levels of security:
Level I. The CyclonEcommerce system encrypts the information it stores in customer hosts, and also information sent between customers and GN.
Level II. The applications are protected by Imperva4 solutions.
Level III. Email is not used in the provision of services to clients. Data are transferred using FTP.
6.3.4.1

Threat perceptions

According to the company’s CISO (Chief Information Security Officer), the company’s perception of threats that it faces includes the following points:
• hackers are a real and serious threat;
• DDoS and phishing are irrelevant for this company’s mode of functioning;
• database penetration is a significant danger.
That is, the company considers hackers as a significant danger that threatens
the company’s database. However the company believes that it is impossible to penetrate its databases, since they work in asynchronous mode batching. The company
3
A product of Cyclon Commerce.
http://www.aboutus.org/CycloneCommerce.com
4
http://www.imperva.com/
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For

further

information

see

is BS 7799 (ISO/IEC 17799) [35, 109] and ISO 9000 [109] compliant. According to
the CISO, customer security is very problematic—every customer organisation has
its own security requirements, which are likely to be different from those applying
at the GN site.

6.3.5

Supplier portal

When working with the Supplier Portal, there is no possibility of interference in
any company’s workflow. Customer information is encrypted when stored on the
customer host, and is transmitted in encrypted form to the Supplier Portal. Communication with the portal is only possible for registered users. At GN, the received
data undergo a format conversion process, but it is not possible to read the plaintext
data at GN. The customer is capable of performing its business processes via the
portal, and/or of downloading the data into its organisational ERP applications and
continuing work there.

6.3.6

InfoFlow identification

To illustrate a set of information flows for GN activities, the Logistics function and
its associated InfoFlows are described here.
The Logistics function can be activated in several different scenarios. As an example scenario, consider a client company requiring the supply of parts, equipment
or services; in such a case, the following actions are performed on the GN platform. The client company launches the relevant on-line RFP document on the GN
platform (supplier portal). Suppliers (other companies) that use the platform and
are interested in providing the required items, submit online proposals. The company that originated the process can then start on-line negotiations with selected
suppliers and, subsequently, make formal online agreements and contracts.
Based on the definition of InfoFlow given in section 6.1, BRIFs and SRIFs can
be associated with each specific e-process that is executed as a part of the Logistics
function. Table 6.4 presents a number of examples of generic InfoFlows associated
with various e-processes, all of which are associated with the Logistics activity.
Building on these generic InfoFlows we provide below an example of a detailed
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list of BRIFs for GN’s Logistics function:
• RFP information;
• RFP submission;
• proposal submission;
• proposal submission confirmation;
• negotiation information (exchange);
• contract exchange;
• contract amendments exchange;
• supplementary information exchange;
• financial statement submission;
• order details;
• order coordination with suppliers;
• invoice data;
• payment details;
• dispatch notification;
• delivery schedule details;
• delivery notification;
• delivery confirmation.

6.4

Summary

In this chapter a definition of the term ‘information flow’ (InfoFlow) has been provided. The definition differs from those commonly given to the term, which is
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usually employed in the context of computing technology. In this thesis an information flow is process execution-related, in that it is made up of the various pieces
of information exchanged between e-process participants, i.e. process agents.
The case study described in this chapter demonstrates this use of the term by
describing real-life e-processes and the information flows associated with them.
The e-business organisation (GN Communications) presented here is appropriate
for the goal of this chapter. GN provides an e-business marketplace and supports
a wide range of e-processes, and, therefore, a wide range of information flows typical for the e-business mode of doing business. It also confronts a variety of the
Information Systems Security issues that arise for e-business organisations.
This discussion of information flows paves the way for the development of an
InfoFlow based security management paradigm, presented in chapter 8.
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Table 6.2: Business processes performed as part of Support Activities
Function
Administration

Process
• office services
• public relations
• legal services
• coordination
• ...

Finance
• financial planning
• financial
ment

asset

manage-

• payment management
• payroll
• ...
Technology
• technological trend analysis
• organisation requirements
analysis
• infrastructure planning
• coordination with strategic
planning
• IS development
• IS/IT operation
• ...
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Table 6.3: Processes in an e-business organisation
Logistics processes

• Acquiring materials, parts, equipment
• Locating acquired
goods

Manufacturing
processes

Sales
&
Customer
service
and
support
processes

• Production planning
• Operations scheduling
• Goods/services production in-progress

• Packaging
• Production control
• Transport

• On-line
catalogue
and sales channel
maintenance
• On-line product configuration
• Customer
registration and profile
management

• Quality control
• Real-time
integrated
planning
and
scheduling
across the company
and
its
suppliers
• Real-time
warehouse management

Technology processes

• Technological trend
analysis
• Organisational
IT
requirements
analysis
• Infrastructure planning

order

• Parts assembly

• Real-time
processing

• On-line coordination
with strategic planning

• Facilities
maintenance across the
factory

• Real-time
management

order

• BPR

• Real-time coordination with order management

• Administrative
services

• Updating
POS’s

virtual

• Implementation
IS/IT

of

• IS/IT operation
• CRM
• Fulfilment management

• Contracting
and
contract management

• Real-time
planning

• Coordinating with
other functions

• On-line repair management

service

• IS/IT
control

operational

• IS/IT quality control
• IS development

• On-line
returned
goods management
• On-line
support
ment

physical
manage-

• Online support
• Push advertising
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• Full network connectivity

Table 6.4: Information Flows in the Logistics Function e-processes in GN
Processes

Information Flows
BRIFs:

• On-line
preparation

RFP

• RFP selection
• Company
tion

• On-line RFP dissemination

• Company
details
submission
(catalogues, experience,
competence,
customers)

• On-line catalogue
review
• On-line proposal
evaluation
• On-line
tions

• Proposal
submission

negotia-

details

• Contract exchange

• Real-time
integrated
planning
and
scheduling
across the company
and
its
suppliers
• Real-time
warehouse management

registra-

• Real-time coordination with order management
• Transfer of payment
details
SRIFs:

• Administrative
services

• session
establishment
information
flows

and
• Contracting
contract management

mainte• database
nance information
flows

• Coordinating with
other functions

• other
communicationsrelated information
flows
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Chapter 7

Related Work
Rather than focus narrowly on interoperability, we focus on access.
Chris Mayers [149]
In this chapter the prior art relevant to e-business information security is reviewed and discussed. This review focuses on the work of greatest relevance to the
main theme of this thesis (i.e. e-business security models), and, more specifically, on
the approach suggested here, i.e. the increasing problems with perimeter security,
and the business process and information flow security approach.
This chapter contains the following main parts. The three main sections present
a review of prior research in specific domains relevant to this thesis: section 7.1
covers perimeter security, section 7.2 discusses business process security, and section
7.3 reviews information flow security research. Section 7.4 concludes the chapter.

7.1

Perimeter security

Although there is a growing general awareness of the failings of the perimeter security approach (see, for example, [67, 77, 149, 178, 222]), there has been relatively
little published research on other approaches. Professional groups (such as the
Jericho Forum1 ) have called for an alternative approach, under the banner of deperimeterisation.
A variety of approaches have been proposed to enable deperimeterisation to be
1

www.opengroup.org/jericho/
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achieved. Simmonds [210] explains the concept as a set of business-driven solutions within a framework, that can be mixed in order to address business needs
without a hardened perimeter. This approach is not a single solution, but a way
of thinking [210]. Stanton [222] continues with this shift in thinking, and explains
that deperimeterisation is not about getting rid of boundaries, but instead involves
re-aligning and refocusing them. The author suggests the ‘inside outside security’
approach, rather than a ‘one size fits all’ approach. Instead of a single hard fence
around a soft centre, an organisation should protect core functions and processes
with internal partitions and boundaries [222]. The author argues that this kind
of approach is supported by the basic principles of security management, namely
deciding on what is crucial for the business processes, and focusing on their security
[222].
Hayat et al. [100] argue that, because of the mobility of user devices and the
complexity of protocols, deperimeterisation recognises the fact that the monolithic
security solution, built on use of the traditional organisational firewall, is no longer
appropriate. As a result a distributed security model is needed. Such a model,
they argue, will provide dynamic and secure solutions. They argue further that
deperimeterisation is made possible by the ability to effectively control access to
distributed and ad hoc services, and that authorisation for this kind of access control
must be context-based in order to preserve the principle of least-privilege.
Stanton [222] also relates deperimeterisation to access control, and argues that
access policies will become more precise, based on a least-privilege model. Also, user
authentication and identity management will play an increasingly important role,
and will be a major factor in maintaining compliance. Hayat et al. [100] argue that
access control is currently achieved through human management, which appears to
be ineffective [48].
Among the various academic and industrial initiatives on deperimeterisation,
the work of Sluiter [217] is of particular interest here, because of its integrated
approach to deperimeterisation from both organisational and technological points of
view. Sluiter argues that the ‘perimeter security approach is becoming very limited
in its ability to cope with the dynamics of the new business model’. The author
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suggests that a SOA (Services Oriented Architecture), a major current trend in IT,
needs to be supported by a new security model. The model proposed by Sluiter
is implemented in three phases, namely preparation, reorganisation, and opening
up. Also, business partners in e-business IS need to implement adequate security in
order to interact with each other.
Mayers [149] argues that the difficulties in securing the modern environment
are not just technology-related. The author describes additional factors, such as
outdated legal constraints preventing information sharing when it is most needed,
cultural factors, poor (or even lack of) standards compliance, ‘phishing’ attacks
affecting people’s trust in on-line transactions, together with the technological obstacles that still remain. All these issues need to be addressed, although the main
focus is put on access control. The author suggests that ‘the place to start is at the
perimeter’.

7.2

Business process security

As was discussed earlier in this chapter (in section 4.14.2), e-business (including ecommerce) is the subject of a huge volume of ongoing research. Some of this research
relates to e-business information security, and just a small part of the latter relates
to the security of the business process and/or information flows. Very little research
relates to the security of the business logic. Other work [123] has identified the
security requirements of electronic processes. A discussion of e-business process
modelling [3] offers the building blocks required for e-business automation, and
notes that the fragmentation of security requirements is the biggest challenge for
Web services.
The vast majority of existing research on business process security focuses on
workflow (WF) control. In the last few years there has been a growing interest in
research on workflow in general, and on information security in particular.
Specifying a workflow system involves defining procedures in terms of tasks,
the users that should perform the tasks (usually defined in terms of roles), and
the interactions between tasks that impose constraints on task execution. Hence,
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a workflow is a combination of tasks or logical steps in a business process, while
accompanying constraints define the limitations on tasks that are performed by
people. The usual approach to the protection of business processes is based on
the Separation Of Duty (SOD) principle. SOD is designed to ensure that staff
that perform critical organisational tasks are not able to commit fraud. Warner
and Atluri [256] argue that certain SOD specifications can result in three types of
anomaly, and suggest a constraint specification language to specify the inter-instance
constraints (an instance is generated when the workflow is executed [256]).
The workflow security model of Wainer et al. [243] makes use of RBAC (RoleBased Access Control) to control access to the tasks making up a workflow, while
the focus of the model is on the selection of users to perform the workflow tasks.
(Although the model was developed for a traditional type of business, and not specifically for an e-business organisation, we mention the model here as an illustration
of business process security-related research.)
Hermann and Pernul [103] suggest an approach that supports BPR (Business
Process Reengineering) in order to improve security and integrity. (This work was
discussed previously in section 4.14.2, in the context of e-business security requirements.) The authors consider security and integrity as two separate issues and
propose a framework for business-process re-engineering in order to improve security and integrity. A three layered architecture for business process specification is
suggested. A security infrastructure for both business processes and workflow management is developed, and the types of security requirements necessary for such an
infrastructure are identified. Also, business processes and their security semantics
are discussed from five different perspectives, and the effects of security constraints
on the various perspectives are analysed.
Leymann et al. [136] focus on the relation between web services and business
processes, and on the elements essential for suitable standards.
Model checking [5, 250, 251, 252] has been suggested as a means of analysing
e-business process security. Anderson et al. [5] propose the use of model checking
technology for the design and assurance of e-business processes. (The term ‘assurance’ implies a measure of confidence that a security policy is enforced properly
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[216]). According to Anderson et al. [5], problems in the information systems that
support e-business, compounded by rapid development and system complexity in
the e-business environment, have the potential to harm businesses. Effective design
of e-business processes is essential for the avoidance of defects that could otherwise
lead to errors, fraud, and intrusion [5]. Based on the assumption that e-business depends on protocols designed to prevent unauthorised disclosure and modification of
information exchanged between participants, they argue that model checking technology can be used as a platform for effective and efficient evaluation of e-business
protocols. Nevertheless, Anderson et al. observe that their proposed model checking
method ‘cannot guarantee correct processing under all circumstances’.
Wang et al. [252] consider e-business processes as ‘high-level computing processes
built upon and supported by lower-level computing networking services’, and hence
e-process correctness is inherently a multilayered problem. They also consider each
e-process as a state machine, where each state can be represented as a vector of all
process variables. This set of variables can be enormously large, even for a simple
process. Hence, testing and simulation cannot cover all the process states. To use
model checking, a user needs only describe the processes and property specifications using a high-level programming language. The model checker automatically
translates these processes and property specifications into automata [251]. Model
checking, argue Wang et al. in [252], is an appropriate answer to the limitations of
testing and simulation methods, since model checking can go through all relevant
states, addressing any given property. Model checking operates on logic, rather than
on individual execution paths. Using model checking involves three main tasks,
namely modelling of a system, specification of system properties, and verification to
check whether the system model satisfies the required properties. The authors also
discuss possible scenarios in which model checking might be effective, for example
testing a Web catalogue with an advanced search interface. Such a catalogue can be
tested with selective search patterns, but it is clearly impossible to try all possible
query combinations.
In their discussion of the importance of the e-process, Wang et al. [252] also
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present certain industrial developments relevant to secure e-process execution. Because of the importance of secure and reliable e-processes, say the authors, an eprocess market has been established, offering off-the-shelf secure e-processes. Examples include SET (Secure Electronic Transaction) for securing online credit card
payments, and the InterTrust Digital Rights Management scheme, which claims to
allow companies providing digital products to securely monitor customer usage of
their products.
Wang et al. [252] give specific examples of the importance of secure e-process
design, such as:
• company management should have confidence that their e-processes will not
give away ‘free’ luxury products, unless planned;
• a digital music producer should have assurance that its digital assets can be
managed securely.
Wang et al. [252] go on to assert that an e-business organisation must consider
the correctness of its e-processes. According to the authors, knowledge of internal
control and assurance over e-business operations is essential for all the e-business
participants, and even for society at large.

7.3

Information flow security

Information Flow security was proposed more than thirty years ago as an approach
for the protection of confidential data in computing environments [270]. This approach was designed to regulate the information flows in a system in order to prevent
secret data from leaking to unauthorised parties. One of the best-known models
from that period (the 1970s) is Denning’s ‘Lattice Model of Secure Information
Flow’ [64]. Based on the premise that security is enforced if no unauthorised flow
of information is possible, Denning suggested restrictions ‘according to which the
security of a system would not only be decidable, but simply so’. The suggested
information flow model is defined by:
• a set of logical storage objects (e.g. files, segments, or program variables,
depending on the level of detail);
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• a set of processes, i.e. ‘active agents responsible for all information flow’;
• a set of security classes defining the degree of security, where each object and
process is bound to a security class;
• an associative and commutative binary class combining operator, used to determine the class to which the result of applying any binary function to values
from the operand classes (e.g., processes a and b) belongs;
• a flow relation, used to determine (for an ordered pair of security classes)
whether or not information is permitted to flow from one to the other. This
relation is presumed to be transitive.
The security requirements of this model can be formulated as follows. A flow
model is secure if and only if execution of a sequence of operations cannot give
rise to a flow that violates a specified flow relation [64]. Because of the transitivity
property of the relation flow, if each individual operation is secure then the sequence
of operations is also secure.
Because of the difficulties with providing security for information flows that exist
to cause operations, Denning distinguishes between explicit and implicit information
flows, dealing with them in a different way; the model thus also applies constraints
to service processes in order to prevent information leakage.
It seems that the model is designed to be applied to situations in which information can be classified as ‘secret’, ‘top secret’, ‘unclassified’, etc. Typical business
organisations possess files/records for which only specific fields can be defined as
‘secret’, while others are not, but are still included in the same information flow.
As a result, using the above classification is very problematic in a real business
environment. Moreover, most seriously of all, the Lattice Model only addresses information confidentiality, not integrity, and integrity is of fundamental importance
for an e-business process.
Some of the research related to information-flow security deals with the property of noninterference (see, for example, [55, 72]), and does not specifically address
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the e-business environment. Other work, [73], based on the noninterference property, introduces a security property (Persistent BNDC) to deal with the security
of dynamic processes. According to the authors, Persistent BNDC, defined by the
authors as a single equivalence check, ensures that no malicious attacker will be able
to attack a system, even if the environment changes during its execution.
The issue of information flow analysis with regard to noninterference is also
treated at a language level, on a mathematical basis. Information flow analysis aims
to statically determine how a program’s inputs and outputs are related, making
it possible to determine the integrity properties of a program. Information flow
analyses of this type can be automated. Pottier and Simonet [193] proposed a typebased information flow analysis for the kernel of a programming language (type
systems, in this context, are typically used to establish safety properties, namely to
prove that a certain invariant is valid throughout the execution of a program). Since
generating a noninterference proof involves manipulating a large invariant, Pottier
and Simonet [193] suggest breaking the proof into several independent stages.
Zdancewic [270] argues that the real challenge for information-flow security is
not about giving more precise definitions of noninterference, and/or implementing
languages that support information-flow policies, but a series of goals such as:
• the integration of information-flow controls with the existing infrastructure;
• not enforcing techniques that prevent all secret information-flows being seen,
without any differentiation;
• managing complex security policies (which Zdancewic [270] considers to be
the most important issue).
Another approach [199] was recently developed for specifying and enforcing information flow policies. This approach is designed to address the problem that
standard security practices are not capable of enforcing an end-to-end confidentiality policy. The work of Yu and He [269] relates to the specific properties of a
distributed computing environment, such as one involving multiple system processes
running on multiple systems supported by multiple nodes, with a potentially different security policy for each process. In such a case, argue Yu and He, a conventional
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security approach based on DAC (Discretionary Access Control) is difficult to apply, since there could be several high-requirement secure zones (and not just one,
as for a single system). The authors suggest an information flow based security
model for Linux clusters, based on assigning two levels of security to each cluster,
and analysing information flows between subjects and objects. In this model the
decision whether to grant or deny access by a process to a resource is determined
by the combination of the security node identifiers and the security level identifiers
of the process and resource, and a pre-assigned access type identifier, known as a
‘remote method call’.
The SELinux model [96] is designed to analyse the information flow goals in
Linux-based systems. Integrity and confidentiality are presented there as information flow multi-step security goals.
In the 1990s, McLean [152] developed a flow-based security model, FM, which
was proposed as a standard against which other security models could be compared.
Noninterference, Generalised Noninterference and extensions of noninterference have
been examined using FM [152].
McLean [152] made a very important observation regarding information floworiented research; all such work deals with sharing of information and not with
the security of the information flow itself. The main focus of existing models is
the flow of information between users, characterised by different levels of access to
information, and how to prevent information flow from high-level users to low-level
users. Hence, in some sense, all these models are access control models. The models
cover the security of the end points of communication, but not the content and
context of the information flow itself.

7.4

Summary

The majority of existing security work relevant to the focus of this thesis addresses
the issue of user/employee access to the critical information of an organisation. Prior
work is typically concerned with developing models and methodologies that enable
access policies for specific users to be defined and enforced.
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Existing process-oriented security research is mainly concerned with the workflow concept and workflow management systems. In fact, a workflow is not a business
process, neither by definition nor in practice. The differences between workflows and
business processes are also reflected in the research orientation. Workflow security
research, as well as information flow security research, is mainly language-oriented.
The vast majority of information flow security related research is associated with
communication or computer-level technical aspects (e.g., [2, 30, 55, 64, 72, 73]).
Information flows are treated according to Shannon’s theory of information, and
not specifically from a business perspective.
There are certain important areas in the e-business security domain that appear to have been the subject of very little research. Areas such as e-business
security design methods, e-business logic security, e-business security maintenance,
and e-business forensics all appear to be underserved by current e-business security
research.
In the main part of this thesis we present a different approach to business processbased and information flow-based security.
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Chapter 8

A New Paradigm: Security
Approach and Model
Security on the Web is fundamentally different from traditional network
security. Whereas a local network or host is often viewed as a fortress
(complete with watch-towers and perimeters), the Web is more like a
bus station. Large communities of anonymous users frequent the public
space representing the Web service.
P. McDaniel, A. Rubin [151]
A new security paradigm, namely the e-Business Process Security Paradigm
(eBPSP), is proposed here. The realisation of this paradigm is made possible by
means of an associated e-Business Process Security Methodology (eBPSM) for ebusiness security design, that focuses on a single e-process. In practice a finer level
of granularity is achieved by working with process business logic and individual
information flows, of which an e-process is composed.
We suggest that business logic and information flow security issues must be the
focus from the beginning of any e-business security design project. Process security
will then be achieved by focusing on the set of security requirements described here,
and by securing business logic and individual information flows, each with its specific
requirements and properties. As discussed in previous chapters, information flows
correspond to a specific business process logic, and any e-business process can be
decomposed into its constituent business logic and information flows.
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The chapter starts in section 8.1 with a presentation of the problems that the
new approach attempts to solve, followed by a discussion of the new e-business
security paradigm (in section 8.2). The fundamental components of the new model
are then discussed in section 8.3. This discussion includes an analysis of the security
characteristics of an e-business which, together with the damage analysis proposed
here, provides the basis for defining the e-business security requirements that are
addressed in the new methodology. The new model is presented in section 8.4,
followed, in section 8.5, by the discussion of the organisation levels of professionals
that must operate the methodology. The new methodology for realising the model
is presented in sections 8.6 and 8.7. Section 8.8 describes the main features of the
process security paradigm and the security design model. The chapter concludes in
section 8.9.

8.1

The problems to be solved

Building on the discussion in chapters 3, 5 and 6, and based on the analysis of
the components of the ISS framework in chapter 4, we now formulate the problems
addressed here in the context of our research goal.
The dominant existing approach to ISS design and management follows a perimeter security paradigm, both in traditional and electronic businesses. This paradigm,
which involves providing security protection around the organisation, appears to be
problematic for the modern business.
According to the perimeter security paradigm, security involves defending against
possible attacks and risks (as discovered from a threat and risk analysis) by putting
protection measures (safeguards) around what is perceived as an organisation’s border. Following this paradigm, the design and management of security solutions for
IS involve deploying a variety of information security safeguards at a conceptual
organisation boundary. By doing so, it is presumed that the organisational assets,
which are assumed to be located only inside the organisation, are protected. This
latter assumption implies that the perimeter security paradigm runs counter to the
main essence of an e-business.
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The security perimeter approach (paradigm), as discussed in chapter 4, has the
following main features:
• the philosophy behind the security perimeter paradigm involves limiting what
can be done, namely putting blockades on business operations and preventing
certain (sometimes vital) activities;
• all information assets are protected with the same set of safeguards;
• ‘too much security’ may make it impossible for some information to be used
in a process, while too low a level of security may enable organisational information leakage and systems abuse;
• once the border has been compromised, attackers typically have access to a
wide range of information systems resources;
• although security safeguards are deployed at the organisational border, in
practice complete defence for the network boundary is very difficult to achieve.
The modern business environment is very dynamic, and hence needs the possibility of flexibility. Firms need to expand, as well as be able to change their operations depending on business opportunities. A modern business organisation needs
to provide connectivity to its employees through mobile devices and remote access,
to cooperate with its partners and suppliers, and to communicate and trade with
customers. For these modern organisations, security should be a means of making
these activities possible. Only a reliable (and hence secure) infrastructure will make
it possible for a modern business organisation to cope with the evolving business
environment. Also, the design and management of ISS need to be performed based
on Complex Systems Theory, and not General Systems Theory.
The characteristics of the modern business environment conflict with the perimeter security paradigm in the following areas:
• e-business activities, which are cross-organisational in nature, are still protected by perimeter safeguards;
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• internal users are automatically presumed to be reliable and non-dangerous to
corporate information systems, at least as far as perimeter-based safeguards
are concerned, while employees working externally to the organisation (such
as salesmen) and employees of other organisations are automatically presumed
dangerous, and are granted only limited access to organisation resources;
• organisation communication networks that support business operations performed both inside and outside the organisational boundary (e.g. those performed by sales and marketing staff) are protected by potentially inappropriate perimeter safeguards;
• modern organisation communication networks, which are potentially very complex, are defended by a set of basic perimeter safeguards;
• the complexity of modern organisation communication networks is characterised by both complexity of detail and dynamic complexity;
• the high complexity of modern communication networks means that their
specific security requirements are often poorly defined.
From our analysis of the elements of the ISS framework (see chapter 4) and the
ways in which they are used, it appears that deployment of these elements is influenced by a particular perception of the nature of security, that is by a particular
security paradigm. Currently, as the discussion in chapter 4 shows, security design and management processes, security tools, and the implementation of security
techniques, are typically all based on the perimeter security paradigm. Also, when
following the perimeter security paradigm, security design activities may lack a systematic methodology based on a strategic business rationale. As a result, security
is sometimes provided through the addition of tactical solutions, or as a final consideration in an IS development project, and not as an integral part of that project
[148]. Although there is a growing recognition [18] that modern systems, including
organisations and technological systems, must be considered as complex systems,
and hence designed according to Complex Systems Theory, these systems are still
often viewed, designed and managed as simple systems.
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Hence, the existing state of information security management can be summarised
as follows.
• the current dominant approach to security management implies defending the
boundaries;
• boundary safeguards are used to prevent or limit external connections with
the organisation;
• it is essential for an e-business to cooperate with its external environment;
• security appears to be a critical business enabler for a modern organisation;
• security measures are sometimes deployed on an ad hoc basis;
• the modern way of doing business, namely e-business, is critically dependent
on an appropriate security paradigm and security design methodology.
As a result, the following problems need to be solved:
1. A modern dynamic business environment needs a flexible security management
solution that can provide a security design that fits business reality. Such a
solution will be difficult to derive using the perimeter security paradigm.
2. An alternative security paradigm is needed for e-business.
3. A security system design methodology, based on the new paradigm, needs to
be provided.
In the remainder of this chapter, a possible solution to these three problems is
presented. This consists of a new security management paradigm that we call eBPSP
(e-Business Process Security Paradigm). The motivation for developing such a new
paradigm is also presented. The approach to developing this new paradigm is based
on Complex Systems principles, as described in section 4.17.4. Building on the new
paradigm we further describe a novel security system design methodology called
eBPSM (e-Business Process Security Methodology), a realisation of the paradigm
for an e-business environment.
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8.2

A security management paradigm for e-business

E-business implies cross–organisational interactions, with a varying number of participants exchanging information. E-business organisations face many security vulnerabilities in their interactions with other e-businesses. These vulnerabilities have
been discussed in chapter 3 (in particular in section 4.14.1.2), and can be summarised
as follows:
• a growing number of organisations are adopting the e-business mode;
• e-business implies sending information (which may be very sensitive) to parties
in the e-business process outside the organisation;
• external parties have different security policies and safeguards, or sometimes
do not provide adequate ISS;
• exchanged information is vulnerable to compromise as a result of external
parties having different or inadequate security policies;
• in many e-business relationships between organisations, no (or very little) due
diligence is performed with regard to the employees involved;
• e-business operation implies using (and developing) web applications, which
themselves have potential security vulnerabilities, arising from:
– command injection attacks (SQL injection);
– XSS (cross-site scripting) attacks;
– SOAP messages that are transparent to firewalls;
– SOAP and other open technologies that make it possible to intercept and
manipulate messages more easily;
– the fact that web services are platform-independent, and hence pass
through the perimeter security safeguards;
• e-business applications are developed using inadequate methodologies, and
hence include design and/or implementation flaws;
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• security requirements are poorly specified;
• although e-business is cross-organisational, the security safeguards in use are
designed and developed following the perimeter security paradigm.
An e-business organisation is a distributed organisation, and hence the security
provisions for such an organisation must be implemented in a distributed way; i.e. it
is necessary to implement distributed security. Also, as we have discussed previously
(in chapter 3), e-business is enabled by a set of e-processes. Hence, for an e-business
organisation to be secure, its e-processes must be secure. The security management
approach proposed here is a process-based paradigm, which involves managing security at the level of a single e-process. Such an approach is also desirable since
modern organisations are very complex, and designing, implementing and managing
security separately for each e-process makes it possible to cope with this complexity.
The new paradigm is based on the following assumptions about security for an
e-business:
• security is a business enabler;
• an e-business is secure if its e-processes are secure;
• a secured e-process is a process that is executed properly, namely according
to business plans and intentions;
• to provide security we must ensure correct process performance, instead of
defending the organisation using safeguards designed to protect the organisation’s perimeter.
To summarise, the new e-business security paradigm focuses on the security of
a single e-process by ensuring its correct performance.
In order to be able using this new paradigm in practice, a model for its realisation
together with a methodology for operation of the model need to be developed.

8.3

Building blocks

The characteristics of ‘correct performance’ need to be discussed in a security related
context; that is, the information security requirements for ‘correct performance’
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should be identified and analysed. These will reflect the conditions necessary to
meet the e-process security goal, which is to ensure the proper execution of the
e-process.
The security design model for an e-business organisation starts with a security
requirements analysis, followed by the identification and definition of security objectives and goals. It is important to define the security requirements for an e-business
organisation, since security for such an organisation (as for any organisation) must
meet these requirements, and the techniques and tools for building the needed security measures must reflect them. Hence, security requirements and objectives
must be discussed and analysed, and the e-business security goal defined. These
definitions form one of the fundamental inputs for the security model development
process.

8.3.1

Security criteria

Our discussion of e-business security criteria is structured in the following way. General security requirements are discussed first, followed by the security requirements
for the elements of an e-process. Finally, we conclude by considering e-business
security requirements.
8.3.1.1

General security requirements

As discussed in section 4.4, it is widely accepted that the primary security requirements of a system can be divided into confidentiality, integrity and availability, with
the following definitions:
• confidentiality ensures the necessary level of secrecy at each data processing
entity, and prevents unauthorised disclosure; it ensures that information is not
made available to unauthorised parties;
• integrity involves maintaining the accuracy and reliability of information, and
prevents unauthorised modification of data, thereby ensuring that data is correct, as defined by the process designer;
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• availability involves ensuring that timely access to data and resources is provided to authorised users, so that data, information and other elements of
information systems are accessible to and useable by an authorised user.
This CIA security requirements triple is essential for e-business ISS, and, hence,
must be included in the set of security requirements underlying the model. Again
as discussed in section 4.4, some authors consider additional requirements such as
accountability and non-repudiation.
The accountability requirement is often described [183, 184, 237, 246] as a necessary requirement in mission-critical business operations. Accountability covers
various aspects (such as traceability and due diligence) that are important to information security of a modern organisation. In an e-business organisation, as discussed
in sections 5.2 and 5.3, the business processes are performed by IT only. The feature of traceability is vital in such processes. Also, accountability contributes to
the creation of a climate of due diligence across the entire organisation, which can
be used to solve conflicts of interest in organisations, say Peltier et al. [184]. The
authors assert that, from a security perspective, it is important to establish due
diligence as a guiding principle. Therefore, in our view, the accountability feature
is essential for e-business security, and this requirement must be included in the set
of e-business security requirements.
Non-repudiation has also been suggested by some authors [13, 50, 75, 126] as
an important security requirement for the e-business environment. In an e-business
context, accountability and non-repudiation are very closely related, at least as far
as users are concerned. That is, measures put in place to make users accountable
for their actions (such as reliable audit trails) also help to provide a measure of
non-repudiation, i.e. they can be used to help prevent users plausibly denying that
they have taken certain actions. As a result, in our methodology we focus on the
accountability requirement, and do not specifically consider non-repudiation. Of
course, mechanisms that are employed to provide accountability of users will not
necessarily be of great help in resolving disputes between two e-business organisations (e.g. a dispute regarding whether or not an order was placed), whereas
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well-established non-repudiation mechanisms such as digital signatures may be of
greater value in this context. However, this type of non-repudiation service does not
appear to have been widely used in an e-business setting, and hence we do not consider it further here; should the need for such mechanisms arise in the future, then
it will be a relatively straightforward matter to expand the security methodology to
encompass such requirements.
We must decide whether the CIA triad of security objectives, together with
accountability, fit the security requirements of an e-business organisation, namely,
do confidentiality, integrity, availability and accountability address all the security
requirements of an e-business? To answer this question, and to define the set of
e-business security requirements that underlie the model, we must consider the
security requirements for an e-business.
As discussed in section 3.1, we assert here that the realisation of e-business is only
made possible by the execution of its constituent e-processes. Therefore, security for
an e-business can be achieved by ensuring the proper, correct and stable execution
of its processes. These e-processes are made up of two main elements: business logic
and information flows. Thus, in order to secure an e-business process, its constituent
business logic and information flows must be secured.
8.3.1.2

Security for the business logic

The main essence of business functions and processes is in achieving specific, predefined, business goals. The danger of damage to vital business functions applies
to a wide range of systems, including physical systems responsible for delivering
goods and services, and IT-based systems delivering information. One of the most
serious threats confronting an organisation is that its mission-critical information
systems will not be capable of processing the company’s basic transactions [226].
Also, the cross-organisational nature of an e-process accentuates the importance
of compliance with policies, standards and procedures of different business environments. In a business process context, defining an exact execution order for activities
may be impractical, since interactions between the environment and the set of activities must be taken into account when determining how to orchestrate tasks.
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That is, the question of which task to execute and when is dependent on the current environment and underlying business logic rather than only on a static process
schema [249]. Anderson et al. [5] argue that guaranteeing correct processing under
all circumstances is extremely complex and difficult; hidden flaws and errors that
occur only under unexpected, hard-to anticipate, circumstances can lead to subtle
mistakes and potentially ruinous failures.
Information security is usually approached as a technological problem, requiring similarly technology-related solutions [79]. Following this approach, IT-related
threats are usually regarded as the main reason for security flaws. However, business
logic flaws can also be abused [247], potentially resulting in a range of possible types
of damage to an organisation, including damage to reputation, operational faults,
and financial loss. Since safeguards are typically put in place to address well-known
vulnerabilities, such as SQL injection or XSS attacks, attackers are increasingly
attempting to abuse business logic flaws [93]. Business application logic is a key
weak link in e-commerce systems [166]. As enterprises become more dependent on
Internet-based information systems, they increasingly become vulnerable to defects
in these systems [5]. For example, an error in an IS designed for stock trading,
banking, or air traffic control could be catastrophic; the resulting damage could
include lost revenue, lost data, lost trust, and increased costs [5, 251].
Many different forms of business logic vulnerabilities can be exploited by attackers [93]. The QVC1 fraud is one example of abuse of a business logic flaw. The
reported scam2 was very simple: the customer places an order via the QVC online
ordering system, quickly cancels the order, waits for the products to arrive in the
mail anyway, and then sells on the goods, e.g. on eBay. The attacker in such a case
does not need to be technology-literate; the flaw was probably discovered in everyday use of the QVC website. (See appendix D for additional examples of business
logic flaws).
Deadlocks, which can result in unexpected system shutdowns, and are hence
used by hackers for DoS attacks, commonly arise in distributed systems, but are
1

QVC (Quality, Value, Convenience) is a US retailer specialising in home shopping [265].
Details
of
this
attack
can
be
found
in
TheRegister:
http://www.theregister.co.uk/2007/10/30/website fraud guilty plea.
2
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hard to find [252]. Such deadlocks can arise from poorly specified business logic.
Such vulnerabilities are commonly overlooked during the software Quality Assurance (QA) process, which is aimed at testing that a piece of code does what it
is supposed to do, and not what it can be made to do. Also, business logic flaws
cannot be identified by scanners or IDSs, or defeated by web application firewalls
[93]. Finally, traditional auditing methods cannot detect such specification flaws
[252].
The more sophisticated a website, the more prone it is to flaws in business logic
because of the necessarily greater complexity of its implementation [93]. Wang
and Wang [249] suggest that modern businesses must deal with the complexity of
business logic in order to be able to adapt to today’s dynamic and complex business
environment. The authors argue that a cognitive approach is needed to help manage
complex business activities, based on continuous awareness of situations and realtime decision-making [249]. The Wang-Wang approach involves measures such as
identification of business logic from business practice, correct representation of rules
in a business sense, and maintenance of rules.
To conclude, business logic vulnerabilities can arise from three main sources:
• lack of compliance with the business environment;
• failure to achieve an e-process business goal;
• abuse of business logic flaws.
Hence, in order to provide security for the business logic, the following conditions
must be satisfied.
• The proposed business logic must be checked for its ability to achieve the
business goals of a specified process, and to comply with the existing security
standards for the relevant industry sector.
• The proposed business logic must be checked for its completeness. This means
that it must encompass all the relevant procedures, cover all the necessary
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operations and activities, and include all aspects of the process (such as postprocess support). In other words, the logic must be capable of providing the
required business service.
• The proposed business logic must be analysed to ensure that it cannot give
rise to deadlocks.
• The proposed business logic must be checked with regard to its logic, functionality and execution weaknesses, to ensure that the process states, capabilities
and outcomes cannot be changed in unauthorised ways. In other words, the
process logic must be capable of resisting any attempts to modify and/or abuse
its business rules.
• The proposed business logic must be capable of successfully operating within
all the necessary business environments, with potentially differing security
policies, mechanisms and tools.
It appears that these business logic security requirements are not completely
covered by the notions of confidentiality, integrity and availability, which address
security requirements arising from computer- and IT-related activities. Business
logic, although deployed using software, is a business goal-oriented component of an
e-process; it reflects the business goals in a series of business rules, and gives rise
to a sequence of actions from an organisational perspective. CIA does not address
such issues, and hence additional security criteria need to be defined.
Building on the business logic security requirements discussed above, we introduce the following three business logic security requirements:
• to ensure that the e-process business goals are met, and that business states,
procedures, operations, actions and outcomes are complete, the comprehensiveness of the business logic (i.e. of an e-process) must be ensured;
• to ensure the stability of the business logic, that it resists logical, procedural
and functional abuse and the modification of e-process states, capabilities or
outcomes, and that it cannot give rise to deadlocks, the immunity of the
business logic (i.e. the immunity of an e-process) must be achieved;
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• to ensure that an e-process is compatible with all possible business environments, with other organisations’ security requirements, and with industry
standards, the compliance of an e-process must be achieved.
We next analyse the security requirements of the second component of an eprocess, namely its constituent InfoFlows.
8.3.1.3

Information flow features

InfoFlows, as part of an e-process, have the following components:
• content, which can be structured (a specific sequence of data fields) or unstructured (e.g. natural language);
• agents, which can be classified into
– primary, e.g. employees of the e-business organisation, employees of other
organisations, private customers;
– support, e.g. services providers (systems administrator, network manager,
programmers, ISP employees);
• origin, i.e. a primary or support agent;
• destination, i.e. a primary or support agent;
• execution means, i.e. technology (e.g. software, hardware, database, communication, including various parameters such as the route of the communication,
its duration and its timing).
There are clearly overlaps between the above categories, since the origin and
destination are examples of agents (they are typically customers, employees, or other
processes). In the case where the origin or destination is another process (specifically
an information flow of this process), the interaction between the two information
flows is typically realised via a database, which is one of the means used by the
agents in this model. IT makes possible the execution of e-business operations by
providing the essential infrastructure in the form of databases, hardware, software
and communications (whose components are, again, hardware and software). As
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discussed previously in chapter 3, the correct functioning of IT in an e-business
organisation is crucial for its existence. Also, IT can be used as a means of violating
organisation information systems security. That is, IT is not a process agent, but
one of the means by which process agents can influence the quality of information
flows and their security. Hence, the fundamental features of an information flow
are:
• content; and
• agents.
Building on the identified features of information flows, we next discuss their
security requirements.
8.3.1.4

Security for information flows

We derive security requirements for InfoFlows from their meaning, from the way that
they are executed and from their role in an e-process, in line with the definition of an
information flow given in section 6.1. The information flow features are presented
here at a greater level of granularity according to their meaning and role in the
operation of an InfoFlow. In order to provide security for information flows, the
following properties must hold:
• To secure the content:
– the content of a specific flow must be produced and manipulated according to the business logic specifications;
– the content of a specific flow must be produced and manipulated by a
specified execution means that operates correctly;
– the content must include all the relevant data fields;
– the content of the flow as it leaves its origin must equal the content at
its destination;
– the content must be incapable of being observed and/or modified by any
unauthorised party;
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• To secure the path/route:
– the direction of the flow must be according to the process logic design,
namely, according to the process business rules and business logic security
design;
– the channel must be protected against both active and passive attacks;
• Accessibility:
– the defined participants must be able to access the various information
flows using the provided tools;
• Duration:
– the flow must be active for the period of time specified by the process
logic design;
• Timing:
– the flow must originate at the time specified by the process logic design;
• Destination:
– the number and identity of the destinations must be in accordance with
the process logic design.
It appears that, unlike the case for business logic security, the three commonly
accepted security criteria, namely confidentiality, integrity, and availability, meet
the InfoFlow security requirements presented above. That is, given the commonly
accepted definitions of CIA, we make the following assertion:
• the confidentiality objective covers the requirements regarding the content,
channel and identity of the destinations;
• the integrity objective covers the relevance, accuracy and correctness of the
content, and the channel, route, duration and timing;
• the availability objective covers the requirements regarding accessibility and
the channel.
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We next summarise the conditions for e-business security and then give our
combined set of e-business security objectives.

8.3.2

E-business security requirements

Using the information flow and business logic security requirements discussed above,
the security requirements of an e-business organisation can be formulated as follows:
• the e-business process must be executed according to the designed business
logic and business logic security considerations;
• the e-business organisation must transfer the correct information, to the correct users, at the correct time, for the correct reasons, via the correct channels;
• the organisation’s portal must be available at all the times the company decides
that it should be available;
• the e-business organisation’s portal must present the correct data and the
correct links to other participant portals;
• the correct data and information must undergo the correct processing by the
correct means (hardware, software) and be sent to and from the correct portals
via the correct channels;
• the correct data and information must be kept in the correct storage facilities;
• management of an e-business organisation must practice due care and show
that due diligence has been performed.
The word ‘correct’ is used here in the sense of ‘as it was planned to be’, i.e. not
modified, violated or abused in any way.
Building on the e-business process security requirements presented above, the
e-business process security objectives are now identified.
Using our definitions of the generic security criteria, and the e-business security
requirements analysis above, we can now specify the e-business process security
requirements in a more formal way. We expand the set of three generic security
criteria (i.e. CIA) to a set of seven e-business security requirements, as follows:
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1. in order to ensure privacy and non-disclosure of e-business information (both
of the companies and the customers), the confidentiality objective must be
achieved;
2. in order to ensure that data, information, and actions (performed by information technology) will not be modified by unauthorised users and/or means
and/or technology, the integrity objective must be achieved;
3. in order to ensure that the entire system (including all relevant elements of
technology, managed according to a specific policy) will be accessible and
capable of executing the process, the availability objective must be achieved;
4. comprehensiveness ensures correct logic performance, covering all the necessary operations and process agents;
5. compliance ensures that an e-process is able to interact with other company’s
e-processes, and that the process security design is compliant with security
regulations, standards, and laws; compliance, say Peltier et al. [184], enables
due diligence to be demonstrated;
6. immunity ensures that the business logic is checked against possible logicbased abuse, and is designed in such a way that it will resist possible abuse
attempts that might cause harm to the e-business information systems;
7. in order to make it possible to manage the security of an e-business process, to
track actions, to practice due care and due diligence, and to maintain metrics
for security planning, design and maintenance, accountability is required.
To conclude, the e-business process security objectives underpinning our security
model are:
1. Confidentiality (C );
2. Integrity (I );
3. Availability (A);
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4. Comprehensiveness (C );
5. Compliance (C );
6. Immunity (I );
7. Accountability (A).
This set of seven security requirements, CIACCIA, makes it possible to meet
all the e-business process security requirements described above. The CIACCIA set
must be addressed in each e-process. Using these seven security requirements makes
it possible to achieve the objective of preventing/minimising possible damage to an
e-business organisation.

8.3.3

Damage analysis

Organisations focus on the ability of technology to minimise risks [242]. Risk analysis [225] and threat modelling [229] are two methods often used [100, 225] for such
an assessment. Taxonomies of attacks and vulnerabilities have traditionally been
used for risk analysis, and most of the current efforts in security analysis involve
searching for known vulnerabilities [108]. In this thesis we base our discussion on the
definitions given in [216] (as previously discussed in section 4.2). The relationship
between threats, vulnerabilities and attacks has been discussed in section 4.2. In
our discussion the term ‘attack’ refers to both deliberately initiated and accidental
incidents.
The number and variety of threats and attacks against e-businesses are constantly increasing; therefore, only protecting a system against a set of known threats
and attacks appears to be insufficient. Moreover, updating systems to address every
newly discovered threat is very difficult for administrators to manage and for companies to afford [118]. Also, there are changes not only in the threats themselves,
but in identifying what is perceived by an organisation as a threat [262]. It would
be very difficult to try to describe all the possible threats and attacks applying to
a modern business IS. Hence a more realistic approach is to focus on the rational
goal of any organisation, i.e. to keep the business running. In the case of an ebusiness organisation, its existence is totally dependent on the correct operation of
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its e-processes. This leads to our claim that the main security goal for an e-business
is to enable correct performance of its e-processes, by preventing them from being
damaged.
Specific interactions between threats, vulnerabilities and attacks create an impact, which cause damage. Impact, and hence damage, is caused only when an
attack is successful. Hence an e-process is not compromised by threats, vulnerabilities or attacks, but only when damage is caused. Some types of damage can be
expressed in terms of impact cost (or damage cost). We suggest here that focusing
on impact in terms of damage analysis instead of risk and threat analysis is both
more practical and more rational. That is, possible damage categories associated
with the specific process agents should be analysed. Arguments in favour of such
an approach include:
• best practice can help prevent some current threats being realised, but cannot
protect against the unknown [118];
• it appears that the wide variety of possible attacks, the constantly changing
and advancing nature of IT, and the creativity of attackers, make it impossible
to predict all the possible cyberattacks on information systems;
• different attacks can result in the same damage to an organisation’s IS;
• risk analysis is a problematic issue for a number of reasons, as discussed in
sections 4.7.2 and 4.7.3.
Vulnerabilities exist where there are inadequate security safeguards to protect
against specific classes of damage. The major categories of possible damage can
be derived from the threat categories discussed in section 4.2. Threats from the
four generic classes defined in section 4.2, when realised by an attack that has
successfully exploited a vulnerability in an organisation’s IS, can result in damage
of the following general types:
• incorrect functioning of IT;
• data/information violation;
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• financial fraud;
• harassment;
• net espionage;
• cyberterror;
• identity theft;
• equipment theft;
• physical hazards (such as fire or sabotage [226]);
• damage from natural events (such as hurricane or earthquake [226]).
Performing a damage analysis has a number of advantages:
1. The idea of dealing with damage in terms of damage categories, rather than
in terms of specific threats, is helpful because attacks take a variety of forms.
For example, social engineering is sometimes used to gain information that
will then pave the way for an attack on software, communications channels,
or databases involved in a process;
2. The consistency of the e-process security design will be maintained;
3. Updates to the damage analysis will potentially be less time-consuming to
perform.

8.3.4

Process agent analysis

Risk analysis generally involves identifying threats, including those arising from
intruders, criminals, disgruntled employees, terrorists, and natural disasters [236].
Following the damage analysis approach, the security objectives can be violated
(either intentionally or non-intentionally) by any party which interacts with an eprocess, i.e. the process agents (as described in section 5.4). Some process agents
interact directly with the process (i.e. those who operate it), some enable its operation, and others use a company portal to interact with the process. In our methodology, process agents are regarded as the source of security violations, including those
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arising both accidentally and deliberately. Arce [12] argues that the workstations of
chief executives (such as CEOs, CFOs, or even the CISO) and network administrators are the most sensitive components of any organisation’s security infrastructure,
because they provide a direct means of controlling the organisation and its assets.
However, in the research described in this thesis, the set of process agents is not
divided into subgroups according to their sensitivity, as each agent is different, and
its potential to cause damage will depend on its role in the e-process and its interactions with other process agents. Here the process agents are divided into types
according to their role in an e-process (using the classification given in section 5.4).
The ability of the various types of process agent to violate the security objectives
is summarised in tables 8.1, 8.2 and 8.3. (The list of types of process agent presented
in these tables may not be exhaustive, hence organisations using the methodology
may need to extend the list by adding further types).
Table 8.1: Process Agent as a source of Damage to Business Logic security objectives
Process agent
Executives/decision makers
System Analysts
System Developers
System Administrators
Network Administrators
Employees
Customers
Intruders
ISPs

Comprehensiveness (C)
X
X
X
-

Compliance (C)
X
X
X
X
-

Immunity (I)
X
X
X
X
X
X
X
X
X

As shown in Table 8.1, Immunity can be compromised by all classes of PA,
while Compliance can be compromised by executives, system analysts and system
developers, and Comprehensiveness can only be compromised by executives and
system developers. Hence, in an analysis of business logic security objectives, only
the relevant classes of PA need to be considered. Indeed, these latter two objectives
(i.e. Compliance and Comprehensiveness) should be met in the early stages of any
systems development project, namely as part of the process definition. These two
objectives are of key importance—meeting the Comprehensiveness objective makes
it possible for the process to be feasible, while Compliance is essential for interactions
with other organisations.
This is not the case with an analysis of InfoFlow security objectives, where all
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types of process agent are relevant, as shown in Table 8.2.
Table 8.2: Process Agent as a source of Damage to Information Flow security objectives
Threat-source/process agent
Executives/decision makers
System Analysts
System Developers
System Administrators
Network Administrators
Employees
Customers
Intruders
ISPs

Confidentiality (C)
X
X
X
X
X
X
X
X
X

Integrity (I)
X
X
X
X
X
X
X
X
X

Availability (A)
X
X
X
X
X
X
X
X
X

Although the process agents of type ‘Executives’ are marked as being a threat
to all three of the security objectives in Table 8.2, such process agents are not likely
to be a direct threat to these objectives; however, damage can arise in situations
where there an executive conspires with other process agents which do have direct
access to process components (i.e. to the Business Logic and InfoFlows). This issue
is discussed later in this chapter.
As shown in Table 8.3, the Accountability objective can be compromised by
process agents of all types, and during all phases of the methodology. This objective
can be met by putting in place appropriate management and technical safeguards.
Table 8.3: Process Agent as a source of Damage to Accountability objective
Threat-source/process agent
Executives/decision makers
System Analysts
System Developers
System Administrators
Network Administrators
Employees
Customers
Intruders
ISPs

Accountability (A)
X
X
X
X
X
X
X
X
X

In our methodology, damage and PA analysis is applied as part of the design
of both the Business Logic and the Information Flow security provisions. Such an
analysis involves the following stages:
• Process Agent and Damage (PA-D) analysis, where process agents are treated
as possible sources of damage; for each PA, all the types of damage that it
could cause are listed;
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• enumeration of the triples (Process Agent, Damage, Attack) based on the PAD analysis; that is, for each PA the possible types of damage are enumerated,
together with the attacks that could cause each type of damage;
• a matrix of interactions between all the Process Agents shall be developed to
discover functionality that might give rise to possible conflicts of interest.
A detailed discussion of how a PA-D analysis is performed for an e-process is
given in section 8.7, as part of the description of the methodology.

8.3.5

Summary

To conclude this discussion, the building blocks of the new model are presented in
Figure 8.1.

Figure 8.1: E-business security model building blocks
The discussion above can be summarised as follows.
• The goal of an e-process security is its correct performance.
• In order to achieve this goal, the security objective of preventing/minimising
possible damage caused by process agents must be met by addressing
the seven security requirements (i.e. CIACCIA) of an e-process.
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8.4

The new model

We now present the underlying principles of the new paradigm and its associated
model.

8.4.1

Underlying principles

The methodology described in section 8.6, which we call eBPSM, is based on our
novel e-business security paradigm, i.e. the e-Business Process Security Paradigm
(eBPSP). The methodology and paradigm are built on the following assumptions:
1. the information system underlying an e-business is a complex system;
2. e-business security must be considered as a distributed system problem; as
a result we propose that e-business security is designed and managed at the
level of a single e-process;
3. an e-process is comprised of
• business logic; and
• information flows (InfoFlows);
4. e-business security should be designed and managed to meet the business logic
and InfoFlows security objectives, which are formulated using damage analyses
for the various process agents.
These underlying principles, together with the defined building blocks, enable
us to formulate the new e-business security model, which is discussed next.

8.4.2

The model

The model for e-business information security proposed in this thesis is based on
the following fundamental statement of principles.
Security for an e-business organisation must be based on securing its component
e-processes, which is achieved by ensuring that the business logic and information
flows for individual e-processes meet the CIACCIA security requirements septet.
Ensuring that these security requirements are met is made possible by means of
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damage and process agent analyses. Any change in the e-business environment,
which is made up of a combination of people, technology and organisation issues,
will result in the need for a new (or updated) analysis of e-process security.
A graphical presentation of the new model is given in Figure 8.2.

Figure 8.2: E-business security model
The newly suggested septet of e-business security objectives must be applied to
an e-process in order to deliver a set of safeguards for its security. The selection
and design of safeguards must be based on a rational assessment of the business
environment.
In order to ensure that the septet of security objectives are met, the development
of any e-process should be performed in a systematic way. That is, a methodology
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must be adopted, in which all the relevant security requirements issues are considered, following the damage analysis approach and focusing on the defined set of
security requirements.
Security solutions must be designed to address all the seven generic security
requirements (as defined in section 8.3.2), for the process business logic analysis
and for each of the InfoFlows in the Information Flow analysis.
As a result of the analyses above, the organisation will be issued with a detailed
and easily controlled ‘map’ of all the security requirements of any given e-process.
The above analyses will provide an organisation with a number of significant
benefits:
• documentation of all the phases and their deliverables;
• the ability to update specific elements when changes apply;
• decomposing of the complex system (i.e. the e-process) into more simple components;
• a comprehensive understanding of the process and its security requirements.

8.5

Organisation structure

By its definition, methodology involves a sequence of phases. Each phase must
be performed by professionals with an appropriate position in the organisational
hierarchy.
Using Anthony’s model [10], one of the best known models in organisational
theory, any organisation hierarchy can be presented as depicted in Figure 8.3.
Since security is a business enabler, the security design decisions must start
at the organisational strategic level. Hence, the e-process design and development
procedure must start at the strategic level.
The decision whether to adopt an e-business mode of doing business is a strategic
one. The company’s vision will define the business activities that will be performed
using the Internet. That is, the nature of the organisational e-processes will be the
result of a strategic decision.
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Figure 8.3: Hierarchical structure of organisation
The various phases of the methodology will be performed by a range of management and operational functions, as illustrated in Figure 8.4, again based on
Anthony’s organisational model.

8.6

The e-business process security design methodology

The newly proposed paradigm will be implemented following the model presented
in section 8.4. The deployment of the model in practice requires a methodical set
of actions to be performed in a specific sequence, i.e. methodology. In this section
the process of designing the methodology is described, together with the reasons for
underlying the specific design.

8.6.1

The design of the proposed methodology

Building on the definition of ISS management (see section 4.17.2), the definition of
the term ‘methodology’ (see chapter 2), and the building blocks of the model (see
Figure 8.1), the novel methodology should involve a process (i.e. a series of steps
and procedures) of ensuring that the security requirements of the business logic
and information flows are met through process agent and damage analyses for each
e-process. In order to ensure that the methodology includes relevant steps, means
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Figure 8.4: e-Business Process Security hierarchical operation
and tools, the following issues must be considered:
• the main components of the newly suggested paradigm and model;
• the main activities to be performed in order to ensure the realisation of the
new paradigm and model through the methodology;
• the skills, roles, responsibilities and qualifications required in organisations in
order to operate the methodology.
These issues are discussed in sections 8.6.1.1, 8.6.1.2, and 8.6.1.3 below.
8.6.1.1

The main components of the model

The newly suggested security paradigm—eBPSP—is based on the philosophy that
security is a business enabler.
Given the discussion in chapters 3, 5, 6, and section 8.3, the following main
elements are included in the operation of the eBPSM:
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• e-process;
• business logic;
• information flows;
• damage list;
• process agent list.
8.6.1.2

The main activities involved in the implementation of the methodology

The fundamental principle of the eBPSP is that security design and management
should be performed at the level of a single e-process. Hence the first step in
the methodology must be the decomposition of the entire e-business system into
individual e-processes. Then, for each e-process, the following activities must be
performed:
• decomposition of the e-process into business logic and information flows by:
1. e-process business logic design, including business rules formulation;
2. information flows identification;
• identification of the process agents involved in the e-process;
• identification of damage categories;
• damage analysis;
• process agent analysis;
• the CIACCIA security requirements analysis.
The final goal of the eBPSM implementation is the selection and design of the
e-process security safeguards. The newly designed system must be tested [38, 137]
before its implementation, as well as periodically during its development and operation [38], in order to verify that the CIACCIA requirements are fully addressed.
Modifications, if needed, must be incorporated, and only then can the final version
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of the system be implemented. The system must be maintained [137] during its
operation. Hence the following activities must also take place:
• programming (including the prototype [14, 23] and the final e-process application);
• security architecture design;
• selection of security mechanisms and tools;
• security policies formulation;
• security testing;
• security implementation;
• security maintenance.
8.6.1.3

Roles, skills, responsibilities and qualifications

The practice of information systems security involves a variety of roles and skills—
including both management and operational functions.
The security management team plays a key role in ensuring that an organisation’s security plan is working properly, in taking corrective actions when necessary
[39]. According to Burney [38], the focal point for all information security issues
in an organisation is the Information Systems Security Officer (ISSO) (otherwise
known as a Chief Security Officer (CSO) [102] or a Chief Information Security Officer (CISO) [70]) who is responsible for:
• establishing an information security programme, including security plans, policies, standards, guidelines, and training;
• advising management on all information security issues;
• providing advice and assistance on all information security matters.
Peltier et al. [184] assert that information protection should support the business
objectives, and the position of ISSO should thus support the enterprise. Peltier et
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al. further assert that the ISSO/CSO should report directly to the CIO, and be
responsible for the day-to-day administration of the information security program
[184]. Responsibilities include enforcing the information security policy, creating
new procedures, and reviewing existing procedures to ensure that information is
handled in an appropriate manner and meets all legislative requirements, such as
those set by various security and privacy standards. The ISSO must also be familiar with appropriate security tools, such as anti-virus software, IP firewalls, VPN
devices, cryptographic ciphers, and other computer security mechanisms [102].
Information security managers must realise, argue von Solms and von Solms
[220], that information security is a business issue and not a technical problem.
Burney [38] asserts that although information security may be considered technical
in nature, a successful ISSO also has nontechnical roles, and must be a businessman,
a communicator, a salesman, and a politician. The ISSO needs to understand the
organisation’s business, its mission, its goals and objectives, so that he/she can
demonstrate to the rest of the management team how information security supports
the business. The ISSO must be able, asserts Burney, to balance the needs of the
business with the needs of information security.
Fenton and Wolfe [70] define the role of the business process owner, a manager
responsible for a business process, such as supply-chain management or payroll. This
manager would be the focal point for the IT applications and data that support the
process. The process owner, say the authors, must understand the business needs
and the value of the information assets present to support them. The security of
the information system must be made the responsibility of the owner of the system
[102].
Buszta [39] argues that ‘the first and foremost requirement to help ensure the
success of an information security management team relies on its relationship with
the organisation’s executive board. Commencing with the CEO and then working
downward, it is essential for the executive board to support the efforts of the information security team. Failure of the executive board to actively demonstrate
its support for this group will gradually become reflected within the rest of the
organisation’.
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Management roles in information security, as in any activity in a business environment, need to be supported by operational roles. Supporting roles, say Peltier et
al. [184], are responsible for the design and operations of systems, for communication services, and for establishing and implementing controls in various parts of the
system. There can be many different security roles in the organisation in addition
to the ISSO, says Burney [38], such as:
• network security specialist;
• database security specialist;
• internet security specialist;
• e-business security specialist;
• public key infrastructure specialist;
• forensic specialist;
• risk manager.
Herold [102] suggests that organisations should appoint a law specialist to review their security policies and standards for legal and regulatory compliance and
enforceability, to address legal issues arising from security incidents. The ability
of an information security department to support the mission of its organisation,
continues Herold [102], may be limited by social factors, laws and regulations applying in the countries in which its offices are located. Hence, organisations must
be aware of their operating environments, and ensure that their policies fit these
environments.
It is difficult, say Buszta [39], to provide a generic approach to the definition of
roles for information systems security in organisations; however, regardless of the
structure, organisations need to assign security-related functions to employees with
appropriate skill sets. According to Buszta, information security-related functions
include the following:
1. information security professionals, including those responsible for the:
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• design;
• implementation;
• management;
• review;
of security policy, standards, practices, and procedures;
2. data owners (e.g. creators of a new document), responsible for determining
data sensitivity levels;
3. custodians (focusing on backing up and restoring data, and responsible for
running systems so that all the required security controls are applied in accordance with the organisation’s security policies and procedures);
4. process owners (individuals whose role is to ensure that the appropriate security measures, consistent with the organisation’s security policy, is embedded
in the information systems);
5. technology providers (experts for a given set of information security technologies, that assist the organisation with its implementation and management);
6. users (almost every member of the organisation), that are responsible for adhering to the organisation’s security policies and procedures;
7. information systems auditors, responsible for providing independent assurance
to management regarding the appropriateness of the security objectives and
measures.
Fenton and Wolfe [70] argue that information security functions fall into the
following five main categories:
• policy, strategy, and governance, including
– development and interpretation of written information security policies,
an education and awareness program, and a formal approval process;

212

– identification of long-term technology and risk trends driving the evolution of the organisation’s security architecture;
and headed by the CISO;
• information security engineering (including identifying security requirements
and realising them in new systems);
• disaster recovery/business continuity (responsible for responding to and recovering from disruptive incidents);
• crisis management (covering the overall discipline of planning for and responding to emergencies);
• information security administration and operations.
The information security literature (e.g. in [102, 214]) suggests that personnel
assigned an information security role (e.g. any of the roles discussed above) should
be qualified and experienced in the relevant information security domains. For
example, standard compliance consultants in healthcare institutions should have at
least ten years of experience in the area of security standards compliance, with three
to five years current experience of healthcare compliance and regulatory issues [102].
8.6.1.4

Role specifications

We now propose a set of roles to be used as part of the methodology. These roles
derive from the discussion in section 8.5 of the necessary organisational structure
and staff positions, and the discussion above of skills and responsibilities required
of information security staff.
CISO The head of the ISS unit and responsible for its management. The CISO
(otherwise known as the ISSO or CSO) is required for successful development,
implementation and enforcement of Information Systems Security plans. This
role reports to the CIO.
Business process owner a manager responsible for a specific business e-process.
The necessity of this role is justified also by one of the main features of the
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model developed in this thesis, that is the e-business security is designed and
managed at the level of a single e-process. This role, namely Process Security
Officer (PSO) will be responsible for an e-process design and security. Such
definition of the role is compliant with this research philosophy according
to which security is a business enabler. The PSO should be both businessand IT-oriented, that is the person should have business and IT skills. Such
combination of skills is made possible for Information Systems professionals,
whose education includes both management and IT disciplines.
Business professionals Experienced specialists working in various business areas
(such as, business strategy, marketing strategy, operations, finance and HR).
The model implies an e-business logic definition, which is based on business
mission and goals, and business environment/market characteristics. Hence,
strategic level management must take part in business process goal definition,
while marketing, operations, production, and finance management personnel
will contribute by providing directions relevant to their areas. HR management will contribute by assigning correct personnel the jobs.
System analysts A system analyst deals with analysis of sets of interacting entities between systems, often prior to their automation as information systems,
and the interactions within those systems [265] in order to define business
requirements for new system and evaluate alternatives [135].
In the newly suggested methodology, an e-process business logic and business rules should be formulated. System analysts are required to participate
in the implementation of this methodology in order to analyse the relevant
environment.
Systems developers Systems developers deal with defining technical design, establishing controls, and creating or selecting software required by new system
[135]. The system developers are concerned with the structuring of different hardware and software components to achieve the effective and efficient
processing of information.

214

Following the new methodology, system designers and programmers are required to translate the business logic into a prototype and application, and to
identify all the information flows involved in an e-process.
Security professionals - experienced professionals practicing various domain of
information security (e.g. secure communications, cryptography, network security, and penetration testing).
Based on the classifications above of the information security roles, the following professionals are essential for the operation of the methodology: network
security specialist, database security specialist, internet security specialist,
public key infrastructure specialist, security standard compliance specialist,
forensic specialist, law specialist.
8.6.1.5

Structure of the methodology

The phases of the methodology and their sequence reflect the logic of the approach,
that is e-process business logic definition, information flows identification, and security requirements, damage, and process agent analyses. That is, the development
and design of security for an e-process starts with the definition of the e-process,
followed by a consideration of business issues, proceeding to identification of the
process characteristics, thence to identification of security requirements and objectives, and finally to suggestions for the security techniques, methods and tools to
address the requirements.

8.6.2

The methodology

The two main components of an e-business process, as discussed above, are business logic and information flows. Business logic is expressed in terms of business
rules, which, if applied properly, make it possible to produce a process outcome.
Information flows are made up of information that is transferred between specific
pre-defined process stations by means of information technology. The contents, direction, route, and duration of the flow, and the setup of the process stations, are
dictated by the business logic. The realisation of these two components (business
logic and information flows) involves IT, namely hardware, software, databases and
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communication technologies. All these issues must be taken into consideration in
an e-business process security design methodology.
From the discussion of process characteristics given in chapter 5, it appears that
information flows express the input, output, data/information and actions of an
e-process, while the business logic defines the content of its constituent information
flows, as well as the specific processing of a flow with regard to input, output,
data/information, actions, participants and routes.
The methodology we describe below includes analyses of the characteristics of an
e-process, the security requirements of its components, and the objectives described
above. The methodology indicates the actions to be performed in a phased way.
Each phase is dependent on the outcomes of the previous phases. We list the phases
in the methodology immediately below; each of these phases is described in greater
detail in section 8.7.
The e-Business Process Security Design Methodology
1. Professional staff allocation
• allocate the Process Security Officer;
• allocate the staff members for the various tasks included in the methodology (including security specialists, systems analysts, system developers,
etc.).
2. E-process identification and definition
• describe the purpose of the e-process;
• enumerate the business goals and/or outputs of the e-process.
3. Business logic definition
• describe the e-process;
• formulate the business rules underlying the e-process;
• identification of the properties of the process:
– inputs;
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– outputs;
– data/information involved;
– operations;
– participating elements;
– interactions between the participating elements;
• specify the information technology to be used.
4. E-business process security objectives analysis
(a) business logic security objectives analysis (in terms of Comprehensiveness, Immunity, and Compliance (CIC));
(b) systems design;
(c) information flow identification;
(d) information flow security analysis (in terms of Confidentiality, Integrity,
Availability (CIA)).
5. Security design
• define sets of security
– policies;
– standards;
– methods;
– tools;
– techniques.
• design the Accountability (A) methods.
6. Security tests
• specify security breach scenarios for each of the CIACCIA e-business
process security objectives;
• security amendments.
7. Integrating e-business organisation security.
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• given the test results, update the security safeguards;
• combine the security safeguards for the individual e-processes into an
integrated security system for the organisation;
• prepare the final security design and management system.

A detailed description of all seven phases in the operation of the methodology are
presented in section 8.7. We first present a brief discussion of the various hierarchical
levels in an organisation that must take part in implementing the methodology.

8.7

Operation of the Methodology

In this section we describe the e-Business Process Security Methodology. For each
phase we provide a detailed description of the skills necessary to perform it, and list
the outcomes.
Each phase of the methodology is defined in terms of:
• the level of the organisational hierarchy responsible;
• the specific professionals involved;
• the tasks to be performed;
• the outcomes; and
• the phase specifics.

8.7.1

Professional staff allocation

The first phase of the methodology involves the allocation of staff roles to each of
the subsequent phases.
This phase is executed at the tactical level of the organisational hierarchy.
The professionals that will participate in this phase include:
• CISO;
• CIO;
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• human resources (HR) executive.
The tasks to be performed are:
1. allocate the Process Security Officer;
2. allocate the staff members including security specialists, systems analysts,
system developers, etc.
The outcomes of this phase are:
• staff establishment;
• definitions of duties and responsibilities.
Phase specifics
A Process Security Officer (PSO) should be appointed for each e-process. The PSO
will be responsible for managing the e-process and e-process security development
work, and its ongoing operation after deployment. The PSO will report to the organisation’s CISO (Chief Information Security Officer). The duties and responsibilities
of the PSO include the following:
• leading, directing and supervising the e-process security design project;
• project resource (human, finance and technology) allocation;
• e-process security maintenance;
• e-process security updates;
• e-process security breach analysis and forensics;
• e-process Disaster Recovery Plan (DRP);
• cooperation with other PSOs in the same organisation;
• cooperation with PSOs of other organisations;
• meeting the accountability requirement.
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The PSO should be responsible for correct execution of all stages of the eprocess. This allocation of responsibility derives from the underlying philosophy
that ‘security is a business enabler’. In an e-business organisation, operating the
business in a proper way is totally dependent on information security, and so the
PSO must be in charge of correct operation of the e-process.
In practice, these responsibilities involve a variety of activities, as described
below.
8.7.1.1

E-process security requirements definition

The PSO will define security requirements in terms of CIACCIA, covering assessment, policies, and legal and regulatory issues relevant to security. The PSO will
be responsible for directing any other staff engaged in this definition activity. It is
important to note that, as far as the methodology is concerned, the PSO is only
responsible for e-process security. PSOs of different e-processes will need to collaborate where interactions occur.
8.7.1.2

E-process security design

After the analysis of the security septet (CICCIA) has been performed, the PSO
must assign appropriate security professionals to design the necessary security safeguards. These should cover issues relating to architecture, infrastructure, IT, policies, standards and legal compliance, access control models, crossorganisational compliance and agreements on policies, and laws.
8.7.1.3

E-process security implementation

Although the implementation of the e-process design results will typically be carried
out by an IS department, the PSO should be involved in supervising the process.
8.7.1.4

E-process operations control

The PSO is in charge of correct e-process functioning. The PSO is also in charge of eprocess incident management, policies, legislation and regulation enforcement, BCM
planning, modifications, and documentation. The Information Security department
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staff are also involved in these activities since these issues need to be addressed in
a consistent way across the entire set of e-processes.
8.7.1.5

E–process security specification updates

If changes are required to the e-process specification, and/or new information security threats relevant to the e-process are discovered, then the PSO must update
the e-process security design. Appropriate security professionals must be used to
perform such updates.
The PSO function must itself be modelled as a process agent, and must hence
be added to the damage analyses involving process agents. The PSO process agent
is relevant to all the security objectives.
Allocations of the other functions involved in performing the phases of the
methodology are specified in the descriptions of the individual phases.

8.7.2

E-process identification and definition

In this phase a business activity is identified in terms of an e-process. The business
goals of the e-process and its operational and financial aspects are defined.
This phase is executed at the strategic level of the organisational hierarchy.
The professionals that will participate in this phase include:
• strategic management;
• marketing management;
• operations management;
• production management;
• finance management.
The tasks to be performed are:
1. make a decision regarding the establishment of the e-process;
2. specify the organisational/operational purpose of the e-process;
3. list the expected benefits from operation of the e-process;

221

4. describe the business and legal constraints applying to the e-process;
5. enumerate the industry standards requirements applying to the e-process.
The outcomes of this phase are:
• business statements regarding the goals and benefits of the e-process;
• a complete specification of the outputs of the e-process;
• identification of the security standards that apply to the e-process.
These outcomes provide:
• conceptual level definitions for an e-process;
• a list of security standards to be implemented in the organisation for this
e-process.
Phase specifics
The design process starts with the identification of a specific e-business process from
the set of all e-business processes for the organisation. The reason for initiating
the e-process, its business goals, and its business benefit must be clearly defined.
The e-process outputs must also be specified. The outcome statements should be
formulated in natural language, avoiding unnecessary technological jargon. The
outcomes of this phase, in particular the business goals of the e-process, must be
available to the PSO of the e-process.
A decision on which standards will need to be implemented must be made in
this phase. The implementation of these standards will be carried out by staff at
the operations level of the organisation hierarchy.
All the design activities in the following five phases will be based on strategic
management decisions, and will need to be performed by highly-skilled professionals,
such as security professionals, systems developers, etc. The vast majority of the
design project cost is likely to be associated with these phases.
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8.7.3

Business logic definition

In this phase, the business rules of an e-process are specified, including the relevant
functions, participants and means of operation.
This phase is executed at the operations level of the organisational hierarchy
(in the IS Department).
The professionals participating this phase will include:
• members of the operations department;
• systems analysts;
• system security analysts;
• computer law specialists.
The tasks to be performed are:
1. formulate the business rules for execution of the e-process;
2. specify the process agents that interact with the e-process;
3. specify the operations performed by the e-process;
4. specify each of the inputs and outputs of each operation and each process
agent;
5. specify the IT and IS functions required to perform and support the e-process.
The outcome of this phase is a set of business rules.
Phase specifics
Building on the outcomes of the previous phase, in which the process benefits and
outputs are defined, the operations performed in the e-process are described and
the process business logic is next developed. In practice, this logic is expressed as
a set of business rules defining the interactions between relevant properties of the
process. This set of rules covers inputs, outputs and operations.
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The process description and its associated business logic should be reviewed very
regularly to verify that the specified sequences of actions are rational and workable
from both organisational and business perspectives. That is, regular checks should
be performed to ensure that the process specification is logical and efficient, and
includes the appropriate people and interactions. A number of use cases can be
documented as part of this step, and checked in different possible scenarios.
The business logic definition is crucial, since it is used to design the entire system, and, in particular, the software by which e-business is deployed. Apart from
known software-related security threats, poorly-defined business processes are a major cause of security vulnerabilities that can potentially be exploited by both insiders
and outsiders. This stage in the security design process determines the outcomes of
all the following stages, and its proper execution has the potential to prevent serious
security problems and minimise the cost of software development by reducing the
need for security patching. Similar remarks apply to the business rules component
of the business logic.
The outcome will be a document providing a list of statements expressing the
conditions that the e-process must address. This document will provide necessary
information to the system developers. In practice, the system software will reflect
the logic of the process and its properties, as well as support information flows and
interactions.

8.7.4

E-business process security requirements analysis

In this phase the security requirements are analysed with respect to the components
of the e-process. This phase involves distinct analyses for the business logic and
information flows, as well as separate stages for system design and information flow
identification.
8.7.4.1

(a) Business Logic security requirements analysis

This phase is executed at the tactical and operations levels of the organisational
hierarchy.
The professionals involved in this phase include:
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• systems analysts;
• security analysts;
• security management specialists;
• standards compliance project specialists;
• operations management specialists.
The tasks to be performed are:
1. Comprehensiveness, Immunity, Compliance and Accountability analysis;
2. analysis of the business interactions;
3. analyses of the process agents;
4. damage analysis with respect to the business logic security objectives;
5. ‘what-if’ analysis for various business scenarios.
The outcome of this phase is a set of documents giving the results of the
business logic security analysis.
Phase specifics
The business logic of the process must be analysed with respect to the security
requirements, i.e. Comprehensiveness, Immunity and Compliance (CIC). These objectives ensure that the e-business logic is defined in a way that makes the logic
workable, compliant with all relevant standards and laws, and prevents users and
processes, both authorised and unauthorised, from abusing the logic and/or compromising the process and/or its outcomes. The business rules must be analysed
with respect to the interactions with other processes, contacts between the e-process
agents, access rules and policies, possible conflicts, and previously reported business
logic flaws. Compliance with security standards, and the ability to comply with
other company’s e-processes rules and policies, must also be analysed.
The process agent and damage analyses include the following tasks.
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• Identification of possible damage:
This will involve performing a Process Agent and Damage (PA-D) analysis,
as discussed in section 8.3.4, in which process agents are treated as possible
sources of damage. For each security requirement and for each relevant process
agent, and using as input the completed tables 8.1– 8.3, all the types of damage
that the process agent is capable of causing must be listed.
The results of this analysis must then be summarised using tables of the form
given in tables 8.4, 8.5 and 8.6.
Table 8.4: Process X: Comprehensiveness analysis
Process agent
Executives
System developer

Relevant damage categories list

Security solution

Similar tables must also be prepared for Immunity and Compliance.
Table 8.5: Process X: Immunity analysis
Process agent
Executives
PSO
System developer
System administrator
Network administrator
Employee A
Customer
Intruders
ISP

Relevant damage categories list

Security solution

Table 8.6: Process X: Compliance analysis
Process agent
Executives
PSO
System developer

Relevant damage categories list

Security solution

• Preparation of a process agent interaction matrix:
A matrix of interactions (of the form shown in Table 8.7) between all the
process agents shall be developed, in order to discover possible conflicts of
interest; cells in the table should be ticked where there is an operational or
business interaction between process agents. The purpose of the matrix is
to identify where interactions are necessary to support the e-process business
logic. Where they are not required, security controls can be put in place to
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prevent interactions, thereby limiting the scope for damage. Where interactions are necessary, measures will need to be deployed to limit the scope for
damage from process agents. Although security safeguards, such as access
control techniques (e.g. RBAC, D-RBAC, ACLs, etc.), provide ways of managing access to resources tailored to a process agent’s job specification, they
cannot cope completely with threats such as identity theft, social engineering,
espionage, etc. By collecting the information listed above, the ISS staff will
gain a detailed picture of the agents and the possible ways in which they might
act against ISS.
Table 8.7: Process X: Process agent interaction matrix
Process agent
Executives
PSO
System developer
System administrator
Network administrator
Employee
Customer
Intruders
ISP

Executives

PSO

...

Customer

...

ISP

The final purpose of the business logic analysis is to establish a set of safeguards
for the organisation’s business logic in order to meet the CIC (Comprehensiveness,
Immunity, Compliance) security objectives. The results of this process should be
summarised in a table of the form given in Table 8.8.
Table 8.8: Process X: Business logic security
Security measures
Standards
Legal issues
Policies
Procedures
Due diligence
Unique requirements

Comprehensiveness (C)

Immunity (I)

Compliance (C)

Once the business properties (e.g. goals, operations, cost), security requirements
(i.e. CIC), and the participants (i.e. the PAs) in the e-process have been identified,
the e-process IS can be designed. This task is performed in the next phase.
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8.7.4.2

(b) Systems design

In this phase, a conceptual outline of the system is developed and software implementing the system is written.
This phase is executed at the operations level of the organisational hierarchy.
The professionals involved in this phase include:
• system designers;
• system developers (programmers).
The tasks to be performed are:
1. conceptual system design;
2. detailed system implementation (programming).
The outcome of this phase is a preliminary working version of the e-process.
Phase specifics
In this phase, a prototype software that makes it possible to run a specific e-process
is written using appropriate tools and techniques. The software development process
is outside the scope of the methodology. However, writing secure software requires
the use of certain skills and approaches (see, for example, [229]) which must be
implemented at both the architecture (conceptual design) and the programming
levels [229].
8.7.4.3

(c) Identification of InfoFlows

In this phase the various information flows involved in an e-process are identified.
This phase is executed at the operations level of the organisational hierarchy.
The professionals involved in this phase include:
• system designers;
• PSO;
• operations manager.
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The task to be performed is:
• identification of the InfoFlows, where an InfoFow is defined as given in section
6.1.
The outcome of the phase is a list of all the InfoFlows involved in this e-process.
Phase specifics
The newly developed e-process, as instantiated by a software application, is decomposed into its constituent information flows. A distinction is made between
Business-Related Infoflows (BRIFs) and System-Related InfoFlows (SRIFs). Information flows of these two types are documented so that they can be analysed for
their security requirements.
8.7.4.4

(d) Information Flow security analysis

In this phase all the information flows involved in a specific e-process are analysed
with respect to Confidentiality, Integrity and Availability.
This phase is executed at the operations level of the organisational hierarchy.
The professionals involved in this phase include:
• information security analysts;
• PSO;
• system developers.
The task to be performed is:
• analysis of the security objectives for each of the information flows.
The outcome of this phase takes the form of documents and tables of the form
described below.
Phase specifics
All the characteristics of the information flow need to be identified and analysed in
the context of the Information Flow security objectives, i.e. the CIA (Confidentiality, Integrity, Availability) objectives. There are various types of information in a
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business organisation, with varying degrees of sensitivity. Each of the security objectives should be ranked on a scale of 1 (low) to 5 (high) according to its criticality
for each Information Flow. The rankings should be presented in a table of the form
given in Table 8.9.
Table 8.9: CIA Criticality Rank
InfoFlow
InfoFlow 1
InfoFlow 2
...
...
InfoFlow n
Total security objective rank

Confidentiality (C)
r1
r4
”
”
”
”

Integrity (I)
r2
r5
”
”
”
”

Availability (A)
r3
r6
”
”
”
”

Total score
sum of row ranks
sum of row ranks
”
”
”
”

Such a criticality ranking analysis has the following advantages:
1. The total security objective rank parameter indicates the required levels of
confidentiality, integrity and availability for any given e-process. That is, each
of the CIA security objectives can be characterised at a single process level;
2. It is possible to determine the most important security requirement for any
process, i.e. whether it is C, I or A;
3. The total score indicates the total required level of the three security requirements for any given information flow. That is, the overall criticality of each
information flow can be characterised;
4. For any e-process it is possible to distinguish the most sensitive information
flow (i.e. the one with the highest total score);
5. It is possible to determine the most important security requirement (C, I or
A) for any information flow.
The next stage in this phase is an InfoFlow analysis of the CIA objectives, for
the process agents and damage categories.
At this stage of the analysis the following data is available:
1. the Information Flow (IF) set (a list of all the information flows of the process);
2. the Process Agents (PA) set (a list of all the process agents that may interact
with the process and/or affect its security objectives);
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3. the Damage Category (DC) set (a list of damage categories);
4. the Security Requirements (SR) set (i.e. security requirements C, I and A);
Each element of the IF set will be associated with a sequence of elements from
the PA, DC and SR sets. These will indicate (respectively) the process agents that
interact with the information flow, the categories of damage which may be caused
to the information flow, and the security requirements threatened by these classes
of damage. This can be used to produce a mapping from the elements from the IF
set to subsets of triples of elements from the SR, DC and PA sets. That is, for each
information flow, a list of (security requirement, process agent, damage category)
triples can be produced, indicating all the ways in which a process agent can threaten
the specified security requirement for that particular information flow. Also, subsets
of pairs of elements (information flow, process agent) can be associated with subsets
of pairs of (security requirements, damage category). These types of mapping can
be used by system developers when designing security features. Further, each DC
element is assigned the criticality rank of the respective security requirement.
For example, for a specified e-process, on particular PA might have associated
ranks:
• rConf identiality = 5;
• rIntegrity = 2;
• rAvailability = 3;
• DC=‘sabotage’.
The ‘sabotage’ DC has rank 5 for confidentiality, and will thus be treated as a
very severe possible damage when designing measures against sabotage to ensure the
Confidentiality requirement. The ‘sabotage’ category has a rank of 2 for the Integrity
requirement, and hence ensuring integrity will require less efforts and resources in
terms of programming, human resources, time and management (e.g. control and
maintenance).
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The system developers will provide a solution in line with the severity of the
damage category. The severity of damage category is associated with a relevant
security requirement rank.
Each InfoFlow should be analysed for each of the C, I and A requirements, and
for a range of damage categories. For each PA, the possible damage categories
must be listed using tables of the form given in Table 8.10. The cells in this table
should be used to indicate specific types of damage from the damage category list
(as discussed in section 8.3.3).
Table 8.10: Information Flow X: SecReq (C or I or A) analysis—Damage list
Process agent
Executives
PSO
System developer
System Administrator
Network Administrator
Employee
Customer
Intruders
ISP

Damage 1

...

Damage n

The types of possible attacks associated with each damage category should then
be specified. The ‘Possible attacks’ column will list those classes of attack known
at the time the analysis is performed. Examples of classes of attacks are given in
Table 8.11.
Table 8.11: Confidentiality analysis for InfoFlow X, Agent Y: Possible attacks
Damage category
Incorrect functioning of IT
Data/information violation
Financial fraud
Privacy violation
Information disclosure
Cyberterror
Identity theft
Equipment theft
Physical hazards
Damage from natural events

8.7.5

Possible attacks
Poor development, human error, sabotage, etc.
Modification, incorrect input
Social engineering, impersonation, masquerade/spoofing, modification
Direct emailing, spamming, hacking, harassment
Insider, hacking, malware, net espionage
Malware, hacking/cracking
Insider, cracking
physical access
Equipment misuse
natural disasters

Security design

Given the outcomes of the previous phases and the analyses result data, the security
measures can now be designed. In this phase the ISS solutions are designed.
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This phase is executed at the tactical and operations levels of the organisational hierarchy.
The professionals involved in this phase include:
• the PSO;
• system security analysts;
• security experts in the relevant security domains, including hardware security
specialists, software security specialists, database security specialists, communication and network security specialists, security management specialists,
social engineering specialists, security standards specialists, encryption specialists, etc;
• system developers.
The tasks to be performed are:
1. design of security solutions;
2. cooperation with other participant organisations with respect to security objectives;
3. development of procedures for standards implementation.
The outcomes of this phase are:
• an outline security architecture;
• a set of security safeguards;
• a statement of standards compliance;
• assurance of standards compliance;
• adjustments to the security requirements of other participant organisations;
• assurance of the Accountability (A) requirement.
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Phase specifics
For each damage category, relevant security solutions must be proposed for realisation in the form of policies, standards, mechanisms, tools, training, etc. A set
of security mechanisms can be designed building on the results of the previous
phases. A comprehensive specification of the security methods, technologies, tools,
techniques, policies to be implemented to protect this e-process must be prepared.
The purpose of the above analyses is to produce sufficient information to enable the analysis of the information flow security objectives in terms of CIAA. The
security solution will be a set of documents presenting the security safeguards for
each of the CIA security requirements for each of the process agents on an individual information flow basis. An additional table of the type shown in Table 8.12 is
proposed as a tool for analysing information flow security objectives.
Table 8.12: Information Flow security analysis
Process agent
Executives
PSO
System developer
System Administrator
Network Administrator
Employee
Customer
Intruders
ISP

Confidentiality (C)
security safeguards
”
”
”
”
”
”
”
”

Integrity (I)
security safeguards
”
”
”
”
”
”
”
”

Availability (A)
security safeguards
”
”
”
”
”
”
”
”

Accountability (A)
security safeguards
”
”
”
”
”
”
”
”

This phase involves ensuring that of the Accountability requirement is met. This
requirement ensures that the e-business logic and InfoFlows are defined in a way
that makes it possible to trace all actions at all process stages by all process agents.
As a result of the design and management actions specified in this methodology, the
Accountability mechanisms for an e-process should already be in place, and in this
phase they must be summarised for the organisation management. This summary
will also serve as evidence of due diligence.
Building on the above analyses, security applications of the following types could
usefully be developed:
• security patterns (a well-proven generic solution for a particular recurring
security design problem [207]) for specific types of information flow in a given
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environment;
• access/performance rules, derived from information flow and security damage.

8.7.6

Security tests

In this phase the newly designed security system is operated within a variety of
test scenarios, in order to test the capabilities of the ISS and its ability to meet the
e-business security requirements and objectives.
This phase is executed at the operations level level of the organisational hierarchy.
The professionals involved in this phase include:
• the PSO;
• users;
• security experts in relevant security domains, namely hardware security specialists, software security specialists, database security specialists, communication and network security specialists, security management specialists, social
engineering specialists, security standards specialists, encryption specialists,
etc;
• system developers.
The tasks to be performed are:
1. testing security solutions design by
• running processes;
• performing penetration tests;
• practising ‘what-if’ scenarios;
• performing pilot execution of selected processes with real business data.
2. examination of the procedures for standards implementation;
3. performing a gap analysis for security standards compliance;
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• within the organisation;
• with other participant organisations.
The outcomes of this phase include reports describing:
• business logic flaws;
• flaws discovered in the InfoFlows;
• results of the gap analysis for standards compliance.
Phase specifics
The e-process security measures that have been specified in the previous phase are
now tested. It is recommended that the suggested security plan should be tested
both by the development team and by external security professionals. That is, an
external group of security professionals should review the entire process in order to
verify the following.
• Were all the necessary actions performed?
• Were these actions performed efficiently?
The newly developed secure e-process must be practically tested by the development team using a set of scenarios; this will involve performing penetration tests
and pilot testing the system on selected functions in the organisation.

8.7.7

Combining and integrating e-business organisation security

In this phase the complete set of security measures for the e-business is formulated
by combining the measures put in place for individual e-processes.
This phase is executed at the tactical level of the organisational hierarchy.
The professionals involved in this phase include:
• the CISO;
• the PSOs.
The task to be performed is:
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• Assemble the security measures for the entire organisation by combining the
security measures for individual e-processes.
The outcomes of this phase are sets of security safeguards for the company
e-processes.
Phase specifics
As a result of performing the above phases for each e-process, the security tools
and mechanisms necessary to support the various e-business processes will be established. A summary of security measures will be prepared for each e-process.
Building on these documents, the combined set of security safeguards will be established for the entire e-business of the company. The security measures set must
ensure that there will be no conflicts of interest between security safeguards of individual e-processes.

8.8

Properties of the methodology

We now summarise the characteristics of the new model and the associated methodology. The summary includes both a macro-level view (i.e. at the systems level) and
a micro-level view (i.e. at the level of an e-process).
1. From the systems level perspective:
• the perimeter security approach provides security to an organisation as
a single system, whose boundaries are well defined;
• under the security perimeter paradigm, an information security architecture is designed to prevent security breaches and attacks coming from
outside the system, i.e. from outside the organisation’s boundaries;
• the proposed eBPSM is consistent with the systems approach, in which
the system boundaries are not physical but conceptual, and are defined
by the designers and/or decision makers;
• in the eBPSM, each e-process is treated as a system, whose boundaries
are defined by its purpose and its operational and business characteristics;
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• a major advantage of the eBPSM is that if an e-process is modified and
its boundaries are changed (e.g. for business reasons), the eBPSM makes
it possible to adjust the security requirements accordingly. Such an approach is not possible in the perimeter security approach, since changes
in the security defences at the organisational borders will affect all the
functions of the organisation.
2. From the perspective of models for systems development:
• existing models for systems design and development include similar phases
and activities, requiring a certain sequence of actions to be performed
over a (usually, long) period of time;
• the eBPSM defines a sequence of actions and procedures; we do not
believe that performing this sequence is likely to be significantly more
costly or time-consuming than those for existing models;
• the main distinguishing characteristic of the eBPSM is that it involves
acting at the level of a single e-process, rather than on the whole organisation.
3. From the e-process perspective:
• focusing on a single process makes it possible to manage the huge variety
of available security tools and policies;
• focusing on a single e-process makes it possible to deal with the complexity of the modern business environment;
• the PSO is provided with detailed and comprehensive information on all
the information security-related issues relevant to the e-process;
• the information acquired by the PSO will significantly improve the PSO’s,
and hence the organisation’s, knowledge regarding information security
in general and the company’s security issues in particular;
• the PSO is likely to be the individual with the best current knowledge of
the capabilities, limits, and specifications of the e-process, as well as of the
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relevant information security issues (such as physical security, software
security, and people awareness);
• a ‘best practice’ approach can be used (and even improved) while designing security solutions at the relevant stages of the eBPSM.
4. The e-process based approach enables the identification of security issues for
a single electronic process that cannot be identified as part of a security requirements analysis for an entire organisation;
5. The Accountability requirement can be met by developing a set of management and technical tools to assist the PSO in performing e-process security
maintenance. The eBPSM helps make it possible to meet the Accountability requirement through the outputs produced by the methodology, and also,
where present, through built-in mechanisms in software-based security safeguards. Accountability is met by the PSO, supported by automatic tools and
techniques designed by system developers. These automatic tools make it
possible to manage and measure e-process security.

8.9

Summary and conclusions

The novel methodology (i.e. eBPSM ) manages the e-business information security
in a way consistent with our proposed eProcess-Based Security Paradigm. The
eBPSM is a security management tool, designed for use in the design, implementation and maintenance phases of information security in an e-business organisation.
The methodology uses as input information about the business, operational and
technological characteristics of individual e-processes, and defines the security goals
and objectives that must be met by each e-process. The new paradigm and the associated methodology are proposed as an alternative to the widely adopted Perimeter
Security paradigm.
In reality, security safeguards are often added as afterthoughts to existing working systems [207], or as a reactive measure, e.g. through software patches [79]. IS
security designs are typically formulated in line with General Systems Theory (i.e.
following the simple systems approach). The design, selection and management of
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security safeguards is typically performed in accordance with the perimeter security
paradigm, so that security features are implemented according to the philosophy
of blockade, prevention and limitation around the organisation. Also, any newly
added security safeguard/feature must fit the notion of a corporate boundary, i.e.
that there are completely separate inside and outside environments. Security features are typically selected according to two main criteria:
• CSO/CISO guidelines defined at an organisational level, where these guidelines
are compulsory across the entire organisation;
• General knowledge of security breaches, including software vulnerabilities and
the possibility of communication networks abuse.
The proposed methodology provides the following features:
1. It focuses on a single e-process.
2. E-businesses and e-processes are viewed as networks, and are hence analysed
by focusing on their component parts and the links between them, an approach
which is consistent with Complex Systems thinking.
3. Network thinking means that an e-process is viewed as being made up of
business logic and information flows (i.e. links) connecting process agents (i.e.
nodes).
4. The business logic is analysed taking into account the possibility that it might
be compromised.
5. Focusing on a single e-process makes it possible to manage the technological
and business complexity of an organisation.
6. Working at the level of a single e-process makes it possible to address forensics
requirements.
7. Decomposition of an e-process into its components makes it possible to create
knowledge about process states and capabilities at all the agent interfaces, and
to update the design of security functionality when necessary.
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8. Changes in the environment arising from new threats and attacks can be
treated immediately, in accordance with their relevance to a specific process
element. For example, a newly discovered social engineering threat could result
in the formulation of new policy for the relevant employees, and the provision
of training designed to prevent (or at least to minimise) possible damage.
9. Analysing process security in term of damage, and reviewing the possible
sources of each type of damage, makes it possible to better understand the
security characteristics of a system. It makes it possible to build a taxonomy of possible types of damage, attacks and vulnerabilities for any IS. Such
knowledge can be used to systematically examine new systems for similar but
as yet unknown vulnerabilities [108].
10. Analysing the security of an e-process across its component elements, states,
agents and capabilities at a cross-organisational level will require the cooperation of all the participant organisations. Such cooperation in security design
should result in closer interoperation between organisations, which will potentially have long-term beneficial effects across the industry sector.
11. Adoption of the methodology by a major organisation is expected to have an
affect across the relevant industry sector, since the Web is a self-organised
entity. E-commerce participants are probably the most widely interconnected
nodes in the Internet, and their adoption of security policies and standards
will affect all the organisations they are connected to, and will help to spread
good practice across the sector.
In order to demonstrate the implementation of the newly suggested paradigm
and methodology associated with it we next provide a Case Study of an airline
company that operates an e-business mode in part of its business activities.
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Chapter 9

Testing the Methodology
... a paradigm shift is overdue in security.
Ross Anderson [6]
In this chapter an implementation of the methodology proposed in chapter 8 is
described. This implementation is based on a real company case study. Although
the implementation of the methodology is presented here from a hypothetical perspective, it is based on real data that was provided by the company.
The organisation that is the focus of the case study is KON Airlines1 , one of
the largest such organisations in its home country. Information about the company
and its ISS provisions was provided by company employees working in the relevant
functional domains through a series of personal interviews.
The relevant information about the company is provided in section 9.1. Background information on the company is presented in section 9.1.1, reflecting issues
relevant to the company’s e-business activities and ISS. Only the ISS issues of relevance to this thesis are described, namely the current state of security, the general
approach to security, and the design and management of e-business security.
An analysis of the case study company is presented in section 9.2. The analysis
has been performed using the description given in section 9.1, and focuses on issues
of importance to corporate ISS. Section 9.3 outlines the preparatory steps necessary
to apply the methodology to the case study company.
1

The name of the airline has been changed for anonymity purposes.
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A practical implementation of the methodology on one of the company’s eprocesses, namely the e-ordering process, is then presented in section 9.4. The
purpose of the implementation is to demonstrate how e-order process security design
might be performed using the paradigm proposed in this thesis, together with an
analysis of the benefits that can be achieved. The e-order process is analysed, and
an appropriate security design is formulated using the methodology given in chapter
8. The chapter concludes in section 9.5.

9.1

KON: a case study

The information about the case study company presented below is based on interviews with company employees, and describes their interpretations of the company’s
approach to ISS issues. The personnel interviewed for the purposes of this case study
included the Chief Executive Officer (CEO), the Chief Information Officer (CIO),
the marketing manager, the head of the systems development unit, and the Network,
Infrastructure and Technology (NIT) manager.
During the meeting with the CIO, she presented a general description of the
company’s e-business activities, and stated that all other information required would
be provided by the marketing manager (for the business perspective) and the head
of the systems development unit (for technological and security information).

9.1.1

Company’s background

The material in sections 9.1.1, 9.1.2 and 9.1.3 below is based on an interview with
the CEO of KON, conducted in January 2006 at KON headquarters.
KON Airlines is one of the largest airline companies in its home country, operating both scheduled services and charters. It currently operates tens of domestic
flights daily to a wide range of destinations, and also performs international charter
and scheduled flights, with daily flight operations to destinations in Europe, the
Mediterranean Region, and other parts of the world. The company has expanded
its operations by acquiring other companies, and aims to position itself as a leading
player in the aviation and tourism industries in its home country. KON currently
maintains offices in ten domestic cities, and in more than 20 offices in cities around
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the world.
KON was established in the late 1940s as a scheduled domestic operator. The
airline is now jointly owned by a private owner (75%) and the employees (25%).
The fleet is made up of a few tens of aircraft, including Boeing 757-300s, Boeing
757-200s and other models.

9.1.2

Business sector and products

KON, with almost 60 years of operating experience, has become one of the leading
vacation travel airlines in its home country, serving over one million passengers annually on domestic and international flights. KON offers regular scheduled domestic
flights, as well as regular flights to many international destinations, in addition to
charter flights to the regions mentioned above. It also offers other specialised services, including vacation packages, security services, and aircraft leasing via KON
Leasing Services.

9.1.3

Organisational structure

The company has five operational departments, as shown in Figure 9.1. The IS
department is headed by the company’s CIO. This department includes the Systems
Development unit, and the Network, Infrastructure and Technology unit. The head
of the latter is also in charge of corporate information security, and is effectively in
charge of KON Airlines IS security.

9.1.4

IT infrastructure

The material in this section is based on an interview with the Network, Infrastructure and Technology manager, conducted on March 2006 at KON headquarters.
The IT systems at KON are divided into two main parts:
1. database and orders, i.e core business application services, and
2. back office.
9.1.4.1

Hardware

The company databases run on:
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Figure 9.1: KON organisation
• two large SAN servers (6 CPU V880 machines);
• one backup server.
All the servers are connected to a central storage facility, in which the business logic
is performed.
The user applications run on:
• two servers, i.e. log files and load balancing application servers;
• two application servers outside the internal network (for web activities);
• a fax system (a server with a card connected to a telecommunication services
provider); and
• a credit card charging system, implemented on a separate server.
The back office infrastructure includes:
• a file server;
• an Exchange server;
• a BLADE system (one large device with server cards inserted);
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• an application server running specialised aviation applications such as Legality
RM2 and Load (for optimised luggage allocation in the aircraft); and
• a small number of additional servers for support activities.
The company’s network architecture is shown in Appendix B.
9.1.4.2

Applications

The main business functions are handled by software developed specifically for KON.
KON’s sales operations are performed in a PTP (point-to-point) mode. The company uses Oracle databases and specialised software packages for aviation. Detailed
descriptions of these components are given in sections 9.1.5 and 9.1.6 below.

9.1.5

E-business activities

The material in this section, except for the material related to the technological
perspective of the systems, is based on an interview with the marketing manager of
KON, conducted in January 2006 at KON headquarters.
9.1.5.1

Historical background

KON is a combination of travel agent, retailer and aviation company. Until 2000,
the company’s website was only used for advertising purposes. Up to that point,
the company operated a DOS-based ordering system that was developed by SKD,
an external company. A few years ago a decision was made to replace this system
with an Internet-based application. Since KON did not use the GDS (General
Distribution System), widely used by the airline industry (see Appendix C.3), the
company was able to develop the new systems from scratch. A team drawn from
both KON and SKD jointly developed the web application, which was tested in
stages on the KON website. The international flights module was developed first,
then the vacations module, and finally the other modules. After three years of
development (completed in 2000) the system was implemented across the company
and on its website.
2

RM Rocade is a global provider of IT solutions for airline resource management.

246

9.1.5.2

The system—a business perspective

The system functions as a single module, but with separate interfaces for customers,
travel agents, and sales centre representatives. Any transaction performed in the
system immediately affects the central database, and is immediately viewable by all
the relevant participants via their interfaces. That is, if an update is performed at
the back office, all the relevant functional modules are immediately updated.
The first version of the website addressed just 20% of the potential market.
A strategy of providing significant discounts on advance orders proved itself very
successful at generating business volume—the press has reported a high turnover at
KON’s website. In 2002 the company’s income was $250,000 a month. (The overall
cost of the system, including the website and the seat control system, was about
$3M). In the periods when discounts were provided, 70% of orders were performed
on-line and 30% by telephone. At the time of the interview, without any discounts
or special offers, the figures were broadly similar; in particular, the vast majority of
the orders were performed on-line.
The main advantages of the website for KON Airlines, as perceived by the company, are:
• operational advantages, including cost reductions;
• marketing advantages—advertising reaches a much larger audience;
• connectivity and fast response—the use of on-line technology and links to
relevant functions and information provide the participants with an immediate
response.
KON performs e-business operations via a portal. The portal enables its customers and suppliers to access a range of functions and information and perform a
variety of commercial activities. It also provides portal users with information services and an interface to the company. The external users of the portal (customers,
suppliers, and potential customers) face the same interface, but employ different
applications. The applications for the portal business activities have been developed by the KON IS department’s development unit. The following activities can
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be performed electronically using the KON portal:
• booking (flights and vacations);
• cargo activities;
• customer club activities;
• company career information;
• travel information;
• links to other relevant websites, including weather information, currency exchange, airport information, and destination guides.
9.1.5.3

The system—a technological perspective

The material presented in this section is based on an interview with the head of the
systems development unit, conducted in February 2006 at KON headquarters.
All the company systems and activities are supported by an integrated organisational IS, called Enterprise Logic, which includes the central database (DB) and
application modules, such as the main customer care (CC) software. Figure 9.2
shows the high level architecture of the system.

Figure 9.2: Application architecture
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There is one central database. Interactions between the component systems,
such as those for employees, internet-based activities and special e-business applications (shown as CC in Figure 9.2), are executed via the same Enterprise Logic.
The central software, known as ‘Customer Care’, resides on the central Oracle database. This application, which includes a booking management system for
aviation and tourism, is ‘home-made’, and was developed by six people. It is not
an ERP, but purely customer care software, with all the features that the name
implies. The CC software is easy to use. The logistics are marketing-oriented. As
is commonly the case, the customer is given a ‘Personalisation’ feature which uses
retained customer information. The ‘Observation’ feature of the CC addresses these
requirements. The system identifies the customer type, i.e. whether he or she is an
occasional or a registered customer. The ‘Authentication’ feature employs ‘User
Name’ and ‘Password’. The user name and password are transmitted from the
client to the server in encrypted form. Additional security mechanisms are applied
to customer details, as described below.
A number of processes are associated with KON e-business activities, including
orders, booking, information retrieval, purchase, and financial transactions. The
order process is the particular focus of this case study, and is described in detail
immediately below.

9.1.6

The order process

The material presented in this section is based on an interview with the head of
systems development, conducted in February 2006 at KON headquarters.
9.1.6.1

Process execution

The order process interacts with the central database, which contains flight data
including the flight schedule, seat allocation, prices, destinations, and discounts
(which vary depending on the customer profile). It is not possible for two or more
parties to work on the same order simultaneously. There is a three hour time limit for
an individual customer process. A hotel booking interface has been developed and
included in the application, but had not been activated at the time of the interview.
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Figure 9.3 shows the sequence of actions making up the e-ordering process; the
numbered steps in the figure are now explained in detail.

Figure 9.3: Order process
The process is initiated by a customer entering the company’s website (step 1
in the scheme shown in Figure 9.3), who proceeds to product search. The following
sequence of actions then occurs.
1. Registered customers are required (step 2) to identify themselves to the system
by providing a username and password. Each registered customer is identified
(step 3) in order to retrieve his/her personal profile, allowing all the necessary
commercial and product data (e.g. specific offers on products, prices, dates)

250

to be shown (step 4) to the customer that matches his/her profile. If the
customer is not registered, he or she is required to perform the registration
process and build a unique customer profile.
2. The username and password data are transferred to the application server
over an SSL (Secure Sockets Layer) connection, having been encrypted at the
client end. The encrypted data are decrypted at the application server, and
are checked for authenticity using the database, which is located with all the
other equipment in the KON central computer room at the company headquarters. The data is held in the database in cleartext form (i.e. unencrypted),
in line with the company’s security risk assessment, although the database
does incorporate an access control system. If a registered client forgets his or
her password, then it can be recalled if the client answers a personal question
defined by the customer during initial registration. An e-mail message with
a new password is then sent to the e-mail address provided by the customer,
with a request to change the password.
3. Entering the account: when the customer enters his/her account details, prices
and stock data are displayed in accordance with the customer’s profile (if a
customer is not identified, then generic product data only are displayed).
A number of additional module interfaces in the system are active at this stage,
namely DB (customer database), DC (check-in module), accounting system,
operations system, login system, date system, and the financial transaction
system (which is connected to the credit card clearing system by means of
the XOR3 program, which the system administrator admitted is ‘not perfect
from a protection point of view’). These system modules are supported using
thousands of tables that store information created during the order process,
such as tables of the ‘number of illegal entries’ (up to three), ‘process tracks’,
‘shopping basket’, etc.
4. Proceeding to Check-out (step 5): at this stage (performed by the ‘cashier’
3

XOR is a company that specialises in developing enterprise applications, including
security features.
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module, involving interactions between the database and the application server)
the customer is asked for (step 6) and provides (step 7) his/her credit card
details, ID number, and other relevant personal data. The customer then
receives a confirmation of his/her order/reservation. This is the end of the
process from the customer’s point of view. As for the system, at this stage
the order could be in one of the states: confirmed or request.
9.1.6.2

‘Request’ status

An order is transferred to request status if it includes products other than flights, e.g.
hotel room reservations, vacation packages, car rentals, etc. In this case the order
is treated manually (steps 10-13), by employees known as destination managers.
Each KON destination manager is in charge of a specific geographical location
for which the company sells products. This ‘physical’ treatment module exists
because tourism (unlike aviation) has no standards for information and computer
technology-based operations, and each hotel or car hire agency works differently
in terms of how they capture, transmit, distribute, display, process, share, and
store data. This again contrasts with the aviation industry, where standards for
operations technology have existed since the 1970s. These standards have been
established by IATA (International Air Transport Association), an organisation that
regulates international air transport. However, information security regulations are
not within its remit. Further information about IATA is provided in Appendix C.2.
The KON e-business system includes an operations module for these ‘physical’
treatments by destination managers. This module enables queries to be made to
the system, and the treatments to be correlated with the workflows of various departments. For example, hotel department employees can access the order webpage
screen by means of the ‘request’ function. Destination managers are granted access
to the operations webpage screen relevant for their location. Access is not limited
to specific employees, and, in practice, destination managers can also gain access to
other destination manager screens.
The results of the treatment are then manually fed back into the system to
update the database, and the destination manager also phones the client. At a time
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of their choosing, clients can access their file on the website to view information
regarding the progress of their order. Such information is not automatically ‘pushed’
to a client email address.
9.1.6.3

Information Flows

Each action of a customer, at all stages of the process described above, creates a
series of information flows. The system keeps in memory (in tables) the identification
details of each customer session (round trip). According to the head of systems
development, each round trip creates a set of between 10 and 15 information flows.
The flows are stored in between 250 and 300 tables, relevant to a specific round
trip. The tables are updated after each round trip execution. Every round trip and
every information flow is identified by a session number, which is remembered by
the system during the session.

9.1.7

Information system security in KON

As noted above, the company CIO stated that all the information relevant to the
KON ISS issues would be provided by the head of the systems development unit,
who, in turn stated that some of the required information could only be provided
by the NIT manager.
The material presented in this section is based on information provided by the
head of the systems development unit and the NIT manager at KON headquarters.
The information below represents their perceptions of KON IS security, and the
security features, tools and mechanisms that are deployed. The review of the company’s ISS provisions is presented in two parts. The information derived from the
interview with the head of the systems development unit is given in section 9.1.7,
and the information gained from the NIT manager is presented in section 9.1.8.
9.1.7.1

Security mechanisms: a high-level view

The security provisions for KON’s e-business activities can be divided into six main
classes (or ‘levels’ as they are known by KON), as follows.
1. Level 1: Selective encryption of sensitive fields in the database.
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2. Level 2: Protection at the ‘Data Model’ level.
This type of security is intended to help protect sensitive data fields. For
example, if there is a field called ‘credit card number’, then company policy
is not to name it by its real/logical name, but by some unrelated (opaque)
name. As a result, system employees need to maintain and understand a
special ‘vocabulary’. The company naming scheme uses identifiers such as
ColA, ColB, etc. This style of name is used for all sensitive data fields. This
naming rule applies to tables as well as to fields.
3. Level 3: DBMS security.
This level of security is provided by the Oracle database system, and is applied
according to the procedures defined by Oracle.
4. Level 4: Application-based access rights system.
The use of this system means that accesses to programs and applications are
performed differently from accesses to the database. In practice, this means
creating separation between different procedures at KON. The KON access
rights system controls access by authorised users (i.e. KON staff) to data,
based on the role of the staff member. For example, the view of data that is
provided to a staff member will depend on his or her job specification. This
access rights application was developed at KON.
5. Level 5: Passive security—Auditing.
This protection is not accessed or activated automatically, but only if suspicious activities are detected. That is, if the administrator learns about a
possible system abuse, or has suspicions for other reasons, he/she may activate these security measures for future auditing (i.e. from ‘now on’ until the
decision is made to stop the auditing). This means that, if something has
happened to the system before this protection has been activated, the abuse
would not be discovered (at least, not by this auditing). For example, discount rates are set up in accordance with a customer’s profile. If the level of a
profile changes several times (at least twice) over a period of several minutes,
then this will act as a trigger for Level 5 security measure activation. (Such
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an event could be the result of an insider trying to gain a bigger discount for
someone. For example, the insider might try to increase the level of a profile
for a short period of time, and then, after making the discounted purchase,
put it back to the correct level for that individual). This type of security
is application-dependent, and applies to only a small number of classes of
data. These security measures effectively constitute a type of Fraud Detection
system.
6. Level 6: System security.
Security at this level is provided by Firewalls and VPNs.
9.1.7.2

Threat assessment

According to the head of the systems development unit, in general, aviation companies are not technology-intensive, and they are also not particularly attractive for
information and/or computer abuse. The most serious known attack on KON’s IS
was performed by a 16 year old, who succeeded in breaking into the system and
making flight reservations for his friends. In the view of the head of the systems
development unit, the main possibilities for causing damage to KON through abuse
of its IS are as follows:
• damage to the data (the head of the systems development unit stated that he
believed that ‘it is impossible to cause damage to their database’, and also
made the somewhat contradictory statement that ‘it is 99% protected’);
• damage to the provision of service, e.g. via DDoS attacks;
• industrial espionage, which the head of the systems development unit believes
is possible;
• access rights abuse, e.g. as would result from guessing/cracking passwords or
through the use of bogus credit cards;
• technology-based blackmail, which the head of the systems development unit
believes is possible.
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9.1.7.3

Security incidents

According to the head of the systems development unit, only four ISS incidents have
been recorded.
1. A customer made a flight reservation and ‘arranged’ himself a reduced price
ticket for a destination that was not included in a special offer list.
2. A 16 year old boy succeeded in breaking into the system and making flight
reservations for his friends (as described above).
3. A customer discovered, while using KON online ordering system, that other
customers’ invoices could be viewed, and their personal information was disclosed.
4. An outsider gained access to personal information about one of the pilots and
then disclosed it. This was an issue not only because of the privacy implications of disclosing personal information of an employee, but also because the
flight schedule of the pilot was disclosed.

9.1.8

ISS at KON: The NIT manager perspective

According to the NIT manager, who is also in charge of IS security for KON, the
company’s information security philosophy is ‘to close as much as possible’. Following this philosophy, the company’s ISS strategy is based on segmentation, ‘as is
the case in the banking sector’, (at least in the belief of the NIT manager). Figure
9.4 below illustrates the security architecture effective at the time the Case Study
was conducted. According to the NIT manager, he is constantly modifying the
architecture to try to maintain an optimal design.
The company’s connection to the Internet is protected by an IPS and an IDS at
the border, as well as by a router and a Firewall. A DMZ, which includes another
IPS and is connected to the Firewall, includes a number of smaller DMZs put in
place for a variety of activities. Also, the company’s WAN (Wide Area Network) is
comprised of a number of DMZs, with a separate DMZ for each WAN segment.
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Figure 9.4: Corporate security architecture
9.1.8.1

Network security

In order to defend the company from the outside world, the company has deployed
a Checkpoint Firewall and a Bridge Security server, the latter of which runs a
special application that ‘listens’ to various web portals. The application uses a selflearning mechanism to adapt to new website penetration techniques. According to
the Network Access Control (NAC) policy of the company, the system checks the
network connection type for each user and records this as part of the user profile.
(The term ‘NAC’ refers to technology that provides control of access to a network
[265]). The access policy for KON is based on authorisation rights. The security
requirements are different for internal and external networks.
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An internally-developed ‘Report System’ that checks for anomalies in user behaviour is operated in the internal network. In addition, the TrendMicro application
examines user computers for their vulnerability to hacking. All requests coming from
a computer that is deemed to be unreliable are blocked.
Although the NIT manager claimed that the company has an ISS policy, written
copies of this policy are not provided to users.
9.1.8.2

Telemarketing computer security

The telephone ordering system and the Internet-based ordering system are completely separated. The telephone ordering system staff have a high rate of turnover,
and are mostly students. Hence, in this system, ‘everything is closed’. That is, the
computers are closed to any command, the mouse right-click function is disabled,
and the employees have to complete and sign a form at the beginning and end of
every working day.
9.1.8.3

Application security

The company’s Web applications have all been developed by the systems development unit. The security requirements that must be met by an application are
defined by the NIT manager. Also, all the security features that are included in an
application must be approved by the NIT.
Security features are built into the company’s Web application, such as an
employee-related security element based on ‘Observation’. This involves the application verifying whether the number displayed is associated with the correct name.
If not, then the transaction is cancelled.
The various database tables are protected both by the ‘Authentication’ feature
of the application and by the authentication features of the database. Security
measures are applied at the level of a single field. The personal information held
by the company is not considered by the NIT manager to be sensitive, whereas
company finance data are regarded as very sensitive. A further security measure
relates to the deliberate choice of non-meaningful names for data fields (see also
section 9.1.7).
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9.1.8.4

Anti-virus protection

An IBM server runs McAfee’s ‘Active Virus Defend’. All the anti-virus programs
reside on a server dedicated to anti-virus program management. Anti-virus protection is provided at a single user level, including updates. The system identifies each
user, learns their working habits, and responds automatically to any irregular (and
hence suspicious) activity. The system is capable of identifying whether or not an
employee connects a laptop, and, if so, automatically installs anti-virus software on
that laptop. The alert module of the system is intended to detect virus contamination. Any independently installed anti-virus software is removed from company
computers. The ‘Enforce’ module ensures that every user has the corporate antivirus software properly installed on their machines.
9.1.8.5

Web surfing protection

In order to protect against risks arising from Internet communications, two proxy
systems (Microsoft ISA servers) are used, one located outside the network and the
other inside. All requests going out of the organisation are checked first by the
internal server, and then by the external server. Both servers check for spyware,
viruses, and phishing.
9.1.8.6

Incoming email protection

The corporate email protection scheme, devised by the NIT manager of the company,
includes a dedicated Linux-based server. This acts as a gateway server and runs a
set of protection mechanisms, including:
• nine mechanisms for spyware detection;
• four different anti-virus engines (UVSecure, McAfee, AVG, and TrendMicro);
• a smart catalogue system for problem detection.
9.1.8.7

Industrial espionage

The company has installed a SNORT server as a means of protecting against industrial espionage. This server ‘listens’ constantly to everything sent on the network,
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learns user behaviour, and responds to suspicious activities by emailing the NIT
manager about any changes in the network.
9.1.8.8

Mobile communications

All communications between the company network and corporate mobile computers
are sent via a VPN.
9.1.8.9

Staff security

All staff members are trained for their specific jobs, both practically and theoretically. There are manuals for a variety of company functions and procedures,
specifying the way they should be performed. A special organisational unit in
the marketing department is in charge of training for the operation of computer
programs and applications. However, there is no organisational unit at KON for
physical security of information.
Although there are no formally assigned functions for information security management, and no individual with the title CISO, in practice the NIT manager is
in charge of communications security, while the head of the systems development
unit, who is in charge of applications design and development, has responsibility for
applications and data security.
There are no clear instructions for staff covering data confidentiality. In the
IS department, which is divided into ‘development’ and ‘technology infrastructure’
operations, all development staff can retrieve any information and/or transfer any
information to any individual/organisation at any time. Thus, in theory at least,
they all have the ability to perform a fraud on KON’s financial system. According
to the head of the systems development unit, ‘it has to be this way’ for a number
of reasons:
1. there are only six developers, so there is no need (and in practice it is impossible) to keep secrets; therefore if one of them performs an unauthorised action,
then it will quickly be discovered;
2. developers must know everything about the system;
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3. in order for work to be done, ‘you have to trust at least a few people’;
4. it would be different if there were 50 application development staff members
at KON.
According to the NIT manager, at KON the most important information-related
company asset is the privacy of its customers. Hence it is company policy to protect
customer personal information. (It is interesting to note that this directly contradicts what he said earlier about his perception that customer information is not
sensitive.)
According to the KON NIT manager, the IS staff are primarily focused on the
possibility of physical damage to the computer room infrastructure. Although daily
backups are kept in a safe at a separate site, there is no Disaster Recovery Plan
(DRP). (A Disaster Recovery Plan covers preparations directed towards the resumption of business and the recovery of systems after the catastrophic loss of important
systems [216].) The company has not invested in disaster recovery infrastructure
since no events have occurred that have caused damage to the company, so there
has been no justification for such investments. However, according to members of
the IS staff, if the infrastructure is attacked even for a very short time, then after
only one minute sales will be seriously affected.

9.2

Analysis

This section presents an analysis of the company’s organisation and business operations in relation to ISS management. The analysis is based on the description
outlined in section 9.1.

9.2.1

Organisational analysis

KON is one of the leading airline companies in its home country. It also provides
vacation and holiday packages, serving over one million passengers annually on
domestic and international flights.
As an airline company it faces specific safety and reliability requirements, and
is regulated by the airline industry and governmental bodies, including by the CAA
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(Civil Aviation Authority) in most countries for civil flight certification, the FAA in
the US, and EASA in Europe. (More information about these regulatory bodies is
provided in Appendix C). The company has to comply with the relevant regulatory
standards for its aircraft, flight certificates, and other air traffic and airline industry
standards and laws (see Appendix C).
The company is also responsible for passenger personal information. The aviation regulations mentioned above do not specifically deal with information security
issues.
KON’s business environment is very competitive, and companies in this business
sector are constantly looking for an opportunity to leverage their business relationships. E-business appears to be one of these business opportunities, and it is widely
practiced by many airline companies. KON decided to adopt an e-business mode
in 2000, and the business figures appear to show that this was the right thing to
do. Currently, it appears that the e-business activity of KON is the most important
part of the company’s business: certainly, the vast majority of orders are made via
the company website.
In summary:
• KON is one of the leading companies in its home country;
• as an airline company it is obliged to meet the regulations and standards of
relevant governmental bodies;
• e-business is widely used in KON’s industry sector;
• KON’s industry sector is very competitive;
• the adoption of e-business was a correct strategic decision;
• the e-business mode appears to be the most important part of the company’s
business;
• although the company’s activities cross several domains in which standards
exist, the company does not conform to any information-related standards.
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9.2.2

Summary of information security provisions

In this section we provide an analysis of the corporate information security provisions. This analysis has been performed using both general information about the
company and information derived from interviews with the CIO, the NIT manager,
and the head of the systems development unit.
9.2.2.1

Functions and responsibilities

KON has five operating departments, namely Reservations & Services, Marketing &
Sales, Finance, Aviation Operations, and IS. The IS department includes the NIT
unit and the systems development unit.
There is no formal position of CISO in the company. The NIT manager is also
in charge of corporate ISS. In practice, most of his time is spent on network infrastructure operation and management issues. This latter conclusion is based on
his own description of his work; he is expected to select, purchase, and implement
the infrastructure for all company network-based activities, and also to provide general definitions and requirements for any new application developed by the systems
development unit.
Although the NIT manager is effectively in charge of information security, it
became obvious that the KON CIO considers the issue of information security as
being associated with the activities of the systems development unit. This unit is
part of the IS department. The head of systems development reports to the CIO.
In practice, the CIO plays an active role in every development project; this may be
due to the fact that she is a programmer and systems analyst both by education and
experience. However, she is not involved in the activities and the decision-making
processes of the NIT unit. The head of this unit (although reporting to the CIO)
is independent of the CIO in decisions relating to ISS. He is the only employee
in the company expected to take responsibility for the ISS needs of the company.
However, the other activities of the NIT unit do not leave him enough time to deal
with corporate security issues.
There is a clear lack of communications within the company regarding security
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issues; there is also no generally accepted information security planning at a professional level, although the relationships at a personal level appear to be excellent.
The IS staff, who are in charge of a number of tasks relating to information security, have a variety of understandings of, and knowledge about, the information
security provisions of the company (sometimes contradicting each other and even
themselves). For example, on one occasion during the interviews, the head of the
systems development unit described database fields as not being encrypted, while
at a subsequent meeting he talked about the encrypted database contents.
The head of systems development does not look at security issues from a broad
company perspective, but only in terms of application malfunction with respect
to his perception of the ‘organisation as a profit-source’. According to the head
of systems development, only abuse of financial transactions is considered to be
harmful, whereas events such as violating the flight schedule, flight operation and
departures/arrivals controls of the airplanes, or modifying the flight tables, etc., are
considered to be harmless. According to the head of systems development, the most
sensitive information in the company is its financial information.
The NIT manager’s approach to security is to ‘close (block) as much as possible’.
The approach of the NIT manager to security can be summarised as follows:
• the use of commonly accepted technologies and methods for communication
security;
• there is no consistent security program, only ad-hoc solutions provided to
address security requirements dictated by internal or external events;
• there are no clearly presented written security strategies or policies, which
makes it impossible to control security awareness and performance;
• the company has adopted a ‘perimeter security approach’, both conceptually
and operationally.
According to the NIT manager, the most sensitive information in the company
is customer information, and hence privacy ought to be the most important security
issue in the company.
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9.2.2.2

Security policies

Security policy rules are provided verbally to the users/employees of the company.
There are no written policies covering information security matters. The reason
for this, according to the NIT manager, is shortage of personnel: ‘I have no people
available to sit and write these policies’. The users are instructed only occasionally,
typically in reaction to an event that has occurred at the company.
The security policies operating in the company can be summarised as follows:
• network security policy—verbally presented to the users; no written document
could be found;
• communications security policy—barely exists, at least not as a formal document;
• personnel security policy—does not exist;
• security awareness policy—does not exist;
• DRP policy—does not exist;
• physical security policy—does not exist.
The effectiveness of the KON security policies that do exist is doubtful, since
they are not provided to employees as formal written documents that all the IS users
have to follow. Security policies are not optional, says Liska [139]; ‘if no one knows
about a policy, it is not going to be followed. . . . if the policy has been published,
but no one enforces it, it is equally ineffective’.
9.2.2.3

System security methods, techniques and tools

All users employ the same system, but through different interfaces. The system
stores all the company’s data, both business and organisational, including data on
customers, suppliers, and prices, as well as data on company employees, assets,
operations, etc. in one central database. It also includes information on company
pilots, flight schedules, aircraft, and operational projects, which might be of critical
importance for the correct and safe operation of the airline.
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The company uses the generic Oracle security features. There is no adaptation of the Oracle database security features to KON’s specific information security
requirements.
The system uses well-established security techniques. For example, user authentication is based on username and password, where the username and password are
transmitted in encrypted form.
Auditing is designed to identify certain very specific classes of activities fitting a
predefined ‘suspicious’ pattern. Any malicious activity differing from these patterns
will not be identified.
The security circles used in the company’s IS reflect the in-depth security approach applied at various diameters, i.e. at different perimeters. Even the name
implies that security is based on the perimeter security approach.
The customer profile, built by a customer during his/her registration process,
can easily be accessed and modified by an insider, such as a member of the systems
development unit.
Because of the way in which the ‘request status’ is handled by the destination
manager, it is possible for any destination manager to access any order and customer
details, which is a potentially dangerous feature.
The opaque ‘data vocabulary’ feature of the system can easily be compromised
by an insider. Disclosure of the ‘data vocabulary’ will defeat this security feature,
and put the entire system at greater risk. Functionality at KON is very much based
on trust.
The security of the telephone marketing system seems to be problematic. This
is of particular concern since it is a part of the single all encompassing system,
including the e-business functions.
The web applications, developed by the systems development unit, are protected
by commonly used security tools. The systems development staff are not aware
of ‘information flow’ security issues. Also, since the NIT manager himself is not
aware of the specific features of the web applications, his instructions on security
requirements will not address the relevant information flow security features.
User level security essentially amounts to the provision of anti-virus tools.
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It appears that there is awareness of the possibility of industrial espionage at
KON. No information was provided on the reasons for that awareness. However, the
only tools used to address this threat are anti-spyware and anti-virus applications.
Mobile security is addressed only at a limited level as part of the company’s
security activities. Mobile communications are considered to be secured sufficiently
by the use of VPNs.
There are no security training programs. Employees are instructed only on the
technical aspects of using the system, and on how to perform their operational
activities.
Security safeguards used by KON include:
• network-protecting devices and mechanisms (such as firewalls and DMZs);
• application-based tools designed to protect against penetration techniques,
limit access, and provide access control;
• web-surfing protection tools (internal and external ISA servers looking for
spyware, viruses, and phishing);
• application-embedded authentication mechanisms;
• antivirus and antivirus program management;
• use of an anti-industrial espionage server.
As stated previously, the security philosophy is ‘to block as much as possible’
(according to the NIT manager). It is clear that KON has adopted the perimeter
defence approach, meaning that the security safeguards, tools and mechanisms are
applied across the organisation to the same protection level. Also, security in depth
is implemented at the application level, involving authentication and access control
mechanisms.
The lack of security awareness is demonstrated by employee behaviour; in several
phone conversations, employees did not hesitate to provide personal information
regarding other employees to an external party. It therefore seems reasonable to
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conclude that company employees could easily be manipulated by social engineering
techniques.
Due diligence is not performed for the recruitment or deployment of employees,
either for the company itself or for its business partners.
There are no forensics-related awareness or management provisions in any of
the IS and ISS functions. In practice, in the event of a security breach, forensic
analysis would be very difficult because of the lack of any documentation of ISSrelated issues, e.g. covering the design, development, or implementation of security
measures.
9.2.2.4

Summary

The following list summarises the state of information security at KON:
• although e-business is now the most significant part of the company’s business
activity, information security is not regarded as a strategic issue;
• the company has adopted the perimeter security approach;
• the position of the information security function (the NIT manager) in the
company hierarchy suggests that this function is regarded only as a support
service;
• the amount of resources allocated to information security activities (part of
the time of a single employee) suggests that the company’s executives may be
underestimating its importance and/or the severity of the threats to corporate
information systems;
• there is no solid well-thought-out plan for corporate information security;
• threat assessments cover only a limited number of threats; there is no wellfounded damage assessment or analysis;
• the company has not implemented any of the information security standards
relevant for their business;
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• the approach of the company to security is extremely naive; it would fail to
meet many of the requirements of ISO/IEC 17779;
• the company operates a very complex information technology infrastructure,
and also a complex business process system; it appears that no single individual knows everything about this complex system;
• there are no formal information security policies;
• a systematic approach has not been used for e-process and e-process security
development;
• the company does not have a security awareness programme or any security
training provisions;
• due diligence has not been performed, although attacks on the airline company’s IS have the potential to cause major damage;
• the possible need for the use of forensics techniques has not been considered
by KON.

9.3

Preparing for implementation of the methodology

Following the e-Business Process Security Paradigm, the company’s security management processes (including the security design procedures) must be performed
according to the e-business process security model. The company must modify its
operations in a number of ways.

9.3.1

Shift in perception

Prior to using the model, the company management must adopt the perception
of ‘security as business enabler’ (at least for the company’s e-business activities),
instead of defining security in terms of ‘to close as much as possible’.

9.3.2

Organisational structure modifications

Given the size, sector, market and variety of activities of KON Airlines, the company must first establish the role of CISO, whose responsibilities will include the
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effective management of ISS issues. For such a company, the CISO position would
ideally report directly to the CEO, because of the high importance of information,
IS and ISS to the company. In addition, a new department to deal with company
information security (i.e. an Information Security department) should be established
in addition to the existing departments, so that KON would contain a total of six
departments instead of the current five. The structure of the IS department will not
need to be changed, although changes will need to be made to the responsibilities
of its component units. All ISS issues would be dealt with by the new Information
Security department (and not by the systems development and NIT units). The establishment of a new Information Security department is likely to have the following
impacts:
• greater recognition of the importance of information security in KON;
• possible increases in the information security budget and resource allocation;
• the establishment of information security management that is independent of
other operational departments;
• the ability to define a rational philosophy for, and approach to, information
security for KON;
• greater authority for information security management within the organisational hierarchy;
• the ability to deal with corporate information security from an organisational
perspective.
The Information Security department should be responsible for ISS management,
including design, implementation, operation and maintenance. In practice, these
responsibilities start with the design of a system to support corporate ISS. In our
case study we focus on the design and management of the information security
provisions for the e-order process.
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9.4

Applying the methodology

We now give an analysis of the case study company, using the methodology proposed in chapter 8 and following the phases of the methodology presented in section
8.7. In this description, a separate section is devoted to each of the phases of the
methodology, and the discussion concludes with a summary of the implementation
of the methodology.
This case study analysis focuses on the process of performing an electronic order
for flights and/or vacations (i.e. company products) by a customer using the KON
business portal.

9.4.1

Professional staff allocation

This phase is performed in accordance with the phase of the methodology specified
in section 8.7.1.
Initially, the PSO for the on-line order process must be appointed. The duties
of the PSO are as specified in section 8.7.1. The PSO will report to the company’s
CISO.

9.4.2

E-process identification and definition

This phase is performed in accordance with the phase of the methodology specified
in section 8.7.2.
The participants in this phase include KON strategic level executives, i.e. the
CEO, the CIO, and the finance, marketing, and operations executives.
The following process definition is derived from the descriptions of the company’s
e-business activities given in sections 9.1 and 9.2.
9.4.2.1

Purpose:

To provide KON customers with a means of purchasing KON products online, as
part of KON’s e-business activities.
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9.4.2.2

Business goals and/or outputs

The primary business goal is to establish an (electronic) marketing and sales channel
using the KON Internet portal, in order to increase the number of customers, revenue
and profitability.
As stated in section 8.7.1, the PSO will need to be provided with information
regarding the goals of the e-process, including all the process agents and the IT
requirements for the process.
In the case of the online order process, the PSO will require the following information:
• goals, i.e. marketing and sale of KON products via its Internet portal;
• market, i.e. the geographic regions served by KON (either current or planned);
• products, i.e. flights and/or vacations;
• the expected number of entries, the expected volume of data, the expected
number of customers, and expected seasonal fluctuations;
• IT requirements, i.e. the network and infrastructure development baselines
provided by the IS department.
Currently KON executives do not use the e-order process to view or collect online information used in their decision making processes. Hence there is neither
an application module nor an interface in the system for these employees. If such
an activity is initiated in the future, the PSO must be updated. This will have an
impact on e-process specification elements, including the process agents, the volume
of data, the number of entries, and the IT requirements.
9.4.2.3

Security standards compliance

KON airlines must implement and obtain compliance certification for the following
information security standards:
• ISO/IEC 17799 (ultimately including all the standards in the emerging ISO
27000 series);
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• PCI DSS (Payment Card Industry Data Security Standard);
• SOX (Sarbanes-Oxley Act).

9.4.3

Business logic definition

This phase is performed in accordance with the phase of the methodology specified
in section 8.7.3.
The participants in this phase include the following KON staff members:
• operations department staff;
• systems analysts from the systems development unit;
• information security analysts from the newly established ISS unit;
• a computer law consultant.
Defining the business logic involves two steps: providing a detailed description
of the process, and formulating the process business rules.
9.4.3.1

Description of the process

Information on company products can be accessed via the company portal. Users
interested in specific products need to register in order to gain further information
and make a purchase. A detailed description of the ordering procedure was given
in section 9.1.6.
9.4.3.2

Business rules formulation

The business rules together with the process description define the process business
logic. From the process description, given in section 9.1.6, the following business
rules can be formulated:
• it is necessary to be a registered customer in order to be able to select and
buy KON products;
• it is obligatory for customers to be identified and authenticated;
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• it is obligatory for the customer to provide valid information (e.g. citizenship,
passport expiry date, or credit card expiry date);
• it is necessary for KON to update its database during every transaction;
• it is obligatory to obtain confirmation of a customer’s credibility, including
checking whether the customer is ‘blacklisted’ in external payment history
databases;
• it is obligatory to obtain a payment confirmation before proceeding to the
product purchase confirmation;
• it is necessary to verify purchase details;
• it shall only be possible to place an order for specified destinations and routes;
• the offers that apply to one route must not be misapplied to any other route.
During the formulation of business rules, the ability of the process agents to
abuse these rules must be examined. For example, the following issues need to be
analysed:
• do the order cancellation procedures work properly;
• are there possible deadlocks in the e-process;
• what happens if the customer makes two or more orders (i.e. performs two or
more e-process orders in sequence);
• how can the reference number be used/abused (if at all) by a destination
manager or by the back office accounting unit employees;
• how/to what extent is the systems developer able/unable to address the business rules;
• how can software quality be assured;
• how can the the individual contributions of a software developer be controlled
and/or tracked?
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9.4.3.3

Process agent identification

The list of PAs for the KON e-order process must include the following participants:
1. executives/decision makers, i.e. the KON CEO, the financial, marketing, operations, IS and HR executives, and the CISO;
2. the relevant PSO, i.e. the e-order PSO;
3. systems analysts, including the head of the systems development unit, and
analysts from that unit;
4. system developers, i.e. programmers from the KON system development unit;
5. system administrator: should be appointed for this position;
6. the network administrator: the current NIT unit manager should be appointed
for this position;
7. employees:
• KON employees, including the telemarketing team, the destination manager, information security unit employees, IT maintenance staff, and accounting unit staff;
• supplier employees, including staff from travel agents, car rental agents,
and hotel reservation systems;
• support organisation employees, including staff from banks, credit card
companies, government authorities, and ISPs;
8. customers, i.e. Internet users, and registered customers;
9. intruders (e.g. crackers, competitors performing espionage activities, and criminals);
10. ISP, covering its security procedures, policies and IT infrastructure.
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9.4.4

E-business process security requirements analysis

This phase is performed according to the phase of the methodology specified in
section 8.7.4.1.
The following KON functions at tactical and operations levels are involved in
this stage:
• systems analysts and the head of systems development;
• the PSO and security analysts, security management specialists and standard
compliance project specialists from the newly established ISS unit;
• operations management consultants.
9.4.4.1

(a) Business Logic security requirements analysis

As specified in section 8.7.4.1 (a), business logic security is achieved by meeting the
security requirements of comprehensiveness, immunity, compliance.
As described in section 8.7.4.1 (a), this analysis involves preparing a table for
each of the business logic security objectives. The relevant tables are presented in
Tables 9.1, 9.2 and 9.3 below. (Table 9.2 is partly completed, in order to demonstrate
the methodology).
Comprehensiveness must be achieved as part of the process business scope definition. For this e-process, this will include issues such as:
• what is included in an e-order, e.g. flights, flights and hotel, or flights and car
hire;
• local flights/hotels/car hire, international or local and international;
• potential customers, including private, business or both;
• payment options.
KON staff at the strategic level must decide which products and services will
be included in the e-business mode. The executives must formulate all the relevant
business options in a clear way (albeit using informal, natural language), and ensure
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that these definitions are both consistent with the KON strategic plans and cover
the entire e-process.
Table 9.1: E-order process: Comprehensiveness analysis
Process agent
Executives
System developer

Relevant damage categories list
failure to achieve business goals
system improper functioning, sabotage

Security solution
detailed business logic analysis
detailed e-process definition documentation

Table 9.2: E-order process: Immunity analysis
Process agent
Executives
PSO
System developer
System administrator
Network administrator
Employee
Customer
Intruders
ISP

Relevant damage categories list
financial fraud
sabotage, data modification

Security solution
due care
testing scenarios, due care, due diligence

data/information modification

due care, access control and management policies

financial fraud, identity theft
financial fraud, net espionage

scenarios, security tools and mechanisms
scenarios, security tools and mechanisms

Table 9.3: E-order process: Compliance analysis
Process agent
Executives
PSO
System developer

Relevant damage categories list
financial fraud
financial fraud, data/information abuse
data/information abuse, financial fraud

Security solution
due diligence, SOX, PCI, ISO/IEC 17799
due diligence, SOX, PCI, ISO/IEC 17799
working according to necessary standards

A matrix of interactions (of the form shown in Table 8.7) between all the process
agents should be developed to analyse the interactions between the e-process participants. Such a matrix is not presented here because insufficient information was
available regarding how the work is done in the company, and the detailed interactions between the process agents involved in this e-process.
In practice, the analysis should involve a detailed examination of each process
agent. In particular, the following description must be prepared for each process
agent4 :
• the job characteristics of the NIT manager, the head of systems development,
the development staff members, the back office employees, the CEO and the
CIO;
• the possible connections between them;
4

Only a part of the process agent group is discussed below, for the purpose of demonstrating application of the methodology.
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• the information needed for the various tasks performed by these agents;
• possible interactions with other tasks and/or agents;
• possible ways in which a process agent might gain access to information of
types not defined in his/her job specification (e.g. if a marketing department
employee can gain access to customer profile data);
• the level of computer literacy of all the employees (e.g. does a programmer in
the system development unit have network communication/hacking skills);
• the personal characteristics of the employees;
• the possible ways in which capabilities granted to an agent could be used to
harm the e-process.
This analysis will yield security solutions in the form of security policies for each
category of process agent and measures of software quality assurance for systems
developers.

Legal issues relevant to e-commerce/e-business will also need to be discussed
and clarified, covering both international and local regulations and laws. Typically,
managers and CISOs lack such knowledge, and KON is not an exception. (A discussion of legal issues related solutions is not provided here because, again, insufficient
information was available regarding the company and its environment).
Possible security solutions to meet the Business Logic security requirements of
the online order process in KON are presented in Table 9.4.
Table 9.4: E-order process: Business logic security measures
Security measures
Standards
Legal issues
Policies
Procedures
Due diligence
Unique requirements

Comprehensiveness (C)

Immunity (I)

X
X
X
X
X

e.g. personal data management
X
X
X
X
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Compliance (C)
SOX, PCI, ISO/IEC 17799
Compliance certification
X
X
X
X

9.4.4.2

(b) Systems design

This phase is performed in accordance with the phase of the methodology specified
in section 8.7.4 (b).
As described in section 8.7.4 (b), the tasks to be performed are:
1. conceptual system design;
2. detailed system design (programming).
A discussion of the detailed execution of this phase is beyond the scope of this
thesis.
The outcome of this phase will be the preliminary working version of the eprocess.

In the remainder of this section we give an analysis of the e-order InfoFlows.
The analysis involves the following steps:
1. InfoFlows identification, including:
• a detailed description of the process;
• a specification of the phases of and participants in the e-process;
• a listing of the InfoFlows;
2. InfoFlows analysis, covering:
• criticality rank;
• process agents, damage and attacks;
• a separate analysis for each of the CIA security objectives.
9.4.4.3

(c) Identification of InfoFlows

This phase is performed according to the phase of the methodology specified in
section 8.7.4.3 (c).
The InfoFlows will be derived from the system design. The design of the system
will be based on the e-order process specifications. Following the Business Logic
analysis given in section 9.4.4.1 (a), the e-order process can be described as follows.
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Process description and InfoFlows identification
The company will provide the possibility to enter the company’s portal for anyone
who is interested to observe company’s products and information it provides via
its portal home page. Those, having a specific interest in some specific products,
and willing to proceed for reviewing the products variety, will need to register. The
process detailed description is given in section 9.1.6. Based on that description a
graphical presentation of the process is provided below. Figure 9.5 below illustrates
all the participants and the sequential e-order process phases, and is followed by a
detailed description below.

Figure 9.5: KON’s order process—phases and participants
We now describe each of the steps of the e-process and the InfoFlows associated
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with the various steps, using the numbering given in Figure 9.5. The InfoFlows
involved in the process are classified as either BRIFs or SRIFs. All identified InfoFlows are specified using an italic font.
1. The customer enters the company’s portal.
2. The system requests the user to either register or, if already registered, provide username and password.

The associated InfoFlows include:
• a session is created between the customer’s computer and company’s
system—session establishment-1 SRIF;
the InfoFlows between these two participants include the usual information exchanged between the Internet session participants;
• company’s home page information on customer’s computer—general initial BRIF;
the information presented on the screen (products and registered customers login window) are common public information;
• the customer’s machine MAC address and his/her product preferences
are transmitted via channels—customer details-1 BRIF.
3. The registration or login details are provided by the customer.

The associated InfoFlows include:
• the customer’s user name and password are transmitted via channels—
customer login details BRIF;
• the system creates another session number— session establishment-2
SRIF.
4. The system retrieves from its central database the customer’s personal profile.
The customer receives his/her unique profile.
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The associated InfoFlows include:
• the system matches the customer’s information (user name and password) with relevant database tables and retrieves the customer’s personal
profile—customer profile identification SRIFs;
• various database tables are being updated— database update SRIFs;
• customer receives his/her profile on his/her screen— customer profile
transfer BRIF;

InfoFlows at this stage include customer private data: his/her personal
details, his/her family personal details (optionally), his/her flight and
vacation preferences, his/her agreed discounts, special offers, history;
• the system creates another session number— session establishment-3
SRIF.
5. The customer begins with selecting products from the company’s catalogue.

The associated InfoFlows include:
• no information transmitted from customer to the system while viewing
the catalogue;
• communication-related SRIFs only are being exchanged, as for each communication session.
6. After deciding on all products to be ordered, the customer completes the order
and sends the filled-in order form.

The associated InfoFlows include:
• the order form including selected products is transmitted to the system—
‘order details’ BRIF.
7. The customer proceeds to check-out.
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The associated InfoFlows include:
• customer enters the payment screen—communication-related SRIFs.
8. The customer then is requested by the system for his/her payment details—
the customers may pay by credit cards online or to send any kind of payment
(cash, cheque, credit card details) by post or by phone.

The associated InfoFlows include:
• request for credit card and other personal details—BRIF;
• communication-related SRIFs.
Anyway, if the customer order includes products either than (or in addition
to) flights, the order is not confirmed, but proceeds to a ‘Request’ mode. So,
here the process can proceed to either ‘Confirm’ mode or the ‘Request’ mode.
9. If the order includes flight only, the customer provides the details; and
10. The customer then performs the actual payment.

The associated InfoFlows in steps 9 and 10 include:
• communication-related SRIFs;
• customer sends credit card details BRIF;
• customer provides personal information BRIF;
• customer actually performs payment by sending payment details BRIF;
and
• by sending a confirmation BRIF.
11. The system sends a confirmation.

The associated InfoFlows include:
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• communication-related SRIFs;
• a confirmation of placing an order BRIF.
12. The system sends the payment details to the credit cards clearance company
The associated InfoFlows include:
• session establishment-4
• credit card details BRIF;
• payment details BRIF;
• the company identification details BRIF;
• communication-related SRIFs.
13. The credit card clearance company sends the charge to customers bank account.

The associated InfoFlows include:
• session establishment-5 SRIF;
• customer bank account details BRIF;
• credit card details BRIF;
• payment details BRIF;
• the company identification details BRIF;
• communication-related SRIFs.
14. The payment reference number is displayed to customer by the company’s
system .

The associated InfoFlows include:
• session establishment-6 SRIF;
• payment reference number BRIF.
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As discussed above, if the order includes products different from flights, the
system transfers the order details to the company’s database table of ’Request’ mode
orders (step 11 in the scheme). From here on the rest of the process is performed
manually— there is no more interaction between the customer and the company via
the company’s website. The process proceeds to step 15, which is performed by one
of the destination managers. The destination manager checks the ’request’ screen
and begin the treatment of each relevant to his destination order. He sends queries
(step 16 in the scheme) either to travel agency (the wholesaler) or to the supplier
(hotels, car hiring companies, etc.) which respond to his queries (step 17/17a in the
scheme) by offering a specific product. The rest of the process includes additional
manually performed steps (see Figure 9.5, steps 18–22).
While reviewing the sequence of the steps, the pure e-order process takes place
from step 1 until step 14 included. Steps 15-22 are being performed manually and
characterised by intensive human involvement in that part of the process. Two
of the first 14 steps are interactions with and between the financial participants
of this process—step 12 is performed while sending customer’s payment details to
the credit cards clearance company, and step 13 is performed after the credit cards
clearance company informs (namely, sends payment details) the relevant bank for
charging the customer’s account. Twelve steps are performed between the system
(company) and the customer.
In the next section the identified InfoFlows are analysed.
9.4.4.4

(d) Information flow security analysis

This phase is performed according to the phase of the methodology specified in
section 8.7.4.4 (d).
The following operations level professionals are involved in this phase:
• information security analysts from the ISS unit;
• the PSO;
• system developers from the systems development unit.
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The analysis involves an examination of the sensitivity of each InfoFlow with
respect to the security requirements, the influence of Process Agents, and the possible ways in which damage could be caused. This enables the rational allocation of
security safeguards.
The criticality of the security requirements (i.e. Confidentiality, Integrity and
Availability) for each InfoFlow is first examined. This is done in terms of the ranks5
of C, I, and A, which are shown in Table 9.5 below.
Table 9.5: CIA Criticality Rank
InfoFlow
session establishment-1
general initial
customer details-1
customer login details
session establishment-2
customer profile identification
database update
customer profile details transfer
session establishment-3
catalogue viewing
communication details
customer credit card details
payment details
confirmation to customer
reference number
charge request to bank
Total security objective rank

Confidentiality (C)
1
1
5
5
3
5
5
5
5
1
1
5
5
5
5
5
62

Integrity (I)
2
2
5
5
4
5
5
5
5
2
1
5
5
5
5
5
66

Availability (A)
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
5
80

Total score
8
8
15
15
12
15
15
14
15
8
7
15
15
15
15
15
207

This table highlights the importance of the Availability requirement, which has
a total ranking of 80. Confidentiality is ranked lower than Integrity. These findings
must be crosschecked with KON executives, and the company’s perception of the
importance of Confidentiality and Integrity needs to be clarified. Currently, as
described above, KON Airlines do not have a clear view about which is the most
important aspect of their business activities. The NIT manager and the head of
system development unit gave quite different opinions on this matter (see section
9.1).
The importance of Availability is not surprising, and is consistent with one of
the basic perceptions of this thesis, i.e. that the correct execution of e-process is
crucial for any e-business organisation. The high total score is obtained because
5

The ranks given here represent the author’s view only, for the purpose of demonstrating
the application of the methodology.
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every InfoFlow is assigned the highest possible rank (5), since all the InfoFlows of
the process must be executed, or the process may be interrupted or might even
collapse, which in practice means no e-business. The ranking is based on a rational
view of the importance of the security requirements (and not on any preconceived
desire to achieve a particular outcome). This analysis clearly suggests that KON
decision makers and staff should first ensure that the process executes. This task is
made possible not only by providing the IT infrastructure, but also by developing a
clear policy covering the responsibilities of the relevant staff members. The policy
must be presented to the staff on an individual basis. The employees need to be
aware of the exact formulation of policies that make them responsible for specific
outcomes [183]. Also, a written document related to measures with respect to
Confidentiality and Integrity policies of e-order process must be provided to the
staff.
Also, the findings reveal that charge request to bank, reference number, confirmation to customer, payment details, and other InfoFlows with total score of 15, are
the most sensitive information flows in the e-order process. These InfoFlows need
to be analysed for each of the C, I and A objectives and with respect to Process
Agents. The analyses make it possible to formulate policies for relevant PAs, and
to develop proper and relevant safeguards.
For example, the analysis of Confidentiality security objective for customer credit
card details InfoFlow sent by customer to the system, is performed by collecting the
information presented in tables 9.6 and 9.7.
Table 9.6: Information Flow ‘Customer credit card details’: Confidentiality analysis
Damage-source/process agent
KON executives
PSO
System developer
System Administrator
Network Administrator
Destination manager
Back office employee
Participant organisation employees
Customer
Intruders
ISP

Damage category 1 (C)
fraud
poor management
development flaws
net espionage
identity theft
fraud
errors
impersonation
errors
impersonation
DDoS

...
...
...
...
...
...
...
...
...
...
...
...

Damage category n
net espionage
net espionage
identity theft
blackmail
data modification
identity theft
personal information trading
data modification
privacy violation
credit card details theft
IT malfunction

Although some of the PAs may be deemed to not be able to cause damage
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to the process because they lack the knowledge or simply do not have access to
specific InfoFlows, they might be able to abuse the system either by collaborating
with other PAs or by social engineering. This may be especially the case related to
the executive employees in their interactions with staff members. The interaction
matrix (of the form shown in Table 8.7 and is discussed earlier in this section) is
suggested to start with this analysis.
This information paves the way for a more detailed analysis of a specific InfoFLow. Namely, for any specific InfoFlow and each of the PA (process agents) the
DC (damage categories) are analysed with respect to the possible attacks which can
be a means of a specific damage realisation. An example is provided below in Table
9.7, where some of the possible damages caused by a Network Administrator (NA)
in KON, and possible techniques to execute the attacks are presented.
Table 9.7: Confidentiality analysis: ‘customer credit card details’/NA
Damage category
Identity theft
Physical hazard
Blackmail
Data/information modification
Equipment theft
IT disfunction
Malware distribution

Possible attacks
login details disclosure, Social engineering
Physical attack
data disclosure
direct access
physical access
sabotage
direct access

After the analyses have been performed, it is possible to observe, for example,
which of the Information Flows are likely to be attacked by command injection (such
as SQL-injection command) or eavesdropping attack. The SQL-injection attack
is possible to be performed on customer’s input level, hence, a solution must be
suggested on a specific transaction level, namely, on a specific information flow.
Also, restrictions must be in place for exchanging information between specific PAs.
For example, KON executives, although being the principal decision makers on eprocess definitions and business characteristics, should not have access to the system
database on a single record level, and this information should not be given them by
other PAs.
The use of encryption must be considered for all the sensitive InfoFlows, especially where the relevant standards and legal regulations explicitly require this as a
compulsory measure.
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That kind of analysis must be performed for each of the CIA requirements for
each of the Information Flow. That will make possible to make a rational distinction
between the real damage categories all over the process parts. For example, the use
of packet sniffers is a big threat to Confidentiality requirement, but it does not
threaten the Integrity and the Availability requirements.

9.4.5

Security design

This phase is performed according to the phase of the methodology specified in
section 8.7.5.
The following tactical and operations levels professionals are involved in this
stage:
• the PSO;
• systems security analysts;
• security experts in the relevant security domains, namely hardware security
specialists, software security specialists, database security specialists, communication and network security specialists, security management specialists,
social engineering specialists, security standards specialists, encryption specialists, etc;
• systems developers.
In this phase the e-process is built. That is, the program is developed, the
infrastructure is established, and the policies are written built on the CIACCIA
requirements. For each damage category and security requirement, a relevant security solution is developed. A set of documents is produced as a result of this
phase describing the security solutions. These can be summarised in a table of a
form shown in Table 8.12. (Because the necessary information was unavailable, it
was not possible to present the security solutions for KON.) Also, KON is currently
conducting a project addressing standards compliance.
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9.4.6

Security tests

After the design stage has been completed, tests on the e-process must be performed
(according to the methodology described in section 8.7.6).

9.4.7

Combining and integrating KON e-business security

The integration of all the e-processes in KON Airlines must be performed according
to the phase of the methodology specified in section 8.7.7.
(Because the necessary information was unavailable, it was not possible to
present the security solutions for KON.)

9.5

Summary: the effectiveness of the methodology for
KON

The analysis of the above discussed company reveals a series of security flaws that
might have been avoided had the e-process based security approach been adopted.
The main benefits of the e-process approach include the following:
1. Focusing on the e-process business logic and information flows, rigorously
analysing these components with respect to Comprehensiveness, Immunity,
Compliance, Confidentiality, Integrity, Availability, and building the necessary
Accountability mechanisms and tools, will provide the company with a secure
e-business IS, based on rational decisions.
2. A Comprehensiveness analysis was not performed by KON when they started
the e-business project (in 2000). The external software development company
(SKD) began the project using their own general understanding of e-business
applications.
3. Immunity ensures correct logic performance, and requires the process to be
checked for possible disorders, intrusions, violations and abuse. If such a
process immunity analysis had been performed at KON, the following security
incidents (see section 9.1.7) might have been prevented:
• the case of flight origin manipulation;
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• the fact that a customer invoice can be displayed by anyone using the
system.
4. Compliance has never been considered in KON. Because the company holds
personal information, performs credit card transactions and operates financial
systems, it should comply with the SOX and PCI standards, or their local
equivalents. If (as is suggested by the approach proposed here) there had been
a discussion of security requirements with all the process participants (such as
credit card companies, banks, and travel agencies), the issue of standardisation
would probably have been raised, and the necessary measures would have been
put in place.
5. Using the model and methodology proposed in the research would make it
possible for KON ISS staff to collect rich information about the relevant components of the e-order process, including the relevant process agents, their
characteristics, interactions, abilities, and possible intentional or unintentional
ways of harming the system. The documentation that would be created during
implementation of this methodology could be used for further improvements,
modifications and updates of security features. Also, if a security breach
occurs, then the documentation would be extremely helpful for forensics activities.
6. The PAs interaction analysis is particularly important in KON, where, in
practice, there is no formal compartmentalisation in the activities performed
by IS employees, and there no written policies regarding information security
issues.
7. After all the Information Flows will be analysed according to the eBPSM
methodology phases (see chapter 8), the PSO and the CISO will be provided with rich documentation and analysis, which will enable them to see
the e-process security as a multidimensional map. For example, the following
information might be retrieved:
• a matrix, where for each of the septet requirements a specific process
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agent can be characterised, and the most dangerous agents can be identified for a specific security requirement;
• separated matrices can be presented for process agents and InfoFlows,
for each of the CIA requirements, which makes possible to identify the
most dangerous agents for most critical Information Flows;
• for any triad (Agent, Flow, Requirement) it will be possible to present
the real relevant threats.
8. Also, a very accurate analysis has to be performed with respect to what personal data the customers are required to provide. The decision has to be
made on the type of personal data that the customer has to provide, and the
option of providing partial information must be considered. Recent research
present possibilities to de-anonymise database records from customer partial
data [167]. ‘Releasing the data and just removing the names’, says one of the
authors [167], ‘does nothing for privacy, but if you know their name and a few
records, then you can identify that person in the other (private) database6 .
9. KON will be provided with a set of e-business information security policy,
which is an essential part of information security practice.

6

http://www.securityfocus.com/news/11497

292

Chapter 10

Conclusions
This chapter concludes the thesis. The main focus of the research is summarised
in section 10.1, followed in section 10.2 by arguments regarding the credibility of
the research. The original contributions are presented in section 10.3. The results
presented here are expected to be of significance to both academia and the business
world. In section 10.4 the lessons learnt from the research are discussed. Finally,
building on the findings described in this thesis, in section 10.5 possible directions
for future research are proposed.

10.1

Research summary

The research described in this thesis is directed towards providing a solution for
e-business information security design and management. A new solution is needed
because of changes in the structure and operation of modern businesses. Information systems security provisions for e-business need to address a number of factors,
including the following:
• mission-critical and/or sensitive information is routinely exchanged between
organisations;
• information is exchanged using the Internet, which is accessed by very large
numbers of people;
• the Internet and the web applications architecture pose numerous securityrelated problems;
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• Internet-related security problems are typically treated purely as network-level
security problems;
• the dominant approach to the organisation of network-level security is the
perimeter security approach;
• perimeter security implies the existence of a hermetically closed boundary
around the organisation, which conflicts with the e-business mode of operation;
• the e-business mode of operation is made possible by IT;
• the involvement of the human factor in IT-based operations is critical because
of the transparency of e-processes, which are performed using IT;
• the importance of the human factor in e-processes is often ignored;
• information security solutions are often designed in an ad hoc way or only
added after a security incident;
• the commonly accepted security requirements triple, CIA, is not sufficient for
e-business ISS;
• IS and ISS are often both philosophically and practically approached as static
simple systems within a static simple organisation, instead of viewing the
e-business organisation and its IS and ISS as complex dynamic systems;
• ISS management is typically based on risk analysis and on information security
standards;
• risk analysis is problematic;
• different organisations in a specific e-business sector are managed differently
with regard to their ISS, including the use of different security policies.
These issues and challenges have been discussed in detail in chapters 4 and 3,
in which the current state of the art in ISS was presented and the characteristics of
an e-business were discussed.
The issues and challenges listed above can be classified into two groups:
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1. perception issues;
2. design and management issues.
Perception issues are addressed here in the following way. E-businesses and their
information systems are complex dynamic systems. To facilitate analysis, they can
be decomposed into a set of component parts, with a specific treatment given to
each part. Also, the notion of perimeter security is no longer an adequate security
model, because operating a modern business involves interacting with partner organisations in the surrounding environment. Instead, the adoption of an e-process
security approach is proposed here, to provide security on a single-process basis.
This approach is based on the assumption that the operations of an e-business can
be divided into a number of e-processes. The proposed approach is encapsulated in
a new paradigm, which we call the e-Business Process Security Paradigm (eBPSP).
It is important to observe that the notion of security used here is different to
that commonly adopted. The paradigm introduced here is based on the belief that
for an e-business to be secure, its processes must be secure, i.e. security equates to
requiring the correct execution of its constituent e-processes. The view is advanced
here that this approach is a better fit to the modern business environment than the
prevailing security definition.
Apart from this shift in the definition of security, the research described in this
thesis also takes account of the fact that both organisations and their IT infrastructures are complex dynamic systems. Using the complex systems concept, the various
system elements are analysed individually depending on their specific characteristics and objectives. A complex systems approach implies network thinking, which is
reflected in the way we deal with security. That is we consider the security of information flows (links), which flow between process agents (nodes), and this involves
analysing the characteristics of both nodes and links.
As part of the new paradigm, e-business processes are deemed to be made up
of two main elements: business logic and information flows. Within any e-business,
the security policy, tools and techniques should be designed to ensure the proper
execution of these elements.
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In order to provide a means for an e-business to implement this process-based
security paradigm, an e-Business Process Security Methodology (eBPSM) has also
been proposed.
As stated above, the commonly accepted definition of security in terms of CIA
is no longer sufficient to capture all of the security objectives of an e-business.
Hence, an extended set of security requirements is proposed here, namely Comprehensiveness, Immunity, Accountability, Compliance, Confidentiality, Integrity, and
Availability, or CIACCIA.
Design and management issues are addressed by proposing a model for e-business
information security. This model, together with the novel methodology, provides a
systematic way to handle the complexity of providing security for real business situations with rigorously justified results. This approach involves modelling the network
and a class of practically important security goals. The model provides a rigorous
way to ensure that the security goals are met by the business and technological systems. This approach has been applied to a specific organisation, in order to analyse
the security issues arising from its e-business operation. The new paradigm and the
model are given in chapter 8, and their application to a case study organisation is
described in chapter 9.
The research described in this thesis was conducted using the qualitative interpretive research methodology, using a mix of two research methods, namely design
theory and ‘case study’ methods. The two case studies used made it possible to
demonstrate the practical implementation of the proposed approach.

10.2

Credibility of the research findings

The credibility of research is affected by three aspects of research design [202],
namely:
• validity;
• reliability;
• generalisability.
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10.2.1

Validity and reliability

Validity is concerned with whether the findings are really about what they appear
to be about [202]. There are several threats to validity, including history (dramatic
events taking place shortly before the research starts), testing (measuring the interviewees performance) and mortality (participants/interviewees dropping out of the
research) [202].
Reliability can be addressed by posing the following two questions [202]:
• will the measure yield the same results on different occasions?
• will similar observations be made by different researchers on different occasions?
There are four possible threats [202] to reliability, including subject error (a questionnaire completed at different times of the week may generate different results),
subject bias (when interviewees are not sure about their employment status they
may say what their bosses want them to say), observer error (different interviewers
may have different approaches) and observer bias (different researchers/interviewers
may have different approaches to interpreting answers).
The research described in this thesis appears to be both valid and reliable with
respect to the threats listed above. The data for this research were collected using
non-structured interviews. The interviews were conducted and the data were collected and analysed by a single researcher. No questionnaire was presented to the
interviewees. The interviewees were asked to describe ISS issues in their organisation relevant to their role in the organisation. All the interviewees were long-time
employees in relatively senior positions. Also, the interviewees were not observed or
watched in their work by the interviewer at any time. Hence, there were no ‘leading’
questions and no influence from the researcher. Also, no security incidents occurred
in the participating organisations shortly before the interviews took place. Hence we
assert that the research is compliant with both validity and reliability requirements.
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10.2.2

Generalisability

Generalisability is concerned with the extent to which research results may be
equally applicable in other research settings, such as other organisations [202].
The research described here has been performed using IS design theory, combined
with a case study method. The main ideas and conclusions of this thesis were
obtained by a research process that followed the seven guidelines of design-science
research. Hence we suggest that the ideas and conclusions of the research described
in this thesis are equally applicable to other organisations. The two case studies
serve here as a means of illustrating the main ideas of the research. That is, data
were collected to be used for a practical demonstration of how the new methodology
must be operated. These data did not serve as the basis for building a new theory.
Hence we assert that this research is compliant with the generalisability requirement.

10.3

Main contributions

The main contributions of the research described in this thesis are as follows.
1. A new security paradigm for security management, namely eBPSP. This new
paradigm has been specifically designed to be applied in today’s IT-intensive
business environment.
2. The thesis proposes a model, eBPSM, designed to enable the design and management of information systems security in e-business organisations to be conducted in a systematic and rigorous way.
3. The research methodology used, namely qualitative interpretive research using
case study and design theory methods, is a valid way of conducting research
in ISS.
4. A background for further research in e-business ISS is provided.
The research is expected to contribute to both business and academia, i.e. both
at a practical and a theoretical level.
At a practical level, the suggested model and the associated methodology provide e-business organisations with a tool to design a rational information security
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plan for organisational IS which is effective, efficient and comprehensive. Using
the methodology will enable the various security safeguards (e.g., cryptography,
firewalls, access controls, etc.) to be applied rationally and to the necessary extent.
At an academic level, there are two main contributions:
1. As a research theory in IS and ISS-related research, this work provides an
example and a verification of widely discussed research methodologies and
methods, and an application of Complex Systems Theory.
2. The new security paradigm can be applied to various aspects of information
security management, e.g. for implementation in e-business.
3. As research in e-business security design and management, this work provides
new knowledge regarding e-business security, which can pave the way for additional research.
The model, eBPSM, contributes in the following ways:
1. The model and the methodology for ISS design and management provide a
tool to cope with organisation IT system complexity, and to make it possible
to specify and manage ISS components and features.
2. The documentation of ISS that results from application of the methodology
provides a useful tool for IS forensics.
3. E-business involves the deployment of software, the ongoing maintenance costs
for which are very significant. Currently, it is often the case that security is
handled in a rather ad hoc way during the development process [195]. As
a result, starting the security design from the beginning of the definition of
the business logic rules has the potential to significantly reduce the rate of
security-related faults in software.
4. In the long run, implementation of the model will make it possible to create
‘security patterns’ for types of information flow, which should increase the
efficiency of the model.
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5. E-business is a complex and dynamic system. In our approach of complex
networks thinking, because of the ‘small-world’ property (which states that in
dynamic processes there are links that connect between different areas of the
networks and thus speed up the communication among otherwise distant nodes
[26]), the eBPSP has the potential to spread across the different organisations
and, hence, be widely adopted by the business environment.

10.4

Lessons learned

From our review of the ISS state of the art it has become apparent that ISS is a broad
and often controversial subject. This is true both in academia and, particularly, in
practice.
Organisations typically base their selection of security safeguards on the current
dominant approaches, on common knowledge, and on their own competence in ISS.
The two case studies that have been used in the research reflect many of the
features that are commonly reported and discussed in the literature. The systems
deployed lack a methodological approach for ISS design and management, ignore
the impact of the changing business environment, involve mainly technical solutions,
underestimate the importance of the human factor and human-IT interactions, and
involve poor implementation of information security standards.
Academia is developing a growing body of work on human factors and on the
changing business environment. However, relatively little attention has been given
to the complexity of the systems involved, and to the role of IS standards. In our
view, standardisation has the potential to improve the connectivity between the
participants in the modern network-intensive business environment.

10.5

Future research

We conclude this thesis by indicating possible directions for future research. These
proposals are based on the knowledge that have been accumulated in performing
the research described in this thesis.
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1. Building on the results described in this thesis, action research could be conducted to provide a practical implementation of the paradigm and model proposed here. Such research would analyse whether the methodology suggested
in this thesis can be implemented in a real-life situation. The convenience of
working at a single-process level could usefully be examined, together with the
efficiency of safeguards applied according to the model. Also, a cost-benefit
analysis of use of the model compared to the traditional approach could be
conducted.
2. More research on information security standards should be conducted. For
example, the effectiveness of the standards and the best ways to implement
them need to be identified.
3. More research on human factors with regard to ISS should be conducted, as
this seems to be one of the most serious and unresolved problems in this area.
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Appendix A

Tables
In this appendix generic organisation business functions and the processes associated
with them are presented.
Table A.1 below gives a list of processes for the primary activities of a commercial
organisation.
Table A.2 gives a list of processes for the support activities of a commercial organisation. The corporate infrastructure activity is represented by ‘administration’
and ‘finance’ functions, and the ‘product and technology’ function has been divided
into ‘product development’ and ‘technology’ functions.
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Table A.1: Business processes performed within primary activity functions
Function
Inbound Logistics

Process
• raw materials acquisition
• raw materials shipping
• raw materials storage
• raw materials management
• equipment and parts acquisition
• ...

Manufacturing
• production planning
• operations scheduling
• goods/services production
• parts assembly
• inventory management
• ...
Marketing
• new products/services definition
• market segmentation
• pricing
• customer
analysis

needs/requirements

• ...
Sales
• order processing
• order management
• sales management
• ...
Outbound Logistics
• shipping management
• transportation planning
• product distribution
• ...
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Table A.2: Business processes performed within support activity functions
Function
Administration

Process
• office services
• public relations
• legal services
• coordination
• ...

Human Resources
• labour requirements forecasting
• employee recruitment, education and training
• capability provision
• job analysis and performance evaluation
• employee compensation
• career planning
• ...
Finance
• financial planning
• financial asset management
• payment management
• payroll
• ...
Product development
• concept development
• product definition
• product design
• product testing
• ...
Technology
• technological trend analysis
• organisation requirements analysis
• infrastructure planning
• coordination with strategic planning
• IS development
• IS/IT operation
• ...
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Appendix B

KON: Supplementary
Information
We provide here additional information about the KON Airlines network scheme.
The KON network architecture is shown in Figure B.1 below. (All the titles
giving the company’s real name have been deleted for the purposes of anonymity.)
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Figure B.1: KON’s network scheme
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Appendix C

Aviation and Airline
Supplementary Information
This appendix provides supplementary information regarding the aviation industry. Information on organisations responsible for aviation industry regulations is
provided in sections C.1 and C.2. In section C.3 a brief review of the evolution of
airline reservation systems is presented.

C.1

Airline regulations

The information below is based on information taken from the official web sites of
the regulatory bodies FAA1 , EASA2 , JAA3 and CAA4 , and on information provided
in [265].
In most countries, civil aircraft must be certified by the Civil Aviation Authority
(CAA) in order to be allowed to fly. The major aviation authorities worldwide
are the US Federal Aviation Administration (FAA), the European Aviation Safety
Agency (EASA), and the Joint Aviation Authorities (JAA).
EASA provides regulatory advice to the European Union and to the regulatory
bodies of member countries. JAA advises the CAAs that are members of the European Civil Aviation Conference. FAA, EASA and JAA collaborate on many issues,
1
2
3
4

www.faa.gov
http://www.easa.eu.int/
http://www.jaat.eu/
http://www.caa.co.uk/
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especially in order to provide streamlined procedures and to avoid conflicting or duplicate requirements. FAA and EASA are, in particular, primarily responsible for
the certification of airliners manufactured by the two major manufacturers Boeing
and Airbus.
Aircraft are certified against standards set out in the code for each CAA. Those
codes are very similar, and differ primarily in equipment and environmental standards. Regulations on maintenance, repair and operation provide further instructions to the owners of aircraft, so that aircraft continue to meet design standards.
The major roles of the Federal Aviation Administration include:
• Regulating US commercial space transportation to promote safety;
• Encouraging and developing civil aeronautics, including new aviation technology;
• Regulating civil aviation to promote safety;
• Developing and operating a system of air traffic control and navigation for
both civil and military aircraft;
• Researching and developing the National Airspace System and civil aeronautics;
• Developing and carrying out programs to control aircraft noise and other environmental effects of civil aviation.
The functions of EASA include:
• EASA has jurisdiction over new type certificates and other design-related airworthiness approvals for aircraft, engines, propellers and parts;
• EASA works with the National Aviation Authorities (NAAs) of the EU members, but has taken over many of their functions in the interest of aviation
standardisation across the EU;
• EASA is responsible for assisting the European Commission in negotiating
international harmonisation agreements with the rest of the world on behalf
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of the EU member states, and also concludes technical agreements at a working
level directly with its counterparts around the world, such as the US FAA;
• EASA sets policy for aeronautical repair stations (Part 145 organisations in
Europe and the US, also known as Part 571 organisations in Canada) and
issues repair station certificates for repair stations located outside the EU
(which permit foreign repair stations to perform work acceptable to the European Union on EU aircraft);
• EASA issues regulations for air operations, flight crew licensing and non-EU
aircraft used in the EU.

C.2

IATA

The International Air Transport Association (IATA5 ) is the global trade organisation of the air transport industry. The association was established over 60 years
ago.
IATA has developed standards for the commercial aviation industry that are
used worldwide. Its mission is to represent, lead and serve the airline industry. Its
members are some 240 airlines, including the world’s leading passenger and cargo
airlines, which collectively represent 94%6 of scheduled international air traffic.
IATA’s aim is to help airlines by simplifying processes and increasing passenger convenience, while reducing costs and improving efficiency. IATA’s goal is to
continually improve safety standards, notably through IATA’s Operational Safety
Audit (IOSA). Another main concern is to minimise the impact of air transport on
the environment.

C.3

GDS

The Airline Reservation System (ARS) was introduced to improve efficiency. ARS
eventually evolved into the Computer Reservations System (CRS), and then into
the Global Distribution System (GDS).
5
6

http://www.iata.org/index.htm
as published on the IATA website in 2007
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Automated airline reservation systems originated in the late 1950s, when American Airlines started to develop a system that would allow real-time access to
flight details in all its offices, and integrate and automate its booking and ticketing
processes. As a result of this work, SABRE (Semi-Automated Business Research
Environment) was developed and launched in 1964. SABRE’s key breakthrough
was its ability to keep inventory correct in real time, and be accessible to agents
around the world. Prior to this, manual systems required centralised reservation
centres, involving groups of human beings managing the physical cards that represent inventory, in this case aircraft seats.
A computer reservations system (CRS) is used to store and retrieve information
and conduct transactions related to travel. Originally designed and operated by
airlines, they were later extended to travel agents as a sales channel; major CRS
operations that book and sell tickets for multiple airlines are known as Global Distribution Systems (GDS). Airlines have divested most of their direct holdings in such
systems to dedicated Global Distribution System companies, and many systems are
now accessible to consumers through Internet gateways for hotel, rental cars, and
other services, as well as airline tickets [265].
Over the last 10 years, the Internet has become an extremely important platform
for selling travel, attracting a vast network of suppliers and a widely dispersed
customer consortium into one centralised marketplace. The number of travellers
booking airline tickets, hotel rooms and other travel services online continues to
grow.
The airline industry created the first GDS in the 1960s as a way of keeping
track of flight schedules, availability, and prices. Today, the four main GDSs are
Amadeus, Galileo, SABRE and Worldspan.
Although accused of being ‘dinosaurs’ because of their use of legacy systems
technology, the GDSs were actually among the first e-commerce companies in the
world, facilitating B2B electronic commerce as early as the mid 1970s. Before
the advent of the GDS, travel agents spent excessive amounts of time manually
entering reservations. The airlines realised that they could make travel agents more
productive and essentially use them as an extension of the airlines sales force.
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It is these original legacy GDSs that provide the backbone of the Internet Travel
distribution system. However, the changing dynamics of the distribution chain
within the travel industry, coupled with economic issues, has meant that the GDSs
have recently been put in the spotlight.
With online commerce growing rapidly, travel agents are increasingly facing a
new reality in which customers find the cheapest fares for themselves on the Internet.
The low-cost airlines have added to the pressure on the GDSs, since they have found
an alternative form of distribution (i.e. e-commerce) that bypasses the GDSs. In an
effort to cut their own costs, traditional airlines have begun to make their best fares
available only on their own websites. None of the GDSs are now owned by airlines.

311

Appendix D

Examples of business logic flaws
Descriptions of examples of real life business logic flaws can be found at the following
sites:
http://jeremiahgrossman.blogspot.com/2007/06/1000000-cnbc-stock-trading-contest.html
http://news.cnet.com/eBay-targets-Romanian-fraudsters/2100-7348 3-6193591.html
http://blog.wired.com/27bstroke6/2008/04/feds-charge-cal.html#previouspost
http://blog.wired.com/27bstroke6/2008/05/tjx-fires-emplo.html#previouspost
http://www.webappsec.org/projects/threat/classes/insufficient authentication.shtml
http://www.webappsec.org/projects/threat/classes/insufficient process validation.shtml
http://jeremiahgrossman.blogspot.com/2008/06/can-wafs-protect-against-businesslogic.html
http://www.owasp.org/index.php/Testing for business logic?info=EXLINK
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Appendix E

Practicality of the methodology
The newly proposed methodology was presented to three professionals in the information security domain, namely to:
• L.L.1 , the KON CIO;
• Dr. Lizzie Coles-Kemp, Lead Assessor (ISO 27001) and an academic from
ISG, Royal Holloway, University of London; and
• MR. Jay Heiser, a senior information security analyst at Gartner (UK).
They were each asked to provide their assessment of the practicality of the methodology by responding to the following question:
Please provide us with your opinion on the practicality of the following methodology for e-business security design and management. In particular, do you think
that it will be feasible to apply the methodology in practice?
It is important to note that two of the opinion providers, namely the KON CIO
and the Gartner security analyst, were only given the description of the methodology
as it is presented in section 8.6.2. They were not asked to read other parts of the
thesis, and hence may not have been aware of the rationale for the methodology
and its components.
In this appendix the opinions of the professionals are presented as they were
provided.
1

The full name is not given for anonymity reasons.
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E.1

The KON CIO opinion

In this opinion I will refer to the various elements of the methodology under discussion.
1. I strongly support the ‘damage analysis’ approach proposed in this methodology. I find that practicing ‘damage analysis’, instead of the usually used in
practice ‘threat analysis’ is the right thing to do, since threats are changing
very rapidly, which makes their classification into commonly accepted categories, and then their analysis, difficult to perform. And even more—if we
were practicing this approach in our organisation, it is clear to me that we
would work in a different way, presenting different results in information security at KON.
For example, it is a well-known fact that the most significant damage is caused
by insiders, i.e. the employees of the organisation. The ‘damage analysis’
approach makes it possible to deal with the insider damage issue in a more
effective way. Broadly speaking, the current information security methods
reflect a defensive approach by reacting to events, instead of preventing those
events in the first place. The ‘damage analysis’ approach provides us with an
opportunity to practice preventive security.
2. I think that making a connection between the correctness of an e-process and
its security (i.e. defining the correctness of an e-process as a security feature)
is not correct.
3. The rest of the methodology components will be more difficult to implement
in practice in our organisation, for the following reasons:
Limited resources: currently, the business reality is characterised by very
rapid and dramatic changes. Also, there many business factors (such
as market requirements, time-to-market, economic constraints and many
other conditions that affect the business environment) that have an impact on the development process; there is a necessity to address these
factors by executing a fast application development process. Therefore,
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limited resources will make it difficult to practice the proposed methodology. If there were more staff members in the Information Systems
department, the proposed methodology could be useful. However, I consider this as a not-significant problem.
Interaction with other organisations: the necessity to interact with other
organisations and the integration with their processes create a much more
serious problem, although the significance of this problem alters from
one organisation to another. For example, in credit card companies, information security is considered a high-level-importance issue, while in
hotels this subject is under-estimated and under-treated. Hence, I think
it would be difficult to come to an agreement on a unified and homogeneous information security level requirement for all the participants in
an e-process.
Required skills: people who are very ‘technological’ are not ‘connected’ to
the business world, and not familiar with business needs and constraints.
The problem of the gap that exists between business-oriented and IToriented employees shows in an absolute separation between information
security professionals and those who focus on the business requirements
of an organisation. Making a PSO a head of a project for information
security design and management will impair the implementation of the
process and its feasibility. This is because approaching a process from
the security point of view only will hurt the operations and paralyse
the business processes. In my opinion, e-process security design and
management should be headed not by a PSO, but by a ‘project manager’
who is both technology- and business-oriented, and who is security aware.
At the end of the day, what organisations are really dependent on is
their sales figures. Hence, the most important goal of every process is
the income it creates. Information security measures sometimes impose
constraints on business activities. Hence, the process manager must be
capable of balancing between security and the ability of an organisation
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to operate and increase its sales. Today, there is no CISO/ISSO role
at KON, but the responsibilities of this role are distributed between a
number of employees having knowledge of information security relevant
to their main job.

E.2

The opinion of Dr. Coles-Kemp

E.2.1

Introduction

Using a number of practicality criteria, Chapter 8 of a thesis on eBPSM has been
reviewed. eBPSM is a methodology for assessing risks to e-business services. The
practicality requirements have been derived from the experience of working as a
Lead Assessor for Lloyds Register Quality Assurance (LRQA) for seven years and
prior to this, working as an IT Security Officer, British Council. As a Lead Assessor
auditing organisations to ISO 27001, e-business models are frequently encountered
as part of the scope of assessment. Risk assessment is a mandatory aspect of any
certification scope and therefore reviewing risk assessment of e-business models is a
typical aspect of ISO 27001 assessment.

E.2.2

The methodology assessment

The following are practicality requirements that many organisations seem to have
when considering what risk assessment methodology to select:
• Environmentally compatible: capable of working in conjunction with other
traditional information security risk assessment methodologies;
• Standards compatible: capable of supporting requirements of information security standards (PCI DSS, ISO 27001, etc.);
• Enhances the structure of standard approaches to risk assessment, rather than
replaces it;
• Integration with existing organisational design, rather than mandate a new
structure.
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Environmentally Compatible
From the way it is described in Chapter 8, eBPSM is a multi-methodology approach
which uses building blocks found in existing risk assessment methodologies (section
8.3). It is easy to distinguish which building blocks are required for the business
logic and for information flows. The designer of eBPSM describes how traditional
risk assessment methods can be used to assess the information flow, whilst a different approach to risk assessment is required for the business logic. This makes
the approach practical for organisations because the overall number of information
security risk assessment methodologies can be kept to a minimum.
eBPSM is also environmentally compatible because it is aligned to the organisation’s view of its e-business service. The focus of eBPSM is to assess the business
and organisational effect on the e-business service. This makes it of practical benefit
to an organisation.
Standards Compatible
The support for confidentiality, integrity and availability requirements make eBPSM
compatible with the requirements of information security standards such as PCI
DSS and ISO 27001. This enables eBPSM to integrate with existing standards
requirements.
The introduction of Damage Analysis (8.3.3) adds an additional practical dimension as the output of damage analysis can be used as input to business continuity
plans. Business continuity planning is a mandatory part of a number of security
management and IT service standards (ISO 27001 and ISO 20000) and damage
analysis can be used as part of business continuity planning as well as part of
eBPSM.
The model described in section 8.4.2 fits into the Plan Do Check Act cycle that
underpins the information security management system described in ISO 27001.
The damage analysis and process agent analysis is continuous and both types of
analysis are used to detect changes in the business context and assess the impact
on the risks to e-business services. This is practical because it is fully aligned with
the continuous process design of ISO 27001.
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Enhances the Structure of Risk Assessment
eBPSM does not seem to replace the traditional structure of information security
risk assessment, instead it adds a number of additional dimensions to it. There
is an additional business logic analysis dimension and a process agent analysis dimension. A modular approach that builds on an existing information security risk
assessment framework is extremely practical because not only does it enable re-use
of existing analysis or for eBPSM to contribute to other risk assessments but it also
makes it straightforward for a business to identify the additional resource required
to implement eBPSM.
The process agent analysis provides a process for integrating the output from the
business logic analysis with the damage analysis and the information flow analysis.
As a result eBPSM provides a practical and structured approach for integrating the
new features of analysis with the more traditional risk assessment features.
The design of the information flow analysis enhances the traditional view of an
information flow being regarded as an asset. It subcategorises the flows into business
related information flows and system information flows (page 215). It is practical
to separate the information flow assets in this manner because it makes it clear how
each subcategory is to be analysed and the specific resource needed.
It also makes it practical to train staff in the use of eBPSM by adding to existing
risk assessment training, rather than requiring a completely new training requirement.
Integration with Existing Organisational Design
The operation of the methodology is described in section 8.7. The roles and responsibilities are clearly defined in this section. The list of resource required for
each phase are practical requirements that can be met by an organisation delivering
an e-business service. The roles articulated in the phase descriptions are typically
present within an organisation, and although it may be more of a virtual rather
than actual organisational role, the responsibilities described already exist within
an organisation. Therefore an additional organisational structure is not required to
implement eBPSM.
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E.3

The opinion of Mr. Heiser

I would say that what you are doing here is defining an architectural planning
process, and this would probably have more impact if it accommodated architectural language, and it probably should refer specifically to ‘Security Architecture’
(Google that term—you might be surprised how many hits you get). I’m not sure
to the extent that today’s CIO is using the term ‘systems analysts’ to refer to the
people who do this. At Gartner, we use the term ‘systems analysis’ relatively infrequently, and no longer use it to refer to individuals. Instead, we talk in terms
of Enterprise Architecture. This is a discipline which extends the older concept of
systems analysis, which is the requirements definition phase, with a modeling phase,
defining the abstract requirements of a system.
It wasn’t clear to me if this process was supposed to be standalone, or part of a
larger work, but as a standalone doc, some of the terminology is non-standard and
unclear.
Detailed comments, suggestions and questions:
Section 8.4.1: I agree with the four principles.
Looking at your text has helped me clarify something I’ve observed for a long
time. I think I would extend your principals by saying that emergent (and usually
obscure) security vulnerabilities are inevitable in a complex system, and won’t be
recognized as such if the web-based system is treated as a basket of unrelated standalone systems. Vulnerabilities that might often be acceptable in the sub-systems
become more significant in the context of the complete system. This suggests to me
that the baseline level of protection applied to the subsystems within in a complex
system needs to be relatively more rigorous than what would be applied if those
components were not part of the greater system.
Section 8.7.1:
First read, it seemed that you were saying that CISO and CIO were tactical
roles, but 2nd read, I think you are assigning them responsibility for guiding the
tactical role of PSO (Just to elaborate: At Gartner, we are observing that the CISO
is increasingly taking a strategic role, not a tactical one. We see their role as sitting
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at the top of the triangle, enabling the business managers to express their business
needs and risk control goals in ways that can be met by services from IT. CISOs at
the enterprise level generally have no operational responsibilities.)
Section 8.7.3:
The term ‘computer law specialist’ struck me as unusual, and my first thought
was that there wouldn’t be such a person in the IT dept. Terms that are more
typical would be Compliance Officer or Privacy Officer.
Tables 8.4, 8.5 and 8.6:
Consider grouping security solutions into three different categories: prevent,
detect, remediate. Conceptualizing it that way facilitates the choice of multiple
layers of protection that work in synergy. In other words, before sticking an extra
lock on that door, consider buying a dog or putting in a burglar alarm. It isn’t
always possible, or necessary, to have all 3 forms of control, but you should always
be aware of instances in which you do not. Note that your discussion revolves solely
around preventative controls.
Section 8.7.4.4:
We are actively promulgating the use of a 3-step scale, Low, Medium, High.
Granted, this lacks granularity, but from the Risk Communications point of view, it
is something that the line of business manager can grasp. While security architects
certainly should be able to deal with a 5-level scale, it is not reasonable to expect
normal people to be able to classify their data that way.
You might want to look at the NSA’s Infosec Assessment Methodology. This
is a method for determining system criticality-not necessary the first step in an
architectural planning process. It uses a High/Med/Low scale for CI&A, and then
applies the high water mark. The ISF has a similar process in FIRM. It doesn’t
total up the scores—it just uses the high water mark. Again, the purpose of those
methods is merely to flag systems for further attention, and those methods are not
meant to be input to an architectural planning process.
If you want to flesh out your model, consider putting in time requirements. Many
forms of data become less critical over time, and that should affect the planning
process.
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Is your model taking into account the extent to which single controls can support
multiple goals? An architectural planning model needs to provide the maximum
benefit for the minimum cost. Does it help avoid unproductive redundancies?
FWIW, the security profession spends a bunch of time on ‘C’, a totally different
group of people work on ‘A’, and ‘I’ has been largely ignored. Security has traditionally only concerned itself with ‘I’ in preventing the deliberate manipulation of
data. The profession does address accidental failures of confidentiality, but virtually NEVER addresses accidental losses of integrity. If you look at the history of
business communication, though, you’ll see that integrity, and especially the form of
integrity that is awkwardly referred to as non-repudiation, is usually the most significant requirement. The military tends to emphasize confidentiality, which is why
Windows, Unix, and Linux are made the way they are-to accommodate government
C2 requirements.
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