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Executive Summary
Governments across the globe have been keen to leverage the benefits that ever enhancing
technology can provide when delivering essential goods and services to their citizens. They do
however, recognise that in order to provide joined up, timely and accurate services which are
tailored to the needs of their citizens they must collect, process and store a range of personal and
sensitive personal information about the very individuals they are employed to serve.
“While the UK is not alone in its successful embrace of ICT, we are one of the leaders in using
technology in the public sector,” *CO09+ and while there are very clear and real advantages to leading
the way, there remain a number of potential risks which necessitate a carefully considered and well
implemented risk management methodology.
Recent exposure of government departments, that have fallen victim to attacks against the
information they process, means that public awareness of the dangers inherent to the electronic
processing of data, has never been so high. As a direct consequence both ministers and senior civil
servants are becoming increasingly aware of the need to maintain effective information assurance in
order to engender trust amongst their citizens; while delivering personalised public sector services in
a secure and effective manner.
Underpinning modern information systems with effective information assurance is by no means a
simple task. The research conducted throughout this project clearly demonstrates the importance
and value of accreditation and its ability to quantify and effectively manage information risk
extremely effectively within the confines of the Ministry of Defence. Unfortunately however the
changing operational environment and evolving nature of communications between the government
and its citizens does not lend itself to the traditional methods of managing information risk.
As public sector departments continue to join-up and share data in order to realise the visions of a
transformational government, there is a clear requirement to conduct a sector-wide review of
information assurance initiatives. In particular there must be a clear understanding and standardised
approach to managing risk across all public sector departments to ensure each area can clearly
articulate the risk to its information assets.
There is also little doubt that recent high profile data losses and the potential for reputational
damage to both public sector departments and political parties have led to heightened interest
surrounding information assurance. There is widespread acknowledgement that reputation is
equally, if not more important than confidentiality, integrity and availability, due to the implications
of reduced citizen confidence in public sector services and the perceived inability of political parties
to effectively manage data.
“We have become a digitally-dependant society; the days of paper systems are well and truly a thing
of the past”. *AT09+ If we are to succeed in maintaining effective information assurance across the
public sector, we must work together to face the challenges which the 21st century presents.
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Introduction
Project Background
The rapid advancement and widespread growth of information technology has resulted in
government departments becoming increasingly reliant upon complex information systems to
underpin their core business processes. This paradigmatic shift away from traditional paper based
processing and storage of data has presented a growing number of threats to modern information
assets.
Recent exposure of government departments that have fallen victim to attacks against the
information they process means that public awareness of the dangers inherent to the electronic
processing of data, has never been so high. As a direct consequence senior civil servants are
becoming increasingly aware of the need to maintain effective information assurance in order to
engender trust amongst the wider population; while delivering personalised public sector services in
a secure and effective manner.
Project Objectives
The formal accreditation process within the Ministry of Defence is widely acknowledged as being
essential, but is often criticised and perceived as being a hindrance to business processes and urgent
operational requirements. This project aims:
i)

to investigate the advantages and disadvantages surrounding accreditation as a methodology
to managing information assurance within the Ministry of Defence.

ii)

to examine the extent to which recent high profile data losses have influenced the
accreditation process within the Ministry of Defence.

iii)

to determine whether reputational impact has surpassed the traditional confidentiality,
integrity and availability triad when assessing risks within the Ministry of Defence.

Project Rationale
As a Security Accreditor within the Ministry of Defence the author has both a personal and
professional interest in the subject matter and believes the topic to be of timely interest given the
recent exposure and heightened public interest surrounding the field of information assurance
within government. As such this topic is seen as an excellent opportunity to culminate the
theoretical underpinning gained during this Masters Programme, by analysing the various themes
within a public sector environment.
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Project Methodology
In order to meet the objectives of the project and assess the overall extent to which accreditation is
seen as an end-to-end approach to managing information assurance within the Ministry of Defence,
it is necessary to broaden the scope of the investigation to consider wider national and public sector
initiatives with the aim of:
i)

Understanding the need for effective information assurance, by examining the events which
have given rise to the dramatic uptake of information technologies over recent decades, and
the various strategies across the public sector which aim to provide joined-up and shared
public sector services in a secure and cost effective manner.

ii)

Determining how changes in operating environments have affected the way in which
information is safeguarded, particularly the changing nature of interaction between
governments and their citizens, and the subsequent change of approach required in order to
effectively assure the modern day operation of public sector information systems.

iii)

Analysing the way in which risks are assessed, managed and monitored by investigating the
current accreditation process within the Ministry of Defence, including the supporting
structures and frameworks in place to achieve effective information assurance within a
public sector department.

iv)

Assessing the plethora of security activities across the public sector and the multitude of
government departments which contribute towards them, focusing primarily upon the
suitability of pan-government standards and policies in relation to the specific requirements
of departments such as the Ministry of Defence.

v)

Investigating the growing incentive to ensure legislative compliance and how the changing
emphasis on legislation, particularly in relation to personal and sensitive personal data has
led to a change in perception from the traditional confidentiality, integrity and availability
concerns to an overarching desire to minimise reputational impact.

vi)

Examining the need to improve information assurance maturity across public sector
organisations in an effort to provide a corporate understanding of risk and thus determine
areas of excellence and those requiring greater effort to meet baseline standards across the
government.

vii)

Considering the methods by which information assurance and emerging threats are
addressed across the United States of America, in particular the way in which recent changes
to policy and commitments may be of benefit to the United Kingdom when determining how
best to deal with up and coming threats.

Each of these topics will form the basis of a main chapter of the project, aiming to draw upon the
theoretical knowledge gained during the authors undergraduate and postgraduate studies in order to
7

add value to the overall structure and rigour of argument. These topics aim to provide the scope and
direction for the project, ensuring that the material is covered in sufficient depth in order to
adequately address each of the three objectives.
Research Methodology
Cornford and Smithson identify two strategies for researching the field of information systems.
Quantitative Research; originally developed within the field of natural sciences to study natural
phenomena using surveys, experiments and mathematical modelling and Qualitative Research;
developed for social science to enable researchers to study both social and cultural phenomena
using case studies, interviews, documentation and one’s own findings and opinions. *CO96+
This investigation will focus primarily upon qualitative research and as such will encompass a range
of reference materials including academic texts, journals, press releases, official publications and
online articles. In addition the process of accreditation within the Ministry of Defence will be used as
a principal case study in order to ground the theories presented in a specific context, as well as to
provide a benchmark from which to compare policies and standards across the public sector.
Demonstrating Skills
In addition to the specific objectives for the project, there are also a number of additional skills
which this project attempts to demonstrate in order to meet the requirements for the award of the
MSc in Information Security at Royal Holloway, University of London.
i)

“Skill 1: Work independently on an information security-related project for which you have
defined the objectives and rationale.” *KM09+

ii)

“Skill 2: Apply knowledge about aspects of information security to a particular problem,
which may be of an engineering, analytical or academic nature.” *KM09+

iii)

“Skill 3: Produce a well-structured report, including introduction, motivation, analysis, and
appropriate references to existing work.” *KM09+

Adding Value
In order to demonstrate the required skills, this project aims to add value to a range of information
gained during the Masters Programme by conducting an analytical academic overview of the topics
identified and specifically:
i)

Exploring a subject not covered in the course material. The field of public sector information
assurance is not specifically covered on any individual modules, thus enabling the theoretical
knowledge gained during the programme to be applied to processes within the government.
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ii)

Providing a comprehensive overview. The project aims to provide a thorough understanding
of the process of information assurance within the Ministry of Defence, and wider public
sector as a basis to perform critical analysis.

iii)

Conducting analysis. The project aims to provide subjective and considered analysis of the
methodologies and processes that exist within the public sector, thus demonstrating the
application of knowledge and extension of source materials.

iv)

Appropriately referencing existing work. The project makes reference to a wide range of
appropriate source materials in order to justify the subjective analysis contained within the
report and gain an accurate and thorough understanding of the subject matter.
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Chapter 1
Government Strategy
1.1 Introduction
In order to understand the need for effective information assurance, it is first necessary to examine
the events which have given rise to the dramatic uptake of information technologies over recent
decades. Technological advances and growing dependency upon digital information assets has led to
a number of strategies across the public sector aimed at providing joined-up and shared public
sector services in a secure and cost effective manner.
1.2 Networked Societies
The rapid advancement and widespread growth of information technology has led to organisations
becoming increasingly reliant upon complex information systems to underpin their core business
processes. This paradigmatic shift is visible across all economic sectors and continues to enhance the
way in which governments, organisations and citizens across the globe communicate and interact
with one another.
In order to quantify the significance of this social transformation Castells proposes the notion of a
‘networked society,’ stating “we have entered a new technological paradigm...centred around
information and communication technologies.” [NO02] Furthermore he identifies three economic
activities which have led to this change in social interaction which can be characterised as,
‘informational, global and networked concerns’.
Informational concerns have resulted in organisations being driven by their ability to generate
knowledge and process vast amounts of information, changing the very nature of business. Global
concerns have led to international opportunities for businesses to overcome the previous limitations
of time and place and networked concerns have seen organisations becoming increasingly interconnected to exploit additional opportunities of mutual benefit, in an ever competitive marketplace.
[NO02]
1.3 Transformational Government
Within the public sector the advent of new technology has been seen as a major opportunity to
integrate services across departments. The Transformational Government Strategy recognises that
“technology alone does not transform government, but government cannot transform to meet
citizens’ expectations without it.” *CO05] The strategy recognises the significant pace of change
within the technological arena and aims to address:
i)

“The transformation of public services for the benefit of citizens, businesses, taxpayers and
front-line staff,” *CO05+ in an effort to focus upon the needs and expectations of citizens
when delivering modern, efficient and effective public sector services.
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ii)

“The efficiency of the corporate services and infrastructure of government organisations,
thus freeing resources for the front-line,” *CO05+ by reducing complexity and standardising
where common systems and processes exist across a multitude of departments.

iii)

“The steps necessary to achieve the effective delivery of technology for government,” *CO05+
by understanding the complexity of change and recognising that the skills and knowledge of
public sector employees must be continually developed to avoid costly and embarrassing
failures.

Governments across the globe have been keen to leverage the benefits that ever enhancing
technology can provide when delivering essential goods and services to their citizens. They do
however, recognise that in order to provide joined up, timely and accurate services which are
tailored to the needs of their citizens they must collect, process and store a range of personal and
sensitive personal information about the very individuals they are employed to serve.
1.4 Information Sharing
In my opinion, the effective sharing of such data is integral if the aims of the Transformational
Government Strategy are to be achieved. In addition there are huge efficiencies to be leveraged from
the effective sharing of data between departments by reducing complexity across both government
infrastructures and overarching administrative processes for citizens who have previously been
forced to provide the same information time and time again when communicating with government.
Effective and accurate information sharing is vital to any organisation looking to drive efficiency
savings whether in the public or private sector. However the tremendous pace of change within the
field of information technology, coupled with an ever hostile world means that the security and
safeguarding of this fundamental asset is paramount in order to protect the privacy rights of
individuals and engender trust amongst the wider population.
Recent exposure of government departments, that have fallen victim to attacks against the
information they process, means that public awareness of the dangers inherent to the electronic
processing of data, has never been so high. As a direct consequence both ministers and senior civil
servants are becoming increasingly aware of the need to maintain effective information assurance in
order to engender trust amongst their citizens; while delivering personalised public sector services in
a secure and effective manner.
1.5 Early Principles
The overarching concept of information assurance has developed from the very first principles of
secure design proposed by Saltzer and Schroeder. Focusing upon high level requirements for
software architecture they defined eight principles of secure design, many of which now form the
basis for security policies and best practices throughout both the public and private sector. In order
to meet business requirements it is not always possible to comply with all principles and as with
many aspects of information assurance, adherence to these principles will not necessarily guarantee
11

good security. However it is widely accepted that the principles as set out below will offer a good
baseline from which to work:
i)

“Economy of mechanism: Keep the design as simple and small as possible.” *JS75+ This
should apply to every aspect of the system as design and implementation errors will not
emerge through normal use. In modern day assurance terms it is widely accepted that every
time an additional requirement or feature is applied to an application or system there is an
increased likelihood of additional vulnerabilities emerging.

ii)

“Fail-safe defaults: Base access decisions on permission rather than exclusion,” *JS75+ the
default situation is lack of access. In a large system smaller objects may be inadequately
considered thus a lack of access is safer. Users are typically assigned roles with permissions
relevant to the function they are required to perform. If controls are set through exclusion
there is an increased likelihood of errors which will not necessarily be reported.

iii)

“Complete mediation: Every access to every object must be checked for authority.” *JS75+
This provides a system wide view of access control but requires knowledge of the source of
each request.

iv)

“Open design: The design should not be secret,” *JS75+ thus not depending on the ignorance
of an attacker. Protection should be limited to specific, easily protected cryptographic keys
and where possible open and well tested standards should be employed as they will have
been rigorously scrutinised.

v)

“Separation of privilege: where feasible a protection mechanism that requires two keys to
unlock it is more robust and flexible than one that allows access to the presenter of only a
single key.” *JS75+ Once a device is unlocked the two keys should also be separately
managed.

vi)

“Least privilege: Every program and every user of the system should operate using the least
set of privileges necessary to complete the job,” *JS75+ thus limiting damage from accidental
error. Within the government the principle of ‘need to know’ is enforced to ensure personnel
only access information for which they have a legitimate need, regardless of clearance level.

vii)

“Least common mechanism: Minimize the amount of mechanisms common to more than
one user and depended on by all users.” *JS75+ Each shared mechanism represents a shared
path between them and requires careful consideration.

viii)

“Psychological acceptability: It is essential that the human interface be designed for ease of
use so that users routinely and automatically apply the protection mechanisms correctly,”
[JS75] thus extending the users mental image of the security goals. Without ease of use,
users may attempt to circumvent policies and procedures. User education and awareness are
often pivotal aspects of any secure operating model, yet some of the hardest to achieve.
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Figure 1: Saltzer & Schroeder's Principles of Secure Design
1.6 Technological Advances
Underpinning modern information systems with effective information assurance is by no means a
simple task. Technology within the workplace is still very much in its infancy. This is particularly true
within the public sector which little over a century ago, in 1885 purchased its first ever typewriter
much to the protest of calligraphers within the Civil Service. In the early 1900s the Civil Service made
another bold move with the introduction of telephones across central departments.
Clearly much has changed throughout the last century with public sector spending on Information
and Communication Technologies (ICT) averaging some £16 billion pounds every year. [CO09]
Technological advances continue to enhance healthcare, defence, safety, security and the education
system, but with technological advances revolutionising the lives of citizens across the world the role
of safeguarding state of art and sometimes ‘bleeding edge’ technology continues to be extremely
difficult.
1.7 Digital Dependency
“We have become a digitally-dependant society; the days of paper systems are well and truly a thing
of the past”. [AT09] Gone are the days when protectively marked documents pertaining to national
security were physically written down and locked in a fire proof safe, or sensitive medical data held
on a clipboard by a senior consultant in time for their hospital rounds. “While the UK is not alone in
its successful embrace of ICT, we are one of the leaders in using technology in the public sector”
[CO09] and while there are very clear and real advantages to leading the way, there remain a number
of potential risks which necessitate a carefully considered and well implemented risk management
methodology.
The European Commission are responsible for benchmarking the rate of growth of ‘fully online
services’ which are those classified as providing two-way interaction between the government and
citizens. Figure 2 highlights that since 2004 the United Kingdom (UK) has exceeded the European
13

Union (EU) average and in 2009 was recognised as providing 100% of citizen-based services online in
comparison to the EU average of 71%. Likewise when benchmarking ‘online sophistication,’ that is,
the degree to which online services are automated, the UK again exceeded the EU average each year
from 2004 and in 2009 achieved 94% in comparison to an EU average of 83%. [CO09]

Figure 2: UK vs EU Benchmarking 'Online Services' (Left) 'Online Sophistication’ (Right) [CO09]
Public sector transformation has been seen across a range of services, from the electronic issue of
state pension information by the Department for Work and Pensions (DWP) to the provision of 24 / 7
weather forecasts and climate change information being delivered to citizens across the internet,
mobile phones and more traditional broadcast mediums by the Meteorological Office. Whether
submitting an application to the Identity and Passport Service (IPS) or notifying the Driver Vehicle
Licensing Agency (DVLA) of a change of address, it is clear that technology is changing fundamental
concepts of communications between citizens and their governments.
The former Prime Minister, the Rt Hon Tony Blair MP believed “within the public services we have to
use technology to join up and share services rather than duplicate them. It is a simple fact that we
are stronger and more effective when we work together than apart.” *CO05] The government has
since opted to pioneer and support the ever increasing use of technology through the enhancement
of existing and development of new legislation ranging from the Computer Misuse Act 1990 which
governs the acceptable use and unauthorised access of computer systems, to the Data Protection
Act 1998 which exists to afford living individuals certain rights over the collection, processing and
storage of their personal data.
Within the UK alone there are over 100,000 ICT companies, employing approximately 1 in every 20
people across the country. [CO05] As ICT appears to be so deeply embedded within our modern
culture through legislation, employment, the economy and most importantly to support the needs
and expectations of our citizens, it is likely that modern information systems will continue to
underpin an ever increasing variety of public sector services, and if the former Prime Minister’s
vision is to be realised, I believe we are likely to see increasing information exchange requirements,
necessitating further convergence of existing systems and requirements for secure methods of
communication.
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1.8 Government Strategies
The ICT Strategy for Government states “all public sector ICT systems will incorporate information
assurance from design through to implementation and disposal [to ensure] confidence in the
security, integrity and availability of information systems [and] increasing citizen trust in the public
sector’s ability to manage and use data.” *CO09] Within the United Kingdom the National
Information Assurance Strategy sets out a vision of an “environment where citizens, businesses and
government use and enjoy the full benefits of information systems with confidence.” *CO07]
Fundamental to such a vision is the ability to embed information assurance in the way that
information technology is implemented and used. The strategy defines information assurance as
“confidence in the process of information risk management,” *CO07+ which although many would
argue has existed for a number of years, has been the subject of growing concern and reducing
confidence due to recent high profile data losses and compromises across a range of government
information systems. Significant areas of concern include:
i)

“Accountability for information risk was not always clear,” *CO09+ resulting in no one
individual or area within a department taking full ownership of risks. This presents
uncertainty in relation to which risks are within a department’s tolerance and a lack of
cohesion stemming from no one individual or area having oversight of corporate risks.

ii)

“Policy was complex and did not always keep pace with business change,” *CO09+ leading to
confusion throughout departments particularly in terms of what was and wasn’t acceptable
and inadequate policies which did not reflect the systems and services in place, leaving
personnel to determine subjectively the appropriate course of action to take.

iii)

“There was not always the necessary culture of compliance with policies to protect
information properly,” *CO09+ much of which developed out of the negative stigma attached
with information security which was often seen as a blocker, best addressed by neglecting to
involve security authorities completely, or bringing them in at the last minute in the
knowledge that they would not be able to stop an already costly implementation.

In my opinion these concerns highlight fundamental problems with the current processes for
ensuring effective information assurance across the public sector. Without a clear understanding and
ownership of risk it becomes increasingly difficult to justify the necessary expenditure and resources
to manage information assurance appropriately. Likewise complex and cumbersome policies and
guidance can only result in confusion and negativity towards protecting information assets.
Of greatest concern, however is the failure to implement an appropriate culture for the protection of
information. A concern shared with many professionals within the private sector. “Security simply
cannot be achieved by ticking off steps on a checklist. Real security is holistic, encompassing
technology, people, processes and policies.” *GR08+. Engagement is vital, whether in the public or
private sector. Employees must understand that “effective security has to be everyone’s problem,
and the processes that support security need to be embraced by all.” *GR08+
15

1.9 Strategic Objectives
As a direct consequence of these concerns [1.8] the National Information Assurance Strategy sets out
three strategic objectives (detailed below) in an attempt to mitigate each area. These objectives
were intended to be seen as key business enablers by government departments, acting as the basis
for a common methodology to consider how best to manage growing areas of concern:
i)

“Clear and effective information risk management by organisations,” *CO07+ in order to
ensure there exists a clear ownership of information assurance risks as well as a supporting
chain of command to escalate risk throughout the department. This ensures all risks are
visible, can be escalated up to the board and each has a single point of ownership.

ii)

“Agreement upon and compliance with approved and appropriate information assurance
standards,” *CO07+ by establishing a pan-government standard for risk management
departments can be confident they are appropriately dealing with risks in line with those
departments around them, this enables a single version of truth across the public sector.

iii)

“The development and availability of appropriate information assurance capabilities.” *CO07+
Of particular importance is the development and usage of standardised models to ensure
confidence in products and systems, whilst at the same time encouraging personnel at all
levels to buy-in to the process through improved understanding and greater clarity.

1.10 Information Assurance
It can therefore be said that the role of information assurance is to adequately address the
overarching concerns associated with the modern use of information and associated information
assets. Effective information assurance should address the traditional facets of security to ensure
appropriate protection exists in relation to confidentiality, to prevent the accidental or deliberate
disclosure of information to unauthorised entities; integrity, to ensure information is not altered or
manipulated by unauthorised entities and availability, to ensure that information and associated
assets are only available to authorised entities.
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Figure 3: Confidentiality, Integrity & Availability
The National Information Assurance Strategy aims to achieve three strategic outcomes upon
embedding effective information assurance in the way that ICT is used across the public sector. These
are likely to emerge as a direct result of the three objectives within the strategy [1.9] and will ensure:
i)

“Government is better able to deliver public services through the appropriate use of ICT.”
[CO07] This should provide increased revenue enabling government departments to achieve
secure and resilient information systems from the outset, thus negating excessive and
unnecessary future expenditure.

ii)

“The UK’s national security is strengthened by protecting information and information
systems at risk of compromise.” *CO07+ This will reduce the likelihood of liability,
reputational loss and embarrassment for the public sector.

iii)

“The economic and social well-being of the UK is enhanced as government, businesses and
citizens realise the full benefits of ICT.” *CO07+ Enhancing much needed trust and confidence
in both government ICT projects and the wider public sector.

The strategic objectives and outcomes established so far are not sufficient alone to ensure a fully
resilient and secure range of public sector services across the UK. The field of information assurance
is vast with each government organisation interpreting the national strategies within a slightly
different context dependent upon their own assessment of the threats they face from the use of
modern day technologies.
1.11 Summary
Technology within the workplace is still very much in its infancy. As the public sector’s dependency
upon information and communication technologies grows, so must their ability to assure the security
and safeguarding of critical information assets. Recent exposure of government departments, that
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have fallen victim to attacks against the information they process, means that public awareness of
the dangers inherent to the electronic processing of data, has never been so high.
If the government is to provide joined up, timely and accurate services which are tailored to the
needs of their citizens they must collect, process and store a range of personal and sensitive personal
information about the very individuals they are employed to serve. In order to protect the privacy
rights of individuals and engender trust amongst the wider population, the public sector must
employ effective information assurance methodologies to effectively understand and manage such
assets. In order to achieve this however, they must first understand the environment in which
modern information systems now operate.
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Chapter 2
Changing Environments
2.1 Introduction
Having established a clear requirement for effective information assurance, it is now necessary to
understand how changes in operating environments have affected the way in which information is
safeguarded. Proliferation of networks and the advent of ‘cyber space’ are changing the very nature
of interaction between governments and their citizens. As such I believe the field of information
assurance must undertake a substantial change of approach if organisations and government
departments are to effectively assure the modern day operation of their information systems.
2.2 Information Revolution
The world is evolving at a tremendous pace. Modern technologies are changing the very nature of
communications and means of interaction between citizens. The advent of the internet, mobile
communications, electronic mail, interactive television and social networking all mean that we now
live in a world where information is readily available at the click of a button. This ‘information
revolution’ has resulted in members of the public growing accustom to accessing the information
they require from the comfort of their own home.
Increasingly electronic commerce is being used as a key business enabler in order for private sector
organisations to provide a range of services to their clients. It is no longer feasible to consider the
prospect of returning to manual processes in order to maintain operations through fear of losing
custom. Likewise if government is to keep up with this unprecedented period of change,
departments too must continue to develop means of interacting with citizens in the way in which
they have become accustom. As a result information sharing requirements now exists across a
multitude of departments.
The DVLA now shares data with over 23 different countries around the world, and closer to home
has secure interfaces to allow information sharing with over 400 local authorities, 42 police services
and numerous private sector organisations. The National Health Service (NHS) has captured over 437
million medical records electronically and each week sends 1.4 million prescriptions and the Police
National Computer handles on average 10 million transactions each month giving police officers the
ability to capture and match fingerprints of individuals at the roadside. [CO08]
2.3 Systems Dependency
In order to meet such growing requirements for information sharing, the vast majority of data
retained by the government must now be stored in electronic form, facilitating near real time
exchanges of data to aid areas such as crime prevention and health care. As such, many key services
have now made traditional paper based records obsolete, placing almost complete reliance on vast
and complex electronic infrastructures to support their core business requirements. “As an
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information system matures, it converges with many other technologies...the end result is an
unplanned ‘system of systems’ where functionality overrides resilience.” [AT09]
As our reliance upon complex information systems grows, so does their reliance upon each other.
Such dependencies can lead to a catastrophic chain of events if security and resilience concerns are
not addressed from the outset. In August 2003 an electrical blackout, originating at a power plant in
Ohio was exacerbated when a breakdown in a secondary computer control system failed to identify
and rectify a subsequent electrical problem. This resulted in a relatively contained blackout spreading
across much of the eastern coast of the United States and Canada, which in turn caused many
dependant systems to revert to their own fail-safe’s.
2.4 Coleman’s Report
In order to keep up with the ever increasing pace of change and growing inter-dependence of such
systems the Cabinet Office commissioned the Independent Review of Government Information
Assurance known as the Coleman Report, which was tasked to report on the suitability of such
infrastructures to determine:
i)

“Whether information assurance across government is adequate enough to provide
stakeholder confidence in the government’s information infrastructure.” *CO08+ In order to
engender trust amongst citizens when using public sector services, thus ensuring the same
thought and consideration are given when securing public sector services as is allegedly
afforded by the private sector.

ii)

“Whether information and services are protected in a timely and cost effective way.” *CO08+
To ensure value for money and a proportionate response when safeguarding citizen centric
information, in order to provide assurance to the public that their taxes are being well spent
and their needs appropriately addressed.

iii)

“The extent to which current investment in information assurance will support the
requirements of shared services and the transformational government agenda.” *CO08+ To
ensure that the strategies focusing upon information assurance are aligned with and
contribute towards wider government initiatives, thus ensuring the UK maintains its
strategic position within the EU [1.7] and continues to develop at the necessary pace to
support its growing population.

2.5 Coleman’s Findings
The Coleman Report identified that most individual government departments now acknowledge the
importance of information assurance and as such are committing significant amounts of money,
time and resources in order to improve the security and resilience of existing systems. However, in
order to achieve the ICT Strategy for Government, there are an increasing number of major projects
dedicated to enhancing and improving the public sectors reliance upon ICT, many of which make use
of new and unfamiliar technologies for which information assurance must be maintained.
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For example, within the Ministry of Defence (MOD) the new Defence Information Infrastructure (DII)
will reach some 300,000 users utilising 150,000 user terminals across 2,000 sites throughout the
world. As has been emphasized, government departments continue to unearth smarter, greener and
more efficient methods of interacting with one another, their employees and their citizens. As such
the DII programme will undoubtedly face a number of challenges when considering how best to
implement those interfaces and connections essential to realising the vision of a ‘joined up
government’.
Coleman reports that “government is a single entity; individual departments *such as the MOD+
affect government as a whole.” *CO08] I personally believe that acknowledging this statement is
paramount if government is to move forward and address information assurance in a single and
consistent manner across the public sector. The report acknowledges that there are numerous
departments displaying good practice within the field of information assurance but recognises the
tremendous scope for improvement when assessing the three areas of focus:
i)

“Government must do more to deliver confidence in its information infrastructure.” *CO08+
Moving forward the public sector must demonstrate a clear understanding of risk
management and accept information risk as part of the overarching corporate agenda.

ii)

“Capabilities have developed in silos (within individual departments) which has resulted in
complexity in joining up, and limited re-use across government with many different areas of
government addressing the same challenges differently.” *CO08+ If government is to be
considered as a single entity they too must address information assurance with the same
mindset.

iii)

“The challenge now is to enable joined up government, which means connecting to more
environments and sharing more data in an environment that is increasingly more hostile.”
[CO08] The government must acknowledge the transition of risk from script kiddies (whose
sole purpose was to create nuisance) to that of serious organised crime, fraud, investigative
journalists and foreign intelligence, who often seek greater financial and malicious results
from their activities.

2.6 Sector Comparisons
Information is an integral asset to any organisation whether in the public or private sector. For many
organisations the data they collect, process and store is often regarded as the ‘crown jewels’ of their
business. Compromise or inability to access such information can have disastrous consequences
which for organisations in the private sector may be irreversible and could lead to litigation or even
bankruptcy. “Although integrity and availability have always been key considerations in information
assurance, policy has tended to focus upon confidentiality” *NI05+ across the public sector.
This notion was first proposed by Clark and Wilson who conducted a comparison of commercial and
military computer security policies across the United States of America (USA). They noted that “in
the commercial environment, preventing disclosure is often important, but preventing unauthorized
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data modification is usually paramount.” *DC87+ In fact, error and fraud prevention were often seen
as the most integral aspects of private sector business and were established long before the advent
of modern information systems.
The study proposed two mechanisms at the heart of error and fraud prevention. The first being that
of well-formed transactions where “a user should not manipulate data arbitrarily, but only in
constrained ways that preserve or ensure the integrity of the data.” *DC87] The most obvious
historical example is that of record or book keeping by logging changes and writing in permanent ink
to ensure changes were permanently recorded.
The second mechanism is that of separation of duty among employees which “attempts to ensure
the external consistency of the data object…and the real world object it represents.” *DC87+ This is
of particular importance as information systems cannot easily interpret the outside world and thus
cannot ‘be aware’ of whom may be issuing commands, hence ensuring different individuals have
different levels of privilege, which overcomes any uncertainty as to whom may have authorised a
particular transaction.
The study conducted by Clark and Wilson allowed senior personnel across both sectors to
acknowledge that no one aspect of the ‘confidentiality, integrity, availability triad’ was specific to
any one sector. It was quite conceivable that integrity or availability of information assets may be
equally, or in some instances, more important than confidentiality to the public sector (including the
defence community), for example the integrity of targeting information for a missile system may be
of equal importance to its confidentiality. Likewise there will be occasions when confidentiality is of
utmost importance to the private sector, particularly when protecting commercially sensitive
information and trade secrets from competitors.
2.7 Open vs Closed Networks
Historically, government systems were afforded a certain level of protection from attack, through a
degree of obscurity. Prior to the advent of the internet the ‘defence-in-depth’ concept was afforded
a strong outer layer in the form of physical protection. Many early networks were closed off from
the rest of the world and as such the first step in any form of attack would be to gain physical entry
to a government building or military establishment. It was therefore often considered that the
physical theft of paper based records (which were much more abundant than they are today, due to
the same closed network constraints) posed a more likely attack vector than that against complex
and physically secured infrastructures.
It is clear that technological advances in networking and the proliferation of the internet pose a new
and very real element of risk to any modern networks with direct or indirect connections to the
internet. The fact that networks are always online is analogous to leaving the front door of a
premises open for any and everyone to approach the reception and attempt to gain access. Despite
the threats involved “the government believes that the continuing openness of the internet and
cyber space is fundamental to our way of life, promoting the free flow of ideas to strengthen
democratic ideals and deliver the economic benefits of globalisation.” *CO09A]
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2.8 Cyber Space Threats
The relatively low cost and anonymity of the internet makes it an ideal attack vector for criminals,
foreign intelligence services and terrorists alike. Criminals may for example be interested in
leveraging personal information from systems in order to conduct fraudulent activities and it is for
this reason that “confidentiality extends beyond government protective markings to privacy and
other sensitivities,” *NI05+ particularly the personal information of individuals.
Foreign Intelligence Services (FIS) often present the most sophisticated threat actors, largely due to
their extensive resources and capability. FIS may opt to target other government networks in order
to gain valuable ‘state secrets’ pertaining to government, military or industrial activities of interest.
Likewise the disruption of Critical National Infrastructure (CNI) such as communications, energy or
transportation may also be a desirable outcome for a hostile FIS to aim towards.
Terrorists on the other hand, while still interested in state information, tend to use cyber space as a
key method of communication in preparation for more physical forms of attack. The internet can
provide an almost free and (for their purposes) secure means of recruitment and spreading
propaganda. In order to meet the security challenges posed by the use of cyber space and ensure
that citizens, businesses and government alike can enjoy the full benefits of a safe, secure and
resilient cyber space the Cyber Security Strategy for the United Kingdom outlines three strategic
objectives:
i)

“Reducing risk from the UK’s use of cyber space,” *CO09A+ focusing upon protecting citizens,
organisations and the public sector from the risk of attacks across the internet. Where
attacks do succeed their impact should be minimised and a recovery plan established.

ii)

“Exploiting opportunities in cyber space,” *CO09A+ to ensure the nation makes full use of
appropriate technology and abilities offered by the internet, to counter the threat of attack
from criminals, FIS and terrorists, by threat detection and monitoring communications.

iii)

“Improving knowledge, capabilities and decision-making” *CO09A+ by enhancing our nations
understanding of the threats that exist and potential safeguards that can be deployed to
protect against them.
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Figure 4: Securing the UK's Advantage in Cyber Space adapted from [CO09A]
“As the UK’s dependence on cyber space grows, so the security of cyber space becomes ever more
critical to the health of the nation…cyber space cuts across almost all threats and drivers…it affects
us all, it reaches across international borders, it is largely anonymous, and the technology that
underpins it continues to develop at a rapid pace…in the 19th century we had to secure the seas for
our national safety and prosperity, and in the 20th century we had to secure the air, in the 21st
century we also have to secure our advantage in cyber space.” *CO09A+
2.9 Summary
Nowadays information is readily available at the click of a button, resulting in members of the public
growing accustom to accessing the information they require from the comfort of their own home. In
order for the government to meet growing aspirations from its citizens, information sharing
requirements now exists across a multitude of departments and the vast majority of data retained by
the public sector must now be stored in electronic form.
Historically, government systems were afforded a certain level of protection from attack, through a
degree of obscurity; however technological advances in networking and the proliferation of the
internet pose a new and very real element of risk to many modern networks. The relatively low cost
and anonymity of the internet, for example, makes it an ideal attack vector for criminals, foreign
intelligence services and terrorists. Although government departments now acknowledge the
importance of information assurance and are committing significant amounts of money to address
information risks, they require an effective risk management methodology in order to appropriately
focus their efforts.
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Chapter 3
Managing Risk
3.1 Introduction
Information systems are integral components of many modern business operating models. As such it
is essential that the risks to them are appropriately assessed, managed and monitored in line with
other business risks. The ability to appropriately quantify information risks and determine the
likelihood of a compromise occurring allows businesses to take calculated risks, safe in the
knowledge that the fully understand the impact which will result. Likewise organisations are able to
determine whether measures should be employed to protect against such risks occurring.
3.2 Information Assurance
The methodology implemented across the public sector to ensure an information system is
appropriately secured and fit for purpose is known as accreditation. The government define
accreditation as “the formal assessment of the information system against its information assurance
requirements, resulting in the acceptance of residual risks in the context of the business
requirement.” *NI05+ The Central Sponsor for Information Assurance (CSIA) was established within
the public sector in 2003. Headed initially by the Cabinet Office and subsequently by Government
Communication Headquarters (GCHQ) “the CSIA aims to assure government that the risks to the
information systems that underpin key public interests are appropriately managed.” *CO08+
CSIA further define the concept of information assurance as confidence that an information system
will “protect the information they handle,” *CO08+ to ensure confidentiality across the system with
the confidence that operation of key assets will not pose an unacceptable risk to the host
department, “function as the need to, when they need to,” *CO08+ to ensure integrity and
availability across the system and “be under the control of legitimate users,” *CO08+ to ensure
authentication and non-repudiation across the system.
The application of appropriate information assurance grounded by an accreditation process enables
businesses and government organisations alike to exploit opportunities which would previously have
been considered too great a risk. As such, any decision to accredit an information system is best
made with the full understanding of any business requirements and limitations, as it is the business
itself which must live with a compromise, be it accidental or deliberate for any of the risks identified.
Within the MOD a standard risk management methodology exists for the accreditation of
information systems.
3.3 Risk Management
The risk management process begins by conducting a risk assessment to determine the level and
variety of risks to which an organisation may become exposed. The first stage, and arguably the
most important, is to identify the assets which are within the scope of assessment. Assets may be
anything that adds value to the organisation, its business operations or continuity. Once identified
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each asset must be valued in order to determine its relative importance to the organisation. Once
determined, asset valuations may be expressed in terms of financial impact, sensitivity of
compromise or ordered groupings in order to determine the impact of loss.
A thorough threat assessment should be conducted to determine the potential accidental (including
natural disasters) and deliberate threats that may exist for the organisation. Such threats should be
considered whether direct or indirect to the system in question. For each identified threat one
should consider the source of the threat, target of attack, means of attack, capability of attacker and
likelihood of occurrence. This information will then enable a vulnerability assessment to determine
the vulnerability of each of the identified assets to each of the identified threats. Again it is
important to distinguish between direct and indirect vulnerabilities as one may often lead to
another, the so called ‘knock-on effect’.
The knowledge of threats and vulnerabilities will enable a realistic decision upon the likelihood of
the threat being realised for each identified asset. This information provides the initial risk to which
the organisation is exposed, without any form of risk mitigation. It is quite conceivable that the level
of initial risk will be acceptable, however if it is determined that the level of risk exceeds the
organisations tolerance (level of risk acceptable before mitigation) then further action is required.
Risks which fall into this category must first be prioritised before determining how to reduce them to
an acceptable level. This typically involves one of four treatment options:
i)

Mitigate; consider the implementation of appropriate controls and countermeasures to
reduce the overall likelihood of occurrence and thus the impact of risk being realised.
Mitigation changes the operating environment through operational countermeasures which
may be physical, procedural, technical or aimed at personnel.

ii)

Avoid; consider alternative methods of operation which could lead to the same result
without the same level of risk; alternatively consider the impact of not performing the
function. If avoidance is to be employed, a carefully documented account of the reasons for
this decision must be maintained to ensure the decision is not later overturned, without due
consideration.

iii)

Transfer; consider how best to transfer responsibility, for example outsourcing a service to a
third party or transferring financial risk by taking out a suitable insurance policy against
malicious or accidental realisation of risks. It is worth noting that the impact is still likely to
be felt by the outsourcing organisation.

iv)

Accept; there will always be some level of risk to accept. Consider living with the risk in the
knowledge that you are aware of the impacts and can prepare for the risk being realised.
This is particularly pertinent if the costs of protection outweigh those of the business
process, similarly if the potential impacts or likelihood is low an organisation may opt to
‘take the chance’ and accept the potential consequences.
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The process of determining appropriate risk treatment forms the basis of a risk treatment plan which
demonstrates to an accreditor that all risks have been appropriately considered and weighed against
suitable mitigating action. For government organisations seeking formal ISO 27001 (Information
Security Management System) Certification the risk treatment plan feeds directly into the Statement
of Applicability which external auditors will review as part of the ongoing certification process. It is
important to note that risk management is an iterative process due to the dynamic nature of threats
and vulnerabilities. As such the process will require continual review as part of the security
improvement process.
As accreditation is a prerequisite to operating, the accreditor will look for assurance that the
mechanisms and controls employed to manage risks have been implemented and are operating
appropriately. This process of validation requires evidence that the measures employed meet, and
will continue to meet the information assurance requirements of the system. If the measures are
deemed to be effective then a reassessment of the likelihood is conducted which is likely to result in
the residual risks being acceptable. If the measures are deemed to be ineffective, then one must
return to decide how else to treat the risk. Once a suitable outcome is reached, an organisation may
present their results to the accreditor.
3.4 Accreditation Decision
The organisation will typically present their results in the form of a Risk Management Accreditation
Document Set (RMADS); such a document will articulate the specific information assurance
requirements of the system in question, along with evidence of how identified risks are being
managed. The RMADS will often be accompanied by a full copy of the Risk Assessment to provide a
level of assurance to the accreditor that an appropriate methodology has been employed. At the
point of accreditation, one of three decisions is usually made by the accreditor:
i)

Interim Accreditation; provision to operate and go-live for a defined period while certain
(non serious) risks are addressed. Such a decision is often accompanied by a mandated
action plan, including timescales for issue resolution as well as additional reporting
requirements for the organisation to provide regular updates on the state of progress.

ii)

Full Accreditation; provision of formal acceptance of outstanding risks in the knowledge that
mitigating action was appropriate at the time of acceptance for the system to enter into
service, without presenting an unacceptable risk to national security. Such a decision is
typically valid for three years, with renewal points annually.

iii)

Refusal of Accreditation; where risks are deemed by the accreditor to be unacceptable to
permit the system to operate or continue to operate in the case of renewing accreditation.
Such a decision is made in relation to the business imperative to utilise the system but is
often made on the grounds of maintaining national security and resilience.

In circumstances where accreditation has been refused, a decision to operate without formal
accreditation may be escalated by the organisation to the Senior Information Risk Owner (SIRO). This
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role is normally occupied at board level (Senior Civil Service) and has responsibility for “managing
departmental information risks, including maintaining and reviewing an information risk register.”
[CO10B] It is also the SIROs responsibility to consider the case for operating against the accreditor’s
decision by weighing up the risks against the business requirements. This process is known as a ‘Risk
Balance Case’ decision.
A typical example of this process within the government may be seen with the acceptance of Urgent
Operational Requirements (UORs), which often enter service in incredibly short timeframes in order
to support front-line military operations. Here the risks associated with operating the system may be
outweighed by the benefit to front-line personnel, particularly if lives are at stake. The full end to
end accreditation process is highlighted in Figure 5.
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Figure 5: MOD Risk Management Process adapted from [NI05]
3.5 Continual Improvement
Accreditation is very much a living process which continues far beyond certificate issuance. The ever
changing nature of risk and vulnerabilities coupled with ongoing advances in technology mean that
methods to mange risks to an acceptable level require continual review, and where necessary
additional treatment. This process is typically split between two roles within the government.
Firstly is the Information Technology Security Officer (ITSO), whose primary responsibility is to
monitor and manage the ongoing operation of the system in question, such as ensuring Security
Operating Procedures (SyOps) are signed by all users and that audit logs are monitored on a regular
basis. Secondly is a Security Assurance Coordinator (SAC) whose primary responsibility is to ensure
that accreditation is maintained by chairing regular Security Working Groups (SWGs) where
modifications and additions to the system can be proposed to the accreditor prior to
implementation. The combination of these roles ensures ongoing governance for the system in
question.
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3.6 Plan, Do, Check, Act
The accreditation process within government is analogous to the commercial International
Organisation for Standardization’s (ISO) continual improvement model known as the Plan-Do-CheckAct (PDCA) Cycle. This cycle was originally coined by Deming for use with IS0 9001 (Quality
Management Systems), but has since become widely adopted as the supporting process for ISO
27001 (Information Security Management System (ISMS)).
The four stage cycle focuses upon development, improvement and maintenance of the ISMS. The
first stage is to ‘plan’; this stage focuses upon establishing the ISMS and is comparable to the risk
assessment stage of the accreditation process. The ‘do’ stage focuses upon implementing and
operating the ISMS and is similar in scope to that of the risk mitigation stage. The ‘check’ stage
monitors and reviews the ISMS which is broadly equivalent to the validation process and finally the
‘act’ stage is similar to the overarching risk management process which overlays the entire
accreditation process. The four stage process is shown in Figure 6.

Figure 6: Deming PDCA Original Continuous Improvement Model
In many systems, unless there is a change in scope, necessitating a new ‘plan’ stage, or a change in
risk management methodology, necessitating a new ‘do’ stage, many would argue that the model of
continuous improvement does not complete a full cycle. Some experts propose that the Deming
Model appears more linear in reality with one off ‘plan’ and ‘do’ stages to establish and implement
the ISMS, followed by continual cycles occurring between the ‘check’ and ‘act’ phases to continually
monitor and review the suitability of controls. [AD10] This alternative concept is illustrated in Figure
7.
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Figure 7: Deming PDCA Alternative Continuous Improvement Model adapted from [AD10]
I personally, would argue that this notion is more closely aligned with the governments risk
management methodology. However, both interpretations of the model remain perfectly valid and
are suitable depending upon the nature of review for the system in question. In reality it may be
preferable to utilise the adapted Deming Model for annual review of an information system while
returning to the traditional Deming Model for a more detailed (three year plus) review of the entire
infrastructure. Figure 8 shows the MOD accreditation process overlaid with the PDCA cycle.
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Figure 8: MOD Risk Management Process & PDCA Overlay adapted from [NI05]
3.7 Defence-in-Depth
Regardless of approach, the fundamental basis of the accreditation process within the MOD relies
heavily upon the notion of ‘defence-in-depth.’ This notion is where a number of countermeasures or
controls are employed in order to mitigate a specific risk, or set of risks and thus reduce the residual
risk to an acceptable level. The defence-in-depth initiative may employ a variety of controls from
different security facets to achieve the desired result, for example an infrastructure may be
protected against technical attack by an evaluated and appropriately configured firewall and
intrusion detection system (technical controls). The results of these can then be monitored
(procedural controls) and reported upon by appropriately cleared personnel (personnel controls).
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3.8 Emergent Properties
In order to determine the importance of the defence-in-depth approach, we can consider the
philosophies of soft systems methodology, in particular Checkland’s notion of emergent properties
which states “properties which refer to the whole are meaningless in terms of the parts which make
up the whole” and more importantly that “the whole is more than the sum of its parts.” *PC90+
When interpreted in relation to information assurance we can determine that while useful in a given
context, a particular security control will be much more effective when employed as part of an
overall model of security controls. For example the fence protecting a site is much more effective if
monitored by closed-circuit television system and security guards. It is this logical combination of
controls which enable the government to gain assurance that information is being appropriately
safeguarded.
I personally believe that the defence-in-depth approach coupled with a robust accreditation process
enables the MOD to accurately quantify information risk in a logical and thorough way. This has
enabled a cultural shift, from a public sector which historically has been extremely risk averse to one
which is able to adopt a methodology of risk management, enabling government to make better use
of technology and provide improved services to its citizens.
The difficulty however, emerges as government information systems continue to become more
widely inter-connected and make use of modern day, un-trusted technologies such as cyber space.
For this reason a suitable methodology is not only required by the MOD but more widely by a
multitude of government departments, if they are to follow a consistent risk management approach
which will enable them to continue to operate collaboratively in the future. I believe it is this notion
which leads to the criticism and negative perceptions surrounding the accreditation process, not
only within the Ministry of Defence, but right across the public sector.
3.9 Summary
The application of appropriate information assurance grounded by an accreditation process enables
businesses and government organisations alike to exploit opportunities which would previously have
been considered too great a risk. Thorough knowledge of threats and vulnerabilities enables a
realistic decision upon the likelihood of a compromise being realised for specific information assets.
If it is determined that the level of risk exceeds the organisations tolerance then action may be taken
to mitigate, avoid, transfer or accept the risk as appropriate.
Regardless of approach, the accreditation process within the Ministry of Defence is very much a
living process which continues far beyond certificate issuance. The notions of defence-in-depth and
emergent properties have been employed by the MOD for many years as a method of holistically
managing information risk however, in order to realise the vision of joined-up shared services across
the public sector there is an obvious requirement for consistency and standardisation of policy
throughout the government.
31

Chapter 4
Government Initiatives
4.1 Introduction
There has long been recognition that pan-government standards should exist to govern the process
of information assurance throughout government. As such a number of different departments have
been employed to work upon varying initiatives relating to information assurance, with a view to
enhancing protection of information assets across the public sector. These efforts have resulted in a
plethora of guidance and policies from which departments are expected to work.
4.2 Conflicting Standards
We are constantly being told, particularly with regards to criminal and terrorist activities, that many
offenders and extremists could have been detected sooner if departments had communicated and
pooled their efforts and intelligence into a single resource. The same argument can be made for the
protection of our public sector services and critical national infrastructures. Such views emphasise
the notion of emergent properties proposed by Checkland, where the total sum on information is of
greater value than its component parts. [3.8]
The government clearly has a desire and overarching responsibility to protect the information
systems that provide critical support in the day to day lives of its citizens. Across the UK there are
currently 66 central government departments and 22 government agencies administering a variety
of public sector services ranging from the state pension to the prison service. [CO04] With each
department traditionally being held responsible for their own information assurance, it is no surprise
that conflicting policies and standards have emerged throughout the sector.
4.3 Departmental Activities
Throughout the UK there are more than 30 separate groups with responsibility for information
assurance across the public and private sectors. As early as 2004 this was already regarded by
ministers as being too many disparate areas to adequately focus upon areas of concern. [CO04] As
such the Cabinet Office commissioned a review of UK Government and Industry Initiatives for
Information Assurance. This review approached a number of leading organisations within the field of
information assurance to determine the activities they were responsible for and the way in which
they presented their findings within their respective areas of interest. Within the public sector alone
there were 9 key departments leading on a variety of information assurance initiatives [CO04]:
i)

Cabinet Office Central Sponsor for Information Assurance (CSIA) “provides strategic direction
for information assurance throughout the UK [working with] partners across government
and in the private sector as well as its international counterparts to help maintain a reliable,
secure and resilient national information infrastructure.” *CO04+ Their specific
responsibilities include sponsoring pan-government standards such as the Manual of
Protective Security (MPS) / Security Policy Framework (SPF) as well as responsibility for
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accreditation and risk acceptance for common ‘cross-government’ infrastructures such as
the Government Secure Intranet (GSi).
ii)

Cryptographic-Electronics Security Group (CESG) “is the governments National Technical
Authority for information assurance. It is responsible for enabling secure and trusted
knowledge sharing to help central government departments and agencies, the armed forces
and law enforcement authorities to achieve their corporate objectives.” [CO04] Their
specific responsibilities include provision of specialist technical advice and consultancy,
threat advice and ownership of the CESG Tailored Assurance Scheme (CTAS), for complex
product or system evaluation.

iii)

Department for Constitutional Affairs (DCA) “is responsible in government for upholding
justice, rights and democracy…including the safeguarding of citizens.” *CO04+ Their specific
responsibilities centre around policy on freedom of information and data protection issues,
as well as specialist advice and training on the handling and sharing of data across
government and beyond.

iv)

Department of Trade and Industry (DTI) “works with businesses, employees and consumers
to drive up UK productivity and competitiveness by enabling and encouraging confidence in
the use of new information and communication technologies.” *CO04+ Their specific
responsibilities extend to all private sector businesses within the Critical National
Infrastructure (CNI), to promote security best practice in line with both public and private
sector standards.

v)

Home Office “responsible for crime, policing, criminal law and counter-terrorism, as well as
immigration control, prisons, probation and promoting active citizenship and cohesive
communities.” *CO04+ Their specific responsibilities extend to provision of the Computer
Misuse Act 1990 to govern acceptable use of computer systems, as well as negotiating upon
international treaties with other nations relating to cyber crime and digital attacks on
information systems.

vi)

Information Commissioners Office (ICO) “an independent authority, appointed by the Queen
who reports annually to parliament. The commissioner has responsibility for promoting and
enforcing the Data Protection Act 1998 and the Freedom of Information Act 2000, which
both relate to the handing of information.” *CO04+ Their specific responsibilities include
ensuring appropriate technical and organisational measures exist within the public sector to
safeguard personal and sensitive personal information.

vii)

Ministry of Defence (MOD) “has responsibility for promoting security including promoting
the implementation of information assurance.” *CO04+ Their specific responsibilities include
provision of the Joint Security Co-ordination Centre (JSyCC) to provide an alert and warning
service to defence and partner networks as well as safeguarding the UKs territories and
overseas interests both physically and in cyber space.
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viii)

National Hi-Tech Crime Unit (NHTCU) “a national law enforcement unit that combats hi-tech
crime in, or which impacts, the UK…it aims…to define, demonstrate and discharge world
class standards in combating hi-tech crime.” *CO04+ Their specific responsibilities focus upon
emerging technologies to consider the potential to commit or aid in the commitment of
serious organised crime.

ix)

National Infrastructure Security Coordination Centre (NISCC) “draws on expertise of a range
of UK government departments [including] the Cabinet Office, CESG and the Security Service
(MI5).” *CO04+ Their specific responsibilities include minimising the risk of electronic attack
against the UKs critical infrastructure, spanning some 10 essential areas including,
communications, emergency services, energy, finance, food, government and public
services, public safety, health, transport and water.

Although each of the 9 key departments has their own clear objectives and responsibilities, there are
undoubtedly many areas of duplication where efforts overlap with those in other departments.
Table 1 highlights for each of the themes central to information assurance those government
departments who play an active role and contribute through one or more activities. The activities
encompass a multitude of efforts ranging from contributing to meetings and workshops to
producing pioneering papers and reports.

Themes
Government /
Industry
Partnership
Governance
Regulations and
Certification
Professional
Standards
Business
Continuity
e-Crime
Warnings,
Advisories and
Reporting
Security
Technologies
Best Practice
Security
Architecture
Privacy and Data
Protection
Biometrics
Digital
Certificates/PKI

Web Sites

Guides

CESG
NISCC
DTI

NISCC
CSIA
CSIA

Activities
Meetings /
Workshops
CESG
NISCC
CSIA
CSIA

CESG
DTI
CESG
CSIA
DTI
Home Office
NHTCU
NISCC
CSIA
MOD (JSyCC)

CSIA

White Papers /
Reports

Research and
Surveys

CSIA

NISCC
DTI

DTI

CESG

CESG

MOD
DTI
Home Office
DTI

CSIA
DTI
Home Office
DTI

NISCC

NISCC
MOD (JSyCC)

NISCC

DTI
CSIA

DTI
NISCC
MOD

DTI
CSIA

CESG
CSIA

CSIA

NISCC

DTI
CSIA

DCA
ICO

DCA
ICO

CESG
CSIA
CESG
DCA
MOD
CESG

CESG

DTI
DTI
CSIA

CESG

CESG
DTI

Home Office
NHTCU

CESG

CESG
CESG
CESG
ICO
CESG
CESG
DTI

Table 1: Information Assurance Initiatives in the Public Sector [CO04]
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4.4 Analysing Activities
For certain themes it is clear which government department is responsible. The ‘governance’ theme
for example rests solely with the CSIA. However, the same cannot be said for other themes such as
‘government/industry partnership’ which involves CSIA, CESG, NISCC and DTI. As previously
explained each of these four organisations have their own departmental objectives within the
government, and as such some may argue that the themes to which they contribute will benefit
tremendously from the variety and diversity of information which each disparate department will
bring to the table, a view undoubtedly shared by Checkland. [3.8]
4.5 Conservative Approach
Unfortunately, this view is not shared by all within government. The Conservative Party (in
opposition at time of writing), propose to directly address the criticisms associated with segregated
areas of the national security community by acknowledging that “at a time of financial stringency,
we need to make sure that our limited resources are deployed to best effect.” [CO10] Fundamental
to this view is recognising that “foreign and domestic policy are not separate when considering
national security. They are linked and should be considered together.” *CO10+
The Conservative’s Resilient Nation Green Paper offers a ‘unified security approach’ which will “link
together all the relevant parts of government in a new institutional structure that enables all the
relevant expertise and power to be brought to bear in a coordinated way.” *CO10+ The paper
proposes to:
i)

“Establish a new National Security Council,” *CO10A+ chaired by the Prime Minister and
represented by Ministers and Secretaries from across government, advised by Heads of
Department and Chiefs of Staff to be responsible for all national security policy decisions. It
will operate as a de facto ‘War Cabinet’ during times of conflict replacing all existing
disparate committees and sub committees.

ii)

“Draw Up a new National Security Strategy,” *CO10A+ to set a consistent and clear
framework for all security related activity across government by allocating priorities to
national security goals, focusing individual departments attention and promoting crossdepartmental operations when required to map the UK’s national interests.

iii)

“Conduct a new Strategic Defence and Security Review,” *CO10A+ overseen by the new
National Security Council to prioritise effort and spending on initiatives and equipment for
future defensive operations. This means focusing upon likely conflicts and requirements of
the future rather than preparing for unlikely Cold War threats of the past.

The paper acknowledges that the threats faced today through cyber space are equally as complex
and potentially as damaging to those related to terrorism. On the 17th May 2007 the Guardian
reported a “three-week wave of massive cyber-attacks on the small Baltic country of Estonia, the
first known incidence of such an assault on a state.” [IT07] The article further reported that the
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alleged attack had originated from Russia and that the two nations were “embroiled in their worst
dispute since the collapse of the Soviet Union.” [IT07]
Subsequently there has been much speculation about the source of the attacks and many now
believe the originator to be a young student, of Estonian origin. Regardless of where the attacks
actually originated from, one thing is clear from this example. In the uncertain environment we find
ourselves in, it is difficult to determine whether information related attacks originated from naive
script kiddies with too much time on their hands, to foreign governments seeking state information
or extremist’s intent on causing physical damage to a nation through their destructive actions. [2.5]
Due to its increasing complexity, I therefore feel information security must be the subject of close
and careful attention, particularly if we are to safeguard the critical infrastructure and government
services supporting modern day citizens. I personally believe that the unified security approach
proposed by the Conservative Party will go some way towards breaking down the individual barriers
which currently exist across the government. With few exceptions, it is difficult to understand why
certain government departments classify and subsequently safeguard their official and personal
information so differently, thus supporting a view that government wide policy must be adopted and
embraced by all departments.
4.6 Pan-Government Standards
Although government wide policy and standards exist, they are the subject of much criticism. The
Manual of Protective Security (MPS), (governments own version of an Information Security
Management System), is complex and burdensome. The document was originally designed for the
Cold War era and was last updated in 1994, some 16 years ago. Its content relates primarily to the
threats of its time, focusing upon physical and procedural security. Amendments which have been
made to incorporate technical security measures have resulted in the document continually growing
in size to nearly two thousand pages in length.
Constantly criticised for its complexity and outdated information, the document also suffers from
vague content resulting in individual departments interpreting policy in their own way. As a result
the document has not been formally adopted by a number of major government departments. The
NHS for example have opted to develop their own Information Security Framework incorporating
good practice guides, codes of practice and toolkits relevant to the health sector. Likewise the MOD
uses its own Joint Service Publication (JSP) 440 – The Defence Manual of Security to govern
information security policy.
The information contained within JSP 440 originated out of the MPS, but has since grown to
incorporate the specific requirements for protecting military assets, particularly in hostile
environments. The policy contained within the MPS has only recently been reviewed and released as
the new Security Policy Framework (SPF). While efforts are being made within the MOD and NHS to
align their policies with the new SPF, there is at present no indication that the SPF will replace either
the MOD or NHS publications, resulting once again in differing standards across the public sector.
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4.7 Force Field Analysis
While I can see clear advantages to a single corporate security policy for government, there are also
obvious potential drawbacks. It would, for example, be difficult to create a document which could
adequately address the needs of the Serious Organised Crime Agency (SOCA) while at the same time
considering matters of relevance to the Department for Children, Schools and Families (DCSF). In
order to understand why individual public sector departments may opt to interpret the SPF
differently and in extreme circumstances such as in the NHS and MOD reinvent their own
interpretations of the SPF, we can consider Lewin’s notion of Force Field Analysis.
The notion considers the forces that drive, block or influence a particular situation. Although
originally developed within the field of social science, Lewin’s notion proposes that a psychological
environment exists within individuals or collective groups which depending upon the external stimuli
surrounding them can alter an individual’s ‘life space.’ These external stimuli can be considered to
be the working environment and particular role of each department. [KL97] The MOD for example is
actively involved in protecting the UKs interests and through the armed forces is often actively
engaged in conflict where life is directly at risk. As a result the MOD values their information
differently to some of the more administrative government departments such as the DVLA or DWP.
Likewise, the NHS considers the information relating to the healthcare and wellbeing of their
patients to directly impact upon their safety and state of health, and as such treat it extremely
sensitively. It can therefore be difficult to conceptualise how a pan-government standard would
look. Such a document is likely to become lengthy and vague, exacerbating previous criticisms. One
potential solution is to have a baseline standard for all departments and government organisations
with supplementary annexes detailing specific departmental constraints and considerations based
upon their own organisational operating models and risk tolerance.
There appears to be a move towards this approach with documents produced by CESG, the National
Technical Authority for government. The SPF now references a number of Information Assurance
Memorandums and Good Practice Guides specific to particular requirements such as ‘Off-Shoring
and Overseas Data Protection’ and ‘Passwords for Authentication and Authorisation’. This approach
sees departments following a baseline policy (the SPF) while selecting those publications of
relevance to the system or service in question. I feel this same approach could potentially be
expanded over time to produce specific guidance for each department within the public sector.
4.8 Summary
With each department traditionally being held responsible for their own information assurance, it is
no surprise that conflicting policies and standards have emerged throughout the sector. We are
constantly being told, particularly with regards to criminal and terrorist activities, that many
offenders and extremists could have been detected sooner if departments had communicated and
pooled their efforts and intelligence into a single resource, the same argument has been made for
the safeguarding of information assets throughout the public sector.
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Lewin’s notion of Force Field Analysis helps us to understand why individual departments have
addressed the matter in very different ways. Although government wide policies and standards exist,
they are the subject of much criticism. However the unified security approach proposed by the
Conservative Party may go some way towards breaking down the individual barriers which currently
exist across the government to bring greater standardisation as the public sector join up services in
an effort to meet the transformational government agenda. It is however, not only standards which
government departments must adhere to.
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Chapter 5
Legislation & Reputational Loss
5.1 Introduction
In addition to the plethora of policies and guidance associated with information assurance is the vast
amount of legislation also applicable to the subject. Many argue that existing legislation is in urgent
need of updating to cater for information assurance failures; however recent examples of data
losses by both public and private sector organisations have demonstrated the intolerance of
regulatory bodies when responding to such failures and their readiness to enforce applicable
legislation wherever and whenever appropriate.
5.2 Data Handling Procedures
The process of securing complex information systems is often lengthy and complicated. The former
Cabinet Secretary, Sir Gus O’Donnell made the following statement when presenting the findings of
his report into the data handling procedures within government. “No organisation handling
information can guarantee it will never experience losses. But people have a right to expect that
their public services achieve and maintain high standards in this important area.” *CO08A+ The terms
of reference for the report were to examine and make recommendations for improvement across
the following themes:
i)

“The procedures in departments and agencies for the protection of data,” *CO08A+ to
determine those departments whose procedures are below that expected and are
consequently putting valuable data at risk.

ii)

“Their consistency with current government-wide policies and standards,” *CO08A+ to
establish whether the take up of pan-government standards has been successful and for
those departments not utilising sector-wide standards determine the reason for deviation.

iii)

“The arrangements for ensuring that procedures are being fully and properly implemented,”
[CO08A] to ensure departments are not merely paying lip-service to the protection and
safeguard of data and that appropriate cultures exist across the sector to take information
assurance seriously.

The report was commissioned by the former Prime Minister, the Rt Hon Tony Blair MP following a
number of high profile data losses across government departments. It was to focus on the use and
storage of data within the public sector, with particular emphasis upon the handling of personal and
sensitive personal information. Although there were numerous instances of data losses coming to
light at the time, there were two losses of significance which directly led to a nationwide review of
data handling.
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5.3 Data Handling Losses
The first came to light on 20 November 2007 when the former Chancellor of the Exchequer, the Rt
Hon Alistair Darling MP made a statement to the House of Commons announcing that two compact
discs containing customer data in relation to the payment of Child Benefits had been lost by Her
Majesty’s Revenue and Customs (HMRC) while on transit to the National Audit Office (NAO). The
discs contained a complete copy of the data held on the HMRC Child Benefit Computer System
(CBCS), approximately 25 million personal and sensitive personal records of citizens in receipt of
Child Benefits within the UK.
As a direct result of the loss, the Chancellor of the Exchequer commissioned an independent review
into information security at HRMC. The Poynter Report was tasked “to establish the circumstances
that led to the significant loss of confidential personal data on child benefit recipients and other
recent losses of confidential data.” *KP08+ In addition the Independent Police Complaints
Commission (IPCC) also conducted a report into the loss of data relating to child benefits which
focused upon the data loss as a public protection issue in the hope of locating the missing discs to
reduce upset and potential harm.
The two reports identified that the data loss was completely avoidable. The Information
Commissioner noted “the NAO had only requested a large sample of the data and had attempted to
get some of the information redacted…the missing compact discs held an excessive amount of
personal data *and+ were password protected but not encrypted at the time they went missing.”
[RT08]
The second loss was reported on 21 January 2008 by the former Secretary of State for Defence, the
Rt Hon Des Browne MP who made a statement to Parliament announcing that a laptop from the
MOD Training Administration Financial Management Information System (TAFMIS) had been stolen
from a Royal Navy recruiter’s vehicle, which had been left unattended overnight in Birmingham. The
laptop contained approximately 600,000 personal records of recruits and potential recruits to the
UK’s Armed Forces.
As a direct result of the loss, the Secretary of State for Defence commissioned an independent
review into the loss of MOD personal data. The Burton Report was tasked “to establish the exact
circumstances and events that led to the loss by MOD of personal data; to examine the adequacy of
the steps taken to prevent any recurrence and of MOD policy, practice and management
arrangements in respect of the protection of personal data more generally.” *EB08+
The report identified that the data loss was completely avoidable. The Information Commissioner
noted “the fact that the stolen laptop computer also held the personal data of up to 400,000
individuals, who were either referees or parents of the recruits. Therefore the stolen laptop
computer held personal data of up to 1,000,000 individuals in total…and that access was required by
recruiters only for the records of those individuals with whom the MOD would deal in the immediate
future. In the circumstances the stolen laptop computer held an excessive amount of personal data
at the time it was stolen *and+ was not encrypted.” *RT08A+
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Consequently, the Information Commissioner determined that both HRMC and the MOD (acting as
the respective data controllers) had both contravened the third data protection principle - “personal
data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which
they are processed” [RT08/A] and the seventh data protection principle - “appropriate technical and
organisational measures shall be taken against unauthorised or unlawful processing of personal data
and against accidental loss or destruction of, or damage to, personal data.” [RT08/A]
The Commissioner also considered in both cases that both contraventions were likely to cause
persons extreme damage or distress. The Commissioner took the view that the distress was selfevident in both cases due to the excessive amounts of personal data lost, resulting in individuals
whose data has been lost being likely to suffer, worry and have anxiety on account of the risk that
their data will come into the possession of unauthorised persons. As a result the Commissioner
issued formal enforcement notices to both HMRC and MOD requiring them to implement the
outstanding actions of the Poynter and Burton reports respectively and provide formal updates on
progress to the ICO at defined intervals.
Although one might argue that the threat of an enforcement notice is not much of a deterrent for
such incidents to reoccur in the future, it is worth considering the indirect implications of the
respective losses. For example both HMRC and the MOD were required to write to each and every
individual affected by the losses. The cost involved with producing a total of 26 million letters for the
general public cannot be ignored, nor the tremendous reputational impact caused by the
embarrassment of the failures which would certainly be felt by the Labour Party, who at the time of
these occurrences were in office.
5.4 Reputational Impacts
It is these major events which have spurred discussions around the traditional facets of security.
[1.10] In particular whether or not one might consider the prospective damage to reputation as
being equally important as the more traditionally recognised confidentiality, integrity and availability
concerns (Figure 9). This is particularly true of public sector organisations, which often do not fear a
risk of compromise in the same regard as a private sector organisation. This is because a private
sector organisation operates within a competitive marketplace where the risk of bankruptcy is a very
real threat.
On 24th August 2010 the Financial Services Authority (FSA), the regulators of the financial sector
within the UK, issued a record fine of £2.27 million pounds to Zurich Insurance following the loss of
46,000 customer records during a routine transfer to a data storage centre in South Africa. The FSA
said in a statement "Zurich UK failed to take reasonable care to ensure it had effective systems and
controls to manage the risks relating to the security of customer data resulting from the outsourcing
arrangement...and was oblivious to the data loss incident until a year later.” [BB10]
Although Zurich Insurance are large enough to absorb the financial penalties imposed, many private
sector organisations that suffer as a result of breaches of information security often never recover,
losing customers to their competitors. A recent study by the Ponemon Institute, which conducts
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independent research on privacy, data protection and information security policies revealed that
“31% of respondents terminated their relationship with an organisation upon receiving notification
of a breach of data security”. [CW09A] Only time will tell the full extent to which Zurich Insurance
will suffer from the reputational impact.
The public sector is somewhat fortunate in this respect as citizens have little choice when dealing
with government organisations or passing over their sensitive personal data. This interaction is
normally required by law. Recently however, high profile data losses have resulted in reduced citizen
confidence in government organisations and more widely the political party currently governing the
country. As such the political parties are acutely aware of the tremendous damage that can result,
not only to public sector organisations but more importantly their own political party and
subsequently have very little appetite for reputational impacts resulting from failures to adequately
address information assurance requirements.

Figure 9: Traditional ‘CIA Triad’ (Left) Modern ‘CIAR Triad’ (Right)
5.5 Applicable Legislation
It is this reducing appetite, together with public intolerance of negligence on the part of government
organisations, which has led to the plethora of legislation surrounding the disclosure of information
and appropriate operation and safeguarding of communications and information systems. Within
the United Kingdom certain legislation has existed for many years whereas other legislation has
emerged and evolved more recently in direct response to advances in technology. This activity has
been welcomed by security professionals and the general public alike.
In my opinion such legislation (and clarification to existing legislation) is long overdue, with other
workplace requirements (such as Health and Safety) being heavily regulated by laws and
international standards for some time. Unfortunately, the tightening up of laws and regulations is an
all too common example of the government’s reactive, rather than proactive response to an
emerging problem, emphasising how things must first go wrong before being adequately addressed.
Nevertheless there now exists a plethora of legislation pertinent to the field of information
assurance:

42

i)

The Official Secrets Act 1911 and 1989 makes it an offence for any Crown Servant or
Government Contractor to disclose official information in any of the protected categories
without lawful authority or if intended to damage the national interest. Likewise the Act
makes it an offence for any non Crown Servant or Government Contractor to have in their
possession any information relating to protected categories or documents held in
confidence by the Crown.

ii)

The Public Records Act 1958 and 1967 requires government departments to review those
information records, defined as administrative and departmental records of Her Majesty’s
Government and determine which records are to be preserved by the Public Records Office
and those which may be destroyed. The Act stipulates that those public records which are to
be preserved should be made publicly available 30 years after their creation.

iii)

The Data Protection Act 1998 provides a right of access by living individuals to personal data
held about them and requires those who collect process and store personal data to register
with the Information Commissioner. The Act also imposes certain responsibilities through its
8 Data Protection Principles on controllers of personal data. Of particular relevance is the
principle that adequate security be employed when processing personal and sensitive
personal data.

iv)

The Freedom of Information Act 2000 covers the publication and public disclosure of official
information held by public sector organisations and bodies. The Act provides statutory rights
of access to information, which unless exempt from disclosure or of a difficult and expensive
nature to collate, must be released within 20 working days upon receipt of request.
Although relatively new the Act has already been widely used throughout the United
Kingdom.

v)

The Human Rights Act 1998 affords those living within the United Kingdom certain human
rights and fundamental freedoms including the right to privacy and freedom of expression.
The Act, which aims to incorporate the European Convention on Human Rights into English
law, has often been linked with the Data Protection Act 1998, particularly where individual’s
privacy may have been affected following the loss of personal and sensitive personal
information.

vi)

The Computer Misuse Act 1990 grants rights to those who own or operate computer
systems against the unauthorised use, penetration or subversion of such systems by third
parties. Of particular interest is the section which makes it an offence to introduce any
unauthorised software which may impair a computer’s availability or the integrity of data or
programs operating on or stored within the computer.

vii)

The Copyright Design and Patents Act 1988 affords protection to the originators or creators
of unique products and defines the penalties for copyright infringement both in civil and
criminal terms. If those who have ownership or responsibility for computer systems permit
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illegal infringements they may face fines, custodial sentences and loss of equipment or
computer systems used to facilitate the commission of an offence under the act.
viii)

The Regulation of Investigatory Powers Act 2000 is a piece of permissive legislation allowing
the legal interception of communications for intelligence gathering and crime prevention by
the Police and Security Services (MI5, Secret Intelligence Service (SIS) and GCHQ). The Act is
arguably in direct contravention of the Human Rights Act 1998 and as such requires
authorisation from the Secretary of State or nominated senior official to be invoked.

ix)

The Telecommunications (Lawful Business Practice) Interception of Communications
Regulations 2000 exist to allow certain interceptions of telecommunications equipment
within a business environment, in the course of business operations, provided all reasonable
endeavours have been made to ensure employees are aware that their communications
may be monitored for official and legitimate purposes.

As is evident, public sector organisations are surrounded by a plethora of laws and regulations
affecting almost every aspect of their operation. Within the United Kingdom there are many who
would argue that the vast array of legislation is merely an extension of our over-bureaucratic
democracy. However without laws and regulations governing how organisations and individuals in
authority should handle information and without legislation governing the unauthorised access of
systems and the justification for lawfully intercepting communications, many fear that government
departments would be able to determine subjectively how and when to perform such actions.
Such a scenario would in essence place public sector officials above the law, enabling them to treat
citizens’ information as they pleased and monitor the personal aspects of people’s lives without due
scrutiny. Many believe that we already live in an all-pervasive society where the moves and
interactions of individuals are monitored and recorded by those in authority. Without legislation and
regulations governing how such rights are afforded and protected Orwell’s notion of ‘big brother’
watching the every move of citizens could be far worse.
5.6 Security vs Privacy
It is important to remember that “security and privacy are not, and should not be seen as, mutually
exclusive or opposing concepts.” [AB09] In order for organisations to secure the information they
process there is widespread recognition that those who have legitimate access to such information
must be rigorously controlled, supporting the fundamental principle of ‘least privilege’ proposed by
Saltzer and Schroeder. [1.5] For those with legitimate access there is also acknowledgement that the
integrity of information must be preserved supporting the notions proposed earlier by Clark and
Wilson. [2.6]
While there appears to be a clear understanding of the need to protect valuable personal and
sensitive personal information for ones clients in line with the Data Protection Act 1998, Bosnian
believes that “there is a blurring of lines between monitoring employee’s activities to make sure that
the organisation is secure, with the employees perception of a right to privacy.” [AB09]. This has the
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potential to cause major problems, particularly within the UK where legislation such as the Human
Rights Act 1998 and the Regulation of Investigatory Powers Act 2000 exist to govern individuals’
rights to privacy. [5.5]
5.7 Social Contracts
In my opinion, organisations must tread extremely carefully to determine the appropriate balance
between implementing effective security which satisfies the rights of their clients while not infringing
the rights of their own employees by overzealously or unnecessarily monitoring their activities. This
is particularly important within the public sector due to the philosophical concept of social contracts,
which implies that people can give up sovereignty to a government or other authority in order to
receive social order through the rule of law.
In essence the theory can be considered an agreement by the governed to a set of rules by which
they are themselves, willing to be governed. As such if the citizens of a country have consented to
provide their personal and sensitive personal information to the government, in return for public
sector services, there is an underlying assumption that the information provided will be
appropriately safeguarded in line with the laws and regulations which the government have
implemented. Likewise those working within the public sector will expect to have their rights
enforced when processing such information.
5.8 Summary
Public sector organisations are surrounded by a plethora of laws and regulations affecting almost
every aspect of their operation. Citizens often have little choice when dealing with government
organisations and passing over their sensitive personal data and as such there is often an underlying
assumption that the information they provide to such departments will be appropriately safeguarded
in line with current laws and regulations.
It is imperative that departments recognise that security and privacy are not, and should not be seen
as, mutually exclusive concepts. Highly publicised failures and breaches of security have spurred
discussions around the traditional facets of security. In particular whether or not one might consider
the prospective damage to reputation as being equally important as the more traditionally
recognised confidentiality, integrity and availability concerns.
Despite implementing rigorous accreditation processes there is always the ability for failures and
breaches of security to occur. This is particularly true when relying upon human intervention to
perform specific tasks or interpret rules and policies subjectively. This is clearly illustrated by the
failures experienced at both HMRC and MOD, emphasising that people are often the ‘weakest link’ in
the security chain. As a result the public sector is now seeking increased maturity with regards to
information assurance, focusing heavily upon the human factors surrounding security processes.
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Chapter 6
Assurance Maturity
6.1 Introduction
As a direct result of recent losses and growing concern around reputational impacts, the government
has determined that a higher level of maturity is required around information risk management.
Improved maturity aims to deliver greater understanding of corporate risk across a multitude of
departments. As public sector organisations enhance maturity and follow standardised
methodologies and guidance it is anticipated that they will be able to determine areas of excellence
throughout the public sector, as well as those requiring greater effort to meet baseline standards.
6.2 IA Maturity Model
Assurance is now required over and above the minimum baseline requirements of the SPF in order
to ensure that government departments are adhering to best practice measures and standards in
line with their industry partners; particularly now that the true impact of reputational damage being
realised is understood. As such CESG and the Cabinet Office are currently leading a pan-government
initiative known as the Information Assurance Maturity Model (IAMM) which aims to act as an
assessment framework for departments to determine their maturity in:
i)

“Embedding information risk management culture within the organisation,” *CO09B+ to
ensure information is considered as a key asset by the organisation, its partners and
suppliers and that board level understanding of procedures and processes exists throughout
government. This area of study focuses upon leadership and governance, training, education
and awareness and information risk management.

ii)

“Implementing best practice information assurance measures,” *CO09B+ with life-time
consideration to enable changes to be made without detriment to existing security
processes and ensure processes and procedures are continually monitored for
appropriateness and effectiveness. This area of study focuses on through-life information
assurance measures and assured information sharing.

iii)

“Effective compliance,” *CO09B+ exists to ensure compliance with pan-government and best
practice standards as well as extant legislation pertinent to the information processing
requirements of the organisation. This area of study focuses solely upon compliance.

Across government all departments and agencies have been mandated to conduct the maturity
model to determine their position on a five-point scale ranging from initial compliance to optimised
demonstration of the requirements for effective information assurance. Large government
department, such as the MOD, have opted to conduct the process at a lower level with each
business area (RAF, Navy, Army, Met Office, Finance, Human Resources etc) performing their own
analysis to determine where improvements are required.
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It is anticipated that government will eventually be in a position to determine an overall ‘corporate
understanding’ of information assurance maturity and likewise be able to demonstrate areas of
excellence as well as those requiring further attention. This is essential, not only to prevent high
profile data losses and the reputational damage that results, but more importantly because modern
citizens have begun to build up a perception of what to expect from secure online services, due to
increasing online interaction throughout their day to day lives.
6.3 Improving Maturity Levels
It is easy to underestimate the difficulty of improving the level of information assurance across an
organisation, particularly one within the public sector. GCHQ identify three key principles which
make improving information assurance difficult at an organisational level:
i)

“Improving information assurance at the enterprise level involves changing culture, process
and technology across the organisation.” *GC10+ Such changes are not mutually exclusive
and will require visible support from board level in order to encourage staff throughout a
department to adopt and embrace change.

ii)

“Benefits are hard to measure and improved information assurance may not directly benefit
those most affected.” *GC10+ Staff must be aware of the potential benefits that may result
from improved information assurance in terms that are relevant to their work, for example
making their lives simpler and easier, avoiding repetition and reducing complaints.

iii)

“People resist changes to their ways of working.” *GC10+ This is particularly true where staff
feel inconvenienced or disadvantaged in the short term. Staff must be informed of the long
term benefits that result from improved information assurance and feel they have an active
involvement in change to overcome the ‘change for changes sake’ stigma.

6.4 Business Change Framework
In an attempt to embrace government strategies and initiatives many organisations have found that
simply delivering an improved ICT system or infrastructure has been insufficient to realise the
desired business benefits. In order to aid change throughout an implementation GCHQ has
developed a simple four stage Business Change Framework (BCF) for government to adopt when
implementing improvements to information assurance culture. The stages of the framework are
shown in Figure 10.
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Figure 10: GCHQ Business Change Framework for IA adapted from [GC10]
i)

“Make it essential; if an organisation is to make a sustained effort to improve information
assurance there must be a compelling case to do so that convinces sufficient senior
stakeholders, including the board of directors, to divert resources from other business
objectives.” *GC10+ The involvement of the SIRO and senior management is deemed
essential from the outset in order to gain the necessary buy-in across the organisation.

ii)

“Make it ready; the objective of this stage is to develop a credible, resourced plan to deliver
the programme objectives agreed with the board of directors which will gain the support it
requires from stakeholders to achieve the expected business benefits.” [GC10] This stage
focuses upon identifying remaining stakeholders and a relevant project management
approach.

iii)

“Make it happen; once the programme to improve information assurance maturity is
properly established, the next objective is to deliver the programme as planned and realise
the intended benefits.” *GC10+ Here cultural change is driven across the organisation and
milestones are identified to monitor delivery.

iv)

“Make it stick; once improved information assurance controls have been established it is
important to ensure that the change is embedded in the organisation and that working
practices do not slowly revert back to the previous state”. *GC10+ Processes are therefore
audited for compliance and organisational culture monitored and reported back to the
board.

6.5 Framework Analysis
Although the four stage process for embedding cultural change undoubtedly serves as a useful
reminder for organisations, there is some debate (acknowledged within the guide) about the exact
order of each principle. GCHQ acknowledge for example that not all stages of the process will be
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relevant to every department and as such propose the methodology as a toolkit of activities for
departments to select from as appropriate.
I believe, for example, that it may be more appropriate to spend effort identifying relevant
stakeholders and determining the appropriate project management methodology; activities
normally conducted at the ‘make it ready’ stage prior to the initial ‘make it essential’ stage. This
brings the advantage of enabling senior management and board representatives to determine the
full scope of those affected and likely impact the project will have on the business when determining
whether or not to divert resources from other programmes of work. Regardless of whether an
organisation decides to fully embrace the change framework, or merely follow some of the
principles, I believe there are two key aspects which are vital to effectively embedding change.
6.6 Effective Stakeholder Mapping
The first such process is effective stakeholder mapping. This process allows stakeholders to be
categorised according to their relative importance and likely influence on the project or programme
in question. “The objective is to obtain sufficient support that stakeholders whose active
participation is required will provide it, and that those stakeholders who can oppose or obstruct
change will not do so.” *GC10]

Figure 11: GCHQ Stakeholder Mapping for IA adapted from [GC10]
Effective stakeholder mapping enables key individuals or groups to be categorised based upon their
likely importance or influence to a project as well as their likely commitment or support (as shown in
Figure 11). Stakeholders who are rated ‘high’ across both areas will require active involvement in
order to keep them informed and onside, whereas those rated ‘low’ across both areas will only
require monitoring throughout the projects life cycle.
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6.7 IA Building Blocks
The second process which I believe is vital, is the method for identifying business benefits from
improved information assurance capabilities. The so called ‘building blocks for IA enabled business
benefits’ put into context how effective information assurance capabilities can combine to drive
required benefits to a business operating model. This analogy enables senior management and
board members to directly quantify how such controls can deliver real benefits and support
overarching government initiatives and frameworks.
The Building Blocks are aligned with the maturity requirements of the IAMM and can be used in
conjunction to present a clear understanding of the importance of each of the fundamental
capabilities (lower levels) and how each capability contributes to the key business benefits of lower
risks, reduced costs and enhanced capabilities (higher levels), all of which are common objectives for
senior civil servants and board members. Figure 12 illustrates the building blocks.

Figure 12: GCHQ Building Blocks for IA Enabled Business Benefits adapted from [GC10]
Both concepts have been welcomed by many public sector security professionals and are beginning
to be acknowledged as appropriate means of holistically assessing information assurance. This
pragmatic view moves away from some of the more heavily criticised and outdated approaches,
many of which have existed since the Cold War. The combination of benefits highlighted in Figure 12
and the high level information in Table 2 (extracted from the IAMM), provide an overview of
information assurance maturity requirements in terms understandable by board members of public
sector
organisations.
6.8 Summary
Modern day citizens have begun to build up a perception of what to expect from secure online
services, largely due to increasing online interaction throughout their day to day lives. As such
assurance is now required over and above the previously accepted minimum requirements, in order
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to ensure that government departments are adhering to best practice measures and standards.
However, it is easy to underestimate the difficulty of improving the level of information assurance
across an organisation.
When attempting to embrace government strategies and initiatives many public sector organisations
have found that simply delivering an improved ICT system or infrastructure has been insufficient to
realise the desired business benefits. Practitioners must put into context how effective information
assurance capabilities can combine to drive required benefits to a business operating model. The UK
is not alone in facing such challenges with many other developed nations including the US
experiencing similar difficulties.
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Leadership &
Governance
Training,
Education &
Awareness
Information Risk
Management (IRM)
Through-Life IA
Measures
Assured Information
Sharing
Compliance

Effective
Compliance

Implementing Best Practice
IA Measures

Embedding Information Risk Management (IRM)
Culture Within Department

Process

Level 1 – Initial
Awareness of the Criticality of IA to the Business and
Legal Requirements

Level 2 – Established
IA Processes are Institutionalised

Level 3 – Business Enabling
IA Processes are Implemented in Critical Areas of
the Business

Level 4 – Quantitatively Managed
The Number of Corporate Exceptions to
Implementing IA Processes is Known & Reported

Level 5 – Optimised
Responsive IA processes are integrated as Part of
Normal Business

Main Board recognition that information is a vital
business asset and that IA is an integral
requirement of corporate governance. Board
commitment to effective IA is promulgated in a
top-level policy statement. Publication of an
Information Charter. Appointment of a SIRO on
the Main Board and IAOs throughout the
Department taking responsibility for protecting,
managing and using their assets.

Board members understand and accept their
responsibility for the effective application of IA
measures across the Department. The Board has
endorsed a Departmental IA Strategy as part of an
overall Information Management Strategy and has
put in place an accountable IA governance regime
to assure the effective use of information to
support the business.

The Main Board is exercising due diligence with
regard to the effective discharge of IA within the
Department. Main Board members are proactively
engaged in leading and
championing IA
awareness across the Department so that the
essential behavioural changes needed to embed
the Board’s policy become rooted in the culture
of the Department.

Main
Board
monitors
progress
towards
embedding IA policy across the Department and
re-directs effort where appropriate to deliver its
strategic intent.

The need to assure the Department’s Information
and that of its external stakeholders as a key
business asset is fully embedded within the
Departmental culture and is subject to a regime of
continuous improvement.

A programme of annual information risk
awareness training is instituted for all who have
access to personal data within the Department its
delivery partners and 3rd party suppliers. A
Departmental
cultural
change
plan
is
implemented.

All members of the Department undergo annual
risk awareness training. A programme of targeted
IA education and training is instituted. Staff
behaviours are measured and trends analysed.
Progress against the cultural change programme
is managed and reported to the SIRO.

A programme of pre-appointment training is
instituted for key staff and all existing key staff is
trained. A sustained improvement in staff
awareness of their IA responsibilities is achieved.

Accurate details of the training received by all
staff are collated and reported to the SIRO. Staff
surveys show that staff attitudes and behaviours
towards assuring information are aligned to the
needs of the business.

A comprehensive information risk policy is in
place. The Department’s information risk appetite
is clearly articulated. Information risks with
appropriate owners and managers are identified
within risk registers at the strategic level. All new
IS are subject to an
effective accreditation
process, where
appropriate Privacy Impact
Assessments are used and effective contract
mechanisms are used to apply IA through life.
The Department’s approach to addressing
information risks is agreed with the Department’s
external stakeholders, where applicable.

The Accreditation status of all existing IS is
determined and the information risks are
identified within risk registers for all accredited inservice IS. A risk based programme of work is
initiated to rectify any Accreditation shortfall
where this is required to support the business
need. A process is in place to escalate
information risks through the Department’s
management structure for effective decision
making within the Department, its delivery
partners, and with external stakeholders.

All IS that are critical to the business have been
subject to Accreditation and the Department has
effective information risk management processes
in place to manage the residual risks and the
related, systemic IA risks.

For all IS, the residual risks that are to be
tolerated are quantified and the Main Board is
fully aware of the total level of information risk
and systemic IA risk the Department is carrying
and ensures that the risks are managed to assure
the Integrity, Availability and Confidentiality of
key business information.

The risk exposure of the Department is within the
risk appetite and threshold of the Main Board, its
external stakeholders and those with whom it
shares information. The threats, vulnerabilities
and risks to the Department’s information are kept
under active review.

The requirement for taking a coordinated and
systematic approach to through-life IA measures
is understood and plans exist to determine the
status of existing IS. All new IS are subject to
through-life IA measures to deal with the full
range of vulnerabilities and
threats to
information, including those arising
from
personnel behaviour, business process, natural
disaster, malicious intent and obsolescence. The
Department has a Forensic Readiness Policy.

The status of the through-life IA measures
employed across the Department is determined
and gaps are identified. A risk based programme
of work is initiated to address the identified
weaknesses in the technical, personnel, physical
and procedural aspects of assurance, where this
is justified by the business need.

Systematic, through-life processes are in place to
assure all IS which are critical to the Department’s
business. Regular technical and operational risk
reviews are undertaken and an effective process
is in place to verify that remedial work is
completed in a timely manner.

Level 3 processes are extended to embrace all of
the Department’s IS. Details of the IS that are not
maintaining effective IA measures are known and
are reported to the Main Board. Metrics on all IA
related incidents and problems are produced and
reported

Incident and problem management processes
adapt to new risks and problems. The need to
maintain the through-life assurance of IS
becomes embedded across the Department so
that changes can be made in IS to match the
business tempo, without introducing undue
vulnerabilities.

The requirement to define and manage how
information is shared across the Department’s
boundaries is identified. Arrangements are in
place to work with external stakeholders to
achieve shared IA objectives. The need to
understand and control how IS interact with one
another both internally and externally is
acknowledged and work to implement IA control
mechanisms is implemented.

Network boundaries are defined and policies for
sharing and managing information across these
boundaries are defined and implemented,
including those with delivery partners and 3rd
party suppliers. The Department takes an
enterprise-wide approach to the security of new IS
and a systematic method is used to implement the
control measures needed to mitigate problems
when inter-connecting IS.

The business activities that are critically
dependant on information sharing are known. A
comprehensive protective monitoring regime is
implemented to provide situational awareness
and enable essential information flows to be
maintained. The Department has effective
processes in place to respond in a timely manner
to internal and external incidents and problems so
that the impact on stakeholders and on the
business is controlled.

Level 3 measures are extended so that incident
management moves from being reactive to
proactive. The impact of incidents and problems
on information sharing both internally and
externally is minimised. Metrics on system and
network incidents and problems, and their
subsequent resolution are collected and this
information is reported to the Main Board and is
shared with external stakeholders.

The definition and implementation of network
boundaries and the associated protective
monitoring regime is continually improved to
reduce the departmental and collective, shared
exposure to information risk.

A compliance regime is established to confirm the
effectiveness of IRM against mandated minimum
standards. The Board’s Audit Committee ensures
that it receives comprehensive assurance on IRM
and challenges assurance, where required. The
Department reports annually on IA issues.

The Department has a comprehensive IRM
compliance
regime.
External
IA
Review
undertaken to provide independent assessment of
progress towards compliance with the HMG
Security Policy Framework (SPF) and national
policy & standards.

Critical
IA
Review
and
internal
audit
recommendations are auctioned and progress
tracked.

IA incident and problem management processes
are fully assured by internal audit. Main Board is
aware of the significant areas of the Department’s
non-compliance with the HMG SPF and national
policy & standards. Remedial action has been
commissioned.

There are no critical or significant IA audit issues.
Independent assessment of the Department’s
approach to IA shows that it is aligned with the
National IA Strategy is fully compliant with the
HMG SPF and national policy & standards. It is
considered to be an exemplar of best practice
across HMG.

Table 2: Information Assurance Maturity Model [CO09B]

52

Chapter 7
American Initiatives
7.1 Introduction
The United Kingdom is not alone in its efforts to improve information assurance across public sector
services. Across the United States of America a recent change in administration has brought information
assurance to the foremost attention of federal officials. In the same way that the Conservative Party plan
to raise awareness of the need to enhance cyber security, the Obama-Biden administration are too
seeking to change cultural perceptions and improve education throughout the nation.
7.2 Presidential Concerns
Since being sworn into office on 20th January 2009, President Barack Obama has identified ‘Cybersecurity’
as a key component of maintaining Homeland Security across the United States of America. Shortly after
taking office, President Obama “ordered a thorough review of federal efforts to defend the US
information and communications infrastructure and the development of a comprehensive approach to
securing America’s digital infrastructure,” referring to cybersecurity, “as one of the most serious
economic and national security challenges we face as a nation, but one that we as a government or as a
country are not adequately prepared to counter.” [WH10]
The President was not alone with his concerns of America’s inability to counter the threats faced from
cyber space. In an article in the Washington Post on 28th February 2010, Mike McConnell, former US
Director of National Intelligence, warned the “United States is fighting a cyber-war today, and we are
losing...as the most wired nation on Earth, we offer the most targets of significance, yet our cyberdefenses are woefully lacking.” [MM10] The article goes on to explain how the problems faced are not
through a lack of resources or fiscal limitations but rather a lack of “cohesive strategy to meet this
challenge.” *MM10+
7.3 Information Assurance Failures
In particular, acknowledgement is made that the information assurance process across the US has failed
to keep up with advances in technology. In the same vain as the UK, the US remains determined to
address threats with an aging Cold War mentality. [4.6] Only since the change of presidency has it become
apparent that a complete re-vamp of information assurance across the federal government is required.
This can be likened to the change in political direction within the United Kingdom where the
Conservatives propose to review the information security of the public sector from the ground up. [4.5]
I personally believe the views of the incoming British and American administrations are long overdue. It
appears to have taken a complete change in administration in both countries in order to move away from
the Cold War mentality of addressing national security. At last both countries appear to be taking the new
threats posed by modern technologies and social interaction extremely seriously.

53

7.4 Magnitude of Threat
While McConnell and Obama appear to agree that the United States have some way to go in order to face
the challenges emerging from cyber space, and that a change in national strategy is required, their
respective offices significantly disagree upon the nature and magnitude of the threats faced. McConnell
likens the ‘cyber-war’ to that of “the nuclear challenge in terms of potential economic and psychological
effects,” *MM10+ whereas Howard Schmidt, US Cybersecurity Coordinator at the White House says this is
far from true and is quoted in a US Defense News article as saying “there is no cyber-war.” [DN10]
The article goes on to explain how the term is regarded by many including the Obama-Biden
administration as counterproductive and open to abuse by political parties and federal agencies alike. “In
the years since 9/11 the US government has broken wiretapping laws as a matter of policy,” *DN10+ all in
the name of the war on terror. The fear of overreacting to an emerging threat, no matter how real, is that
the same casual manner be applied when breaching human rights and privacy all in the name of a ‘war’
on something which should in effect be ‘business as usual’ for any modern government. This is a similar
concern to that raised earlier with regards to legislation within the UK. [5.5]
7.5 Cyber Space Policy Review
The Cyber Space Policy Review aimed to build upon the Comprehensive National Cybersecurity Initiative
(CNCI) launched by former President George Bush, with the following goals aimed at enhancing and
improving cyber space security for citizens of the United States:
i)

“Establish a front line of defense against today’s immediate threats,” *WH10+ aimed at bringing
together the intelligence held by federal and local departments in order to develop a single
picture of threats and vulnerabilities across the nation.

ii)

“Defend against the full spectrum of threats,” *WH10+ by enhancing capabilities and ensuring
appropriate controls and countermeasures exist across federal information and communication
systems to protect against all known forms of attack.

iii)

“Strengthen the future cyber space environment,” *WH10+ by deterring hostile or malicious
activities and improving training, education and awareness of the dangers and safe methods of
utilising cyber space technologies.

7.6 Comparing US and UK Initiatives
The CNCIs primary aim of enhancing and improving security for the US in cyber space can be directly
mapped to that of the UKs Cyber Security Strategy, [2.8] which aimed to enable citizens, businesses and
government alike, to enjoy the full benefits of a safe, secure and resilient cyber space. From this high level
analysis similarities can also be drawn directly between the primary goals of each of the respective
initiatives which are demonstrated in Figure 12 and Table 3 respectively. This simple analysis shows that
both developed nations strive to achieve very similar goals when exploiting the opportunities which cyber
space can deliver.
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United States
Comprehensive National Cybersecurity Initiative
Establish a front line of defence against today’s
immediate threats
Defend against the full spectrum of threats
Strengthen the future cyber space environment

United Kingdom
Cyber Security Strategy
Improving knowledge, capabilities and decision-making
Reducing risk from the UK’s use of cyber space
Exploiting opportunities in cyber space
Table 3: Mapping ‘US CNCI’ (Left) *CO09A+ ‘UK CSS’ (Right) [WH10]

Figure 13: Mapping ‘US CNCI’ (Left) *CO09A+ ‘UK CSS’ (Right) *WH10+
7.7 High Level Observations
The Cyber Space Policy Review assessed policies and structures for cyber security across the United States
and engaged with experts from industry, academia, civil liberty, privacy and legislative communities, local
and federal government and international centres of expertise to deliver seven high level observations
which should shape a “reliable, resilient, trustworthy digital infrastructure for the future.” *WH10A+
i)

“The nation is at a crossroads.” [WH10A] The citizens of the United States have had their lives
transformed by the emergence and increased reliance upon information technologies, yet the
risks associated with the use of cyber space throughout the United States are some of the most
serious facing the nation. It is seen as a constitutional duty for the government to protect the
safety, security, civil liberties and privacy rights of its citizens, if they are to benefit from cyber
space.

ii)

“The status quo is no longer acceptable.” *WH10A+ The mass of local and federal departments
involved in protecting the nation mean that no one department has overarching responsibility for
collating and acting upon information security threats, in the same way the UK lacks central
control. [4.3] The focus needs to be raised at all levels, but particularly at high levels within the
White House, to demonstrate that the United States takes the protection of cyber space seriously
alongside other matters of Homeland Security.

iii)

“The national dialogue on cybersecurity must begin today.” *WH10A+ The United States is facing a
global race, similar to that over supremacy in space between the former USSR and the US. Public
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awareness of the dangers inherent with cyber space are not appropriately understood and as
such a federal awareness campaign of the risks involved must be embarked upon in order to
encourage the uptake of information security as an important value amongst the population.
iv)

“The United States cannot succeed in securing cyber space if it works in isolation.” *WH10A]
Cooperation and collaboration is required both domestically, between the federal and private
sectors, as well as with ‘like minded nations’ particularly where there remain areas of confusion
and uncertainty, such as a lack of international recognition for standards, legislation and national
jurisdiction.

v)

“The federal government cannot entirely delegate or abrogate its role in securing the nation from
a cyber incident or accident.” *WH10A+ The nation currently lacks a comprehensive framework for
dealing with incidents across federal, state, local and tribal governments as well as the private
sector which provides much of the infrastructure relied upon by government networks and
international allies, whose cooperation is essential given the global nature of cyber space.

vi)

“Working with the private sector, performance and security objectives must be defined for the
next-generation infrastructure.” *WH10A+ If the United States is to leverage the full range of
benefits from modern information systems and infrastructures, then a smart method of
procurement aligned with security and resilience requirements must be established to deliver
confidence in twenty-first century systems.

vii)

“The White House must lead the way forward.” *WH10A+ If the United States is to demonstrate a
serious commitment and investment in securing information assets in the digital era, then
appropriate structures must exist that ensure information risk is escalated alongside other
matters of national importance. This should enable potential matters of national security (if
appropriately serious) to reach the desk of the President.

7.8 Implementing the Observations
In a press conference addressing the nation entitled ‘Securing Our Nations Cyber Infrastructure,’
President Obama acknowledged that “it is the great irony of our information age...the very technologies
that empower us to create and build also empower those who would disrupt and destroy.” [BO09] Within
the same conference, President Obama established the need to orchestrate and integrate all cyber
security policies for the government ensuring appropriate budgets exist to reflect such policies and in the
event of a major cyber incident or attack, coordinate a single response across the government.
As a direct result the President appointed a National Cyber Security Coordinator, who is now a member of
the National Security Staff and National Economic Council, in order to allow matters of information
assurance and national information security to reach the attention of senior White House staff. Likewise,
the President appointed a White House official whose priorities are “dedicated to safeguarding the
privacy and civil liberties of the American people,” [BO09] demonstrating a serious commitment to the
ongoing threats faced by the implementation of emerging technology to both the US government and
citizens.
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7.9 Analysing Approaches
I believe it is only with bold moves such as the formation of an end to end chain of command with ability
to reach the White House, and national awareness campaigns to improve awareness throughout the
population that countries as diverse as the United States can adequately address information assurance. I
further believe that the Conservative Party, although beginning to follow a similar path, can learn a lot
from the approach taken by the Obama-Biden administration. Particularly with regards to the way in
which they implement their new National Security Council [4.5] and take forward changes to the
education system aimed at improving awareness in cyberspace from an early age.
In a conference concerning freedom of expression between the United States and China, Hillary Clinton,
US Secretary of State was quoted as saying “countries or individuals that engage in cyber-attacks should
face consequences and international condemnation. In an internet-connected world, an attack on one
nation’s networks can be an attack on all.” [MH10] I believe this statement further emphasises the
importance of international collaboration if the US, UK and their allies are to resolve the threats posed by
modern information systems and the notion of cyber space over which they will supposedly operate. This
represents yet another acknowledgement that the US and UK face entirely similar problems and seek
similar resolutions in order to adequately address them.
7.10 Summary
The United States now regard cybersecurity as one of the most serious economic and national security
challenges they face as a nation, but one for which they are not adequately prepared to counter.
Acknowledgement is made that the information assurance processes across the US have failed to keep up
with advances in technology and furthermore, the problems faced are not through a lack of resources or
finances but rather a lack of cohesive strategy.
Simple analysis shows that the US and UK are both striving to achieve very similar goals when exploiting
the opportunities which cyber space can offer, but both suffer from consistent issues, centred around the
difficulty in implementing cohesive and standardised policies and procedures. Although elements of the
US government significantly disagree upon the nature and magnitude of the threats faced, there is
agreement that the threats are in fact very real, and very difficult to counter.
Hilary Clinton’s notion that “in an internet-connected world, an attack on one nation’s networks can be an
attack on all,” [MH10] alongside the acknowledgement that cooperation and collaboration is required
both domestically, as well as with ‘like minded nations’ in order to address the threats of cyber space,
further emphasis the views expressed by former Prime Minister Tony Blair. “It is a simple fact that we are
stronger and more effective when we work together than apart.” *CO05+ The test will be whether
countries such as the US and UK can work together to lead other western world countries in a unified
approach to addressing such challenges, in order to win what appears to be a modern ‘arms race’ in cyber
security.
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Conclusion
Summary of Findings
Research conducted throughout the course of this project has illustrated how the rapid advancement and
widespread growth of information technology has led to organisations becoming increasingly reliant upon
complex information systems to underpin their core business processes. This paradigmatic shift has been
seen as a major opportunity to integrate services across the public sector, with government departments
keen to leverage the benefits that ever enhancing technology can provide, when delivering essential
goods and services to their citizens.
Recent exposure of government departments that have fallen victim to attacks against the information
they process, means that public awareness of the dangers inherent to the electronic processing of data,
has never been so high. As a direct consequence both ministers and senior civil servants are becoming
increasingly aware of the need to maintain effective information assurance in order to engender trust
amongst their citizens; while delivering personalised public sector services in a secure and effective
manner.
As ICT appears to be so deeply embedded within our modern culture, it is likely that modern information
systems will continue to underpin an ever increasing variety of public sector services. In order to realise
the vision of joined-up shared services across the government, departments must first understand the
environment in which modern information systems now operate.
Proliferation of networks and the advent of ‘cyber space’ are changing the very nature of interaction
between governments and their citizens. If the public sector is to keep up with this unprecedented period
of change, departments too must continue to develop means of interacting with citizens in the way in
which they have become accustom. As a result information sharing requirements now exists across a
multitude of departments.
In order to facilitate near real time exchanges of data, the vast majority of information retained by the
government must be stored in electronic form. Consequently, many key services have now made
traditional paper based records obsolete, placing almost complete reliance on vast and complex
electronic infrastructures to support their core business requirements.
It is clear that technological advances in networking and the proliferation of the internet pose a new and
very real element of risk to modern government networks. The relatively low cost and anonymity of the
internet makes it an ideal attack vector for criminals, foreign intelligence services and terrorists alike. As
such it is essential that the risks to public sector information systems are appropriately assessed,
managed and monitored in line with other business risks.
Within the Ministry of Defence the application of appropriate information assurance grounded by an
accreditation process enables senior civil servants to exploit opportunities which would previously have
been considered too great a risk.
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The fundamental basis of the accreditation process within the MOD relies heavily upon the notion of
‘defence-in-depth.’ This notion employs a number of different controls in order to effectively mitigate a
specific risk or set of risks, thus reducing them to an acceptable level. The difficulty however, emerges as
government information systems continue to become more widely inter-connected and make use of
modern day, un-trusted technologies such as cyber space.
For this reason a suitable methodology is not only required by the MOD but more widely across a
multitude of government departments if they are to follow a consistent risk management approach which
will enable them to operate collaboratively in the future. It is the concepts of standardisation and
collaboration which give rise to much of the criticisms and negative perceptions surrounding the current
accreditation process within the MOD.
Although accreditation is widely accepted as being necessary, and historically has proven a very effective
method of managing information risk, the changes in operating environment and increasing expectations
of citizens requires the various public sector organisations to agree upon a consistent framework of
methodologies by which to quantify and manage information risk. With each department traditionally
being held responsible for their own information assurance, it is no surprise that conflicting policies and
standards have emerged throughout the sector.
We are constantly being told, particularly with regards to criminal and terrorist activities, that many
offenders and extremists could have been detected sooner if departments had communicated and pooled
their efforts and intelligence into a single resource. The same argument can obviously be made for the
protection of our public sector services and critical national infrastructures. For several years ministers
have acknowledged there are too many disparate areas of government actively involved in information
assurance initiatives, to adequately focus upon key areas of concern.
Although some would argue that the diversity of multiple departments strengthens the various initiatives,
the Conservative Party propose an alternative approach where the relevant areas of government are
linked together to coordinate efforts and expertise under the direction of a single reporting chain. The
Conservative Party’s approach also acknowledges that the threats faced today through cyber space are
equally as complex and potentially as damaging to those related to terrorism, a view shared by the
Obama-Biden administration in the US.
In the uncertain environment we find ourselves in, it is difficult to determine whether information related
attacks originated from naive script kiddies with too much time on their hands, to foreign governments
seeking state information or even extremist’s intent on causing physical damage to a nation through their
destructive actions. The unified security approach proposed by the Conservative Party should go some
way towards breaking down the individual barriers which currently exist across government, enabling a
holistic approach to information assurance.
Such an approach is desperately needed in order to respond to ever reducing citizen confidence in the
government’s ability to manage information assets. Political parties in particular are acutely aware of the
tremendous damage that can result not only to public sector organisations but more importantly their
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own political party, and as such have very little appetite for reputational impacts resulting from failures to
adequately address information assurance requirements.
As such it is now commonplace for one to consider the prospective damage to reputation as being
equally, or even more important than the more traditionally recognised confidentiality, integrity and
availability concerns. It is this reducing appetite, together with public intolerance of negligence on the
part of government organisations, which has led to the plethora of legislation surrounding the disclosure
of information and appropriate operation of communications and information systems.
Government organisations must tread extremely carefully to determine the appropriate balance between
implementing effective security which satisfies the rights of their citizens, while not infringing the rights of
their own employees by overzealously or unnecessarily monitoring their activities. As a direct result of
recent losses and growing concern around reputational impacts, the government has determined that a
higher level of maturity is required around information risk management.
Assurance is now required over and above minimum baseline requirements in order to ensure that
government departments are adhering to best practice measures and standards in line with their industry
partners. This is essential, not only to prevent high profile data losses and the reputational damage that
results, but more importantly because modern citizens have begun to build up a perception of what to
expect from secure online services, due to increasing online interaction throughout their day to day lives.
It is easy to underestimate the difficulty of improving the level of information assurance across an
organisation, particularly one within the public sector. In an attempt to embrace government strategies
and initiatives many organisations have found that simply delivering an improved ICT system or
infrastructure has been insufficient to realise desired business benefits.
The UK is not alone in its efforts to improve information assurance across public sector services, with
many other developed nations including the US experiencing similar difficulties. The Obama-Biden
administration has acknowledged that a thorough review of information assurance across the federal
government is required and although elements of the US government significantly disagree upon the
nature and magnitude of the threats faced, there is agreement that the threats are in fact very real, and
very difficult to counter.
This can be likened to the change in political direction within the UK where the Conservative Party are
reviewing the approach to information assurance across the public sector. Comparative analysis shows
that the US and UK are both striving to achieve very similar goals when exploiting the opportunities which
cyber space can offer, but both suffer from consistent issues, centred around the difficulty in
implementing cohesive and standardised policies and procedures.
It is only with bold moves such as the formation of an end to end chain of command with ability to reach
the senior most levels within government, and national awareness campaigns to improve awareness
throughout an entire population that countries can adequately address information assurance.
Furthermore it is clear that ‘like-minded’ developed nation’s such as the US and UK should collaborate in
order face new challenges which will clearly affect us all.
60

Assessment of Objectives
In order to determine the overall extent to which accreditation is seen as an end-to-end approach to
managing information assurance within the Ministry of Defence this project aimed to achieve the
following objectives:
i)

investigate the advantages and disadvantages surrounding accreditation as a methodology to
managing information assurance within the Ministry of Defence.

ii)

examine the extent to which recent high profile data losses have influenced the accreditation
process within the Ministry of Defence.

iii)

determine whether reputational impact has surpassed the traditional confidentiality, integrity and
availability triad when assessing risks within the Ministry of Defence.

The research conducted throughout this project has clearly demonstrated the importance and value of
accreditation as an end-to-end process of managing information assurance within the Ministry of Defence.
Furthermore the methodology employed within the public sector has been shown to quantify and
manage information risk extremely effectively, within the traditional confines of a public sector
department.
Unfortunately however, the changing operational environment and evolving nature of communications
between the government and its citizens does not lend itself to the traditional methods of managing
information risk. As public sector departments continue to join-up and share data in order to realise the
visions of a transformational government, there is a clear need for a sector-wide review of information
assurance initiatives.
In particular there must be a clear understanding and standardised approach to managing risk across all
public sector departments to ensure each area fully understands and can articulate the risk to its
information assets. There is also little doubt that recent high profile data losses have significantly
influenced the accreditation process within the MOD and wider public sector departments.
Public awareness of the dangers inherent to the electronic processing of data and the potential for
reputational damage to both public sector departments and political parties have led to heightened
interest surrounding information assurance and acknowledgement that reputation is equally, if not more
important than confidentiality, integrity and availability, due to the implications of reduced citizen trust in
public sector services and the abilities of political parties.
“As the UK’s dependence on cyber space grows, so the security of cyber space becomes ever more critical
to the health of the nation…in the 19th century we had to secure the seas for our national safety and
prosperity, and in the 20th century we had to secure the air, in the 21st century we also have to secure our
advantage in cyber space.” *CO09A+ If we are to succeed in maintaining effective information assurance
across the public sector we must work together to face the challenges which the 21st century presents.
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List of Abbreviations
BCF

Business Change Framework

CBCS

Child Benefit Computer System

CESG

Cryptographic-Electronics Security Group

CIA

Confidentiality, Integrity, Availability

CIAR

Confidentiality, Integrity, Availability, Reputation

CNCI

Comprehensive National Cybersecurity Initiative

CNI

Critical National Infrastructure

CSIA

Central Sponsor for Information Assurance

CTAS

CESG Tailored Assurance Scheme

DCA

Department for Constitutional Affairs

DCSF

Department for Children, Schools and Families

DII

Defence Information Infrastructure

DTI

Department of Trade and Industry

DVLA

Driver Vehicle Licensing Agency

DWP

Department for Work and Pensions

EU

European Union

FIS

Foreign Intelligence Services

FSA

Financial Services Authority

GCHQ

Government Communication Headquarters

GSi

Government Secure Intranet

HMG

Her Majesty’s Government

HMRC

Her Majesty’s Revenue and Customs

IAMM

Information Assurance Maturity Model

ICO

Information Commissioners Office

ICT

Information and Communication Technology

IPCC

Independent Police Complaints Commission

IPS

Identity and Passport Service

ISMS

Information Security Management System

ISO

International Organisation for Standardization

ITSO

Information Technology Security Officer

JSP

Joint Service Publication

JSyCC

Joint Security Co-ordination Centre

MI5

Military Intelligence 5 (the Security Service)

MOD

Ministry of Defence
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MPS

Manual of Protective Security

NAO

National Audit Office

NHS

National Health Service

NHTCU

National Hi-Tech Crime Unit

NISCC

National Infrastructure Security Coordination Centre

PDCA

Plan, Do, Check, Act

PKI

Public Key Infrastructure

RMADS

Risk Management Accreditation Document Set

SAC

Security Assurance Coordinator

SIRO

Senior Information Risk Owner

SIS

Secret Intelligence Service (MI6)

SOA

Statement of Applicability

SOCA

Serious Organised Crime Agency

SPF

Security Policy Framework

SWG

Security Working Group

SyOps

Security Operating Procedures

TAFMIS

Training Administration Financial Management Information System

UK

United Kingdom

UOR

Urgent Operational Requirements

US

United States

USA

United States of America

USSR

Union of Soviet Socialist Republics
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Glossary of Terms
Accreditation

Formal assessment of an information system against its information assurance
requirements, resulting in the acceptance of residual risks in the context of
the business requirement

Accreditor

Civil Servant charged with ensuring that the information systems for which
they have responsibility do not pose an unacceptable risk to the information
the process and national security

Armed Forces

Government-sponsored defence, fighting forces, and organisations which exist
to further the foreign and domestic policies of their governing body, and to
defend that body and the nation it represents from external aggressors

Authentication

Ensuring that the identity of a subject or resource is as claimed

Availability

Ensuring that information and associated assets are only available to
authorised entities and that authorised entities have access to such assets and
information as and when required

Baseline

A minimum datum used as the basis for comparison

Bleeding Edge

Technology that is so new (and thus, presumably, not perfected) that the user
is required to risk reductions in stability and security in order to use it

Citizen

Native or naturalized member of the state

Civil Servant

Public official who is a member of the Civil Service

Civil Service

Employees in any government department other than the armed forces

Cold War

Period of hostilities between 1985 and 1991 between the USSR (Soviet Union)
and much of the Western World

Confidentiality

Ensuring information is only accessible to those who are appropriately
authorised, thus preventing the accidental or deliberate disclosure of
information to unauthorised entities

Conservative Party

Political party formed in Great Britain in 1834

Countermeasure

Implementing an action to offset another action

Crown Servant

Public official who is a member of the Civil Service

Cyber Space

Computer network consisting of a worldwide network of computers typically
referring to the internet

Defence-in-Depth

Method of utilising numerous controls in combination in order to mitigate a
specific risk or set of related risks, thus reducing risks to an acceptable level

Electronic Commerce

Buying and selling of products or services over electronic systems such as the
internet and other computer networks

European Commission

Executive body of the European Union responsible for proposing legislation,
implementing decisions, upholding the Union's treaties and the general dayto-day running of the Union

Federal Government

Central government entity established by the United States Constitution
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Globalisation

Transition from national and regional economies to global economies

Governance

Policies and internal controls by which an organisation is directed and
managed in order to ensure accountability exists

Government

Organisations that are the governing authorities of a political party or group

Information Asset

Definable piece of information, stored in any manner which is recognised as
being valuable to the organisation

Information Assurance

Confidence in the process of information risk management in order to
adequately address the overarching concerns associated with the modern use
of information and associated information assets

Information Security

Preservation of the traditional facets of security, typically confidentiality,
integrity and availability

Integrity

Safeguarding the accuracy and completeness of information to ensure it is not
altered or manipulated by unauthorised entities

ISO 27001

International Standard for Information Security Management Systems,
specifying a range of controls to be used with a risk based approach

ISO 9001

International Standard for Quality Management Systems

JSP 440

The Defence Manual of Protective Security, used within the Ministry of
Defence to cover additional security requirements over and above those
contained within the Security Policy Framework

Labour Party

Political party formed in Great Britain in 1900

Mitigation

Limitation of the adverse effects of a particular event or compromise

National Security

Maintaining the survival of a nation through the use of economic, military and
political power and the exercise of diplomacy

Non Repudiation

Ability to prove an action or event has taken place, so that the event cannot
be repudiated later

Outsourcing

Process of subcontracting to a third-party

Personal Information

Information which by itself or in conjunction with other information could
identify a living individual such as name, address, contact details, date of birth
and next of kin

Private Sector

Organisations in an economy or jurisdiction that are not controlled by
government

Protective Marking

Classification system utilised within government to determine the security
protection afforded to sensitive information

Public Sector

Industries or services provided or funded by the government

Residual Risk

Risk resultant following some form of treatment

Risk

Potential that a given threat will exploit vulnerabilities of an information asset
or group of information assets thus causing harm

Risk Acceptance

Affirmative decision to accept a risk with the knowledge and full
understanding of its implications
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Risk Assessment

Assessment of threats, impacts and vulnerabilities of information including
the likelihood of their occurrence

Risk Balance Case

Document articulating residual risk deemed unacceptable by an accreditor
and thus requiring escalation to the Senior Information Risk Owner

Risk Management

Identifying, controlling, minimising or entirely eliminating those risks which
may affect an information system

Risk Mitigation

Limitation of the adverse effects of a particular event or compromise

Risk Tolerance

Level of risk acceptable prior to mitigation or treatment action being required

Risk Transfer

Sharing or outsourcing the burdens and benefits associated with identified
risks

Risk Treatment

Process of selection and implementation of appropriate measures to address
information risk, typically covering transfer, mitigation, avoidance or
acceptance

Risk Treatment Plan

Demonstration that risks have been appropriately identified, assessed and
managed

Sensitive Personal
Information

Personal information which includes medical or health conditions, racial or
ethnic origin, political or religious beliefs, trade union membership, sexual
orientation and preferences and actual or alleged criminal offences

State Secret

Classified or sensitive information to which access is restricted by law or
regulation to particular classes of persons

Threat

Potential cause of an incident resulting in harm to an information asset or
system

Vulnerability

Weakness of an information asset or group of assets that can be exploited by
one or more threats
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