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Abstract

Virtualization sprawl has rapidly grown over the last few years. Servers and
desktops are being constantly virtualized in the name of, amongst others, re-
source consolidation and cost reduction. Traditional monitoring technologies
can offer neither adequate protection nor efficient use of a system’s resources;
intercommunication between virtual machines are not trivial to inspect, as
well as the internal state of each virtual machine. Tampering with virtual
machines could easily go unnoticed and rootkits, viruses and similar threats
could infect a virtual machine and act covertly due to a lack of visibility.
New solutions to thwart or mitigate those risks have made their way into the
industry. Virtual machine introspection enables external monitoring of a vir-
tual machine’s internals using a privileged security-oriented virtual machine.
The aim of this thesis is to discuss the virtualization-related security issues
and examine traditional and modern monitoring techniques, their limitations
and the level of protection and assurance they offer. Finally we propose and
discuss a defensive concept of a mechanism that aims to distract and confuse
a potential adversary by presenting him misleading information about the
system.
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Chapter 1

Introduction

The growing interest in virtualization, is driving mainly businesses as well
as individuals, to make short-term investments with huge amounts of money
on the adoption of the technology itself, in an effort to make long-term cost-
savings. Fundamentally, virtualization refers to the abstraction between the
hardware resources and the software running on a system, making it pos-
sible to run multiple operating systems on one physical machine, each one
completely separated from the other. It has both technological as well as
economical roots, and its adoption is still being driven accordingly, in a race
to balance between these two aspects in order to get the most out of it.

The IT industry, economic analysts, and vendors have made the term
virtualization the new buzzword in computing. This particular situation acts
as a double edged sword. Enough is being said about the efficiency and the
cost savings of this technology, but very little about the security implications
it might bring. Many companies fail to take into account the security aspects
which might result in security incidents such as breaches, data loss, data
leakage, and a number of other traditional well-known external or internal
threats. Furthermore, as a newly implemented technology, the underlying
security risks are yet to be found. It is crucial to take extra care to ensure
that security risks regarding virtualization have at least been thought of,
and ideally, the necessary controls are in place to mitigate these risks before
taking the step.

Many of the security issues in virtualization arise due to the difficulty of
inspecting and monitoring a virtual machine continuously, as well as the



quality and usefulness of the information that can be monitored and ex-
tracted. There were two dominant approaches regarding to virtual machine
monitoring:

e Installing security software only in the network in the case of an intru-
sion prevention/detection system, or in the host system that operates
and administers the virtual machines within it (Figure 1.1[a]). This
approach decreases the processing power and memory required for the
security operations by having a central point for protection enforce-
ment. The network connections between the host and other machines
could be easily traced, monitored and decisions based on the central
policy could be quickly taken. However, the host machine has min-
imum visibility inside the virtual machines. Effectively, the internal
state, the intercommunication between virtual machines and memory
contents cannot be adequately monitored.

e Installing security software such as antivirus, firewalls, and host intru-
sion and detection systems in every virtual machine (Figure 1.1[b]).
This method to address the relevant security risks can be regarded as
optimal in terms of security, but it is not an efficient solution. Robust
protection can be achieved since the security software has a complete
view of the internal state of each virtual machine, and its interactions
between the host or any other virtual machine. However, sacrifices
have to be made on behalf of efficiency because each virtual machine
will consume a substantial amount of the processing power and mem-
ory. Furthermore, a successful attack on the virtual machine could set
all the security software nonfunctional either by disabling or bypassing
it, or by installing a rootkit.

Balancing between security and efficiency cannot be achieved using any of
the above approaches. This trade-off was the motivation behind the research
conducted by Garfinkel and Rosenblum, and in 2003 they published a pa-
per that sets the foundation of the virtual machine introspection technology
[43]. This new approach takes the best of the two previously stated meth-
ods to provide robust monitoring capabilities and efficient utilization of the
hardware resources. A single privileged virtual machine is held responsible
for inspection and monitoring of the rest. Optimal efficiency is achieved by
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Figure 1.1: Virtual machine protection approaches

using a central point of security operations, and monitoring can now go deep
inside the internals of the virtual machines due to the fully privileged secu-
rity virtual machine (Figure 1.1[c]). Lastly, an attack to any of the virtual
machines could not disable the monitoring software since it is isolated from
them.

1.1 Goals and motivations

The main goal of this thesis is to present the technologies utilized for protec-
tion against security threats in virtualized environments. More specifically, it
resides in the region of monitoring techniques which involves mainly preven-
tive and detective actions taken to ensure the normal operation of the virtual
machines. Various aspects that affect virtual machine monitoring such as
practices, trends, hardware, relevant attacks and others will be examined in
order to give a wide view of what surrounds virtual machine monitoring. Sev-
eral security issues will be pointed out along with discussions on the abilities
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and the efficiency of the monitoring methods, how these are implemented,
why they are a necessity and lastly, where they fit in the whole virtualization
scene.

The primary motivation behind this thesis is the discovery of the security
risks that virtualized environments face, and the latest implementations on
protecting virtual deployments. There is an ongoing arms race taking place
between malware and protection in virtualization, and the latter presents
novel ways to combat several kinds of threats. That said, it is crucial to
raise the awareness of any potential reader of this thesis about a number of
security issues that virtualization faces and the available options to monitor,
control, mitigate and ideally prevent them.

Virtual machine introspection techniques are a recent advancement. They
replaced the traditional monitoring protection methods which were inade-
quate in today’s demanding and critical virtual environments. As a some-
what new concept that is still evolving, it offers ground for study, to discover
the opportunities it brings as well as its limitations.

Finally, virtualization presents a challenging subject that combines various
different technologies (software and/or hardware based) to create the layer of
abstraction. Along with the security issues on the prevention and detection
side, the concept seems even more appealing, especially with the current
adoption rate that virtualization technology enjoys. Lastly, the purpose of
monitoring virtualized systems does not only apply to protection and generic
security needs; ensuring the correctness of operations and support in reducing
the administration and management burden can also be offered.

1.2 Structure

The second chapter provides an introduction to virtualization to facilitate a
generic, easy to read review of the whole concept by giving a wider picture.
It tracks down virtualization to its early days to examine the motivations
and its basic functions all the way up to the current situation we have today
in terms of adoption. It is mainly focused on the information security issues
whether these refer to business, technological or legal /regulatory risks.
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The third chapter is an awareness-raising chapter regarding the security
issues that can be materialized in virtualized environments. Issues pertaining
to generic computing environments are discussed as well as their ramifica-
tions when they take place within a virtualized environment. Several security
risks that are tightly related to virtualization and can only occur in virtual-
ized environments are also presented, along with their impacts to the overall
integrity, reliability and assurance of the infrastructure.

The fourth chapter introduces the notion of monitoring virtualized envi-
ronments. It justifies the need to monitor different levels within the infras-
tructure. We discuss high-level virtualization monitoring for management
purposes such as measuring performance, network bandwidth and account
privileges. We describe the traditional monitoring mechanisms built solely
for security purposes and discuss their architectures. Finally, we provide a
side-by-side comparison between these mechanisms.

The fifth chapter focuses on the modern and robust low-level monitoring
technology of virtual machine introspection. We describe the architecture,
the methodology and the advantages it brings over traditional monitoring and
protection mechanisms. We discuss several security implementations along
with their operation. The chapter culminates by discussing the limitations
and challenges behind the virtual machine introspection technology itself.

The sixth chapter proposes a defensive mechanism for protecting system
information. In particular, the proposed scheme aims to misrepresent infor-
mation that might have been requested by an adversary in order to distract
him and prevent disclosure of sensitive system information.

Finally, we state our conclusions and introduce directions for further devel-
opments.



Chapter 2

Virtualization fundamentals

This chapter describes the technology surrounding the concept of system
virtualization. It tracks system virtualization back to its early days in an
effort to understand the motivations behind it and its function. The im-
pact of hardware design and its evolution are explained, omitting low-level
technical details and implementations by concentrating more on the security
advantages of this evolution. The different models of modern system vir-
tualization are also explained and a view of the current situation regarding
virtualization and its acceptance is presented. Finally, we conclude with a
brief introduction to the security aspects that surround virtualization.

2.1 System virtualization

Back in time, when the first computer systems were introduced, they were
gigantic and expensive systems usually used for critical and demanding op-
erations. The importance of these systems and their critical contribution to
day-to-day operations essentially turned them into time-sharing systems in
order to be able to take full advantage of their power. The need for multiple
users and applications to be run on one physical machine at the same time in-
troduced the idea of system virtualization [8]. Thus, system virtualization is
a relatively old concept that incorporates a number of different technologies
such as emulation, partitioning, isolation, time-sharing and resource man-
agement amongst others, to achieve its objectives.

As a high level description, it is a method used to divide and present the
resources of a physical machine (host), as multiple execution virtual ma-

6
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chines (guests), by adding a layer of abstraction between the hardware and
the applications. The layer of abstraction is usually implemented by software
called Virtual Machine Monitor (VMM), that manages the physical hardware
resources of the host machine, and make them available to the virtual ma-
chines (see section 2.2). Essentially, the constraints posed by the system’s
underlying architecture (IA-32, PowerPC, SPARC) could be circumvented
through emulation, thus offering a higher level of flexibility and portability.

Goldberg [47] defines a virtual machine (VM) as: “A hardware-software
duplicate of a real existing computer system in which a statistically dominant
subset of the virtual processor’s instructions execute on the host processor in
a native mode”.

The VMM is responsible for filling the semantic gap between duplicates
and real systems. Once installed on a physical machine, the VMM is able to
create isolated programming environments which are similar to the physical
system’s programming environment (but not necessarily the same'). Users
that interact with the duplicate environments will have the illusion that they
are interacting directly with the hardware which they "own“ via the OS.
Instead, the VMM will be transferring each user request to be performed
within the host system’s execution cycle which essentially takes place using
the same finite hardware resources.

According to the above definition, it would not be extreme to envisage
virtualization as a step forward from multi-tasking computing to multi-
operating system computing. The resources of the guest machines are depen-
dent on the availability of the host machine’s resources. Nonetheless, each
user of a VM is given the illusion of interacting with a dedicated physical
machine. Figure 2.1 illustrates the main entities in system virtualization.

'Due to the abstraction, each system could employ different configuration, OS or ser-
vices.
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Guest Guest Guest
Operating Operating Operating
System1 System2 System3

Virtualization Software (VMM)

Host Operating System

Hardware Pool (cpu,memory,Disk,LAN)

Figure 2.1: The basic components in a virtualized system environment

2.1.1 History

Virtualization technology was first developed during the 1960’s, in an effort to
fully utilize the expensive mainframes through time-sharing®. IBM’s System
VM/370, and its predecessor system VM /360 in 1967, set the foundation
of the virtual machine architecture as it is known today [52]. At that time
it was vital in terms of efficiency to be able to take fully advantage of the
mainframes’ power, by allowing different entities to run multiple execution
environments which shared the underlying hardware [114]. The VM/360
had the ability to manage a physical machine and make its resources (CPU,
storage and I/O devices) available to more than one user at the same time.

By offering the required functionality to divide mainframes, virtualization
technology flourished during the 1980’s both in industry and in academic re-
search [107]. However, the introduction of personal computers with modern
multitasking operating systems and the drop in hardware cost, caused the
diminished use of virtualization. The x86 architecture made its appearance
and essentially dominated the markets. The new computer architecture nev-
ertheless, did not provide the ideal instruction set architecture (ISA) to allow
efficient use of virtualization (see section 2.2.1). Mainframes started to get

2The term was used during the first efforts in the 1960s towards the creation of multi-
tasking systems.
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replaced by personal computers and as a result, by the late 1980’s, system
virtualization was almost forgotten.

2.1.2 Current situation

Interestingly enough, the same reason that pushed virtualization away, drove
the revival of this technology. Cheap hardware led to the abundance of
commodity machines, and along with the powerful capabilities that modern
multitasking systems have, resulted in each machine being poorly utilized.

Unfortunately, the complexity and the extended functionality of modern
systems usually made them prone to vulnerabilities and bugs or design errors.
In an effort to minimize the inherited complexity which newer systems intro-
duced and maximize the security, usually each physical system had just one
service running (e.g. a webserver). More physical space was occupied and a
significant amount of effort required to deal with the management issues of
the systems. Virtualization was able to guarantee efficiency once again. The
applications could now be moved to VMs and consolidate a great number of
services onto a few physical machines.

Virtualization nowadays is the foundation of cloud computing and offers
numerous benefits, especially for the enterprise domain. These benefits in-
deed are translated into cost saving practices for companies. According to a
report by Vanson Bourne [121], 66% of the European mid-sized and large-
sized organizations are looking at server virtualization to improve the relia-
bility of their services, and 56% to make cost-savings. In total, 70% of the
organizations have begun planning, or already implemented server virtual-
ization. The benefits that virtualization and cloud computing introduce can
be summarized below:

e Server consolidation. Efficient utilization of physical servers and lower
energy consumption.

e Disaster recovery and backup plans to ensure business continuity.
e Hardware cost reduction.

e Improved server management with less physical servers for mainte-
nance.

e Hardware independence.
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e Separation of development and production systems.

e Unprecedented processing power and data storage with cloud comput-
ing services.

According to Gartner [45], virtualization technology is the number one pri-
ority that enterprises should focus on, as it will be mature enough in the
next 18 to 36 months to offer great value to the business. It is clear that
virtualization is here to stay, and the cost-reduction opportunities that it
offers along with the current economic climate throughout the world, pro-
vide the necessary ground and further accelerate the massive and continuous
adoption.

2.2 The Virtual Machine Monitor

The Virtual Machine Monitor (VMM) [48], also known as hypervisor?, is the
core part of every system virtualization solution. Implemented as software or
hardware? it allows for multiple operating systems to run in a single physical
machine. Essentially, the VMM can be seen as a small and light operating
system with basic functionality, responsible for controlling the underlying
hardware resources and make them available to each guest VM.

The more complex an operating system is, the more likely it is to contain
bugs or design errors. Therefore, hypervisors should be as minimal and
light as possible in order to achieve efficiency and optimal security. All
the resources are provided uniformly to each VM, making it possible for
VMs to run on any kind of system regardless of its architecture or different
subsystems.

VMDMs have two main tasks to accomplish: enforce isolation between the
VMs; manage the resources of the underlying hardware pool.

3The virtual machine monitor and hypervisor terms are both often used interchange-
ably to describe the virtualization software. However, in terms of functionality, VMM
is the component that implements the virtualization abstraction whereas hypervisor is
responsible for hosting and managing the VMs.

4Hardware-assisted virtualization is discussed in section 2.2.4.

10
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Isolation

Isolation is one of the vital security capabilities that VMMs should
offer.  All interactions between the VMs and the underlying hardware
should go through the VMM. It is responsible for mediation between the
communications and must be able to enforce isolation and containment. A
VM must be restricted from accessing parts of the memory that belong to
another VM, and similarly, a potential crash or failure in one VM should
not affect the operation of the others. VMMs make also use of the hardware
units such as the Memory Management Unit°> (MMU), to provide isolation
and at the same time minimize the implications of a software error.

Resource Management

Modern systems today offer multi-processing capabilities with shared
memory able to concurrently run a large number of programs and com-
municate with a number of I/O devices. Normally the task of managing
and sharing the available hardware resources is the operating system’s
responsibility. In the case of a virtualized system this responsibility becomes
an integral part of the hypervisor’s function. The hypervisor should manage
the CPU load balancing, map physical to logical memory addresses, trap the
CPU’s instructions, migrate VMs between physical systems and so on, while
protecting the integrity of each VM and the stability of the whole system.

A substantial number of lines of the hypervisor’s code are written to cope
with the managerial tasks it has to deliver. At the same time the code should
be as minimal as possible to avoid security vulnerabilities in the virtualization
layer. This entails that it needs careful checks, configuration and a strict
patch management resume to keep the hypervisor secure. Two different
types of hypervisors exist today [68]:

e Type I hypervisors also known as native or bare-metal. Type I
hypervisors can be categorized further depending on their design, which
can be monolithic or microkernel.

e Type II hypervisors also referred to as hosted.

SHardware component (normally in CPU), responsible for handling accesses to memory
requested by the CPU.

11
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Figure 2.2 illustrates the different types and designs of hypervisors.

VMo VM1 VM2
Privileged
Hypervisor
[ ]
Hardware

a) Type | Hypervisor (Monolithic)

VMO
Privileged M1 s
Virtualization
Stack
||| Drivers | ||| Drivers | Drivers
Hypervisor
Hardware

b) Type | Hypervisor (Microkernel)

VM1

VM2

VM3

VMM/Hypervisor

Operating System

Hardware

c) Type Il Hypervisor

Figure 2.2: The different hypervisor types and designs

Type I hypervisors run on top of the hardware. Hypervisors of this type

are bootable operating systems and depending on their design, may incor-

porate the device drivers for the communication of the underlying hardware.

Type I hypervisors offer optimal efficiency and usually preferred for server
virtualization. By placing them on top of the bare hardware, they allow for

direct communication with it. The security of the whole system is based on

the security capabilities of the hypervisor.

12
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In a monolithic design, the device drivers are included in the hypervisor’s
code. This approach offers better performance since the communication be-
tween applications and hardware takes place without any intermediation with
another entity. However, this entails that the hypervisor will have a large
amount of code to accommodate the drivers which makes the attack sur-
face even bigger, and the security of the system could be compromised more
easily.

In the mucrokernel design, the device drivers are installed in the operating
system of the parent guest. The parent guest is one privileged VM used
for creating, destroying and managing the non-privileged child guest VMs
residing in the system. Each one of the child guest machines that needs
to communicate with the hardware, will have to mediate through the parent
guest to get access to the hardware. Although this approach seems to have an
impact on performance — since it involves mediation between the child guests
and the hardware— it is the most secure. Microkernels offer a more secure
architecture compared to the monolithics, by minimizing the attack surface
of the system under the philosophy to offer no more functionality than is
needed. The need to incorporate the device drivers in their core is eliminated
by using the parent guest’s drivers. This results to the hypervisor having
minimal footprint which helps towards a more reliable trusted computing
base.

Type II hypervisors are installed on top of the host operating system
and run as applications (e.g. VMware Workstation). These hypervisors,
allow for creating virtual machines to run on the operating system, which
in turn provides the device drivers to be used by the VMs. This type of
hypervisors are less efficient comparing to Type I hypervisors, since one extra
layer of software is added to the system, making the communications between
application and hardware more complex. The security of a system of this
type is essentially relying completely on the security of the host operating
system. Any breach to the host operating system could potentially result in
the complete control over the virtualization layer.

13
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2.2.1 Virtualization and the IA-32 (x86) architecture

Historically, the IA-32 (x86) architecture did not support efficient virtualiza-
tion, as it introduced 17 instructions that have different semantics depend-
ing on the privilege level (ring) that they have been invoked from [104]. In
1974, Popek and Goldberg [97] published a paper describing the conditions
a computer architecture should meet in order to support system virtualiza-
tion efficiently. The x86 architecture violated these requirements with the
non-fixed semantics of its instructions, causing trouble for a system of this
particular architecture to be virtualized.

CPU virtualization is tightly related to the security of a system; privi-
leged instructions are used to interact with the hardware, and if anyone is
allowed to execute them, they could control the hardware and essentially the
whole system. To enforce security, the CPU has a mechanism called Pro-
tection Rings [102, 110], which consists of four run levels (rings 0-3), with
ring 0 being the most privileged and ring 3 the least. The operating system
which normally runs on top of the hardware is placed in ring 0 gaining full
privileges, in order to execute critical instructions to communicate with the
hardware. Applications run normally in ring 3 which is the least privileged
and is prevented from executing privileged instructions that are intended to
be used by the operating system itself. Rings 1 and 2 are not typically used.
When a user wants to execute a privileged instruction the operating system
traps it, the unprivileged mode is switched to privileged, the operating sys-
tem executes the instruction and restores the unprivileged mode. The main
drivers for this approach were the overall integrity and security of the system
and in particular, privileged instructions would be prevented to be executed
from ring 3 in case of a compromised application.

In order to virtualize the x86 architecture, the VMM would need to operate
in ring 0 to gain full privileges over the machine in order to create new VMs
and control them, as well as delivering and managing the resources across
each VM. In that case, the operating system which normally operates in the
privileged level would need to run in an unprivileged level to avoid interfer-
ence with the VMM'’s operation. This is made possible by de-privileging the
operating system and placing the VMM in ring 0 instead. All the privileged
instructions could run in user-mode and the VMM would only have to trap

14
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them and emulate (translate) them.

However, by de-privileging the operating system we get the desired out-
come by placing the VMM at ring 0 but other problems are introduced.
Software sometimes is written with the expectation that it will operate with
certain privileges within a system (e.g. drivers). If it operates with a dif-
ferent (lower) privilege level, access to certain registers that software would
normally have permission to read or write would not be possible now, and
as an effect access faults and errors would occur to the software operation.
Furthermore, the operating system that hosts the VMs would have to op-
erate at an unprivileged level and so should the VMs, and as an effect the
operating system would not be able to protect itself from them.

Four different approaches exist for virtualization on the x86 architecture:
e Interpretation - full hardware emulation.
e Full virtualization with binary translation.
e Paravirtualization (software-assisted virtualization)
e Hardware-assisted virtualization.

In order to overcome the de-privileging issues and the ambiguous semantics
of the previously mentioned instructions, the interpretation solution was the
most straightforward one. In a fully virtualized environment, the hypervisor
is responsible for fully interpreting and emulating all the different hardware
devices of a physical machine by trapping CPU instructions. To be able to say
that an architecture can be virtualized, it must be possible for the VMs to run
on the real machine and at the same time the hypervisor to retain full control
over the CPU. An interpreter implemented in the hypervisor would be able to
fetch, decode and emulate the execution of every instruction. Nonetheless,
this approach would create a lot of overhead since each instruction would
need significant time to be translated. For this reason the interpretation
solution was rarely used if at all, and binary translation was promising a
better solution to efficient virtualization.

15
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2.2.2 Full virtualization with binary translation

The binary translation technique was the breakthrough in the virtualization
world. VMware Inc. was the pioneer behind the virtualization of the x86
architecture by using binary translation. After research conducted by its
founders involving Stanford University, VMware Inc. filed a patent to the
US patent organization to acquire the exclusive rights upon the technology®.
Most notable open-source implementation of the binary translation technique
is the QEMU project [22].

With binary translation the operating system does not need to be aware
that virtualization software runs on the system. The underlying hardware
and the guest operating system are fully abstracted and separated, and within
them lies the virtualization layer delivered by the VMM. The operating sys-
tem is placed in a privilege level with more privileges than applications (ring
3), and with less privileges than the VMM (ring 0). That level is normally
the privilege level in ring 1. The hypervisor placed in ring 0, is responsible
for trapping the privileged instructions that were not able to be virtualized,
translate and replace them with new instructions that have the desired effects
in the virtual hardware. For example, if the guest operating system needs
to enable interrupts, a privileged CPU instruction would be raised, which in
turn should be trapped by the hypervisor and translated to be executed.
Figure 2.3 depicts the binary translation technique.

The fact that operating systems do not need to be aware made full virtu-
alization with binary translation appealing. That is because many operating
system kernels could not be modified (e.g. Windows), and similarly, many
users were reluctant to alter critical operating system components. Further-
more, binary translation offered great isolation among VMs and a portable
solution since the same operating system could run either normally or under
virtualization without changes.

On the other hand, binary translation, as a temporal solution to the x86
virtualization issues, experienced performance and efficiency issues [14]. The
on-the-fly translation of the instructions used to create some overhead, at

6U.S. Patent 6,397,242. The patent filed on October 26th 1998 and formally issued on
May 28th 2002.
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Figure 2.3: Full virtualization with binary translation

least for the first time a privileged instruction was called. After the ini-
tial translation of the instruction the results could be cached for future use.
Lastly, binary translation was not trivial to implement since in order to
translate correctly the instructions, detailed knowledge of the software that
invoked them was required.

2.2.3 Paravirtualization

Paravirtualization”[127] is the method used in an effort to bring virtualized
systems performance nearer to native. Unlike full virtualization where priv-
ileged instructions had to be translated to work with the unmodified guest
operating systems, paravirtualization takes a completely different approach.
The guest operating system needs to be modified and be aware that it is run-
ning under a virtual environment, to be able to interact with the underlying
hardware. This tailoring entails that the paravirtualized guest OS will be
able to present an idealized (high level) interface of the underlying hardware
to be used by the VMs. The VMM has embedded software that presents a
proper interface for the guests, such as drivers to interact with the hardware
directly. That way, the modified guest OS is placed back and operates from

"“Para’ is an English affix of the Greek word dimho/ which means beside.
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ring 0.

The need to translate non-virtualizable instructions is substituted by hy-
percalls issued by the guest to the hypervisor, which is the equivalent of a
system call to the kernel. Using the previous example of enabling the in-
terrupts, the guest operating system would only have to send a hypercall
to the hypervisor (e.g. enable interrupts). The guest operating systems use
hypercalls every time a privileged operation like the above is required to be
executed, and trusts the hypervisor to execute it.

Figure 2.4 depicts the paravirtualization technique.

Direct execution

ring 3 Applications =X
of unprivileged
instructions
ring 2
ring 1
. Guest OS
ring 0

(modified)

Non-Virtualizable
Hypervisor instructions replaced
by hypercalls
Hardware

Figure 2.4: The paravirtualization approach

As previously mentioned, paravirtualization requires operating system
modification which might be cumbersome in some cases. This is not the
case with open source operating systems such as Linux or UNIX, but mod-
ifying the core of a Windows or a Mac guest is not an option. Linux was
the first kernel modified to support paravirtualization with the open source
project Xen, developed at Cambridge University [21].

Xen uses a modified Linux kernel to virtualize the processor, memory and
I/O operations by using custom guest operating system drivers. Xen is a
Type-I hypervisor (bare-metal) that runs on top of the hardware and offers
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a privileged VM (dom0) with back-end (physical) drivers for the hardware,
that can create and manage subsequent unprivileged guest VMs (domU). The
unprivileged guests contain abstracted front-end drivers (virtual) to relay the
hardware access onto the back-end drivers in dom0, via the hypervisor. A
simplistic architecture of Xen is illustrated in Figure 2.5.

Privileged Unprivileged Unprivileged
Virtual Machine| |Virtual Machine| |Virtual Machine
(domO0) (dom1) (dom2)
At st
IOperating Systeml IOperating Systeml |Dperating System |

Back-end Drivers Front-end Drivers Front-end Drivers

Xen Hypervisor

Hardware

Figure 2.5: The architecture of Xen

Compared to the detailed knowledge required to translate the instruc-
tions with the binary translation technique and the complexity of that pro-
cess, paravirtualization involves a simpler method that offers great perfor-
mance. In particular, in the case of Xen only 2995 lines of code needed to
be modified in the Linux kernel to be compatible. The performance of par-
avirtualization over full virtualization with binary translation is significantly
better in various configurations, and for some workloads it’s near to native
[130, 79, 124, 10].

2.2.4 Hardware evolution

Although paravirtualization increases the performance, it can never be as
good as native since it involves mediation of the driver interface and sub-
sequently the drivers, to allow interaction between VMs and the hardware.
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In order to achieve better performance, the VMs should be able to interact
directly with the hardware just as they do with the unprivileged operations.
To that end, hardware support is essential.

With the available technology back then, that meant that unprivileged
VMs would be able to control the hardware without supervision or any layer
to perform access control whatsoever. With the DMA® features that modern
devices had, a VM could manipulate a device and access or overwrite memory
locations that might be either sensitive or critical.

To make matters worse, the real physical address space used by the hard-
ware did not correlate to the virtual physical address space that was visible
to each guest VM. That means that if a guest instructs a device to perform
DMA based on its visible virtual physical address space, the result would be
to use completely different locations on the real physical address space that
is visible to the hardware®. Overwriting memory locations of the operating
system or the VMM could lead to severe security violations and threaten all
the core principles of information security (confidentiality, integrity, avail-
ability) on a system. On top of that, interrupts were not able to be issued by
an unprivileged VM since only the host is allowed to access all the hardware.

In 2006, Intel released a new processor series which represented Intel’s vir-
tualization technology VT-x (initially codenamed Vanderpool), to efficiently
virtualize the x86 architecture offering hardware support [85]. AMD followed
the same year and added virtualization support to its processor product line
under the name AMD-V (initially codenamed Secure Virtual Machine - Paci-
fica) [16]. Both technologies had similar functionality at their first versions
and the main contribution was the introduction of new modes of CPU op-
eration. For example, Intel introduced the VMX root and VMX non-root
modes of operation.

8Direct Memory Access (DMA) is a feature that allows certain hardware devices on a
computer (e.g. hard drive controllers) to read or write in system memory independently
of the CPU.

9The Input/Output Memory Management Unit (IOMMU) technology was introduced
in later CPU generations to handle this memory remapping. That allowed the native
device drivers to be used in a guest operating system, as well as memory protection by
preventing a device to read/write to memory that hasn’t been explicitly mapped for it.
Further information on IOMMU technology and its performance impact, can be found in
[129] and [23] respectively.
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e The VMX root mode is very similar to the root mode (ring 0) of the
previous processor generations, with the addition of several new vir-
tualization specific instructions introduced. A host operating system
operates with the root mode when virtualization is not used, and when
virtualization is being utilized the VMM operates in this mode. Root
mode is also known as ring -1 as it resides below ring 0.

e The VMX non-root is the new mode (guest mode), designed to be used
solely by the VMs.

Each of the above modes adopts the traditional four ring privilege levels,
the same instruction set (ISA) and on top of that two new mode transitions
are defined. The VMEntry transition defines the switch from VMX root
(host) to VMX non-root (guest), and the VMExit transition which describes
the VMX non-root (guest) to VMX root (host) switch. A new data structure
introduced, the Virtual Machine Control Structure (VMCS), which includes
the host-state area and the guest-state area each one containing fields cor-
responding to different components of processor state. A VMEntry loads
processor state from the guest-state area and enters non-root mode. Simi-
larly, a VMEXxit saves processor state to the guest-state area, loads processor
state of the host-state area and enters root mode. Figure 2.6 depicts the
hardware assistance.

The introduction of the new CPU capabilities for virtualization, allowed
guest operating systems to run at the intended privilege level (ring 0) while
the VMM runs at an even higher privilege level (ring -1 or root-mode). The
software is constrained not by privilege level but because of the CPU’s non-
root mode of operation. Furthermore, the different semantics of some x86
instructions which were depended on the privilege level which they had been
invoked from, were not a problem anymore since a guest operating system
could now operate in ring 0. That way system calls from guests do not need
to mediate through the VMM making it easier to provide kernel services to
the applications.

Modifications in critical OS components, performance penalties, privilege

complexities and so on become less of a problem with hardware support.
Hardware-assisted virtualization also resolves compatibility issues between
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Figure 2.6: Hardware assisted virtualization

VMDMs and operating systems. Hardware extensions complement and sup-
port the VMM’s operation, resulting in reduced VMM footprint and inde-
pendence between VMMs and guests OSes (no modifications). It is our belief
that this independence is likely to grow more as hardware-assisted virtualiza-
tion matures and new extensions and features are incorporated with modern
commodity CPUs.

2.3 Focusing on security

As it happens with every newfangled technology, virtualization introduces its
own security risks. Some of these issues come inherently due to the technol-
ogy itself whilst many occur when virtualization is deployed incorrectly and
without having understand the trade-offs between security and cost-saving.
Gartner predicts that through 2012, 60% of virtualized servers will be less
secure than the physical servers they replace [46]. The report identifies as
the main reason for this situation, the large number of virtualization projects
(40%) that are being undertaken without involving the information security
team in the initial architecture and planning stages.
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The security issues that virtualized environments are facing are more com-
plex to be solved than the ones in traditional environments. That is because
a system’s activity now, should be monitored on two not so distinct tiers
but different for sure. Firstly, the activities that take place in the physical
host machine, and secondly, the activities in the residing VMs. Enforcing
protection on both of these tiers is critical for ensuring the correct operation
of a virtualized environment.

2.4 Chapter summary

This chapter introduced the concept of system virtualization and defined its
functional operation; the ability to run multiple operating systems by hosting
them on a single physical machine. It tracked virtualization’s development
from its early days by outlining the need for the desire to take full advan-
tage of a mainframe’s processing power. The first implementations, their
basic components, and their operations are individually highlighted. The
current situation with virtualization nowadays and the main reasons behind
the massive adoption were identified as being the efficiency, cost-reduction
and consolidation that it offers.

The main component that can be found in a virtualized system is the
Virtual Machine Monitor, also known as hypervisor and is responsible to
enforce isolation between VMs and resource management of the hardware.
The importance of these capabilities from a security prospective, as well as
for efficiency, were pointed out. The main hypervisor types (Type I, Type
IT) as well as the different designs (Monolithic, Microkernel) were described
by giving both their advantages and disadvantages. The virtualization com-
patibility issues with the x86 architecture and its ambiguous instructions
semantics were explained along with the solutions used to overcome this:

e Interpretation: The inefficient approach that fully emulates a whole
system. Rarely used.

e Binary translation: More efficient, emulate only the ambiguous instruc-
tions, doesn’t require OS modification.

e Paravirtualization: Better performance than binary translation, but
OS modification is required.
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e Hardware assistance: Similar performance to paravirtualization, no OS
modification, redefined CPUs offered better isolation and security.

Finally, an brief introduction to the security related aspects of virtualization
has been initiated.
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Chapter 3

Attack vectors and security
issues

It is common for new technologies or implementations to come at a price, and
unfortunately virtualization is no exception to that. Traditional information
security risks are inherited by virtualization technology, with an addition of
new ways and methods to circumvent and leverage the security of a virtual-
ized system. This chapter presents some of the common traditional security
risks as well as an insight to the virtualization specific risks, the differences
between them and their implications to a virtualized infrastructure. We also
discuss the methods that can be used to threaten a virtualized environment,
as well as the impact to the overall systems security, along with possible
implications for compliance with applicable standards and regulations.

3.1 Malware

In the hands of a security researcher, virtualization is a powerful tool to
deploy a virtual lab environment for malware analysis purposes. Malware
operation can be easily analyzed by having the VMs paused or restored to
previous states and moving back and forth as needed, or even record and
later play the whole system’s execution. Several virtualization based malware
analysis methods [26, 87, 128] as well as honeytraps!® [99, 125, 59], have been
proposed and used commercially. The hardware extensions for virtualization

10A decoy system used for detecting and logging unauthorized access to information
systems.
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have also enhanced the arsenal of security researchers with improved and
more granular analysis methods such as Azure [91] and Ether [37].

These frameworks rely on the isolation capabilities offered by virtualiza-
tion to create a test environment for the analysis of untrusted code that will
not interfere with the normal execution environment. Assuming that virtual-
ization software is perfect and the VMs are fully isolated so malware cannot
jump from one machine to another, or to the host machine, these frame-
works should (normally) cause problems for malware writers. However, such
an assumption cannot be regarded as a realistic one today [89].

3.1.1 Virtualization-aware malware

Unfortunately, it is trivial for a user running programs in a VM to determine
if he is operating in a virtual environment, and techniques that guarantee to
detect the presence of virtualization software do exist [34, 40, 90]. If a system
is found to be virtualized, virtualization-aware malware can change its be-
havior accordingly, whether by directly attacking the VM and its components
(Figure 3.1[a]), or by attacking the virtualization layer itself (VMM /Hyper-
visor) (Figure 3.1[b]). A lot of research has been done to find and prevent the
means by which malware detects virtualization whether it is due to VMM
flaws, certain registry entries, OS quirks or CPU indicators [74]. The impact
of a successful attack on the VMM would be severe, putting every VM on
the system at risk.

Guest VM| |Guest VM Guest VM| | Guest VMJ @ plications &
| | ] g
stem
vSwitch vSwitch
_ : ®
{ Hypervisor \

Figure 3.1: Different attack targets for virtualization-aware malware. Based
on [118].
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The virtualization detection methods are based on the fact that virtual
and physical implementations by nature have significant differences. These
differences are not incidental but agreed to be introduced for virtualization
to work efficiently: The need for performance as well as practical engineering
limitations necessitate divergences between physical and virtual hardware,
both in terms of performance and semantics [42]. Moreover, I/O operations,
access to devices, and virtualizing instructions normally cause degradation
of performance compared to a non-virtualized system, and could be indi-
cators that a system is operating under virtualization. Thus, it is unlikely
that a transparent and invisible virtualization layer will be built, at least
with current technology. Nonetheless, in the virtualized future it is unlikely
that these detection methods will be necessary, as most of the production
and development systems will be assumed to be virtualized when they are
attacked.

3.1.2 Virtualization-based malware

Apart from attacking virtualized environments, malware can also take advan-
tage of the virtualization technology to create more malicious attacks with
potentially severe implications. This type of malware are rootkits'! with the
ability to leverage the virtualization’s capabilities and take complete control
over a system after infecting it.

For example, SubVirt [67] a malicious kernel module, installs a VMM
underneath an existing operating system and hosts the original operating
system in a VM. This type of malware is difficult to be detected because
its state cannot be accessed by security software running in the target sys-
tem. Similar (but improved) functionality is provided by the Blue Pill rootkit
[108]. Blue Pill exploits hardware extensions in virtualization enabled CPUs
(more specifically AMD’s SVM technology'?) and hosts the infected system
into a VM on-the-fly. Also, Blue Pill’s customized thin hypervisor provides
minimal footprint, thus harder detection, compared to SubVirt which re-
lies on commercial VMMs; i.e., VMware’s and Microsoft’s. Lastly, Blue Pill
supports nested virtualization (infect an already virtualized system) for im-

HRootkits with virtualization capabilities are called Virtual Machine Based Rootkits
(VMBR).
12Blue Pill’s counterpart for Intel’s VT-x technology is the Vitriol rootkit [38].
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proved stealthiness (inability to virtualize a system could mean it is infected
with a VMBR). The operation of VMBRs can be described in four steps:

e The rootkit starts running in privileged mode (ring 0) after the ex-
ploitation of a vulnerability and installs the malicious hypervisor into
the system.

e [t preserves some memory from the system to be used for the hypervisor
operation.

e The running (and infected) operating system is migrated into a VM
created by the hypervisor.

e The hypervisor can intercept any system call or access critical parts of
the memory since it mediates between the operating system and the
hardware.

Figure 3.2 depicts the operation of these rootkits by moving an infected
system in a VM. Gray indicates the malicious VMBR components.
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Figure 3.2: The SubVirt rootkit operation.

To date, there are not many instances of virtualization-aware malware or
VMBRs and the above implementations were just prototypes. However, this
is likely to change in the next few years as virtualization adoption grows ex-
ponentially and further security issues will be discovered. Nevertheless, these
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types of malware prototypes have proven the feasibility of taking advantage
of virtualization technology to cause severe damages or gain complete control
over a system and at the same time remain successfully hidden.

3.2 Network

The adoption of virtualization and its scalability features causes transient
VMs to pop out in the network without any notice or permission. A security
incident (e.g. a worm), after infecting the vulnerable machines in a tradi-
tional and more static environment, would be easier to tracked down, stop
the sprawl and minimize the damage whether by patching the systems or any
other interim solution. The reliability and robustness of the network could
be easily brought back.

In a dynamically populated and poorly documented virtual environment,
reliability of the infrastructure is very hard to achieve. VMs might appear for
a short time, infect other machines or get infected, and then disappear again
without the administrators having the ability to detect, identify and trace
their owners or fruitfully use the produced audit trails. Thus, accountability
for action cannot be achieved. Attackers can use this lack of traceability for
their own purposes, by using VMs to conduct further attacks internally or
externally and just shut them down when they have finished. Furthermore,
potential weak machines might appear and disappear constantly by just copy-
ing, moving or sharing virtual images. As a result scheduled maintenance and
enterprise-wide patch management cannot be performed correctly, resulting
to a potentially vulnerable and insecure network state.

Another potential weakness is the network used for managing the VMs
through centralized management software. If an attacker could access the
management software, he could access everything and gain complete control
over the systems that are being managed by that software. Secure mech-
anisms that could allow for easy and at the same time protected access to
the management console include secure tunnels (Virtual Private Networks
(VPN)) by utilizing a Secure Shell (SSH), Transport Layer Security (TLS)
or Internet Protocol Security (IPsec).
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Apart from the network infrastructure that connects physical machines
together, virtualization introduces various other network domains as well.
For example, the intercommunication between the VMs within a host system

¢

can be seen as “internal” network domains residing in each virtualized host
of the infrastructure. The deployment of these network domains must be
internally configured properly for each host and implemented correctly to be

able to work in conjunction with the main physical network.

3.2.1 Virtual machine intercommunication

The intercommunication between VMs takes place through virtual switches
embedded in the VMM [78]. Virtual switches enable communication between
the VMs residing in the same host, by using the same protocols as physical
systems use without the need for extra network interface cards. Virtual
switches are separate elements that must be configured and managed inde-
pendently of the physical devices, creating an extra burden for the network
administrator. Furthermore, the more VMs which are installed in a system
the more processing power is required to deal with their intercommunication,
and due to the software based nature of virtual switches, this could mean a
substantial performance overhead.

To make matters worse, the visibility between VM intercommunication is
limited, and monitoring the connections or performing network diagnostics
can be regarded as a difficult task to achieve. The main reason is that to
monitor virtual switches, there needs to be in place a robust and reliable sub-
system in the hypervisor to offer statistics, flow analysis and troubleshooting
capabilities. Hypervisors (as mentioned in section 2.2) usually lack extended
functionality like this to avoid heavy and complex implementations and min-
imize the exposure to (software) security flaws and design errors.

The virtual switches also communicate with various external elements
through the physical network interface card, so that virtual machines have
access to the outside world. Such elements can be a centralized management
console for controlling and performing maintenance of the VMs, or another
host with a dedicated live migration network. Live migration functionality
is used for migrating VMs to a new host without experiencing downtime,
in case the old one is incapable of hosting a VM due to performance issues,
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maintenance operations and so on. Lastly, demanding environments might
have a dedicated storage area network for extended storage capabilities.

However, the intercommunication between VMs is not trivial to monitor
due to the limited visibility that commodity monitoring tools have over it
and the hypervisors limitations described above. Unless monitoring tools are
residing in each VM, the lack of visibility poses great dangers to the environ-
ment as a whole. It is crucial that the communications between hosts as well
as between VMs, are taken into account while designing the infrastructure
and thinking about security. For instance, the storage area network and the
live migration network should be encrypted, so the transferring of informa-
tion and VMs between two end points can be performed in a secure manner.
Attacks that successfully manipulate memory contents and authentication
mechanisms have been presented while migrating a VM [8§].

3.3 Virtualization software flaws

Utilizing virtualization entails the use of a software solution provided by
its vendor, specifically designed to create the virtualization layer. It is well
known that software today hardly comes fully secured from its respected
vendor, and patches or other workarounds are being issued every time a
flaw is discovered. What changes with virtualization is that if a single flaw is
found and exploited in the virtualization software, it can influence negatively
not only the host machine but also pose dangers to all the VMs residing on
it.

Numerous advisories have been issued for software bugs, and many of
these were issued for flaws that would have not been possible to occur in
the pre-virtualization era. For example, a flaw was discovered in VMware
products that allowed code to escape from a guest and be executed in the
host machine, resulting in a typical ‘VM escape’ incident [69]. The exploited
vulnerability was a software bug found in VMware’s SVGA II virtualized
video device. The device had an emulated video controller running on the
host to perform the graphical operations requested by the guest machines.
More specifically, guests had read write access to a frame buffer in memory
for placing the video instructions to be performed by the CPU. That buffer
was also mapped in the host so it could parse the instructions for execution.
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VMware’s controller suffered from memory leakage and buffer overflow flaws,
allowing an attacker to read the host’s memory contents from a guest and
write to the host’s memory from a guest respectively.

Similarly, a vulnerability found in Sun Microsystem’s virtualization soft-
ware VirtualBox!?, allowed an attacker to execute arbitrary code with the
privileges of a root-owned utility which by default is installed as a SUID!*
binary on Linux/UNIX systems [4]. The vulnerability was due to inadequate
user input checks and usage of insecure programming functions. It is worth
mentioning that a vulnerability in an SUID program is usually critical since
it is (normally) used to allow normal users to execute tasks with root priv-
ileges. Lastly, at least 17 vulnerabilities have been posted so far related to
the open-source hypervisor Xen [111].

Malware and vulnerabilities in software are usually closely related to each
other. Attacks that take advantage of software vulnerabilities or poor de-
signs of hardware virtualization technologies to install malware have been
presented in section 3.1. Such vulnerabilities are exploitable even if the host
system is fully patched and updated. These weaknesses are just the tip of the
iceberg, acting as a proof of concept that if the hypervisor is not maintained
and patched rigorously, a vulnerability could take over the system’s integrity
and bypass any security controls installed on it.

History has shown that software bugs are not likely to stop occurring, and
virtualization is prone as well to the traditional software bugs (e.g. buffer
overflows). Thus, it adds to the system one extra software layer full of vul-
nerabilities ready to be found and exploited. Ormandy’s research [89] shows
the (in)security that host machines are exposed to, due to poor virtualiza-
tion software designs and various bugs in their code. Lastly, efforts have
been made in order to combat the virtualization software security issues by
utilizing sandboxing [12], or by measuring the runtime integrity of the virtu-
alization’s software components [18].

Bhttp://www.virtualbox.org
14A privilege escalation mechanism in Linux/UNIX systems, allowing a user to execute
a binary with the permissions of its owner or group.
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3.4 Administration

Normally, securing a physical machine can be regarded as a familiar and well-
known procedure as this was the case for many years now. Configuration and
maintenance has been targeting at one operating system, a small number of
applications to run on that specific OS, usually one network interface card
(NIC) and a number of necessary services.

However, in a virtualized environment everything is comprised of code in
order to support different layer elements such as operating systems, virtual
switches, virtual disks and so on. On a single physical machine now there
could be ten OSes, ten different network interfaces, and hundreds of appli-
cations and services. Inevitably, the traditional environment becomes more
complex and heterogeneous. Often, covert and less visible operation such as
those of virtual switches cannot be seen immediately without delving into
their configuration. Security administrators have to face a number of new
challenges that are not as intuitive and obvious as they used to be.

A major concern regarding the administration of a virtual infrastructure
is how to manage a number of different workloads hosted on one physical
machine. In such a heterogeneous environment it is difficult to guarantee the
integrity of operation of each different VM. The same applies to guarantees
regarding hardware failures in the host system and to the extent that these
can affect the hosted systems.

Furthermore, it also makes sense from a cost-savings point of view, the de-
ployment of different types of systems for different purposes (e.g. production
and development). Development systems might have less security controls
in place because of their nature, but this offers an easy way for an attacker
to intrude within the consolidated environment and reach to the develop-
ment systems. Similarly, malware attacks can create situations that cause
the infected machine’s workload to increase, thus taking valuable resources
needed for the operation of other hosted machines. To make matters worse,
the cleaning process in such environments can severely affect business opera-
tions. The security capabilities of the host computer become very important
in situations like those discussed above.
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With not being physical machines, every VM can be saved as a collection
of files on the hard drive; an attacker that gains access to the host could
steal an entire operating system just by downloading its virtual image onto
his system. Similarly, internal threats such as employees could steal an entire
virtual operating system just by copying its image onto a portable storage
media such as a USB stick or an external hard drive. If a stolen image has
confidential information stored on it, it is likely that it will be retrieved by
the attacker sooner or later, unless strong encryption has been used to en-
crypt the image contents. Open source software such as TrueCrypt!® and
Microsoft’s BitLocker!¢ are used widely nowadays for encrypting disk con-
tents. However, it is worth mentioning that both suites have suffered from
vulnerabilities based on design flaws and leakage of memory contents [36, 49].

The inherent rollback functionality in VMs might also cause problems to
certain cryptographic implementations [44]. Many cryptographic solutions
are based on using the system’s configuration to generate a seed in order to
create hashes. A seed can be taken from the system time, hard drive spinning,
memory contents and various other elements of a system. Apart from hashes,
seeds can also be used to create timestamps or nonces'”. Rollback of a VM
could mean that some seeds might be used again exactly as they were used
in past communications to create timestamps or nonces. The security of
many protocols (especially authentication ones) rely on the fact that some
exchanged elements should not be used again in the future. Thus, even
though the randomization process for the creation of a nonce could have
taken place correctly, if the system has been rolled back, there is no assurance
that the resulted output has been never used before. Further information
on the importance of freshness can be found in [29] (formal analysis), and
its semantics update [13]. These subtle issues could create major security
incidents for VMs that perform critical operations based on cryptography.

http: //www.truecrypt.org/

6http: //windows.microsoft.com/en-us/windows-vista/products/features/security-
safety

1"Timestamps and nonces (number used once), are the main tools used to provide
freshness to ensure that a received message is new.
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3.5. COMPLIANCE

3.5 Compliance

Businesses today are faced with an increased number of contractual obli-
gations and regulations that they need to comply with. The reason for
this pressure is mainly due to the need for a certain degree of assurance
that businesses will deal with personal customer information, cardholder
data and any other sensitive information with caution. There are numer-
ous standards dictating compliance depending on the business, such as the
Payment Card Industry Data Security Standard (PCI-DSS) for cardholder
information, Health Insurance Portability and Accountability Act (HIPAA)
for medical information and further national and state privacy laws.

Virtualization adds further complexity to the already hard road to compli-
ance due to the strict requirements of such standards and regulations [2]. For
example, the financial industry standard seems to have difficulty regarding
virtualization. Section 2.2.1 of the PCI-DSS standard dictates “one primary
function per server”, which goes against virtualization technology’s aim to
promote consolidation of multiple services onto one server'® [1]. As such,
when deploying virtualization it takes extra effort and needs careful plan-
ning in order to implement robust security controls and satisfy the standards
requirements. More specifically, most information security standards dictate
the use of robust monitoring solutions with the ability to track all the changes
that occur in a system or any other incident that might be useful for later
investigations.

3.6 Chapter summary

This chapter introduced virtualization as a tool to combat malware by mainly
taking advantage of its isolation capabilities for analysis and testing of un-
trusted code. As usual, a technology can be leveraged for malicious purposes
as well. As a result, modern virtualization-aware malware is also able to
virtualize a physical system. However, malware virtualization purposes are
not for efficiency reasons, but rather the complete control of the system by
intercepting every performed action. More instances of similar malware are

18 As of August 12 2010, the PCI Security Standards Council issued the proposed changes
for the version 2 of the PCI DSS that aims to address, among others, the virtualization
issues [116].

35



3.6. CHAPTER SUMMARY

likely to be seen in the near future due to their robust hiding capabilities.

A common way for generic malware to infect a system is by exploiting var-
ious vulnerabilities that usually lie within the software. Since virtualization
is mainly created by software, inevitably it adds extra vulnerabilities to a
system. Various advisories have been reported during the last years regard-
ing vulnerabilities in virtualization software, and advisories of such issues
are not likely to stop in the future. Successfully exploiting these vulnerabil-
ities might result in an attacker completely controlling a host along with its
virtual machines.

Furthermore, networking in virtualized environments becomes more com-
plex than before. More network elements require configuration, nested sys-
tems add further complexity and this also leads to one more way for malware
to infect machines within the infrastructure. The complexity that is intro-
duced to a network due to virtualization has potentially damaging effects to
the network’s management and maintenance operations. Having VMs ap-
pearing and disappearing within the network can also work as a hit-and-go
technique to hide malicious acts. Similarly, rolling back VMs can potentially
cause problems to critical security operations that are based on cryptography.

The need to keep systems balanced in terms of workload, along with moni-
toring for over-utilization and hardware problems is critical, as there is likely
to be competition between VMs to use the physical system’s resources. This
necessitates centralized management solutions. Security controls are required
within the network to avoid access to sensitive programs such as management
tools and live migration networks, and prevent the potentially serious conse-
quences. Virtual machine sprawl is, and probably will be, a big problem for
as long the least privilege principal is not enforced successfully!®.

The issues mentioned in this chapter usually result in virtualized environ-
ments having difficulties achieving compliance with applicable rules or stan-
dards. We briefly discussed these implications and more specifically, issues
pertaining to the PCI-DSS.

9The least privilege enforcement could prevent unauthorized users from creating and
introducing unauthorized virtual machines to the infrastructure.
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Chapter 4

Monitoring virtualized
environments

This chapter justifies the need for monitoring virtualized environments and
describes the technology used to fulfill such requirements. This chapter com-
plements the 3rd chapter, by presenting potential ways of preventing a num-
ber of manageability and security issues mentioned in the latter. We also
discuss more security oriented solutions for protecting the virtualized en-
vironments. Finally, this chapter covers the technology behind traditional
intrusion detection/prevention systems and compares these systems based
on their topology within the virtualized environment. Finally we discuss the
level of security these systems can offer to a virtualized environment.

4.1 The need for monitoring

According to a report by Prism Microsystems [98], 79.5% of the respondents
to a questionnaire agreed that monitoring the virtualization layer is highly
important for risk mitigation in virtualized environments. However, only
29.3% of them indicated that they do collect logs from the hypervisor and
21.1% from the virtualization management applications. When it comes to
responses to the logs, only 16.9% of the respondents report on activities and
controls at the hypervisor level and 15.7% at the virtualization management
application. Consequently, the vast majority recognize the need for moni-
toring but fail to implement the necessary controls, thus putting the whole
infrastructure at risks due to the lack of supervision. Table 4.1 gives a more
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detailed view on the report’s findings [98].

Hypervisor Virtual

Hardware (e.g. (e.g. Embedded Management Not

Dell VMWare, Hypervisor Appplication Operating Impleme

OpenManage) Hyper-V) (e.g. ESXi) (E.g. Vcenter) System nted
Log collection 22.70% 29.30% 13.60% 21.10% 54.50% 24.80%
Automated Log
Management/SIEM 14.50% 18.20% 9.90% 10.30% 26.90% 52.50%
User/privileged user
activity monitoring 13.60% 22.70% 10.70% 14.90% 45.90% 34.30%
Tracking access to
critical data and
assets 14.50% 17.80% 7.90% 12.40% 36.00% 46.70%
Reporting on
controls and
activities for
compliance and
internal policies 12.80% 16.90% 7.90% 15.70% 41.70% 39.70%

Figure 4.1: Logging maturity and implementation levels.

The preceding chapter lists several security, and other related reasons,
that could be the answers to the question ‘why should someone monitor a
virtualized environment?’. Apart from retaining security assurance, from the
administration’s and management’s point of view, monitoring is a necessity
for ensuring that the environment is healthy and that it functions as it is
meant to. It is almost impossible to diagnose problems manually in a vir-
tual environment, since the nested nature of virtualization may mean that
problems are not as obvious. A malfunction or a minor problem in one VM
could pose many risks on the stability of the others, as well as to the overall
integrity of the host machine. Without having the ability to monitor, it is
obvious that there is no way to have the assurance that the infrastructure
works properly.

The nature of virtualization causes functional or security problems to man-
ifest and amplify within the infrastructure. Even minor VM issues can prop-
agate and cause ripple effects to the other VMs that reside on the same host.
As we shall discuss later, traditional security practices are not always ap-
plicable to virtual environments due to the latter’s diverse and one-to-many
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(host-VMs) relationships. It is important that we understand the ramifica-
tions and risks in such environments in order to configure and maintain a
successful monitoring program to enable proactive and reactive actions.

4.2 Basic monitoring and management

Major IT vendors have started incorporating virtualization monitoring suites
into their product lines, to help minimize the effort required to manage a
virtualized environment. All of these suites offer easy to use graphical user
interfaces, resulting in an intuitive centralized management program. Figure
4.2 is based on a VMware illustration and depicts the high level components
in a managed virtualized infrastructure.

[Management Application ]

Hyperwsor Hyper\nsor
Physical Server Physical Server Physical Server

Figure 4.2: A managed virtual infrastructure.

Some examples of these management suites are Microsoft’s System Center
Virtual Machine Manager [82], VMware’s vCenter [122], HP’s Virtualization
Manager [56] and the Virtualization Manager extension for IBM Director [57].
These management suites provide an extended view of all the systems that
comprise the infrastructure along with the hierarchical relationships between
them, their utilization metrics, network performance, their respected policies,
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inventory and so on, on a single screen. Furthermore, they offer easy and
automated controls to support patch management both to hosts and VMs,
and live migration functionality for moving VMs to a different host when
necessary. The graphical user interface is usually a web interface displayed
in the browser or a dedicated stand-alone management application. Remote
control can also be offered through command line interfaces using IPsec or
SSL for confidentiality and integrity services.

However, there exist interoperability issues in management software since
commercial management solutions typically only support their respected ven-
dor’s hypervisors, and open source solutions can only provide generic mon-
itoring capabilities [25]. The different vendor APIs make it impossible to
support a broad range of different hypervisors, especially when these are
proprietary and under commercial licenses.

Several efforts have been made to provide a uniform interface to support
monitoring and management for different hypervisors. Such projects include
the initiatives for standardization efforts in resource management from the
Distributed Management Task Force (DMTF) [5, 6], and the libvirt project?°,
which is an open virtualization API that supports interactions (remote/local
management with Kerberos/TLS, access control, policies and others) with
most of the major hypervisors that are in use today.

The fact that virtualization management systems do not focus solely on
handling and mitigating information security issues does not make their ex-
istence less important. The security issues mentioned in chapter 3 that arise
due to network and administration complexities can be addressed adequately
by management software. The focus of virtualization management software
is on managing accounts and privileges of virtual environments, enforcing
automated security policies, managing of network traffic, inventory of the
deployed VMs and so on. Such features can be seen as an important pre-
ventative measure to avoid a number of virtualization-related risks (and not
only) from further propagation (e.g. VM sprawl).

Concluding with the virtualization management software benefits, stream-
lining the operations in complex environments is necessary, in order to re-

20http://libvirt.org/- The libvirt virtualization API
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tain the operation assurance and help businesses evolve and accomplish their
objectives. Forrester Research, identifies that capacity planning and auto-
mated self-service management tools are the hardest to find and implement
correctly, and at the same time, the key to success for complex virtualized
environments [55].

4.3 Intrusion detection and prevention sys-
tems

The gap between managing an infrastructure and actually protecting it
from any kind of malicious attack is filled by utilizing intrusion detection
and prevention systems. These systems can be focused on monitoring the
network or individual systems’ behaviors and their interactions with the
existing elements that comprise the infrastructure. Intrusion detection/pre-
vention systems (IDS/IPS) integrate sensors that offer granular analysis
and security-oriented inspection methods to prevent or detect system attacks.

IDS’s are focused on monitoring traffic to detect attacks using three
different techniques [65]:

e Attacks that violate predefined rules (signature-based).

e Attacks that generate traffic that do not follow a specific norm
(anomaly-based).

e By analyzing protocols.

Signature-based protection systems are only able to thwart attacks that
have previously occurred, analyzed and stored in the attack database.
Anomaly-based protection raises too many false alarms and it needs a train-
ing period to observe patterns so it can operate correctly. During this period
security issues may arise since it is possible for attacks to evade detection.
Lastly, protocol analysis requires a lot of processing power due to advanced
protocol examination and scrutiny, and might be fairly slow for overwhelming
amounts of traffic.
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Both intrusion detection/prevention systems share the same purpose and
are focused on protecting the monitored system. However, the means by
which the protection is offered can be distinguished from one another.

The monitoring nature of an IDS is passive; it monitors the protected
domain and if an incident occurs it merely raises an alert. The specific
actions that are taken after detection depend on the technology’s design and
appetite, but normally they raise an alert to the IDS’s management station.
IPSs go one step further, with the purpose of detecting malicious actions
and preventing them before they are successfully realized on a system. The
ability to stop an attack from completion make IPSs active in nature. This
fundamental difference between IDS and IPS systems is illustrated in Figures
4.3[a] and 4.3[b] respectively, based on an illustration by INEM.

Nowadays, these two technologies are usually bundled together into a single

21 More information about different IDS/IPS technologies, recom-

solution
mendations and implementations can be found in the National Institute of

Standards and Technology (NIST) guide [65].

In chapter 1, these technologies were briefly introduced based on their
placement within a virtualized system, i.e., network based, virtual machine
(host) based and a security dedicated virtual machine (VM introspection).
The following sections will focus on these systems and the security guarantees
they can offer in virtualized environments.

4.3.1 Network-based protection

A network intrusion protection system (NIPS) can be responsible for mon-
itoring the traffic that flows to all VMs in a system, or to a specified do-
main/network segment. Each domain or network segment is comprised of
VMs and the domains are connected with each other through virtual switches
(see page 30). VMs residing in the same domain are connected with each
other through that domain’s virtual switch. A NIPS is implemented by soft-
ware embedded in the hypervisor and can be used for protecting different

2'Having made the distinction between them, for the rest of this thesis both technologies
will be referred as Intrusion Protection Systems (IPS).
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Figure 4.3: IDS and IPS behavior.

VM groups/domains within a host. The topology of a NIPS within a virtual

environment is illustrated in Figure 4.4 and is based on [118].

The above intrusion protection system lies within the hypervisor in order to
protect the traffic that flows to and from the virtual switches. As mentioned
in previous sections, the hypervisor is responsible for mediation between a
VM and the host for every requested action, and consequently for access to
the outer world. By placing the protection in the hypervisor, all traffic that
flows to and from the host and the VMs can be captured and analyzed by

the protection system.
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Guest VIV Guest VM Guest VM| |Guest VIV

[ vSwitch } -
{ Hypervisor ]

Figure 4.4: Network-based intrusion protection.

4.3.2 Host (virtual machine) based protection

A different protection approach is to place the IPS in each VM that needs
to be protected. The IPS is implemented by software and installed on each
VM. Instead of monitoring and analyzing the network packets, they work on
the internals of a system by analyzing file-system modifications, application
logs and system calls [32, 73]. By correlating the gathered information they
initiate responses when evidence of an intrusion is detected.

Host-based IPS (HIPS) allow for every virtual machine to have its own
protection tailored to its own needs to meet any specific security requirements
individually. This offers a resilient solution, as the protection system does
not rely on the hypervisor’s interception capabilities for enforcing protection.
The topology of a HIPS is illustrated in Figure 4.5 and is based on [118].

4.4 Evaluation

We evaluate host-based and network-based protection systems according to
the security guarantees they offer the protected system and based on their
usability. In this context, the usability evaluation takes into account both
performance and administration issues.
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Figure 4.5: Virtual machine (Host) based protection.

4.4.1 Security

By analyzing only network traffic, NIPSs are not able to provide defense-in-
depth. These systems have minimal visibility inside VMs by only being able
to access hardware-level state (e.g. physical memory pages and registers) and
events (e.g. interrupts and memory access) at most [43], by capturing and
carefully analyzing the generated traffic from a VM to the host. However,
such raw data cannot be used to understand and reason about the internal
semantics. Thus, internal behavior and applications or processes running in
the VM are completely invisible to a NIPS. On the other hand, host-based
protection systems have an excellent view of what is happening inside the
VM and are able to track any internal operation and inspect it for potential
dangers.

Another major disadvantage of the NIPS architecture is that, by design, it
is not able to prevent an attack that takes place between two VMs that reside
on the same domain. The intercommunication between VMs is not protected,
thus even if the isolation capabilities of the hypervisor are robust, malicious
traffic can still travel between one domain’s virtual machines legitimately
through the virtual switches. Thus, malware sprawl between the VMs cannot
be blocked and can easily go unnoticed. Moreover, protection systems that
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monitor different VM segments/domains must be configured separately and
according to each domain’s risk profile. Thus, it might be cumbersome to
maintain many different configurations to fit different risk levels within one
host machine, especially in a demanding security environment.

However, the protection that NIPSs offer by inspecting network packets
enables real-time protection against attacks coming from the network and
preventing them (in case of intrusion prevention system) before they take
place. Several attacks can be prevented, or at least mitigated, just by analyz-
ing the packets and their headers. These attacks include Denial-Of-Service
attacks (e.g. Smurf, SYN flood) and its counterparts, such as fragmented
packet attacks (e.g. Teardrop, Ping Of Death) [70]. These kinds of attacks
can only be identified by inspecting packets traveling through the network.
Host-based protection residing in a system would easily miss the detection of
those. Nonetheless, if NIPSs make their decisions based on predefined signa-
tures, an outdated database might result in an inability to detect or prevent
new attacks.

On the other hand, the fact that HIPSs make their decisions based on
inspecting the internal operation for unauthorized actions means that they
do not need signature updates (e.g. viruses or specific patterns). Thus,
they might be better equipped to be able to stop unidentified (zero-day)
malware based on its (non-legitimate) interaction with the protected system.
Conversely, it is possible for malware to bypass NIPSs, due to their nature
of residing outside the protected system, as they might not be always aware
of the context of the received packets. In that case, malware could reach the
VMs, and unless they have additional security software installed in them, it
could potentially cause severe damage.

However, since NIPSs are isolated from the VMs they protect they have an
extra advantage. They are more resistant to efforts from the attacked system
to subvert their operation. Thus, NIPSs offer the extra advantage of moni-
toring a virtual machine even if the latter has been compromised. Of course
this is limited post-active monitoring after the attack has already occurred.
Nonetheless, we tend to believe that functionality like this is still desirable,
especially for analysis of the compromised system’s actions for developing
solutions for confinement of the malicious acts by an administrator. Fur-
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thermore, the isolation between a NIPS and the virtual machine prevents an
attacker from deleting any of the logs produced by the NIPS. Unauthorized
attempts of malicious actions can be traced and logged as well for further
investigation. Lastly, the isolation of NIPSs also entails independence from
the virtual machine’s operating system or implementation.

The great visibility that a HIPS has over the protected system has a dis-
advantage. Having security software installed on the protected system poses
dangers to availability and reliability of this software under the assumption
of an attack. As an attacker’s main objective is to control a machine, mal-
ware becomes more sophisticated with the ability not only to bypass security
controls but also remain hidden for long periods. Since HIPSs reside in the
system that might get attacked, the possibilities of facing attacks themselves
and efforts on subverting their operation are greater than when NIPSs are
used. The fact that HIPSs normally operate with user privileges means they
have a limited capability of protecting themselves and threatens their in-
tegrity. We have seen many instances of malware and attacks on the layer(s)
below the security mechanisms that successfully disable any kind of security
software installed on a system [20, 53, 94, 67].

Similarly, if any malfunction (e.g. due to overwhelming traffic) occurs at
the NIPS and renders it inactive, the VMs residing in its domain are left
unprotected. That is because any failure in the NIPSs usually results in a
fail-open?? state until they are restarted, after an error has occurred [50]. As
mentioned, NIPSs are resistant to attacks originating from the attacked VM.
However, a successful attack on the host or the hypervisor could disable the
security software within it, i.e., all the installed NIPSs. Another drawback of
NIPSs is the increased false-positive alerts. This is due to the fact that many
times, depending on their technology, they need to speculate about intrusions
(e.g. abnormal traffic), instead of basing their decisions by comparing traffic
to predefined illegitimate values from a database.

Failure at a HIPSs can also result in a fail-open state after an error so in
case of an attack against them, the VM is likely to end up having no protec-
tion at all. It is critical for security software that resides within a system to

22Protection is ceased following a failure.
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have tamper-resistant capabilities against malware attacks. Based on the at-
tacks against security software through the layers below we mentioned above,
tamper-resistance is not trivial to achieve especially if the HIPS operates us-
ing user-level privileges (and needs to defeat kernel-level malware). Thus,
although HIPSs offer robust protection and deep analysis of the protected
VM, it would make sense to use them in conjunction with other security
controls.

As mentioned in section 2.2, the hypervisor belongs to the trusted com-
puting base (TCB) of the system. To that end, it is vital to keep it as simple
and minimal as possible so its design, and the protection assurance it offers,
can both be verified. NIPS functionality embedded in the hypervisor auto-
matically means extra code, which essentially leads to more opportunities
for software vulnerabilities to be found and exploited. That makes the in-
corporation of intrusion protection capabilities into the hypervisor risky, and
approaches like this should be treated with caution.

4.4.2 Usability

With the dedicated protection provided by HIPSs, they offer the ability for
a VM to maintain ongoing compliance with applicable rules and security
policies. By separately configuring each HIPS deployed in every system, it
allows for resolution of any specific needs a VM might have according to
its criticality and risk profile. This is not the case with NIPSs, especially if
we consider that virtualization offers the ability for VM migration between
different hosts.

When migrating a VM, the security context and the NIPS configuration
that had been tailored to its needs in the first host cannot be transferred
with the VM to the destination host. Inevitably, the same level of protection
should be offered by the destination host. Thus, the same security con-
figuration should be applied to the destination host’s NIPS beforehand, or
immediately after the migration. That entails that VMs on the destination
host must share the same security risks with the newly migrated one so they
will be able to support each other and work under the same security context.
Since the same NIPS is used for protecting one domain, the security policy
of one VM might interfere with the security policy of another and eliminate
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the ability for co-operation.

One more potential disadvantage with HIPSs has to do with the fact that
they are tightly integrated with the system they protect. It is possible that
updates or upgrades to core components of the system might cause problems
to the HIPS operation or even worse, be completely incompatible with it.
Furthermore, having protection installed separately in each VM is very likely
to have an impact on the host’s overall performance since it has to support
several VMs.

On the other hand, a NIPS is able to centrally monitor VM domains irre-
spective of the VMs’ configurations that reside within those domains. Central
protection also means less processing power and memory for traffic inspec-
tion. The network connections could be easily traced, monitored and deci-
sions based on the central policy could be taken quickly. However, having
many different NIPSs in one host system to protect different VM domains,
their performance in packet-capturing incrementally degrades as the number
of NIPSs increases in the system. Such performance implications can cause
specific and replicable bottlenecks for commonly used implementations of
virtualization in high-speed networks [15].

The tailored protection that HIPSs offer, means that a HIPS has to be con-
figured separately for every VM inside the host. Having multiple different
HIPS configurations for multiple VMs makes it difficult for a system admin-
istrator to track, manage and maintain proper configurations. The risk of
misconfiguration increases, and along with that, the risk of exposure for each
VM. Things get even more complicated by having VMs migrating from one
host to another, paused, and so on. The maintenance of hundreds of VMs
along with their security configurations (as well as the hosts configurations)
would need a very mature and tactical management system to overcome the
inevitable complexity.

Lastly, despite the NIPSs’ attack resistance, it is always wise for central-
ized protection solutions to be placed in hardened and periodically reviewed
systems. That said, hardening and reviewing virtualized hosts along with
their NIPSs individually is also likely to add some further burden to the
overall security administration.
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4.5 Chapter summary

The criticality of monitoring virtualized environments can be directly seen
from the increased number of monitoring tools that vendors develop for their
virtualization products. These solutions offer extended functionality to cope
with various virtualization related issues, whether these arise due to perfor-
mance, security or administration factors. Correctly implementing virtual
machine management solutions is the first step to achieving some assurance
over the infrastructure.

Management tools achieve their objectives in managing a virtual environ-
ment. However, as management implies, these objectives are not usually
focused on security. For security purposes specifically designed technologies
are required. Such technologies offer several different ways of operation by in-
specting different elements, so they can be selected for various environments
according to their needs.

Further distinction can be made as to the way these protection systems
respond to security incidents. Their protection nature can be divided into ac-
tive and passive monitoring, with the active being the most desirable for most
of today’s environments. The protection can be placed inside the virtual ma-
chine (HIPS) that needs protection thus, it enjoys robust protection tailored
to its needs. A completely different approach is by placing the protection at
the network (NIPS) for monitoring a specific domain. Thus, several virtual
machines can be served by the same centralized protection system.

It is clear that these technologies do complement each other. What a HIPS
cannot offer is usually offered by a NIPS, and vice versa. A straightforward
robust protection solution would encompass both of these technologies work-
ing together. This hybrid approach might work well for non-virtualized hosts
as it is a single entity to protect. For virtualized hosts that incorporate onto
them a number of other virtual machines, the hybrid approach would intro-
duce substantial performance overhead due to the need of protecting many
different entities. If these entities operate with different risk appetites, robust
protection would be even less successful in satisfying each one’s needs.
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Chapter 5

Virtual machine introspection

This chapter describes the concept of virtual machine introspection. This
technology aims to provide the security guarantees provided by both host-
based and network-based protection technologies in a single solution. In this
chapter, we discuss the architecture behind virtual machine introspection
protection and its topology within the virtual environment.

We examine the introspection technology’s monitoring capabilities and
their novelty compared to the monitoring technologies mentioned in chapter
4. Several variations of virtual machine introspection applications are dis-
cussed along with their focus on protecting different elements of a system.
We also highlight the major advantages of the virtual machine introspection
over HIPSs and NIPSs.

We conclude the chapter by presenting the limitations of virtual machine
introspection technology. In addition, we cover the means by which intro-
spection technology can be undermined, and discuss the extent to which
security assurance that can be achieved.

5.1 Architecture

The overall protection offered when both host-based and network-based sys-
tems are utilized is appealing when maximum security assurance is needed.
The response to this need was the placement of security capabilities outside
the protected system, in an effort to combine the best of the host-based and
network-based protection with Virtual Machine Introspection (VMI) [43].
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VMI technology takes advantage of a privileged guest VM which is respon-
sible for managing the remaining unprivileged VMs residing on a system (see
section 2.2.3). When utilizing VMI, the privileged guest gets extra respon-
sibilities and apart from managing the unprivileged VMs, is also responsible
for observing their internals and operation. VMI presents a powerful way of
determining the specific internal aspects of a guest’s execution in a virtual-
ized environment from an external central point. A high-level illustration of
the topology when VMI is utilized is presented in Figure 5.1 and is based on
[118].

Guest VM Guest VM Guest VM| | Guest VM
L@—I I—l:vsw:litch —I

Privileged
VIV

VMI
Protection

Hypervisor ]

Figure 5.1: High-level components in virtual machine introspection.

The mechanism responsible for facilitating the VMI technology is the
VMM component, found in every virtualization system implementation. As
highlighted in section 2.2, the VMM is also responsible for creating the layer
of abstraction for virtualizing a physical machine’s hardware and partitioning
it into logically separate VMs. The security assurance offered by the VMM
is fundamental for the correct operation of introspection applications. Thus
the simplicity and the verification of a VMM is critical to support reliable
protection. VMI leverages and benefits from VMM'’s capabilities in three
ways:

1. Isolation. Isolation ensures that, even if the monitored guest is compro-
mised, further access to the VMI application residing in the privileged
guest will be prevented. Thus, it should not be possible to tamper with
the operation of the IPS.
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2. Inspection. The VMM has full access to the residing guests, including
memory, CPU registers and 1/O operations in order to control them.
The deep visibility that the VMM enjoys allows for the complete inspec-
tion of a guest and makes it hard for malicious code to evade detection.

3. Interposition. The VMM is able to supervise the VM operation and
intercept requests, i.e., privileged CPU instructions, since it mediates
between the guests and the host. This functionality can be used by
the VMI in order to make decisions for intercepted requests based on a
security policy, regarding unauthorized or illegal modifications/actions.

From the above three functions, isolation is provided by default due to the
VMNMs functionality (see section 2.2). Inspection and interposition require
minor modifications to a VMM’s code and consideration of possible trade-offs
due to integration [43]. Other fundamental VMM capabilities also contribute
to the effectiveness of VMI-based applications. For example, the fact that
the whole VM state is saved in the VM’s files, VMI tools can use checkpoints
within these files to be analyzed, make comparisons between the state of
compromised and clean VMs, take snapshots for later analysis and so on.

The security features that can be offered by the VMI technology have been
well understood by the industry, and major players in virtualization have
implemented introspection APIs to support their products. Most notable
are VMware’s VMsafe?®> API, that enables third-party vendors to develop
security solutions for VMware’s products based on VMI, and XenAccess [93]
with VIX tools [51] (for forensics purposes), developed for the open-source
hypervisor Xen.

5.1.1 Components

As previously mentioned, the VMM requires modifications to support VMI
functionality. The modifications required depend on the given VMI appli-
cation’s functionality. For a VMI IPS application, modifications include the
integration of a policy engine, an interface for callback and response commu-
nication, and an OS interface library. The above components are illustrated
in Figure 5.2.

Bhttp: //www.vmware.com/technical-resources/security /vmsafe.html
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Figure 5.2: Livewire [43], the virtual machine introspection prototype.

e The callback/response interface is used for sending commands between
the VMI IPS and the VMM. The VMM can reply to commands syn-
chronously or asynchronously, and they can be used for various admin-
istrative or security purposes.

e The OS interface library is used for interpreting a guest OS’s state in
order to have high-level semantic awareness of the protected system in
question. VMMs cannot have a semantic view of what is happening
inside a guest since they are dealing with low-level raw data, i.e., CPU
instructions and raw memory data. In order to provide protection, a
VMI application must be able to reason about the VM’s operation by
understanding its file structures, processes and so on. To that end, the
OS interface library uses kernel dumps®* of the guest OS to retrieve
information about it. The information gained results in constructing
semantic information pertaining to the guest OS. That enables the OS
interface library to facilitate the answering of high-level queries (e.g.
list processes or list virtual memory content of a range) about the

24The logic behind it is to get the contents of the memory region occupied by the running
kernel in a single binary file for examination.
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monitored guest OS and interpret its state.

e After having identified the guest’s state with the OS interface library,
the policy engine is able to use this information. Questions are issued
to the interface library and decisions are taken according to the security
policy configuration as to whether or not the system is at risk.

The series of actions followed by a VMI IPS can be summarized in the
four steps below:

1. State analysis can be done from within the guest OS (use guest’s native
information (e.g. running processes)) and/or the VMM (acquire guest’s
data structures).

2. The relevant information is extracted from raw binary state for inferring
the guest OS structure.

3. The extracted state information is evaluated and rated according to
the security policy in place.

4. Actions taken after the evaluation depend on the IPS application’s
functionality and configuration.

An example of the required steps for retrieving a kernel symbol from the
memory of a monitored VM is illustrated in Figure 5.3, and is based on the
XenAccess VMI API build for the Xen supervisor [93, 92]. Further formalized
information on the steps and actions taken by VMI tools can be found in [95].

The above capabilities facilitate the creation of robust protection applica-
tions that can be used for monitoring everything on a guest machine, from
its state, to memory contents and network traffic. It is clear that the VMI
technology is able to deeply inspect a protected guest. This offers the abil-
ity to make informed choices and decisions regarding the security state of a
system and increase user confidence.

5.2 Security advantages

VMI IPS technology offers various benefits when compared to the NIPSs and
HIPSs we mentioned in sections 4.3.1 and 4.3.2 respectively, by taking the
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Monitoring VM (dom0) Using Introspection To View A Kernel Symbol

(1) The monitor requests to view a kernel symbol.
Monitor (2) XenAccess finds the virtual address for the

Q‘? &D kernel symbol. (3) Kemel page directory mapped

to find correct page table. (4) Page table mapped
to find correct data page. (5) Data page returned
to the XenAccess Library. (6) XenAccess returns
XenAccess a pointer and offset for the data page to the
monitor with read / write privileges.

: User VM (domU)

swapper_ pg_dir

page table

kernel data

Figure 5.3: Retrieval of memory contents through VMI.

best out of those systems and by avoiding their disadvantages. The major
advantages can be seen below:

e Deeper visibility inside a VM, including processes, memory, disks and
network traffic. This offers more accurate, reliable and better correlated
information compared to NIPSs.

e A central point for security policy enforcement?, offering easy admin-

istration, manageability, auditing and consistency compared to HIPSs.

e A compromised guest cannot threaten a VMI IPS since it resides in
the privileged guest unlike all other guests, thus offers tamper-resistant
capabilities. Similarly, there is no effect if an intruder is able to disable
the compromised guest’s security software.

e Harder evasion of malicious actions in a guest machine. The informa-
tion VMI IPS is based on is low-level data of the guest machine, and
does not fully rely on the guest OS to present all the relevant informa-
tion about its internal operation?S.

2’Not becoming a disadvantage (single point of failure), solely relies on the assurance
offered by the VMM.

26 As stated however, a VMI IPS still relies on being presented with correct information
by the guest OS for understanding its state. This minor reliance still poses dangers for a
VMI-based application as it will be seen in later sections.
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e Protection can also be offered during VM migration between hosts, or
when paused or off-line.

e The internal communications between VMs as well as the host can be
monitored adequately.

e An extra layer of protection might be able to offer the VMM itself
self-integrity monitoring and secure logging of its actions.

e Substantially less performance overhead compared to utilizing both
HIPS and NIPS protection.

Due to the robust monitoring and inspection capabilities of VMI, the
technology was mainly presented as a step forward to increase the robust-
ness of IPSs for virtual environments [43]. According to [84], apart from IPSs,
VMI technology can also be used to support digital forensics, in particular
non-quiescent?” analysis of VMs. That way, volatile memory contents, which
might be important to the investigation such as encryption keys or other con-
figuration data residing in memory, could be recovered and examined as well.
VMI might also offer better assurance when compared to today’s commonly-
used tools, that the investigator will not accidentally damage important data
during investigation, due to its minimal footprint. Lastly, an investigator
might have to rely on the compromised system’s tools during analysis, which
in turn they might be compromised themselves from the intrusion.

Furthermore, VMI technology could be used as an alternative means of
securely logging system activities, in order to be used later for auditing pur-
poses and might also help achieve compliance with the monitoring standards
requirements. Logging software installed in an attacked system might re-
sult in potentially misleading logs. Moreover, these logging solutions usually
don’t have the ability to replay events that occurred during the compromise
of a system or even analyze non-deterministic events due to their limited
saved information.

There do exist secure logging and digital forensics applications such as
ReVirt?® [39], from the pre-VMI era. Like in VMI, such applications place the

2"In a non-quiescent analysis the system is examined during operation.
28Technologies like this always have the drawback of storing overwhelming amount of
information, especially when they offer the ability to later replay a VM’s actions.
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logging functionality outside the guest machine. With the robust and deep
inspection capabilities of VMI, similar applications can be greatly benefited
and provide enhanced functionality.

VMI technology’s capabilities can be used to provide solid protection for
several distinct components within the protected systems (e.g. memory, ker-
nel data and so on). The big advantage of operating under a privileged state
with low-level information is that it allows for fine-grained protection and
resistance that traditional HIPSs/NIPSs are not able to offer.

5.3 Variations

As in traditional intrusion detection/prevention systems, VMI-based imple-
mentations can also be divided into preventive and detective mechanisms.
Early implementations such as Livewire [43] were only able to inspect a VM.
In the event of an attack, they would only report it instead of preventing
it, and offered no logging functionality. Systems like this provided a decent
level of protection, but just reporting an attack is not enough to retain the
assurance in a system. Nonetheless, passive monitoring might fit perfectly
well for non-critical environments with limited security requirements.

In demanding environments where security is a priority, there is the in-
creased demand for active monitoring to ensure prevention of malicious acts
instead of relying on mere detection. Active monitoring allows for security
decisions to be made when a certain event in the protected system has been
triggered. Interference with the protected system could delay or deter an
attacker by terminating services or by reducing the available resources of the
system during an attack, and why not, mislead?® him somehow. Later im-
plementations based on Livewire offered the ability to interfere with a VM'’s
behavior by utilizing active monitoring to provide a diverse set of security
applications.

5.3.1 Active protection

An example of active protection is Manitu [75], a VMI-based application
designed for malware detection. By offering users the ability to manage the

29 Although we are not aware of any VMI application with such functionality so far.
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privileges of code, it enables them to assign permission bits to memory pages
to ensure that code contained in an executable page is authorized. The
authentication takes place by cryptographically hashing the page’s content
and comparing it with the expected hash before execution. A non-authorized
page, and more specifically its code, is blocked from executing in the system.

Moreover, pDenali [17] aims to provide software rejuvenation®, a
performance-oriented solution and lesser security. With rejuvenation, it
offers the ability to redirect running services from one VM to the next
available VM to prevent errors from manifesting within VMs. Psyco-Virt
[19], serves as a VMI-based application as well and is used for detecting
modifications of kernel code and critical parts of it (e.g. the Interrupt
Descriptor Table (IDT), syscall table, binaries). Psyco-Virt responds to
alerts by stopping the VM and preventing further damage.

Similarly, Lares [94] presents an architecture that also aims to provide
active monitoring to VMs. To achieve this, it places hooks into the guest OS
in arbitrary locations of the kernel, and protects their integrity using memory
protection (write prevention). When a certain event takes place inside the
guest OS, the hooks are triggered, and the event that caused them to trigger
is transmitted to the security VM for analysis3!. If this is an unwanted event,
Lares can prevent the guest OS from processing it.

VICI [41], a rootkit protection technology, aims to provide corrective ca-
pabilities. By using a snapshot of the ‘clean’ kernel taken during a system’s
boot, it undertakes periodic reviews for kernel modifications. These reviews
target more than 9000 kernel and module function pointers and certain com-
monly targeted registers. In case of tampering, VICI automatically decides
on the cheapest way to repair the kernel by evaluating the case, and at-
tempts to modify the kernel’s state back to health. However, the snapshot
taken during the boot might not represent a healthy system state, as we
have presented rootkits that completely take over a system’s boot sequence

108, 33].

30Proactive fault management technique of gracefully terminating software and imme-
diately restarting it at a clean internal state.

31However, the more hooks placed in the system, the bigger the performance impact
due to interception, transference and analysis.

29



5.3. VARIATIONS

Lastly, Lycosid [62] offers a robust ability to detect hidden processes by
correlating various data taken from the guest VM and looking for deviations.
If any deviations have been identified, Lycosid patches the suspicious pro-
cess’s executable code to influence the runtime of that process in an attempt
to identify the latter. Additionally, Lycosid also offers corrective capabilities
by setting checkpoints in the VM while in secure state, and rolling it back
when an intrusion has been detected.

5.3.2 Information gathering

In order to detect malicious acts, and more importantly to prevent them for
materializing, all VMI-based applications need to somehow gather informa-
tion about the monitored guest. Further distinctions can be made as to the
way a VMI-based solution gathers data, in order to construct the level of se-
mantic awareness it needs, pertaining to the guest OS. We have to remember
that VMI-based applications are only able to observe low-level information
about a guest OS.

Livewire, the VMI prototype mentioned in section 5.1, uses a somewhat
intrusive method of parsing data structures and symbols by taking guest OS
kernel dumps. Further information is taken by native guest’s tools such as
UNIX’s ps, netstat and so on. That allows it to create two different views
regarding the guest OS which can be compared when needed to identify
inconsistencies (as a sign of an attack). However, after gaining the required
information, Livewire relies on passive monitoring for protection by polling
or scanning externally. Later implementations follow less-intrusive ways for
periodically retrieving information from a guest OS.

IntroVirt [63], a vulnerability detector, has high-level knowledge of the
structure of a VM’s memory space. By issuing predicates®® to the VM, it is
able to gain further information and walk through memory or access files.
A predicate issued to a process gains further process-related information by
accessing the process’s page tables. Access to files used by the process in
question is achieved with the predicate’s ability to invoke existing code in
the VM’s OS (e.g. for reading files). Using the memory layout in this way
to gain information, IntroVirt presents a novel way of protecting virtual

32Gimilar to writing test cases in software development.
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machines and discovering vulnerabilities. Nonetheless, predicates need to be
written manually, which is regarded as a hard task.

Similarly, Lares’s technology mentioned above, based on the ability to place
hooks at meaningfully chosen and correct locations in a guest OS, must have
semantic awareness about the guest. It uses the XenAccess introspection
library to traverse the guest’s memory and walk through the system’s pro-
cesses. From the identified processes, Lares proceeds to resolve their memory
addresses and track their objects. Next, it determines the type of an object
by looking at the relevant headers. If the object is found to be a file it resolves
its name and path, and based on the name, determines whether a hook can
be placed.

On the other hand, approaches like AntFarm [61], a process monitoring
tool, use completely different methods to understand the guest OS’s seman-
tics. AntFarm starts with no semantic awareness about the protected ma-
chine. By continuously monitoring the VM’s Memory Management Unit
(MMU), is able to incrementally gain knowledge about the protected OS
in question by observing memory access requests. Information about the
OS and its processes is inferred by constructing virtual-to-physical memory
mappings. This memory information might not be 100% reliable (e.g. due to
noise), but it is a step towards making more reliable decisions based on better
correlated information. Nonetheless, this approach adds value by minimizing
the semantic gap of the VMI technology.

The Lycosid application we mentioned above gathers information about
the protected guest OS implicitly. It uses high-level (untrusted) as well as
low-level (trusted) information of the system, and cross-validates the results
from these views looking for deviations®3. The information for the untrusted
view is taken as in Livewire [43], i.e., by using the guest’s tools. In the
case of an infected system, the output of these tools might be misleading.
Thus, another trusted view is obtained by observing virtual memory access
requests, provided by AntFarm’s technology (mentioned above).

33To proceed with the comparison, necessary conversions are likely to be required to
these representations [101].
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As we have described, every approach aims to gain knowledge about the
guest OS in various ways. This of course makes perfect sense since the more
aware a security system is about the entity it protects, the better, more
reliable, and on-target remedy it can offer. A major question has to do with
the credibility of this information since it is gathered from an untrusted and
potentially compromised guest. Thus, the concern is as to what extent the
information gained from a protected system can be regarded as reliable.

5.4 Bridging the semantic gap

When gathering information, techniques like kernel dumping cannot be con-
sidered effective in many cases since they perturb the guest’s OS execution.
Furthermore, considering that dump tools normally belong to an OS (e.g.
Windows [81] or Linux [76]) which can be potentially compromised, the ac-
quired information cannot be considered reliable. In this section we focus on
less intrusive techniques and discuss how are they used for gathering infor-
mation from a guest VM. These techniques follow the logic of observe-and-
reconstruct. Inevitably, every VMI-based application will, at some point,
need to get information on-the-fly by examining the VM’s volatile memory.
The reconstruction of the semantics is achieved by putting together such in-
formation. We discuss information about a system’s volatile memory and
highlight the basic process management flow and operation. This informa-
tion is also illustrated in Figure 5.4 which is based on information from [60]
and [3]. Note that this information refers to Linux kernels, given that they
are open source we have easier access to each structure’s headers. However,
similar procedures can be followed for Windows systems as well.

In every kernel, there exists a process descriptor that stores all the informa-
tion about the system processes. The process descriptors for all processes are
kept in a circular doubly-linked list called the task_list (1). The informa-
tion about individual processes, i.e., each process descriptor, is kept within
the linked list in a structure called task_struct3! (2). Subsequent threads
that might be started by a process, also hold an entry to the task_list
and consequently their own task_struct with a unique thread ID associ-
ated with each one. The run_list field (3), points to another structure, i.e.,

34The counterpart of the task_struct structure in Windows is the EPROCESS structure.
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Figure 5.4: Linux’s process-related memory structures.

the runqueue, which is used by the CPU. The runqueue structure is a list
which contains all the processes to be executed by the CPU.

The mm field (4) from the task_struct points to the process’s additional
related information: once a process is created, it is assigned a virtual address
space. The address space and all other memory management information
related to the process is stored in a structure called mm_struct (5). All
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virtual memory area descriptors that have been assigned to a process are
linked in another list which is accessed from the mmap field of the mm_struct
descriptor (6). These virtual memory areas that are available to a process are
kept in another descriptor called vm_area_struct (7). This forms a list that
holds the process’s virtual memory information, and each vm_area_struct
descriptor points to the contiguous address interval that it represents (8).
These addresses are traversed by the vm_next field that is stored in each
vm_area_struct (9). The vm_next field points to the next vm_area_struct
and consequently, the next virtual memory area occupied by the process.

All the above refers to the virtual memory for a given process. However,
a processor can only process data that is held in physical memory. The
association (mapping) between the virtual addresses and the corresponding
physical addresses is stored in page tables. The page table information is
accessed from the pgd field of the mm_struct (10). The page tables keep track
of the memory in page frame units which the kernel stores in volatile memory.
These mappings are maintained in Linux in three different paging levels.
From a top-down approach there are: the Page Global Directory (PGD), the
Page Middle Directory (PMD), the Page Table Entry (PTE) and lastly, the
specific page (11). Each level of table entries store information that refers to
the next level, and finally the page itself. In a virtual environment the task
of translating the VM’s virtual addresses to the host’s physical addresses is
the responsibility of the VMM.

A VMlI-based application that needs to read memory contents and under-
stand their semantics must proceed by finding the symbol information that
corresponds to the first task of the system. A symbol refers to the building
block of a program which can be the name of a variable or a function. More
specifically, one must find the head of the task_list, which is the list that
holds information about the system processes. The head of the list is stored
in a structure called init_task_union, which in Linux is associated with the
task_struct of the first process (the idle or swapper® process with PID 0).
Symbol names along with their corresponding virtual addresses are held in
the System.map?® file of a Linux system. The System.map file is created after

35 An always-in-queue process able to swap between processes when they arrive in an
empty queue.
36Its counterpart in Windows NT systems is the ntdll.dll file.
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kernel compilation, it is normally stored in the /boot folder3” and should re-
main unchanged throughout the kernel’s lifespan. The System.map symbols

can be exported by just querying the file as in the example in Listing 5.1.

Listing 5.1: Querying the System.map file

fts@Box:"$ cat /boot/System.map-2.6.32-24 | head -20
00000000 A VDSO032_PRELINK

00000040 A VDS032_vsyscall_eh_frame_size
000001d3 A kexec_control_code_size
00000400 A VDS032_sigreturn

00000410 A VDS032_rt_sigreturn

00000420 A VDS032_vsyscall

00000430 A VDS032_SYSENTER_RETURN
00100000 A phys_startup_32

c0100000 T _text

c0100000 T startup_32

c0100079 t bad_subarch

c0100079 W lguest_entry

c0100079 W xen_entry

After having identified the corresponding address of the init_task_union,
it is possible to traverse the whole process list of the system. This will
allow for the complete reconstruction of a guest VM’s RAM and further
interpretation of its state. This approach represents the method used by
some VMI applications such as VMwatcher [60], VIX [51] and is discussed
later. We should be able to translate the VM’s virtual memory addresses

38 For a

to their corresponding physical addresses according to the system
32-bit Linux system, the base address for the virtual memory is 0xc0000000
and the offset 0x0 gives the corresponding physical address. For example,
using a symbol from Listing 5.1, the xen_entry symbol has virtual address

0xc0100079, thus the corresponding physical address would be 0x00100079.

37Other places that symbol information can be stored include the kernel data represen-
tation that can be found in /proc/kallsysms.

38 And such translation should take place one more time since the physical addresses a
VM thinks it uses, eventually, are the host’s virtual addresses that have been associated
with that VM.
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Eventually, traversing the memory becomes straightforward. More specif-
ically, the first process in the task_list, i.e, the idle task, represents the
beginning and the end of the process list. By having the init_task_union
(thus the first process’s descriptor) address from the System.map file, we can
move to the relevant structure fields (e.g. the next pointer, pid, gid and so
on). This moving requires some testing with the task_struct’s address
offsets to move back and forth and determine the addresses of the fields we

require®.

Having found the next pointer’s field address, we can move to the second
process descriptor (next task_struct of the list). Testing again with the
offsets (or using the previous ones) will allow again for the identification
of the addresses of the fields. By identifying the mm field’s address, we can
resolve its pointer and move to the mm_struct structure of the process. From
the mm_struct, after its relevant field addresses have been identified, we can
get further information about that process’s virtual address, page tables and
SO on.

Performing the same steps for the whole task_list, allows us to have a
complete view of the guest VM’s volatile memory as well as the memory
pages stored on disk. The reconstruction of this information allows us to
acquire a high-level awareness about the running processes, and use it for
subsequent protection. Such memory traversal can be automated by devel-
oping a program to perform the “hard job” (finding fields, resolving pointers
and so on).

The VMM is responsible for creating a virtual MMU for each VM and
regulate its memory access. The VMM also controls the physical MMU, and
maps each VM’s physical memory in a way that it won’t overlap with the
other VM’s physical addresses. That way, each VM is isolated in its own
address space and access to other VMs address spaces is prevented. Lastly,
low-level events such as traps or interrupts are automatically trapped to the
VMM. Thus, in this context, the VMM can always inspect, and control, the

39 According to [31], the task_struct type structure has over 100 fields for storing
process information and at least 40 of them depend on the kernel configuration during
compilation. Thus, it would make sense that one will probably have to go through some
testing in order to find the relevant addresses when they are not predefined.

66



5.5. LIMITATIONS

requested privileged interactions of each VM.

5.5 Limitations

Every security-oriented technology has its limitations, and virtual machine
introspection is no exception. The key challenge with VMI is the semantic
gap between an external (hypervisor view) and an internal observation (VM
view) [43, 33]. Another limitation is the performance impact, which is tightly
dependent on the deployed environment.

5.5.1 Security limitations

VMI’s semantic gap refers to the available information two entities gain while
observing the same VM. More specifically, an observer observing a VM from
the outside (introspection) can see memory pages, registers and generic low-
level events. An inside observer on the other hand, is able to see semantic-
level elements such as processes or files and specific events such as system
calls.

Since VMI-based applications operate in a different context to the guest
OS they protect (i.e. outside the guest), they cannot rely on getting the
semantic information directly from it. That is because information gained
this way is likely to be unreliable if the guest OS is compromised. To that
end, VMI tools need to parse the low-level data they are able to see from the
guest OS and reconstruct the semantic information themselves.

As described in section 5.3.2 and extended in section 5.4, there exist various
approaches for gathering information from the protected guest OS. Eventu-
ally, low-level VM observations (e.g. memory page access) of the virtualized
hardware can be matched to specific VM semantic entities (e.g. specific
kernel modules, files or processes).

Introspection applications rely on the guest OS’s underlying data struc-
tures (e.g. the processes structures) to be used as templates for gathering
information. The assumption that the VMs might not conform to certain (le-
gitimate) behaviors when presenting these templates to a VMI application
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was an assumption made during the early development of VMI technology.
The logic behind it was that even if some of the information was mislead-
ing, a VMI-based application would still be able to provide protection but it
might not be completely accurate.

However, this is a risky assumption since we do not normally expect a
compromised system to always operate as it should. That makes a VMI IPS
solution worthless in the case of a guest OS that contains kernel vulnerabili-
ties that, if exploited, can result in manipulation of the kernel’s data and its
control flow. Thus, the retrieved information from the compromised guest is
not likely to reflect the true guest’s state.

VMI tools that rely on getting information from the guest externally in-
evitably make assumptions regarding the state of the protected system’s OS
due to the semantic gap. The more knowledge they possess, the less spec-
ulation which is required. As long as the system is in a secure state, the
information gathering methods mentioned in the preceding sections are fit
for purpose. However, in any other case, we should have serious concerns
regarding the reliability of the information retrieved.

An open question is the feasibility of detecting the VMI’s presence in
a system [84]. An indicator which would infer its presence would be if a
system is found to be virtualized, it might be protected with VMI*. As
we mentioned on page 26, there exist methods which are able to detect a
virtualized environment. Certain processing delays within the VM due to
VMTI’s operation might also be used as indicators of the latter’s presence.
Of course, transparent operation of VMI tools is an essential feature for
the overall system protection. If an attacker has the ability to detect the
VMI’s presence, he could directly target the VMI implementation instead, by
subverting its operation just like virtualization-aware malware can attack the
VMM. However, if the VMI’s presence is detected an attacker might simply
avoid attacking the system in question, which could be fair if deterrence is
our objective.

40 And more specifically, all information fetched from the monitored system should be
considered tainted [43].

41 Although we can never be sure of its presence, the chances of VMI protection are high
today as it has become ubiquitous technology adopted by many vendors (see page 53).
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5.5.2 Performance limitations

Another VMI drawback is due to the fact that VMI-based applications have
to process, in real-time, large amounts of low-level information from the
systems they protect. This introduces a performance overhead, especially
when the number of protected VMs grows within the host. The overhead
increases more when such applications offer extended functionality such as
logging capabilities for VM execution replay.

The performance degrades even more when there are switches between the
relevant components that participate in the VMI context. Effective security
nowadays dictates the use of active monitoring for preventing attacks before
they materialize in a system, instead of detecting them after they have oc-
curred. This in turn necessitates switches when a hook that is placed in the
system has been triggered to provide security. Continuous switches between
a guest VM, the hypervisor and the VMI application for enforcing protection
can be expensive, especially when the number of hooks rises.

Apart from the hooks, a VMI-based application certainly needs to inspect
interrupts, memory accesses and so on. Trapping all these events would
cause substantial performance overhead to the system. However, based on
the implementations we have seen here, most of the VMI-based applications
try to minimize this impact by using their semantic information to trap only
events that could lead to security violations.

We briefly discuss the performance measurements of some of the VMI
applications mentioned in previous sections. For example, Lares [94], needs
175usecs to process*? a hook in the protected system, when for a conventional
system it takes 17usecs. Psyco-Virt [19] which detects kernel code modifi-
cations, adds a 10% overhead (for read and write) to the system. Lastly,
AntFarm [61], which is used for process monitoring adds an extra 2.5% over-
head to the system.

As usual, there exist performance and security trade-offs in every security
application. However, we should note that performance issues are strictly re-
lated to the selected configuration of a VMI-based application. The impact

42Includes switching to the security application and performing the necessary checks.
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can be minimized by placing a reasonable number of hooks, performing in-
spections less frequently and so on. These thoughts are based on the adoption
of the VMI technology in use today, which makes us to believe that active
monitoring can be efficient, if careful thought has been put before deploying
this kind of protection. In an essence, that requires the associated risks to be
assessed and only the required protection mechanisms based on these risks
will be implemented, to avoid over-usage of system recourses. Furthermore,
the continuous adoption of VMI technology proves that its performance im-
pact is acceptable with the security guarantees*® it provides.

5.6 Security evaluation

We can start evaluating VMI technology by saying that most of the
commonly-used malware can be detected by any VMI-based application. To
be precise, any user-level malware can be easily detected by VMI-based appli-
cations and most HIPSs. However, the fact that a HIPS may operate under
user-lever privileges makes them prone to disablement from malware. That
said, a VMI-based application always operates at a layer below the VM’s
security tools (and the VM itself). Thus, it is safe to assume that it also
offers more reliable protection.

We concentrate on kernel-level malware, since it operates with high-level
privileges in the infected VM which allows it to evade a number of security
applications. Such malware, once successfully realized, can take complete
control of the whole system operation. Needless to say, none of the attacks
that are presented throughout this section can be detected by a NIPS, since
it cannot inspect a VM’s internals.

Firstly, questions can be raised as to whether the information stored in the
System.map file (or any similar file) is reliable. According to [72], the Sys-
tem.map is not an essential file for the operating system to run normally, since
it’s mainly used for debugging purposes. Nonetheless, XenAccess (page 56)
and other applications use the System.map file to identify symbol addresses
and then retrieve the data from the memory. Considering that it is trivial

43Highlighted in section 5.2 and are further discussed in later sections.
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to modify it, we don’t consider its use as a safe practice always*. It is al-
ways safe to take hashes or have a copy of a clean System.map after kernel
compilation. This would allow for checks before using its information against
the file’s addresses and the actual addresses the system uses to uncover any
inconsistencies.

Moreover, there have been instances in the past where such files have
been used by rootkits to locate a kernel’s functions in order to manipulate
them and subvert its operation. Historically, such attacks involved placing
hooks in the system call table or the Interrupt Descriptor Table (IDT) [71].
Nowadays such hooking (hence static) attack methods are not considered suf-
ficiently stealthy and can be easily detected. Commodity host-based security
tools can detect such kernel modifications by looking for predefined changes
in known locations, using signatures and so on. Similarly, since VMI-based
applications offer more robust protection than host-based security applica-
tions, they can easily detect such modifications. As seen in section 5.3, several
VMI-based applications offer active protection which enables them to detect
kernel modifications, and in many cases prevent them as well. Some of these
VMI-based applications include Psyco-Virt [19], VICI [41], Lycosid [62] and
Lares [94].

More sophisticated attacks exist in the form of DKOM (Dynamic Kernel
Object Manipulation), which was first demonstrated by Jamie Butler [30].
DKOM is commonly implemented by rootkits and comprised of user-level and
kernel-level components. DKOM-based rootkits do not inject any new code
into the kernel. A common target, is the Linux’s task_struct® structure
we mentioned earlier, which forms the task_list and which is subject to
frequent changes by the kernel during its operation.

DKOM attacks can tamper with such lists for hiding processes or kernel-
mode modules from the OS. In particular, the pointers that point to the
previous and the next process in the list are manipulated. After the pointer

“However, we should mention that based on the XenAccess pseudo-code from [27], it
performs the necessary checks to confirm that a System.map address is the correct one.
Nonetheless, if we delete the System.map file XenAccess is unable to retrieve information
as its authors claim in [93].

450r Windows’s EPROCESS.
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modification the process to be hidden is practically not linked in the list.
As a result, a system’s behavior is effectively changed without altering the
control flow. An example of the processes’ structures alteration is illustrated
in Figure 5.5, where the process in the middle gets disconnected from the
list.
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b) After infection

Figure 5.5: DKOM: kernel process list.

Many HIPSs rely on these structures for identifying malicious processes,
and similarly the OS’s tools [30] do as well. Based on this reliance, it is
safe to assume that for these tools, the DKOM method is stealthy and can
easily go unnoticed. Furthermore, since malicious kernel-level components
might exist in the system, probably they are also able to mislead security
applications and present altered views of the running processes®®. Unlike
host-based security, VMI-based applications have the privilege of operating
one layer below the VM that is inspected. This offers the distinct advantage

46Nonetheless, DKOM based rootkits can be detected by specially designed rootkit
detectors, or applications that use heuristics such as Joanna Rutkowska’s Klister [109].
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of not having to rely on the host’s security applications which might be
potentially subverted by malicious rootkit kernel-level components.

However, VMI-based tools that enforce kernel code integrity such as SecVi-
sor [112], would miss DKOM-based attacks as these do not inject new code
into the kernel. The same applies to early VMI implementations such as
Livewire [43], that used to rely on passive monitoring and the use of the
(potentially compromised) guest OS’s tools for gathering information, i.e.,
the crash tool for kernel dumping. Later VMI-based applications such as
[103, 60, 62, 126, 86] successfully detect DKOM-based attacks that aim to
hide elements in system memory. The information that gathered and recon-
structed independently by a VMI-based application and the use of a second
view from the guest OS’s tools allows a VMI-based application to correlate
the information between these views and infer hidden processes.

We strongly believe that, on such occasions, comparing the two indepen-
dent views as mentioned above is critical for detecting the hidden objects.
That is because the footprint of the DKOM attacks is minimal, does not in-
volve execution of malicious code and there is no malicious code in the kernel
at all. Moreover, no hooking exists in kernel functions (to be detected by
predefined signatures) and the process list itself keeps constantly changing
while the kernel is running. Based on these hiding capabilities, it is hard for
a security application to detect such attacks, thus the ability to at least infer
an attack becomes very important.

The problems for the VMI technology arise when an attacker manages
to interfere with both the internal (guest OS) and external (VMI) view of a
monitored system. The feasibility of such interference has been demonstrated
by Bahran et al [11], under the name of DKSM (Direct Kernel Structure Ma-
nipulation) attacks. But how could an attacker affect two different views?
One way would be to inject code directly in the kernel. The injection could
involve altering kernel data structures or manipulating kernel functions ac-
cording to the attacker’s needs. External and internal security applications
would see the same (altered) information. However, an attack that involves
code injection could be easily detected as we mentioned by both HIPSs and
VMI-based applications that enforce kernel code integrity.
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Other variations of the DKSM attack follow the logic of attacking the
shadow memory of a system, firstly demonstrated in [115]. In a nutshell,
these attacks rely on the Translation Lookaside Buffers (TLBs) from the
x86 architecture. The TLB buffers are used to increase the performance by
having two small caches: one for data (DTLB) and one for code/instructions
(ITLB), for quickly translating virtual memory addresses to their physical
counterparts [58]. When a memory access occurs, the CPU first looks at the
buffers before the page tables to locate the physical addresses. Manipulating
the ITLB buffer enables a rootkit to redirect the pointers to malicious code
in physical memory and eventually get executed. Figure 5.6 is based on
illustrations from [115], and depicts such a modification.

Virtual Memary Virtual Memary

|ooku

ITLB DTLB ITLB

N:# Iocat%
Physical Memary Physical Memary

send to CPU for execution send ta CPU for execution

Mor-manipulated buffer Manipulated buffer

Figure 5.6: Translation Lookaside Buffers manipulation.

In such CPU designs, processing data is different from processing in-
structions. In particular, when execute access is requested for a page, the
CPU consults the ITLB buffer, and when it is for read/write access the
DTLB buffer is consulted. Under normal conditions these buffers should be
synchronized and point to the same physical address. After manipulation,
having the data buffer (DTLB) pointing to random (legitimate) data keeps
the malicious code hidden. In particular, if a host-based or a VMI-based
security application tries to examine a page (read access), the DTLB buffer
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is consulted, which in turn points to harmless data in the physical memory.

Manipulating the TLB buffer would not only allow changing the kernel’s
behavior (like DKOM), but also take control of the kernel’s operation flow.
An attacker could identify the virtual addresses of the elements he wants
to manipulate and redirect their execution by changing the ITLB buffer to
point at the malicious code. Eventually, malicious code of his choice can be
executed. All current VMI-based applications that need to reconstruct the
information externally are vulnerable to such attacks [11].

A limitation of these attacks rely on the fact that malicious code still needs
to be executed in the kernel. As we have mentioned, there do exist applica-
tions that enforce kernel code integrity such as [94, 75, 103, 64]. However,
these attacks can be further strengthened by utilizing recent advances such
as return-oriented techniques [54, 28, 11]. Such techniques make use of the
existing legitimate kernel code for facilitating malicious attacks in order to
bypass kernel integrity checks. Eventually, the limitation posed by the need
for malicious code to exist in the kernel is eliminated. Kernel integrity checks
are futile, and once again, VMI-based applications are incapable of offering
protection.

It is clear that when it comes to protecting a VM, the reconstruction of
the low-level information — although it is done by a highly privileged VM —
cannot be considered reliable. The reconstruction should be combined with
kernel integrity protection mechanisms for the guest’s OS to mitigate against
a number of the kernel-level attacks. Many of the VMI-based applications we
have seen lack the combination of such functionality and are vulnerable to
new generation attacks as the ones described in this chapter. Unfortunately,
for such low-level rootkit attacks, the current VMI technology can neither
detect nor prevent a potential virtual machine infection and the subsequent
implications.

5.7 Chapter conclusion

Although VMI related attacks described in this thesis that falsify the guest
kernel information are mainly prototypes, as virtualization gets increasingly
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adopted, mainstream attacks for subversion of a guest are likely to appear
out in the wild. Currently, widely-used VMI-based solutions like XenAccess
are vulnerable.

Despite the academic nature of these attacks, we deem that they should
be taken seriously by those using virtualized environments in real-world sys-
tems. Based on their implementation, cleverly written malware could easily
utilize the techniques these attacks use. The fact that these attacks are
feasible highlights the need for further research to invent new solutions in
order to increase the assurance of VMI. That entails further development of
more reliable monitoring and robust protection solutions, as well as strong
protection of a guest’s kernel integrity, low-level information, and memory
contents.

It is true that a complete view of a system’s volatile memory is essential
for providing protection. However, this could probably raise concerns for
users that encrypt their VM data for confidentiality purposes. For such
cryptographic applications, their vendors admit that cryptographic keys and
other sensitive data might reside in volatile memory [119]. Based on that,
and according to [117, 123], such sensitive information can be retrieved from
the memory by using either memory dumps or live memory examination
(mainly for forensics purposes).

As a security measure for enhanced protection, most of these encryption
applications support the use of hardware components such as Trusted Plat-
form Modules*” (TPM) [120]. Such modules are directly available to physical
systems only, but there exist implementations for virtual machines as well
[24]. In a nutshell, the hypervisor is the root of trust and creates individual
software instances of TPMs to be used by each VM. Thus, even with TPMs
in place, clearly a flaw at the hypervisor level could potentially compromise
not only the integrity of the VMs (as we have mentioned throughout this
dissertation), but the confidentiality as well.

As can be seen, there is an effort to address several security issues by using
hardware components, as it is normally harder for an attacker to compromise

4TFor Bitlocker, TPM is supported but not required [80] and TrueCrypt does not support
TPM [9].
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their integrity. Clearly, achieving maximum security assurance entails taking
advantage of the whole arsenal of protection technologies that exist today for
computerized environments. These can be based on software, hardware or a
combination of both. This is the new approach that newer VMI implemen-
tations focus on as well, assisted by the virtualization related functionality
provided by modern hardware. Hardware’s assistance will probably play a
major role as well during the resolution of VMI technology’s security and
performance related issues.

An important point to note is that most of the VMI-based applications
mentioned in this dissertation have used paravirtualization or binary trans-
lation virtualization. However, very few leverage modern hardware’s virtu-
alization extensions for security purposes. Those that do include, Ether [37]
and Azure [91] mentioned in the malware section and SIM (Secure In-VM
Monitoring) [113].

SIM makes use of the hardware capabilities and places the monitoring
technology back in the protected guest again. Such implementations aim
to achieve robust inspection, more reliable guest information and increase
performance simultaneously. SIM’s outstanding performance is due to the
fact that, being inside the VM, it avoids expensive switches to an external
security application for protection enforcement. Approaches like this can be
used and enhanced in order to protect against manipulation of the kernel
structures, by taking advantage of the memory protection and virtualization
capabilities of modern hardware*®. On the other hand, in-VM security solu-
tions are prone to detection by malware, thus we need to rely once again in
the hypervisor’s memory isolation capabilities to avoid manipulation of the
security application components.

Some architectures like the Enterprise Configuration Compliance Admin-
istration Manager (EC-CAM) [66], make an effort to detect tampering of
data structures, by using a Trusted Platform Module (TPM) to integrity
protect critical parts of the kernel. However, we believe that this cannot

48However, SIM’s authors state in [113]: “The methods of identifying and parsing data
structures used in existing out-of-VM approaches can therefore be ported to our in-VM ap-
proach with a few modifications”. Automatically, that makes the current implementation
of SIM vulnerable to DKSM attacks as well.
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completely solve the kernel integrity problems since TPMs usually offer only
static protection, i.e., integrity checks for attestation, for kernels (e.g. during
boot time) [120]. The real challenge is to achieve integrity protection during
runtime, which with the dynamic changes that occur to a running kernel, it
is a non-trivial task. Research on this matter is highly active.

Other architectures propose alternative methods to gain guest OS infor-
mation from the hardware in an effort to overcome the semantic gap problem
[35]. By comparing hashes of the Interrupt Descriptor Table (IDT), an OS
can be identified and then further information can be extracted based on
the fact that the IDT varies between OSes. Although this might be true for
commercial OSes, based on [100], the resulted IDT binary for open-source
OSes depends on many factors (e.g. compiler, configuration and so on) dur-
ing kernel compilation. Thus, such OSes are effectively excluded from this
fingerprinting architecture. Recently, approaches that also use the hardware
as the root of trust for getting guest information have appeared [96]. Such
approaches remove the IDT binary dependence by utilizing several CPU vir-
tualization extensions, and retrieve limited (but trusted) information from
the hardware in combination with knowledge of the guest OS.

5.8 Chapter summary

The increased need for robust protection in virtualized environments led the
way for implementing novel technologies. Virtual machine introspection is
the latest protection technology to address this need and focuses on virtual
environments. The advent of the VMI is a big step forward towards combin-
ing the advantages of earlier protection technologies.

The security protection is placed outside the protected guest and operates
under higher privileges. This entails a higher degree of tamper-resistance
on behalf of the security system against efforts to subvert its operation. By
leveraging the VMM’s capabilities of having complete control over a guest,
we can extend its functionality and also provide monitoring of the guests’
operation. The monitoring advantages over preceding technologies have been
well understood and leveraged across a diverse set of security applications
based on the virtual machine introspection technology.

78



5.8. CHAPTER SUMMARY

However, the isolation between the protected and the protection system
presents key challenges to achieving maximum security assurance. The major
drawback is the semantic gap that exists between an internal and external
observation. There do exist different implementations for constructing a
high-level semantic view of the protected system, based on acquired low-
level information. In particular we discussed methods for retrieving volatile
memory contents from a VM. Ultimately, all VMI applications are based on
one fundamental assumption: that the externally acquired information about
a guest must be reliable.

It has been shown that this assumption can be exploited to fool any VMI-
based application that relies on it, with the result of retrieving falsified in-
formation. A number of other limitations exist, although they are not con-
sidered severe in terms of security.
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Chapter 6

Further developments

While writing this report several ideas came into our mind. We briefly (and
coarsely) discuss one of these thoughts in this chapter. However, due to
time constraints, we are unfortunately limited to a theoretical outline and
discussion instead of implementations and proof of concept. Consequently,
the information presented below has gone through no testing at all, but based
on logic, it can be stated that such approaches could be feasible. However,
without a full implementation and testing, we cannot be certain about the
full potential of such a scheme.

Throughout this thesis we have seen VMI applications offering detective,
preventive and some of them, corrective services. However, we have not
witnessed a VMI application which offers protection through misleading an
attacker as to the system state of the protected VM.

Based on that, and after having seen the capabilities of the attacks based
on Direct Kernel Structure Manipulation (DKSM) [11], we believe that the
techniques behind such attacks can be used to enhance security. The authors
of [11] make a similar comment but without describing an implementation of
such a scheme for protection purposes.

6.1 Overview

Our proposed scheme is based on the attacks that target kernel-level com-
ponents discussed in section 5.6. DKSM attacks have the ability to present
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three different views of the infected system, i.e., internal, external and ac-
tual. Based on these views, manipulated information can be presented to an
internal entity (VM), an external entity (VMI), while the actual view reflects
the true state of the system. A Loadable Kernel Module (LKM) can be used
to perform the attack and potentially mislead the applications that inspect
the system from any of the aforementioned three views.

The logic behind this scheme is to “attack” our own kernel and make it
present falsified information to a potential attacker. In a nutshell, we need to
identify relevant functions in the kernel, and manipulate them in such a way
that would give us the ability to decide how their output will be presented
(i.e. correct or misleading). We discuss more about this implementation
later.

Several different options are presented in [11] for performing the attacks,
each of which achieves a differing level of concealment. As such, less stealthy
attacks involve directly injecting code into the kernel structures and redi-
recting the execution of various functions. Stealthier schemes include the
manipulation of the Translation Lookaside Buffer (TLB) as we mentioned in
section 5.6, resulting once again in redirection of the execution and robust
evasion simultaneously.

For simplicity, we chose the least stealthy scheme, i.e., directly patching
the kernel code, which effectively changes the behavior of the kernel as well as
the control flow. As we discussed in section 5.6, injecting code directly in the
kernel is easily detectable by performing kernel integrity checks. However,
since we are the ones that implement the attack (for legitimate purposes),
there is no reason to conceal it from ourselves. Moreover, there is no need
for a stealthy implementation since a potential attacker is not likely to go
through verifying the kernel’s integrity before performing his attack. Thus,
simply injecting code is sufficiently stealthy for our purposes. We make the
assumption that, before implementing such a scheme the system is in a secure
state.
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6.2 Implementation

Firstly, we need to identify the addresses of the objects that we want to
protect (e.g. kernel modules, processes and so on), along with the relevant
functions that directly interact with these objects (e.g. show processes, find
task and so on). This would require some testing of the functions and their
associated interactions with the structures, in order to profile the specific in-
structions that are used to access the fields we are interested in. For example,
we could test the user function ps. From that, we could identify which kernel
function it uses for finding a processes (i.e. next_tgid). Consequently, the
relevant assembly instruction would be within that kernel’s function address
space. From the next_tgid function, one must find at exactly which part
of its code lies the instruction that actually accesses certain fields of a given
structure (e.g. the PID field from the task_struct).

Based on the example in Listing 6.1, the base address of next_tgid is
c0250af0. Thus, we would expect that after our profiling, we would have
identified the relevant instruction that accesses the PID field. For example, in
following addresses from the next_tgid base addresses (e.g. in c0250b£0).

Listing 6.1: Locating next_tgid function

fts@Box:"$ cat /boot/System.map-2.6.32-24-generic | grep next_tgid
c0250af0 t next_tgid

After profiling, we should have identified the PID-access instruction, along
with its address, and can proceed to deployment. Initially, a representation
of the system’s running processes is copied and stored in memory for later
use. This copied information is the information that will be changed to meet
our defensive needs. Changed in this context means that the PIDs of the
copy will not necessarily reflect the actual PIDs used by the system. After
we have identified the exact memory location of the assembly instruction
that accesses the PID fields we patch it with a jmp instruction. The jmp
instruction will be used for changing the control flow of the kernel in order
to execute our code. Essentially, the code will have to decide what would be
its output (correct of falsified).

Consequently, the code should include the required logic to mislead an
adversary. Based on the information asked by the potential adversary, the
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code should determine the representation of the information according to
what kind of object we are trying to protect (process, module or something
else) and from which actions (listing, deleting, loading and so on). It is
imperative for the code to be able to determine what PID is being accessed
by the next_tgid function. Thus, it should emulate the assembly instruction
that was replaced by the jmp in order to derive that PID. It is also essential
to maintain the updated the mappings between the original and the falsified
PIDs (e.g. 1-27, 2-48 and so on as shown in Figure 6.1[b]). Having the above
information the code can determine 1) what PID is being accessed, in order
to 2) present the requested information according to our defensive needs.

For example, for listing processes, the code could involve going through the
process list as normal, but omit/misrepresent certain processes for protection
(by presenting falsified PIDs). That means that the code should include logic
on how to proceed in any given situation. Lastly, the code should return back
to where it was called from (after the jmp) and resume execution from that
point.

However, a legitimate entity that interacts with a system that uses this
kind of protection, will also be presented with misleading information about
the protected objects. Thus, the code we use will have to determine somehow
if it should misrepresent the information or present the correct information.
This could take place in many ways. A simplistic approach would be to look
up in a configuration file to determine what the code should output. The
content of such a file could be just one line, such as mislead=true/false.
This configuration file would ideally be encrypted, and the decryption process
would be hard-coded (decryption commands, keys, read file and so on). The
code itself and /or the configuration file will need to add intelligence regarding
why and how the information will be presented. Clearly, more sophisticated
approaches could be utilized as this is just for demonstration purposes.

6.3 Analysis

Although there is no proof-of-concept for this scheme, the authors of[11] have
demonstrated the feasibility of misrepresenting information to an internal
user as well as to an external VMI application. A high level representation
of a DKSM attack is illustrated in Figure 6.1[a]. In such attacks, a VMI
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application would retrieve the PIDs from their original memory locations by
externally traversing the memory. However, the original PIDs are not used
by the system anymore after the redirection of the execution to other parts
of the memory. Thus, an attacker is free to manipulate the original PIDs for
misrepresenting the information gathered by the VMI application.

In our scheme, the VMI application retains the correct information. More
specifically, the real system information remains intact. However, by creating
a copy of this information and changing its representation, it is possible to
present two different views within the system, i.e., a real one and a fake one
(Figure 6.1[b]). This approach works mainly because it follows a similar logic
to the DKSM attack mentioned above.

In our case we leave the original kernel data intact and we just load a copy
of this data into the memory to be changed accordingly later. We maintain a
mapping according to how we want to represent each field e.g., the PID. Our
mappings, if the scheme is enabled, will allow us to present whatever data we
want for the element for which information has been requested. Using the
example in Figure 6.1[b]), if PID 2 is requested, based on our mapping we
will determine that PID 2 should be represented as PID 48. The code will
retrieve PID 48 from the falsified list, return it to the next_tgid function
which in turn will use it to present it to a user-level program.

The implementation of this particular scheme dictates that whether the
system presents correct or false information, read access to information (e.g.
list PIDs) would have to go through our code. As long as we do not manip-
ulate the write access to the system we do not have to worry about writing
or correctly updating the associated parts of the memory. Such an approach
would significantly increase the performance costs, along with the implemen-
tation complexity.

Lastly, it should be noted that just like the PID field of a structure, similar
approaches for providing misleading information might include filenames,
user account information, network information and so on. What changes, is
that we would have to identify the relevant instructions that perform access
to the fields we are interested in (e.g. for user accounts that would be the
instruction that retrieves the system’s UIDs).
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Figure 6.1: DKSM attacks (a) and Data concealment (b).
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6.3.1 Benefits

The main advantage of this scheme is that, if implemented correctly, the
presented (misleading) information to a potential attacker could result in
a protection mechanism with several ramifications. In particular, a system
could be instrumented to monitor any actions that are based on falsified
information. A triggered hook could enable the misleading mechanism, along
with a monitoring one for examining how the falsified information is being
used within the system. A defensive mechanism like this could subvert an
attacker’s efforts by presenting falsified information, dummy data, adding
noise and so on. In particular, by presenting dummy data to an attacker, it
could result in him having insufficient or incorrect information for him to be
able to retrieve or infer sensitive data.

It would also be interesting to see such a misleading based component
integrated with components that enforce kernel integrity. Under certain cir-
cumstances their functionality could be used in conjunction against kernel
attacks. That is, by using a misleading component to provide diversity, ran-
domness (in the context of redirecting addresses) and complexity in kernel
structures. Then a kernel integrity component would perform its regular
integrity checks while it possess the necessary knowledge regarding the per-
formed changes to the underlying kernel. Such a collaboration could make it
even harder for an attacker to achieve his objective of manipulating kernel
data. That is because an attacker would not only have to bypass the integrity
checks but also to identify in which parts of the memory the information he
is looking for resides.

Furthermore, a misleading component interacting with the hypervisor
could be seen as a powerful active protection control. More specifically, the
misleading component could utilize logic for communicating with the hyper-
visor so the latter could take further actions. Since the hypervisor is the main
component for managing the underlying resources, it could be instrumented
to reduce the resources of a system in the event of attack. These resources
might include denying access to the internet, reducing the available memory,
the available processing power and so on. Such orchestration could cause
delays in the attacker’s actions and eventually catch the source of the attack.
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Lastly, falsified information could potentially entice or entrap an attacker
and cause him to perform certain actions and eventually trap him.

6.3.2 Limitations

The nature of this scheme would not allow it to be used in conjunction
with applications that force kernel integrity as they would interfere with its
operation. As mentioned in section 5.3, it is trivial to detect and prevent
code injections and several applications exist with such functionality [94, 19,
41, 62]. However, this limitation could be minimized if a kernel integrity
application is based on a snapshot (created after our implementation) for
providing subsequent protection after that.

Furthermore, it is difficult to automate such a scheme since the memory
address of many kernel objects depend on the configuration during kernel
compilation [31]. Thus, for every system one would have to go through the
address identification process multiple times to find and patch the relevant
instructions.

Moreover, just by changing the normal flow and redirecting execution as
well as bookkeeping the real and fake information, we create a performance
overhead. However, the amount of code we accommodate and execute during
redirection and the amount of information we keep updated, are directly
proportional to the performance overhead we introduce.

A lot of thought should go into determining the functionality of the code.
The key challenge is to determine when to provide falsified information.
Clearly, a configuration file is not an elegant solution to that, and of course
does not provide automatic response since someone would have to configure
it accordingly. A more reliable and automatic response might include placing
hooks in certain parts of the kernel. A triggered hook could mean an effort
to attack the kernel and hence a valid reason to alter the behavior of the
system and present falsified information.

Nonetheless, a non-effective approach regarding when to enable such a

defensive mechanism could potentially lead to a non-functional system. In
particular, if misleading information is presented frequently to legitimate
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users or applications, we can never be sure of how the system would respond
to such a behavior. Today, the opinions on the security by obscurity practice
vary and depend on many factors before one can judge its efficiency. That
said, the major limitation of our scheme is that due to time constraints, we
were not able to fully explore and evaluate it in order to present representative
and fruitful results.

Having said the above, it should be noted that this approach should only
be seen as a last resort attempt to prevent information disclosure in the case
where everything else has failed. The operational life-time of a protection
mechanism of this nature should be short — it only needs to operate in the
period between attack detection and the VM owner’s remedial efforts. Obvi-
ously, such a protection mechanism is not meant to replace any of the existing
security controls within a VM.
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Chapter 7

Conclusion

Arguably, the adoption of virtualization will continue to increase due to the
admittedly promising opportunities for, amongst others, system consolida-
tion and cost-savings. Along with its adoption, more underlying security
risks will continue to appear until the technology reaches the “Plateau of
Productivity” (c.c. Gartner’'s Hype Cycle [7]). Vulnerabilities in virtual-
ization software are not likely to stop occurring, even though the hypervi-
sors’ security/assurance is usually verifiable and have minimalistic designs.
Nonetheless, the more trust/privileges we place in the hypervisors, the bigger
the motivation for an attacker to come up with potential ways to subverting
their operation.

With the advent of hardware assistance to virtualization, the security and
performance requirements have incrementally started to be sufficiently ad-
dressed. Hardware extensions for virtualization will have an important role
in the future of assisting secure implementations. Several of virtualization’s
shortcomings arise due to its nature of being a software based solution. Many
of these issues will probably be addressed in the future, by decoupling the
notion of software and virtualization and by gradually moving functionality
and support into hardware components. Hardware vendors seem to have re-
alized the importance of virtualization, by continuously supporting it with
extensions and features integrated into their products.

It also seems that virtualization vendors are doing a great job when it

comes to developing tools for managing a virtualized infrastructure. This is
aimed at supporting the end-user, since the complexity issues that virtual-
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ization introduces require changes both to the infrastructure as well as the
to the perceptions and human interactions with this technology. However,
interoperability issues do exist with management software. Most vendors
adequately support their own hypervisor, but expose limited functionality to
3rd party vendors through their APIs. Based on the standardization efforts
of [5, 6] and other initiatives [25], we can draw the conclusion that there is an
increasing demand for uniform management interfaces for the major virtu-
alization solutions that are in use today. Interoperability issues are likely to
become extinct as virtualization matures and the need for robust monitoring
and security capabilities prevails.

There are initiatives in the security part of monitoring, where vendors ex-
pose full VMI functionality to 3rd parties through their APIs (e.g. VMware’s
VMsafe). It would be a major step forward to see in the future security so-
lutions integrated seamlessly with the management software for automated
enforcement of polices, privileges and security protection. This would offer
the possibility of achieving SLA compliance in terms of both performance and
security for a given virtualized environment. It would be a great benefit for
both clients and providers, and especially in the upcoming cloud computing
era.

It is also well understood that nowadays, traditional monitoring and pro-
tection methods are inadequate for satisfying the virtualization’s needs.
There are major trade-offs required by these technologies which virtualiza-
tion cannot accept or efficiently support. Along with virtualization, there
also arise new opportunities for leveraging the technology on behalf of secu-
rity. Along come new security challenges with new technologies, and these
could be addressed with fresh and innovative ideas by leveraging those tech-
nologies’ features. On the other hand, we have seen new technologies (e.g.
the TLB buffers that were introduced for better performance), being lever-
aged to serve an attacker’s needs. A coin has always two sides, and we have
been witnessing it for many years in technology with the arms race between
defenders and attackers.

When it first introduced, VMI was a major breakthrough due to the nov-

elty of this technology’s architecture based on virtualization. VMI technology
enjoyed great support from the open-source community as well as from com-
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mercial products. However, the semantic gap was known from the early days
of VMI technology. Most of the research that has been undertaken so far,
was wisely focused on providing solutions for minimizing this gap as much
as possible. Eventually, all this research has been based on improving a
technology which was — and by design had to be — based on fundamental
assumptions; putting trust — impossible by virtualization’s architecture —
in an untrusted guest.

The VMI technology’s fundamental assumption stated above is the weak-
est link and the largest obstacle in virtual machine introspection adoption,
followed by the performance overhead limitations. Today, none of the ex-
isting implementations of retrieving guest OS information can be considered
reliable. The semantic gap problem is considered a major topic where these
days a solution is still being sought, and research on system and memory
analysis is being undertaken towards overcoming this. In fact, the whole
virtualization concept is still “under development” as well, whether this de-
velopment has to do with technological, economical, legal or combinations of
those matters.

In conclusion, the virtual machine introspection technology is indeed an
important advance for monitoring virtualized environments. However, al-
though it offers great protection for today’s most commonly-faced attacks,
its monitoring capabilities are inadequate for protecting against emerging
attacks. Based on current implementations, we believe that the information
gained externally can never be reliable unless it is supported by internal com-
ponents. We conceptualize a hybrid approach (as the VMI technology did
with the HIPS and NIPS technologies), and extend it to the VMI itself.

For highly secure environments, it is our belief that by having an exter-
nal security component (security enforcement) along with an internal one
(integrity checking) protected by hardware/software controls, the VMI tech-
nology could offer robust protection and overcome the semantic gap and the
kernel integrity issues respectively. For environments that demand high per-
formance, we believe that the SIM framework is an excellent architecture for
facilitating security without experiencing high performance costs. However,
we also recognize that a single hypervisor flaw in the memory protection im-
plementation would potentially disable the internal integrity component in
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the first case, but all security protection in the second case. Nonetheless,
a major hypervisor flaw could potentially disable any security component,
whether internal or external, within a virtualized host.

In both architectures, all trust is placed in the hypervisors and their iso-

lation capabilities, in the hope of even more secure and provable designs in
the near future.
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