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Executive Summary
The payment industry moved from magnetic stripe cards to the EMV [1,2,3,4] protocol (named after
Europay, MasterCard, and Visa), over the past few years. This change in technology led to a drastic
reduction in fraud through electronic payments. In the UK alone, losses in the high street have been
reduced by 67% from £218.8m in 2004 to £72.1m in 2009 [5]. On the other hand, losses due to fraud
have increased over the Internet [6]. Two factors that may have contributed to this are:
1. Internet commerce gained momentum over the years, which in turn became a more attractive
target. Furthermore, Internet fraud provides room for automation, a luxury which is not available
in the traditional commerce where the attacker has to be physically located near the Point of Sales
(PoS) terminal.
2. Internet commerce makes use of a less secure environment when compared to the EMV
transaction. Most of the Internet transactions are card-not-present transactions, where only static
data is used during a transaction. This data can be captured by the attacker and used at a later
stage. Furthermore, the attack can be automated and the attacker can be anywhere in the world.
Unlike the physical retail store environment, where the customer is physically present and signs a
receipt or provides the PIN, there is no definitive way for a merchant to dispute a customer claim that
a purchase was not authorized by the customer. For this reason, Internet commerce charge back rates
are as much as six times higher than card-present transactions rates [7].
The majority of Internet payment protocols do not take advantage of the security provided by EMV
protocol and the smart card technology [6]. Most of the transactions are protected by a simple
username and a password. Sensitive information, such as the Personal Account Number (PAN) and
the corresponding Card Verification Value (CVV), are transmitted over a pre-established Secure
Sockets Layer (SSL) session. Furthermore, customers have no assurance that their credit card details
are well protected by merchants processing and storing such details.
This thesis proposes a new Internet payment protocol that leverages the security provided by the EMV
protocol and applies it to the Internet commerce context. By using mobile devices (such as mobile
phones, tablet PC and the like) with Near Field Communication (NFC) technology support together
with contactless credit cards, a customer can pay for goods bought over the Internet with the same
level of security found in store. Merchants can enjoy the same assurance levels when trading on-line
as found in store because the customer authorises the payments in a card-present environment using
the card’s PIN. Customers, on the other hand, do not have to worry about sharing their credit card
details with the merchants as these never go to the merchant or any other entity besides the issuer
bank.
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1 Introduction
The popularity and usage of the Internet has grown from around 16 million users in 1995 to almost 2
billion users in 2010 [8]. Since its inception, more and more people have started to prefer the Internet
way of doing things over the traditional way. The virtual online environment is becoming an ever
more popular meeting place where people, socialise, get to know each other and even build
relationships. Additionally the Internet provides alternative entertainment models with more people
spending time on their favourite websites rather than watching movies or TV shows. The same
pattern applies to commerce. Instead of physically going to the store, people are using the Internet to
find, compare and purchase goods. Moreover, some merchants, such as Amazon [9], only exist online and they do not have a physical (brick and mortar) store.
The downside of all this is that as the Internet becomes more popular, it attracts more criminal
activity, which will continue to increase in proportion to the increase in Internet usage [6].
In this chapter we will discuss the motivation behind this project and the reason leading to why this
topic was chosen as my thesis. We will also discuss the objectives set by this thesis and the document
structure.

1.1 Motivation
Throughout the years, many Internet payment schemes have emerged. Most of these schemes rely on
weak authentication mechanisms such as username and static password1 which have resulted in
comparatively high levels of Internet commerce fraud [6].
A new technology that started to gain momentum in both mobile phones (portable computing devices)
and payment systems is the NFC technology. Large mobile phone companies are shipping more
devices supporting NFC while banks are also rolling out credit card compatible with such technology
[10,11]. We are also seeing a new breed of mobile phone applications that utilise this technology to
perform various tasks. One popular area is the financial sector, where new applications are being
developed based on this technology. Google, for example, are launching an e-wallet application
where customers can pay for goods with their mobile phone [12].
Google’s project and others similar initiatives are slowly replacing the credit card with a software
application2. While this is a good alternative, the EMV protocol together with smart cards were the
key factor in reducing fraud in the payment industry [5].

For the remainder of this thesis, the term “static password” refers to the passwords that do not change between logins unless these
passwords are changed by user. On the contrary, the term “dynamic password” refers to passwords that change with every login and the
user requires a special token to generate the next password.
2
For the remainder of this thesis we use the terms: software, application and programs interchangeable
1
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Instead of replacing the EMV protocol, the aim of this thesis is to leverage the security found in it to
provide a card-present Internet payment scheme. The proposed protocol will replace the PoS terminal
by two software applications: one that runs on a mobile device3 and the other hosted on a server
connected to the Internet. The EMV contactless credit card will be used during such payments and
the customer will provide the PIN to authorise the transaction.

1.2 Objectives
The objectives of this project are the following:
1. To propose a new Internet payment scheme that makes use of mobile devices and NFC
technology that performs card-present transactions
2. To analyse the security of this payment scheme and identify any weaknesses that this scheme may
have
3. To compare the proposed payment scheme with existing Internet payment schemes

1.3 Structure
This document is structured as follows:


Chapter 2, titled “Payment Technologies Overview”, provides an overview of key concepts,
technologies and standards used by the payment industry. This chapter acts as a primer for the
rest of this thesis.



Chapter 3, titled “The ARJA Payment Scheme”, proposes a novel, card-present, Internet payment
scheme. In this chapter we will see how a customer can purchase goods from a merchant and pay
for these goods using ARJA. This addresses the first objective.



Chapter 4, titled “The Security of ARJA”, analyses ARJA from a security perspective. This
chapter provides the analysis required by the second objective.



Chapter 5, titled “Comparing ARJA with other Payment Schemes”, compares the proposed
payment scheme with existing payment schemes. This chapter also highlights weaknesses that
are found in the existing payment schemes and discusses how ARJA addresses these weaknesses.
As the title reads, this addresses the third objective.



Chapter 6, titled “Conclusion”, sums up this thesis including a brief discussion of the lessons
learned and future works.

For the remainder of this thesis, the term “mobile device” refers to any portable device such as mobile phones, tablet PC, laptop, Personal
digital assistants (PDAs) and other devices that the user can carry with.
3
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2 Payment Technologies Overview
This chapter provides an overview of key concepts, technologies and standards used by the payment
industry.

2.1 Payment Models
A payment model is an abstract pattern by which customers can pay merchants for acquired goods4.
A model is then implemented by a payment scheme which implements all the abstraction found at the
model level. As shown in Figure 2.1, there can be more than one payment scheme based on the same
model.

Figure 2.1: Payment Model and Scheme

There are various payment models available. The simplest form of payment model is the cash
payment model where the customer pays for the goods acquired using money. This payment model
requires the merchant to accept the currency the customer is paying with.
Credit cards are another payment model, where customers pay by using their credit card. Credit card
payments are more complex than cash payments as these involve the banks together with the customer
and merchant. One of the most used credit card payment models is the four-corner-model shown in
Figure 2.2.

4

The term “goods” represents both “products” and “services”
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Figure 2.2: Four Corner Model [13,14]

The four-corner-model typically involves four entities: customer, merchant, issuer bank and acquirer
bank. This model depends on the following three points:


The customer must have a credit card, issued by the issuer bank.



The merchant must have a financial contract with the acquirer bank. The acquirer bank may
supply payment processing equipment such as s PoS terminal or other software which allows the
merchant to connect to the bank and process payments in a documented manner.



The issuer bank and the acquirer bank must be connected in a documented manner5.

The following steps describe the payment clearing and settlements process based on the four-cornermodel. The step numbers in the following list correspond to the point numbers in Figure 2.2. We
assume that the banks are connected via a payment scheme, such as VisaNet [15], and the customer
will pay for the acquired goods using a credit card. We also assume that the issuer bank and the
acquirer bank are two different entities, for example “Citibank” in UK and “Bank of Valletta” in
Malta.

By the term “documented manner”, we mean that the banks will exchange messages (communicate) using a pre-agreed protocol and both
banks will follow this protocol. None of the banks will attempt to intentionally breach the pre-agreed protocol.
5
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The four-corner-model payment clearing and settlements process:
1. The process starts with the customer committing to a purchase. The merchant requests the
payment details such as the credit card number, card expiry date and other relevant information
from the customer.
2. Using the information received from the customer in step 1, the merchant requests an
authorisation from the acquirer bank.
3. The acquirer bank is not in a position to authenticate the customer, nor to authorise the
transactions (based on the assumption that the issuer and the acquirer banks are different). Thus,
it must locate the issuer bank and forward the information to the issuer bank for authorisation.
The acquirer bank forwards the credit card details to the credit card network, such as VisaNet
[15], which in turn locates the issuer bank. The payment network provides a secure
communication channel between the two banks. Data exchanged between the issuer bank and
acquirer bank is protected by symmetric cryptographic algorithms using shared secrets established
beforehand (not during the payment process), through other secure channels [14,16].
4. Upon receiving the authorisation request, the issuer bank processes the information and replies
with an authorisation response to the acquirer bank indicating whether this transaction can go
through or not. Amongst other actions, the issuer bank checks to make sure that the credit card is
valid (not blocked or reported stolen), and that the account contains enough money to honour the
transaction. No transfer of money occurs as yet. At this stage, the issuer bank has simply verified
that the card can perform the transaction. The issuer bank also reserves the transaction amount
from the available balance in order to prevent over payments.
5. The acquirer bank relays the information received from the issuer bank to the merchant,
indicating whether the transaction has been approved or not.
6. The merchant submits the payment records, such as the signed receipts, to the acquirer bank. The
merchant is notified in step 9 that the money was transferred into his or her account.
7. The money between the banks is not exchanged instantaneously or per individual transaction.
Instead, the acquirer bank presents a clear payment record to the issuer bank with a list of
transactions performed for a period of time and funds are transferred in bulk in the following step
(step 8).
8. The issuer bank transfers the funds from the customers’ account (many customers may have
purchased goods from merchants working with the same acquirer bank) to the acquirer bank.
9. The merchant is notified of the transfer of money. At this stage the money has been deposited in
the merchant’s account.
10. The customer receives a monthly statement listing all transactions performed and their details.
Upon receiving the monthly statement, the customer verifies and confirms all transactions. If he
or she is suspicious about any of the transactions, then the customer should contact the issuer
bank for more information.
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The four corner model is a generic payment model that is implemented by various payment schemes
such as the magnetic stripe credit cards, and the EMV credit cards [16]. These two payment schemes
are introduced later on in section 2.4.

2.2 Charge backs
Customers can request a refund for a transaction. The issuer bank request the money from the
acquirer bank which in turn withdraws the money from the merchant account. This process is referred
to as charge back, where the money flows in the opposite direction of the payment process. The
merchant can defend his or her case when such disputes arise.
There are several reasons a customer is entitled to a charge back. For example:


Technical: The transaction went through when it should not due to expired authorization, nonsufficient funds, or bank processing error.



Clerical: The customer is billed more than once for the same transaction (duplicate billing), or an
incorrect amount is billed, or a refund for a previous transaction was never issued.



Quality: The goods never made it to the customer or the goods received by the customers were
not of the same quality as was agreed during the purchase.



Fraud: The customer claims that he or she did not authorize the purchase.



Return of goods: The customer decides to return the goods, he or she purchased.

Charge backs poses a threat to merchants as these can incur large losses and can risk sending them out
of business. Internet commerce experiences higher volumes of charge backs when compared with the
EMV transactions [6,7]. Unlike the physical retail store environment, were the customer is physically
present and signs a receipt or provides the PIN, in Internet commerce, there is no definitive way for a
merchant to dispute a customer’s claim that a purchase was not authorized by him or her.

2.3 Evolution of credit cards
The credit card era started in 1950 by a man named Frank X. McNamara [16,17,18]. Short of money
during an important dinner, McNamara came up with the idea of issuing credit cards to avoid such an
embarrassment. The credit card not only acted as a method of payment, but also as a status symbol,
distinguishing the cardholder from the rest.
The payment process was very simple. Using the “zip-zap” manual swipe machine [19], the cashier
made a copy of the credit card embossing on a paper document. This document also included the
transaction amount together with the customer’s signature. This system had a high level of fraud as it
had many security gaps [14,16].
The magnetic stripe card was introduced to address the security gaps found in the predecessor version.
As its name indicates, the magnetic stripe cards included a magnetic stripe which allows a PoS
terminal to read the card details electronically. This enables the PoS terminals to connect to the banks
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and to authorise the payment automatically. Despite the new security mechanisms employed on the
magnetic stripe cards, these cards can be easily cloned and are subject to various threats. In the UK
alone, the losses in the high street in 2004 were about £218.8m [5].
The high financial losses due to security weaknesses found in the magnetic stripe cards, gave birth to
the EMV standard. In the UK, the EMV protocol was branded as “Chip and PIN”. EMV is an
international standard that defines the communication between the smart card and the PoS terminal
for authenticating and authorising payments. This standard was initially developed by Europay,
MasterCard and Visa (from where it took its name). This enables cards issued by a bank to be able to
work on PoS terminals connected with different banks.
EMV provides two major benefits over its predecessor:


Improved Security



Better control of the off-line credit card transactions

The EMV standard provides better authentication and authorisation of payments over its predecessor.
It uses a PIN and cryptographic mechanisms to authenticate the customer and credit card with the
issuer bank and to authorise the payment, instead of relying on a signature and other checks that are
carried out by the cashier. The EMV standard removed the human factor (which was found to be very
vulnerable), from the authentication process [5,16].
The protocol proposed in this thesis makes use of the EMV protocol. It replaces the PoS terminal
with two applications (one running on a mobile device and the other running on an application
server). This is like having a portable PoS terminal in the customer’s pocket which can be used
anytime and anywhere.

2.4 Card-present and Card-Not-Present Transactions
Credit card payments can be categorised as follows:


Card-Present Transactions: When purchasing at the store, the customer presents the credit card
to the cashier at the PoS terminal. This is called a card-present transaction as the card is present
during the transaction. Such a transaction cannot be carried out without the credit card being
physically available at the PoS terminal [7].



Card-Not-Present Transactions: When purchasing goods over the Internet or Mail/Phone
orders, the customer provides the card details to the merchant. The payment is processed by the
merchant when he or she receives the card details. The credit card is not physically present in
such an environment.

The card-not-present transactions have a higher risk when compared with card-present transactions.
The figures presented in [5] and [6] show that while the fraud level has be reduced in card-present
transactions, it kept on increasing in card-not-present transactions. The main issue with card-notpresent transactions is the lack of authentication of the customer and credit card. The customer is
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authenticated by de facto access control mechanism over the Internet: username and static password
[20] or signature in case of mail orders.
One of the aims of this project is to provide a mechanism for Internet payments to happen in a cardpresent environment. By using the mobile device as a portable PoS terminal, the credit card can be
actively involved during the payment process. The proposed protocol cannot function without the
physical credit card as it only supports card-present transactions.

2.5 Card Authentication
During an EMV transaction, the credit card is authenticated by the PoS terminal, and possibly by the
issuer bank, in order to ascertain the authenticity of the card. This process will determine whether the
credit card has been compromised or not.
The credit card authentication methods can be categorised as follows:


Off-line: Using asymmetric cryptography, the PoS terminal authenticates the credit card without
involving the issuer bank. There are three methods available for off-line authentication:


Static Data Authentication (SDA): The credit card issuer signs some data that is found in
the credit card and saves the signature in the same credit card. The PoS terminal verifies the
signature using the issuer public key which is found in the PoS terminal. The credit card is
accepted only if the signature matches otherwise the credit card is rejected.
This type of authentication requires an inexpensive smart card with limited functionality, but
also it is the least secure form of authentication. Such credit cards are subject to cloning
attacks [14,21,22].



Dynamic Data Authentication (DDA): Different from the SDA, the credit card makes use of
asymmetric cryptography to answer a challenge presented by the PoS terminal. The credit
card is requested to sign some random value generated by the PoS terminal using its private
key. The signature is verified by the PoS terminal using the credit card’s public key.
This authentication method requires smart cards with asymmetric cryptographic capabilities,
and thus cost more than the type of smartcards required by SDA. These credit cards are not
subject to cloning as it is not feasible to extract the private key from the smart card. On the
other hand, these credit cards are subject to wedge attacks, a type of man-in-the-middle attack
[14,21].



Combined Data Authentication (CDA): This is an enhancement over the DDA, where the
response also binds transaction data, which addresses the wedge attack [14,21].

Reported stolen or blocked credit cards may still work with off-line authentication methods as the
credit card is authenticated by the PoS terminal and not by the issuer bank. Thus such
authentication technique may not capture the aforementioned casuistic.


On-line: The credit card and issuer bank are mutually authenticated using symmetric
cryptography. The PoS terminal does not authenticate the card but receives cryptographic
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evidence of such authentication from the issuer bank. This method of authentication is not subject
to the stolen credit cards threat as the card is authenticated by issuer bank, which has an updated
list of reported stolen or blocked credit cards.
The solution presented in this thesis makes use of on-line authentication.

2.6 SSL and SSL Certificates
The first credit card based Internet payment schemes available use to exchange sensitive information
between the customer’s web browser and the merchant’s web server in an insecure manner [23]. The
messages exchanged could be easily captured by an attacker (eavesdropping).
In the mid-nineties, Netscape developed the first version of SSL which is now superseded by
Transport Layer Security (TLS), and governed by the Internet Engineering Task Force (IETF) [24].
SSL is a generic communication protocol that runs over the TCP/IP protocol stack and operates at the
application layer. It provides a secure channel between two computer systems, typically referred to as
client and server, as shown in Figure 2.3. Users never use the SSL protocol directly, but instead they
use applications which rely on the SSL protocol to securely transmit data over unsecure networks.

Figure 2.3: SSL Protocol Stack

The TCP/IP protocol was not designed to provide a secure connection between the connected
computer systems (client and server) and thus is subject to various attacks [25]. Applications cannot
rely on this protocol to secure their data while in transit. The SSL protocol addresses these TCP/IP
security deficiencies by offering the following:


Authentication: SSL provides unilateral or mutual authentication of the entities participating in
the protocol by using digital certificates and public key cryptography. A digital certificate is
issued to the server, which is used during the authentication stage to authenticate the server with
the client. Optionally, the client can also be provided with a digital certificate which is used to
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authenticate the client with the server, thus providing mutual authentication. However, this client
authentication is rarely implemented. In fact SSL is mainly used to provide unilateral
authentication. Only the server is authenticated by the protocol. Unilateral authentication is
considered to be one of the SSL protocol’s success factors since the users (clients’ computers) do
not require a certificate.
During the authentication stages, key material6 is established between both ends. This key
material is used later on by the protocol to provide confidentiality and integrity using symmetric
cryptography.


Confidentiality and Integrity: SSL provides confidentiality and integrity by employing
symmetric cryptography using key material established during the authentication stages.
The application prepares the data to be sent over SSL, and passes it to the SSL suite running on
that computer system. Using the key material established during the authentication phase, the
data is encrypted, sealed (using a Message Authentication Code (MAC) algorithm and key
material established before) and passed to the transport layer for further processing. The other
end, will receive the encrypted data and the SSL layer verifies the payload received, and then
decrypts it before passing it to the application unencrypted.
Different encryption and MAC algorithms can be used based on the needs of the application
domain.

SSL has no awareness of the data passing through it, and no verification or domain specific
validations are possible. This is another of its success factors, as the same protocol can be used for
many applications. This same success however, can be seen as a shortcoming when analysed in
context of an application domain such as payments. SSL does not provide non-repudiation, payment
authorisation and in many cases authentication of the client.
SSL is not a payment protocol, but a generic protocol that provides a secure channel between two
entities. It is used, in much the same way, by various applications, such as Hypertext Transfer
Protocol (HTTP), File Transfer Protocol (FTP), Mail, Lightweight Directory Access Protocol (LDAP)
and many others. Most, if not all, Internet payment schemes make use of SSL as a security
mechanism to protect the information while in transit.
As applications for SSL have started to widen, three types of SSL Certificate have emerged. The
main difference between these SSL certificates is the level of assurance that they provide about the
entity that they were issued to [26]. Each type of certificate is briefly discussed below:


Domain Validation (DV) SSL Certificate: This type of certificate ascertains that the applicant
has the right to use the domain against which the certificate is issued.
The Certification Authority (CA) does not perform any other checks about the applicant (or the
organisation on behalf of which the application is applying). Thus information that describes the
applicant will not be listed in the certificate. For example, the organisation’s name or other
information about the organisation will not appear on the SSL certificate. Nevertheless, with this

6

Cryptographic keys that are used during an SSL session by encryption and signature
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type of SSL certificate one can still achieve the same level of communication security as with the
other types. With such a certificate, the client cannot confirm the name of the organisation with
which it is communicating.


Organization Validation (OV) SSL Certificate: When issuing this type of certificate, together
with verification that the applicant (which is an organisation) has the right of use of the domain,
the CA also performs vetting about the organisation. This ascertains that the organisation exists
and is registered according to the applicable laws.



Extended Validation (EV) SSL Certificate: This type of certificate provides the highest level of
assurance. Before such a certificate is issued, the CA verifies:


the legal, physical and operational existence of the entity



that the identity of the entity matches official records




that the entity has an exclusive right to use the domain specified in the EV Certificate
that the entity has properly authorized the issuance of the EV Certificate

The web browser treats this type certificate different from the previous two. Figure 2.4 shows the
information available in the EV SSL Certificate as rendered by Google Chrome Web Browser.
The other major browsers behave in a similar manner.

Figure 2.4: Web Browser displaying the information available in Extended Validation SSL Certificate [27]

With this information, the customer browsing the website can ascertain the ownership of the
website.
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The first type of SSL certificate, the DV, is the cheapest form and can be easily obtained. The other
two certificates are more expensive and require more verification from the CA issuing them. The EV
certificates can be purchased for the rough cost of € 150 annually while the DV can be obtained for
approximately € 40 annually [28].
The proposed project makes use of SSL in two ways. First, it uses SSL as a secure communication
channel in the same manner as many other applications. Secondly, the proposed project also extracts
information from the SSL Certificate in order to bind the merchant trade name with an entity, as we
will see in more detail in section 3.2.1.

2.7 Near Field Communication
Radio Frequency Identification (RFID) is a short range communication system using radio frequency
waves to enable simple and secure communication between electronic components. NFC is a subset
of RFID communication system that has a limited communication range of up to 10cm, while RFID
can transmit to longer ranges [16,29]. Figure 2.5 shows a simple example of a contactless credit card
and an NFC card reader.

Figure 2.5: Contactless Credit Card and NFC Card Reader [30]

One of the advantages of NFC communication technology is that only one of the components needs
power. The other component, powers itself with the transmitted radio waves by the powered
component (power by induction). In Figure 2.5, only the NFC card reader has power, while the
contactless credit card powers itself by induction, the radio waves emitted by the NFC card reader.
Thus, the contactless credit card lifetime is not limited by the power source as it has none. This is an
important logistical aspect when deploying these components in the field.
Other advantages of NFC are:


Ease of use. Two devices are able to establish an NFC channel by simply bringing the devices in
proximity. For example, a customer can pay with the contactless credit card by simply bringing it
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in proximity of the NFC card reader without having to take the contactless credit card out of the
wallet.


No physical wear: The NFC card reader is expected to last longer as this device does not wear
due to contact. This also makes it ideal for dirty environments such as dust, sand, snow, water
and the like as it can be well protected and not contacts need to be exposed.



Security: NFC can provide the same level of security as the contact counterpart [16].

There are various standards that govern RFID and NFC. These standards mainly differ in data rates
and operational modes and ranges:


ISO 14443: this set of standards is primarily used when implementing e-passports, credit cards
and other applications that make use of a microcontroller contactless card [31,32,33,34].



ISO 15693: this set of standards is mostly implemented in systems using memory contactless
cards for tracking or simple identification [35,36,37].



ISO 18000: this set of standards is used for item management over the air interface such as
inventory and stock tacking [38,39,40,41,42,43].



ISO 18092/NFCIP-1: the Near Field Communication (NFC) Interface and Protocol-1 is a
standard initially developed by Nokia, NXP and Sony [44]. It is very similar to ISO 14443 but
provides different operating modes. NFC (ISO 18092/NFCIP-1) is compatible with other RFID
technologies such as contactless smart cards (ISO 14443) [45].



ISO 21481/NFCIP-2: the standard provides a gateway between existing interface standards such
as ISO 14443, ISO 15693 and 18092 [46].

2.7.1 NFC in the Payment Industry
NFC has been in use in the financial sector since the 1980s in closed systems such as Oystercard [16].
The customer purchases credit which is then consumed later on using the contactless card. NFC is
also found in open systems such as contactless credit cards issued by banks such as the American
Express (ExpressPay [47]), MasterCard (PayPass [48]) and Visa (payWave [49]).
The EMV protocol can operate over contactless credit cards. These contactless credit cards solutions
can be divided into two layers as shown in Figure 2.6. The lower layer, labelled as the
communication layer, is specified by the EMV Contactless specification [50] which is in line with
ISO 14443. All EMV messages are exchanged using NFC. The application layer communication
uses the same EMV framework and specifications as contact payment cards and PoS terminals [3].
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Figure 2.6: EMV over NFC

This project makes use of the above principle to connect the contactless credit card with the issuer
bank over the Internet.

2.8 Related Work
2.8.1 NFC, Mobile Devices and Payments
The marriage between NFC and mobile devices gave birth to a new breed of applications. Some of
these applications provide payments services, such as Google’s e-wallet application where customers
can pay for goods with just their mobile device [12].
The books [51,52] provide a comprehensive description of RFID technologies including contactless
smart cards and NFC to name two. These books also provide a thorough analysis of the security
implications inherited by these technologies and provide best practices and recommendations for
implementers.
The authors of [53] conducted a study about the capabilities of NFC technologies and mobile phones.
In their study, the authors analysed how NFC and mobile phones can be used and how the user
interacts with such technology.
A comparison between Bluetooth and NFC and the way these are perceived by the user is found in
[54]. The authors developed two versions of a simple application that allows the users to exchange
address book information in a secure manner, one using NFC and the other using Bluetooth. In their
work, the authors concluded that NFC is quite easy to use and provides a sound degree of security.
Three major Germans mobile operators are planning to provide a new payment scheme while
bypassing the banks by establishing a card network similar to that provided by Visa and MasterCard
[55]. This unveils the potential of NFC and mobile phones in the payment industry. We may yet see
a revolution in the way the payments industry operates, and possibly with the mobile operators taking
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the lead in such market. Google’s CEO Eric Schmidt believes that “NFC is a Mega Scale
opportunity” with endless possibilities [56].
Visa are piloting a project together with subway in New York City using their payWave solution [57].
Commuters can pay their tickets using their mobile phone with Visa payWave application. This
initiative and many other similar initiatives, such as [12], are witnessing the potential of NFC
technology and mobile devices in the payment sector.
Ortiz-Yepes analysed the security threats and countermeasures of implementing NFC-CAP using
mobile phones [45]. In this security assessment, the author analysed several attacks and the
countermeasures available. It was concluded that the version proposed in the aforementioned paper
(using mobile phones and NFC technology) of NFC-CAP seems to be worse than the original version
(the one that makes use of dedicated hardware).
The authors of [58] analysed the security of mobile devices and described several attacks at the
hardware and software level. In their paper, the authors demonstrated that security must be applied to
all phases in the project, such as design, implementation and usage. Also the security should not be
based on a single security mechanism. The protocol presented here, makes use of several security
mechanisms which mitigates the effect of certain attacks. For example, checks are repeated at various
stages of the protocol to mitigate the chances of a security breach. Sensitive information is protected
(encryption and signatures) at various layers, such as application and network layers.

2.8.2 EMV Protocol
Balfe and Paterson proposed EMV emulation for Internet payments using Trusted Computing
technology [59]. Their solution is based on EMV and trusted computing and it addresses weaknesses
found in card-not-present Internet payments. The solution presented in their proposition is not subject
to crimeware7 attacks such as those described in section 4.3 as it makes use of trusted computing,
which provides isolation and prevents observation. This thesis can be combined with their work to
achieve a higher degree of security as described in section 6.3.2. Unfortunately the trusted computing
technology is not very common in mobile devices. A new version of the Mobile Trusted Modules is
being developed and the first public release of the specification is planned to be published in a mid2012 [60]. NFC may speed up this process as more payment schemes start using mobiles and NFC.
Trusted computing can provide a secure environment where such application can be hosted as
described in the Balfe and Paterson paper.
Herreweghen and Wille analysed the EMV payment scheme and investigated the security of possible
Internet payment systems based on EMV [61]. They concluded that the EMV was not ready yet to be
used “as is” over the Internet due to security shortcomings and proposed a number of extensions that
address these shortcomings.
Khu-Smith and Mitchell proposed the use of a card reader connected with a PC which acts as a
catalyst between the EMV card and the merchant [62]. The payment scheme proposed in this thesis
makes use of mobile devices and NFC instead.
7

Crimeware is any kind of program that operates illegally and poses a threat to the end-user, such as but not limited to: virus, Trojan-Horse
malware and the like
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The authors of [6] provide a comprehensive description of how a criminal can abuse from a security
flaw found in the EMV protocol. This flaw allows the attacker to make payments using a valid Chip
and PIN card without knowing the PIN. The aforementioned paper also includes a demonstration of
how the attack works and proposes some workarounds in order to mitigate such attacks.
The authors of [63] analysed CAP and concluded that this protocol is over optimised and securely
flawed. They presented several attacks on the protocol and highlighted its weaknesses. One of the
weaknesses mentioned in this paper was supply chain infiltration, were an attacker compromise the
CAP reader. The payment scheme presented in this thesis learnt from these mistakes and provides
security mechanisms which avoid the pitfalls highlighted by [63].
Paquet, Vacquez and Rosenberger proposed a new architecture for Internet banking and 3D-secure
Internet payments in [64]. The protocol, which takes the name of: “SOPAS”, is based on the EMV
credit cards, CAP protocol and makes use of a card reader connected with a PC.
Drimer and Murdoch describe a relay attack against the EMV protocol in [65]. In their paper, the
authors show how a compromised PoS terminal can be used by an attacker to make the customer
authorise a different transaction than the one shown. This attack is possible as the PoS terminal has
no means to show whether it has been tampered with. The information shown by the PoS terminal is
not bound to the actual transaction.
Choudary created handheld device that provides security safeguards to protect the customer from
attacks against EMV (namely the relay attack [65]) in [66]. The device is given the name of “Smart
Card Detective” and provides a trusted display which highlights any relay attacks. This thesis makes
use of a similar concept as the transaction details are analysed and shown to the user with a signed
mobile application.

2.8.3 Internet Payments
An overview of electronic payment systems is found in [23,67]. These two books provide a
comprehensive description of the major electronic payment systems available.
A new approach to e-banking was presented by Johnson and Moore in [68]. In their paper, the
authors propose a new inexpensive (in terms of cost) device, referred to as “banking dongle”, which
can be used to secure Internet commerce. This device provides end-to-end security, trustworthy user
interface, audit trails and resists a man-in-the-middle attack.
Murdoch and Anderson analysed the 3D-Secure authentication scheme in [69]. In their paper the
authors highlight the fact how this protocol leaves the customer unprotected. The authors list six
security weaknesses and provide a way forward.
Hiltgen, Krampand and Weigold presented two challenge response authentication models for Internet
banking in [70]. In this article, the authors analysed potential threats to Internet banking and provided
a classification of each. The two challenge response authentication models proposed are: short-time
password and certificate-based authentication models.
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3 The ARJA Payment Scheme
In this chapter we present the ARJA8 payment scheme, a novel protocol that leverages the security
provided by the EMV standard using mobile devices and NFC technology. The protocol enables
card-present transactions for Internet payments with the same level of security found when purchasing
from a physical store.

3.1 The Protocol Security Objectives
The aim of the new protocol is to achieve the following security objectives:
1. Customer Anonymity: customers should remain anonymous to the protocol throughout their
participation. The customer should not be required to register to any system or login with any
merchant. The protocol should not know who the customer is.
The customer is authenticated by the issuing bank using the EMV protocol. The protocol trusts
the outcome of this authentication.
2. Confidentiality: during the operation of the protocol, sensitive information, such as the credit
card details, is exchanged between entities. Such information should be protected by means of
encryption. This prevents an active attacker from learning such information by simply sniffing
the traffic exchanged.
3. Privacy: messages should be routed in such a way that the information only flows to the targeted
entities and never comes into contact with others that do not require it. In this way, not only is
confidential information kept secret from attackers, but also from the entities that are legitimately
participating in the protocol but who have no need to access such information.
During the operation of the protocol, payment information such as credit card details is kept secret
from the merchant and on the other hand, order information is not known to the payment network
(banks and payment gateways).
4. Transaction Integrity: the protocol should provide authentication of origin and the receiver
should be able to verify the messages received. Messages exchanged during the protocol should
contain cryptographic material, such as MAC or digital signature, by which the receiver can
verify them.
5. Trustworthiness: the customer should be provided with a trustworthy display, ensuring that the
shown payment details are correct. In other words, the customer must be assured that the correct
payment will truly go to the indicated merchant and not somewhere else biased by an attacker.
The solution name is not an acronym, but the initials of my family members. The protocol name also means “air” in the Maltese language,
my native language, which is synonymous with the method of communication – contactless.
8
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6. Payment Authorisation by customer and approved by issuer bank: the customer should
authorise every payment and must involve the card as happens at a PoS terminal using the card’s
PIN. The issuer bank should provide assurance to the merchant that the customer has enough
money and is effectively authorising the payment, thus reduces the chances of charge backs, and
hence lowering commercial risks.
7. Entity Authentication: all entities involved in the protocol should be authenticated directly or
indirectly. It is accepted that some entities, such as the customer, will be authenticated by other
means outside the scope of the protocol whose outcome is trusted.
8. Auditing: The new protocol should provide audit trails to help the sorting out of disputes should
these arise.
The ARJA payment scheme, discussed in the following section, is designed to address the above
security requirements.

3.2 ARJA
The ARJA protocol comprises three main entities, the ARJA Server Application, the ARJA Merchant
Plug-in and the ARJA Mobile Application as shown in Figure 3.1.

Figure 3.1: ARJA Main Entities
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Each entity is introduced in the following list. The numbers showed in Figure 3.1 correspond to the
following list numbers.
1. ARJA Server Application: The ARJA Server Application is a software application that connects
the merchant and the customer (through the mobile device) with the acquirer bank. The merchant
can register payment requests with the ARJA Server Application and can retrieve the payment’s
status. The customer can retrieve payment request details (contains information about a payment
request) and can perform payments. During the payment process, the customer never
communicates with the merchant and the credit card takes an active part in the process, just like
when paying at a PoS terminal. Instead, the customer communicates with the ARJA Server
Application through the mobile device (and the ARJA Mobile Application), which will inform the
merchant when the transaction is complete.
The ARJA Server Application is connected to the acquirer bank and acts as the payment-gateway.
Furthermore, the ARJA Server Application has a secure Internet presence to which the merchant
and the customer can connect.
For the remainder of this thesis it is assumed that the ARJA Server Application is secure and
located in a location that is managed by the ARJA service provider. The ARJA service provider
can be any organisation, such as existing payment gateways, mobile phone operators, banks or
any other organisation, that is hosting the ARJA Server Application, develops and maintains the
ARJA Mobile Application and has a secure communication with the payment network.
2. ARJA Merchant Plug-in: The ARJA Merchant Plug-in is an interface which governs the
protocol and the data exchange formats between the merchant and the ARJA Server Application.
All communication that happens between the merchant and the ARJA Server Application has to
follow this protocol, or otherwise is rejected. The merchant system is not bound to any specific
programming language or framework. With this interface the merchant is able to register new
payment requests, retrieve the status for any given transaction and can cancel payment request
amongst other administrative functions.
The merchant has to register with the ARJA Server Application and obtain an Application
Programming Interface (API) Key before it is able to participate in the protocol. An API Key is a
string of alpha-numeric characters known only to the merchant and the ARJA Server Application
(shared secret). With this API Key, the merchant generates session keys which are used to protect
subsequent message exchanges between the two entities. Furthermore, in order to ensure the
integrity of the data exchanged during the protocol, the merchant’s website has to operate over the
secure version of HTTP, known as HTTPS, and using an SSL Certificate of a certain type
(discussed in more details in section 3.2.1).
3. ARJA Mobile Application: The ARJA Mobile Application is a mobile application that provides a
trustworthy interface between the ARJA Server Application and the customer using it. With this
application the customer can retrieve the payment request details and perform payments using his
or her contactless credit card. The ARJA Mobile Application is not bound to the user. The same
application instance can be used by anyone and no personal information is saved by the
application during its use. Furthermore, this application is also able to communicate with the
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other entities, such as the contactless credit card and the ARJA Server Application, in a secure
manner. The customer can ascertain the authentication of origin of the Mobile ARJA Application
as this application is digitally signed. Using the digital certificate, the customer can confirm the
origin of the software.
In order to make use of this payment method, the customer needs to have a valid contactless EMV
credit card, a mobile device with a contactless interface and a data mobile-phone connection
(data-plan). All data exchange between the EVM contactless card and the ARJA Mobile
Application is performed using NFC. The ARJA Mobile Application needs to also be installed on
the mobile device and the customer has to ensure that the application is digitally signed by
checking its certificate before using it.
In the following sections we will discuss how a merchant can register and obtain an API Key. The
merchant registration process underpins the trustworthiness provided by the protocol.

3.2.1 Merchant Registration and Verification
Before a merchant is able to participate in the ARJA protocol, it must first register with the ARJA
Server Application and acquire an API Key. The API Key is only known to the merchant and the
ARJA Server Application.
Once registered, the merchant can:
1. Register a payment request
2. Cancel a payment request that belongs to the same merchant.
A merchant can also retrieve the status of a payment request. In order to do so, the merchant only
requires the payment request reference. Knowledge of the API Key is not required.
A merchant can have more than one API Key, but an API Key must belong to one merchant. This
design decision provides flexibility and accountability as listed below.


A merchant can easily track sales based on categories, departments and more.



It allows web applications such as marketplaces and auctions, referred to below as hosting service
providers, to provide a hosting environment for smaller merchants that do not have their own
website. The hosting service provider is registered as one merchant. Once registered the hosting
service provider can create as many API Keys as required.

The merchant can also apply limits and threshold per API Key amongst other administrative
parameters. These are outside the scope of the protocol, but it is worth mentioning these features as it
helps in adapting the protocol to different scenarios.
The aim of the registration process is to bind together, the:


Merchant: the individual or company that this API Key will belong to.



Merchant trade name: the name that the merchant trades with.
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Website domain: the website domain from where the merchant will be selling goods.



Payment accounts information: the information where the merchant will be receiving the
payments including the bank name and account numbers.

The above is illustrated in the following example. Let say that the merchant “Flux Sportswear” is a
Maltese registered company that sells sportswear and it would like to start using the ARJA protocol.
This merchant trade name is “Flux Sportswear” and it trades from the website domain:
“www.fluxsportswear.com.mt”. Therefore, during the registration process we will be binding together
the merchant: the Maltese registered company, the trade name: “Flux Sportswear”, the website
domain from where this merchant will be trading: “www.fluxsportswear.com.mt”, and the banking
account information: where the funds will be deposited once the payment is authorised and complete.
When a customer receives a payment request with the merchant trade name “Flux Sportswear”, then
the customer can be sure that request is coming from the named merchant and that the money will
truly go to this merchant. Furthermore, the website from where the customer bought the goods
belongs to the same merchant.
During the registration process, the merchant has to authenticate with the ARJA Server Application
and proves that he or she owns the website domain being registered. In case of a hosting service
provider, as the one mentioned before, only the hosting service provider has to perform the
registration. The members of such a service are not managed by the ARJA protocol and for the
purpose of this protocol the API Keys that are issued for each member are simple API Keys that
belong to one merchant.
The registration process leverages the security behind the SSL Certificate registration process when it
comes to validating the merchant. The registration process relies on the checks that were performed
by the CA, who originally issued the SSL certificate to the merchant. The ARJA Server Application
extracts the information, such as the merchant trade name, from the SSL certificate instead of
requesting it from the merchant. This ensures that the information provided by the merchant about its
identity is valid. The merchant must have an SSL Certificate of type EV in order to be able to
register. SSL Certificates of type OV or DV are not acceptable as these do not contain the merchant
information required.
The merchant registration and verification process is described next. The method of registration
described below is based on another on-line registration process, the Google Apps registration process
[71]. The merchant registration process only involves the merchant and the ARJA Server Application.
1. The merchant initiates the registration process by accessing the registration web page hosted by
the ARJA Server Application. During the registration, the merchant provides the website domain
from where it will be offering its services together with other details.
The merchant is provided with limited access to the ARJA Server Application until the registration
is complete. The only two things that the merchant will be able to do are: verify the account and
delete the account.
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Let say, for example, a merchant with the name “Flux Sportswear” would like register with the
website “www.fluxsportswear.com.mt” with the ARJA Server Application. Before it can continue
further, the merchant must first acquire an SSL certificate of type EV for this domain signed by a
trusted CA.
The website being registered should be accessible through the URI:
“https://www.fluxsportswear.com.mt/”. The certificate should contain the merchant trade name,
that is, “Flux Sportswear” should appear in the organisation name field of the certificate.
2. The ARJA Server Application generates an HTML file with a random name and random generated
content. The file name starts with letters: “arja” and followed by a series of random and
unpredictable characters. The file name is unique and never been used before. This file contains
the same static text together with the random file name.
The merchant downloads the file from the ARJA Server Application and uploads it in a specific
location of the website being registered, “https://www.fluxsportswear.com.mt/”. This is discussed
further in step 3.
For example, the ARJA Server Application generates the file with the random name:
“arjawy9BFDJZKGaQamh0fXS8.html”. The merchant downloads this file.
3. After downloading the file generated by the ARJA Server Application, the merchant uploads it
into the root context of the website and activates the account. The account verification is initiated
by the merchant using the limited access provided in step 1.
Continuing
with
the
previous
example,
the
merchant
uploads
the
file
“arjawy9BFDJZKGaQamh0fXS8.html” in to the website with domain name:
“www.fluxsportswear.com.mt” that is being registered. This file must be accessible from the URI:
“https://www.fluxsportswear.com.mt/arjawy9BFDJZKGaQamh0fXS8.html”. The merchant then
initiates the verification processes from the ARJA Server Application.
This step ensures that whoever is applying has access to the domain and can manage its contents.
4. The ARJA Server Application tries to access the file from the merchant’s website. This will verify
that the merchant can manage this domain, which means it either owns it or is able to manage it.
During the process, the ARJA Server Application confirms that the website has a valid SSL
certificate from a trusted CA.
If the SSL certificate is not valid (not of the type EV), or not signed by a trusted CA, then the
verification fails and the merchant is not able to proceed further until a valid SSL certificate is
obtained. If the file is not accessible, the registration remains pending. A retention process will
clean pending applications which have been pending for some time.
If the file is accessible and the website SSL certificate is signed by a trusted CA and of the right
type, then the registration is finalised. The ARJA Server Application extracts the merchant trade
name and other details from the SSL certificate.
During this step, the ARJA Server Application generates a unique API Key and binds the
merchant, the merchant trade name (extracted from the SSL certificate) and other details together.
This is an important step as the security of the protocol depends on this step. If this step fails,
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then the protocol trustworthiness is jeopardised. Parts of the extracted information are used
during the protocol as we will see in the following section.
The merchant registration is now complete and the merchant can start using the ARJA protocol.

3.2.2 The ARJA Protocol
Figure 3.2 provides a detail view of the entities that take part in the protocol and the messages
exchanged between them.

Figure 3.2: ARJA Overview

In this example, we are assuming that the environment is properly setup, that is, that ARJA Server
Application is ready and secured. The merchant is able to participate in this protocol securely and has
a valid API Key. The customer has downloaded the ARJA Mobile Application and installed it.
Furthermore, the customer can access the merchant’s website securely, that is using HTTPS.
The protocol scheme is illustrated in Table 3.1.
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Table 3.1: ARJA Protocol Scheme

#

Credit Card

Customer

ARJA Mobile

1

2a

2b

3a

3b

4a
4b
5a

5b
6a

Merchant

ARJA Server

Checkout
Generates session key
from the API Key,
generates a challenge,
encrypts payment request
and MACs everything
Challenge & Payment
Request
Verifies the merchant,
generates a unique
identifier, answers the
merchant challenge and
encrypts the payment
request reference. Generate
a MAC for all data
exchanged
Challenge Response &
Payment Request
Reference
Verifies the message and
ARJA Server Application,
and decrypts the payment
request reference
Payment Request Reference
Verifies the
ARJA Mobile
Application
Payment Request
Reference
Payment Request Reference

Acquirer Bank

Issuer Bank

#

Credit Card

Customer

ARJA Mobile

Merchant

Verifies the payment
request reference, find the
payment request details and
saved the status

6b
Payment Request Details

6c
Payment Request
Details

6d

Card Certificate

7a

PIN

7b

Card Certificate and PIN

7c

Verify the card certificate
and encrypts the PIN.
Generates an unpredictable
number and saves the
transaction state
Encrypted PIN and Unpredictable Number

7d

7e

Saves the
unpredictable number

7f
Encrypted PIN

7g
7h

Verifies the PIN
and generates a
cryptogram
ACC/TC

7i

ACC/TC

7j
Transaction Data

8a
8b
8c
8d
8e

ARJA Server

Generate the
ARQC
ARQC
Verify the transaction
amount in the ARQC
ARQC

Acquirer Bank

Issuer Bank

#

Credit Card

Customer

ARJA Mobile

Merchant

ARJA Server

Acquirer Bank

Issuer Bank

Verify the transaction
amount in the ARQC and
update the status
ARQC

8f
8g

ARQC

8h

Verify ARQC and
authorise the
transaction

8i

Generate ARPC

8j
ARPC

8k
ARPC

8l
Update the status

8m
ARPC

8n
ARPC

8o
8p
8q
8r

Verifies the
ARPC and
generate ACC or
TC
ACC/TC
Display outcome
ACC/TC

8s

Update the status

8t

ACC/TC

8u
ACC/TC

9a

Save the transaction state

9b
9c

Receipt

We will now describe the protocol schema in detail. The numbers shown on the left hand side of the
scheme correspond to the step numbers in the following list and the letters to those illustrated in the
images.
The entities involved in the protocol, such as the merchant, perform several tasks at every step of the
protocol. The figures shown below, while describing the protocol, make use of certain symbols that
represent a specific action. A legend of these symbols is found below.
Table 3.2: Legend

Icon

Description
Information is displayed to the user
Information is encrypted (symmetric or asymmetric)
Information is verified
Information is processed/generated
Information is saved
Information is transmitted over the Internet using
HTTPS

The messages exchanged during the protocol are discussed in detail in the following list. The list
numbers corresponds to the message numbers in Figure 3.2.
The AJRA Protocol
1. The customer accesses the merchant’s website using HTTPS and selects the ARJA payment
scheme during checkout.

Figure 3.3: Checkout

The customer does not need to log in or identify him or herself with the merchant.
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Table 3.3: Checkout

#
1

From
Customer

To
Merchant

Medium
HTTPS

Data

2. The merchant, upon receiving the customer checkout, registers a payment request using the API
Key obtained during the registration process and provides the amount together with the currency
with the ARJA Server Application. The merchant generates cryptographic session keys using the
API Key and information from the checkout and with which it encrypts and MACs the message
being sent. A challenge is also sent to the ARJA Server Application which will enable the
merchant to authenticate the ARJA Server Application when it replies back in step 4.

Figure 3.4: Register Payment Request

The payment request contains the transaction amount, the currency used and a unique reference
generated by the merchant. The unique reference is used to provide freshness and prevents
message replays attacks. The payment request does not include information about the items being
purchased.
Table 3.4: Register Payment Request

#
2b

From
Merchant

To
ARJA Server
Application

Medium Data
HTTPS

3. When the ARJA Server Application receives the payment request from the merchant, it
authenticates the merchant using the API Key for this merchant and creates a unique alphanumeric string, referred to as the payment request reference. This reference is a unique identifier
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for this transaction. If the merchant authentication fails, the request is rejected and the protocol
stops here.
Together with the payment request reference, the ARJA Server Application must also answer the
merchant’s challenge, so that the merchant can authenticate the ARJA Server Application. The
payment request reference is encrypted and MACed before being sent to the merchant.

Figure 3.5: Payment Request Reference – Merchant

The ARJA Server Application keeps an audit trail of all information generated and exchanged
during the protocol. Monitoring tools, such as intrusion detection systems, can scan the audit logs
in real time in order to detect fraudulent transactions as soon as possible. Audit trails can provide
the required evidence during a dispute enabling an arbitral to take an informed decision.
Table 3.5: Payment Request Reference - Merchant

#
3b

From
ARJA Server
Application

To
Merchant

Medium Data
HTTPS

4. When the merchant receives the payment request reference together with the challenge response,
it verifies the message and authenticates the ARJA Server Application. If the verification or the
authentication fails, the protocol terminates with an error.
The merchant decrypts the payment request reference and forwards it to the customer.
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Figure 3.6: Payment Request Reference – Customer

The payment request reference is transmitted over HTTPS.
Table 3.6: Payment Request Reference - Customer

#
4b

From
Merchant

To
Customer

Medium
HTTPS

Data

5. The customer starts the ARJA Mobile Application, if not already started.
If the customer does not have the ARJA Mobile Application installed on his or her mobile, he or
she can download it and install it before continuing.
The user must check the authenticity (authentication of origin) of the ARJA Mobile Application by
verifying that the application is digitally signed before every use. Failure in doing so may result
in the user installing/running a rogue version instead which compromises the security of the
whole protocol.
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Figure 3.7: Verify the ARJA Mobile Application

After verifying the ARJA Mobile Application, the customer reads the payment request reference
from the web browser and manually enters it into the ARJA Mobile Application.

Figure 3.8: Payment Request Reference – Mobile

The merchant can render the payment request reference as a barcode image. The customer, by using
the mobile device camera, can take a picture of the presented barcode which is then translated into the
payment request reference by the ARJA Mobile Application. This will mitigate errors due to typos.
The payment request reference generated by the ARJA Server Application is sent to the merchant,
from the merchant to the customer and finally entered in to the ARJA Mobile Application.
Table 3.7: Payment Request Reference - ARJA Mobile Application

#
5b

From
Customer

To
ARJA Mobile
Application

Medium
Manual

Data
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6. The ARJA Mobile Application downloads the payment request details for the entered payment
request reference from the ARJA Server Application over the HTTPS protocol as shown in Figure
3.9. This includes the merchant trade name, the transaction amount and the currency and the date
when the transaction was registered as shown in Figure 3.10. The merchant trade name shown
here is the same trade name that was extracted from the SSL Certificate during the merchant
registration and verification process (discussed in section 3.2.1).

Figure 3.9: Payment Request Details

This information is shown on the mobile device display as shown in Figure 3.10, and requests the
customer for approval. The customer can either ignore this payment request and close the
application or continue with the payment.

Figure 3.10: Display Payment Request Details

The protocol stops here if the customer decides to ignore this payment request.
If the customer erroneously provides an invalid payment reference request, a warning will appear
indicating that the provided reference is not found. Worst case scenario, the wrong payment

32

request details are downloaded should the entered payment request reference is found for a
different transaction, which the customer can ignore.
The customer can be sure that the merchant indicated on the ARJA Mobile Application will be
receiving the money as indicated by the same application.
Table 3.8: Payment Request Details

#
6a
6c
6d

From
ARJA Mobile
Application
ARJA Server
Application
ARJA Mobile
Application

To
ARJA Server
Application
ARJA Mobile
Application
Customer

Medium
HTTPS

Data

HTTPS
Display

7. The ARJA Mobile Application requests the customer to place an EMV contactless credit card,
with which the payment will be made, near the mobile to initiate the payment process. When the
contactless card gets within range, the ARJA Mobile Application establishes a connection with the
contactless card and requests the customer to enter the PIN issued by the bank, for this card.
The following takes place. The credit card needs to be verified and authenticated while the user
needs to be authenticated and the payment authorised.
The above requires PKI support, which may not be easily available in the ARJA Mobile
Application due to its constraints. Thus, the ARJA Mobile Application delegates this task to the
ARJA Server Application which verifies the card and encrypts the PIN. The contactless card
certificate and the PIN are transmitted by the ARJA Mobile Application to the ARJA Server
Application over HTTPS. The encrypted PIN is returned to the mobile, over HTTPS, which is
transmitted to the card. This promotes the portability of the application as it puts fewer
constraints on the mobile device to be used in the protocol. This process and the messages
exchanged are illustrated in Figure 3.11.
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Figure 3.11: Card verification and PIN encryption

If the PIN is verified the protocol can proceed, otherwise an error is shown and the customer is
asked to re-enter the PIN. The ARJA Mobile Application does not keep track of the number of
failed attempts as this is done by the credit card. If the EMV contactless credit card is not
supported by the ARJA Server Application (that is, the root CA that signed the card certificate is
not trusted by the ARJA Server Application), or if the certificate is not verified (the verification
failed), an error message will appear on the ARJA Mobile Application, requesting the customer to
use a different card. The PIN verification result is forwarded to the ARJA Server Application for
auditing purposes.
Message E in Figure 3.11, also includes an unpredictable number. This number is used in the
following step when requesting the Authorisation Request Cryptogram (ARQC) together with
other information from the card. The ARJA Mobile Application may not be able to produce
unpredictable numbers, thus this task is also delegated to the ARJA Server Application. This
number is saved in the ARJA Mobile Application until the next step.
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Table 3.9: Card Verification and PIN Encryption

#
7a
7b
7c
7e
7g
7i
7j

From
Contactless Credit
Card
Customer
ARJA Mobile
Application
ARJA Server
Application
ARJA Mobile
Application
Contactless Credit
Card
ARJA Mobile
Application

To
ARJA Mobile
Application
ARJA Mobile
Application
ARJA Server
Application
ARJA Mobile
Application
Contactless
Credit Card
ARJA Mobile
Application
Contactless
Credit Card

Medium
NFC

Data

Keypad
HTTPS
HTTPS
NFC
NFC
HTTPS

8. With the card verified, the customer authenticated (by the PIN) and the payment authorised by the
customer (because he or she chose to approve the transaction), the protocol proceeds with the
ARJA Mobile Application requesting an ARQC from the EMV contactless credit card.
Typical values that are found within the ARQC are:
Table 3.10: Typical values that are found within the ARQC [16]

Value
Amount Authorised
Amount Other
Terminal Country Code
Terminal Verification Results
Transaction Currency Code
Transaction Date
Transaction Type
Unpredictable Number
Application Interchange Profile
Application Transaction Counter

Source
ARJA Mobile Application
ARJA Mobile Application
ARJA Mobile Application
ARJA Mobile Application
ARJA Mobile Application
ARJA Mobile Application
ARJA Mobile Application
ARJA Mobile Application
Smart Card
Smart Card

The card appends a MAC (using the symmetric cryptographic key material only known to the
card and the issuer bank) to the data presented in Figure 3.12 and produces the ARQC. The
ARQC is sent to the ARJA Server Application through the ARJA Mobile Application which
updates the status of this transaction and forwards it to the acquirer bank as illustrated in step F of
Figure 3.12.
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Before the ARJA Mobile Application forwards the ARQC, it verifies that the same amount that
was sent to the card appears in the ARQC received from the card. The ARJA Server Application
performs the same validations before it sends this data to the acquirer bank. These checks ensure
that the amount shown to the user is the same amount that appears in the ARQC and has not been
modified before it reached the card, when requesting the ARQC.

Figure 3.12: Payment Authorisation Request

The PoS terminal is replaced by the ARJA Mobile Application and the ARJA Server Application.
Similar to an EMV transaction, the acquirer bank forwards the ARQC to the issuer bank through
the payment network, which in turn will respond with another cryptogram, the Authorisation
Response Cryptogram (ARPC). The issuer bank authenticates the contactless credit card and
verifies that the transaction can go through by using the shared secret between the card and the
issuer bank. The issuer bank generates the ARPC using the shared secret known only to the credit
card and the issuer bank. This cryptogram travels all the way back to the card passing though the
ARJA Server Application and to the ARJA Mobile Application.
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Figure 3.13: Payment Authorisation Response

The ARPC is opened and analysed by the EMV contactless credit card. The credit card verifies
that the ARPC was generated by the issuer bank and responds with either an Application
Authentication Cryptogram (AAC) indicating a failed payment, or with a Transaction Certificate
(TC), which indicates that the payment went through. This cryptogram is forwarded to the ARJA
Server Application which updates the status for this transaction. In this step the contactless credit
card authenticates the issuer bank.

37

Table 3.11: Payment Authorisation Request and Response

#
8a

To
Contactless
Credit Card
ARJA Mobile
Application
ARJA Server
Application
Acquirer Bank

Medium
NFC

8h

From
ARJA Mobile
Application
Contactless
Credit Card
ARJA Mobile
Application
ARJA Server
Application
Acquirer Bank

Issuer Bank

Payment Network

8k

Issuer Bank

Acquirer Bank

Payment Network

8l

Acquirer Bank

VPN

8n

ARJA Server
Application
ARJA Mobile
Application
Contactless
Credit Card
ARJA Mobile
Application
ARJA Server
Application

ARJA Server
Application
ARJA Mobile
Application
Contactless
Credit Card
ARJA Mobile
Application
ARJA Server
Application
Acquirer Bank

8c
8e
8g

8o
8q
8s
8u

Data

NFC
HTTPS
VPN

HTTPS
NFC
NFC
HTTPS
VPN

9. The merchant downloads the TC from the ARJA Server Application which proves that the
payment was authorised or the AAC which means that the payment was not successful. The
merchant generates a receipt about the transaction outcome and sends it to the customer. This
process is illustrated in Figure 3.14. This receipt together with the payment request reference can
be used by the customer to obtain refund or challenge the merchant in a dispute as discussed in
more detail in section 3.2.3.
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Figure 3.14: Receipt

At this point the protocol has completed. The merchant can advise the customer about the status
through the web browser. The customer is also able download the status of any payment through
the ARJA Mobile Application by providing the payment request reference.
Table 3.12: Transaction Certificate and Receipt

#
9a
9c

From
ARJA Server
Application
Merchant

To
Merchant

Medium
HTTPS

Customer

HTTPS

Data

This protocol takes the EMV protocol through a new path. Instead of using a fixed PoS terminal
(installed at a merchant’s shop), it enables the mobile device, with NFC support, to become a portable
PoS terminal. Furthermore, the same mobile device can be used to purchase from various merchants
and to be used by different customers. The proposed solution removed the affinity between the
merchant and the PoS terminal.

3.2.3 Handling Charge backs
During the payment process, the ARJA Server Application keeps track of all messages exchanged.
Anyone can query the status of a transaction by using the payment request reference. At the end of
the payment process, the customer is presented with a receipt from the merchant. This receipt shows
that the payment was successful.
In the event of a charge back, the customer can use the payment request reference to retrieve the
status of the transaction in question. The funds are returned to the same credit card with which the
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payment was effected once the case is resolved. During the charge back process, the merchant
advises the ARJA Server Application to affect a reversal for a given payment request reference, which
in turn advises the banks of such action.
The charge back process can be initiated by the customer through the ARJA Mobile Application. The
merchant is advised about the charge back request and a dispute is opened. If the dispute ends in
favour of the customer, then the paid money is returned to the same credit card with which the
payment was effected.

3.2.4 Analysis of Security Mechanisms and Security Objectives
In the beginning of this chapter we listed the security objectives that the protocol has to achieve. In
this section we will analyse how the objectives defined in section 3.1 are achieved by the protocol and
what security mechanisms are employed to address the protocol objectives.
Table 3.13: Objectives and Security Mechanisms

Objective
1. Customer Anonymity

Security Mechanisms
During steps 7 and 8 the customer authenticates him or herself with the
credit card and the acquirer bank using the card’s PIN. Both the credit
card and the acquirer bank produce cryptographic proof of this
authentication which is trusted by the protocol (step 8).
The protocol does not request information that will at a later stage
identify the customer.

2. Confidentiality

All messages exchanged during the protocol are protected by SSL
which provides confidentiality.
Furthermore, the communication between the merchant and the ARJA
Server Application is protected by an extra layer of security. These
messages are encrypted using symmetric cryptography and key material
produced by the API Key, which is obtained during the merchant
registration.
All communication happening between the credit card and the acquirer
bank is encrypted by symmetric cryptography using a shared key only
known to the acquired bank and the credit card. Such information is
not legible by the protocol.
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Objective
3. Privacy

Security Mechanisms
All entities of the protocol only receive the bare minimum information
they need to do their work.
The merchant does not receive the credit card details, while it receives
assurance that the payment was authorised by the card holder.
The ARJA Server Application, the ARJA Mobile Application and the
banks do not receive information about the purchased items. Only the
transaction amount and currency together with the beneficiary are
visible to these entities.

4. Transaction Integrity

All messages exchanged during the protocol are protected by SSL
which provides integrity.
Furthermore, the communication between the merchant and the ARJA
Server Application are signed using symmetric cryptography and key
material produced by the API Key, which is obtained during the
merchant registration.
All communication between the credit card and the acquirer bank is
signed by symmetric cryptography using a shared key only known to
the acquired bank and the credit card.

5. Trustworthiness

The customer makes use of the ARJA Mobile Application. This
application is digitally signed, which means that one cannot tamper
with this application without voiding the certificate.
By leveraging the benefits provided by digital signatures, the ARJA
Mobile Application provides a trustworthy display. All information
displayed by the application is protected both at the application level
(application is signed) and while in transit (integrity).
In step 6d, the ARJA Mobile Application displays the payment request
details which include the merchant trade name together with the
transaction amount. Modification of such information will not go
unnoticed as both SSL and MAC will detect such changes.

6. Payment Authorisation

During step 7, the user confirms the payment and authorises it by
entering the PIN into the ARJA Mobile application. The payment
authorisation is provided by the EMV protocol.
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Objective
7. Entity Authentication

Security Mechanisms
All entities in the protocol are authenticated directly or indirectly. The
merchant and the ARJA Server Application perform mutual
authentication as described in steps 3 and 4 of the protocol. In step 5,
the customer verifies the origin of the ARJA Mobile Application, while
in steps 7 and 8 the customer, credit card and the acquirer banks are
mutually authenticated.
This latter authentication produces
cryptographic information which proves that the issuer bank
authenticated the customer.
The customer does not authenticate the bank or the card. The customer
has no means by which he or she can authenticate these. Instead the
customer verifies the ARJA Mobile Application which verification
provides a trusted path between the credit card, the customer and the
banks. The ARJA Mobile Application only communicates with the
ARJA Server Application which has a secure connection with the banks.

8. Auditing

All messages passing through the ARJA Server Application are logged.
These include:



Payments requests made by merchants
Queries made by the merchant and the ARJA Mobile
Application



EMV messages exchanged between the credit card and the
acquirer bank (such as the TC and ACC)
Credit card numbers, CVV and other sensitive information are
obfuscated such that these cannot be reused by an attacker
should he or she manages to get hold of the audit logs.



The ARJA protocol addresses all the security objectives discussed in section 3.1.

3.2.5 Advantages of the ARJA Protocol
The ARJA Protocol has the following advantages:
1. No username and static password: No registration is required by the customer nor passwords
have to be remembered in order to use this protocol. This mitigates the risks associated with this
access control mechanism. The customer is authenticated by the issuer bank using the credit card
PIN.
2. Credit card details are not disclosed: The credit card details are never entered into any website
nor stored during the payment process by any merchant. The customer simply puts the
contactless credit card near the mobile device and the payment details are securely transferred to
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the issuer bank for processing. The merchant never gets in contact with such information and the
card theft risk is mitigated.
3. Card-present transactions: The credit card performs an EMV transaction over the Internet. This
mitigates the risks associated with card-not-present transactions as both the credit card and the
PIN are required during the payment process. The credit card is authenticated on-line which also
mitigates attacks related with the off-line card authentication.
4. Purchase details are not disclosed: The customer does not share the purchase details with any
other entity but the merchant. This promotes privacy as the ARJA Server Application and the
banks do not receive such information.
5. Trustworthiness: The ARJA Mobile Application provides a trustworthy display. The information
displayed by this application is correct and not compromised. The customer can ascertain that the
merchant indicated by the ARJA Mobile Application is the receiver of the money indicated by the
same application.

3.3 Summary
This concludes our description of the ARJA Payment Scheme. As we saw in Table 3.13, the protocol
addresses all objectives set in section 3.1. Two important security features that this protocol provides
are customer anonymity and trustworthiness. The customer does not need to create accounts with the
merchant and the credit card details are never saved by the protocol. This plays an important role in
securing the protocol as we will see in the following chapters. The customer can also ascertain that
the correct payment will go to the right merchant. These two properties protect the customer while
purchasing over the Internet, without compromising the security of the other entities.
In the next chapter we will analyse several attacks and discuss how the proposed protocol reacts to
these attacks. We will analyse how the security objectives can be breached and how the implemented
security mechanisms work in protecting the protocol.
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4 The Security of ARJA
This chapter examines various attacks which may be aimed at compromising the security objectives
listed in section 3.1. This includes an analysis of how the ARJA protocol reacts against these attacks
and what safeguards are in place in order to mitigate the risks related with every attack.
A brief description of every attack is also provided in every section before its impact is analysed.

4.1 False Merchant Registration
One of the ways an attacker can attack the ARJA protocol is by registering as a fake merchant or by
masquerading as an existing merchant. For example, an attacker can try to setup an account that
masquerades as a well-known brand and may also obtain a domain that seems real. Table 4.1
contrasts this attack with the affected security objectives of the protocol. The security objectives that
are not affected by this attack are excluded from the list.
Table 4.1: Security Objectives - False Merchant Registration

Security Objective
Trustworthiness

Description
This attack attempts to masquerades the merchant with the customer

Let assume that “Flux Sportswear” is a well know sportswear brand and is a Maltese registered trade
mark. The attacker can setup a website with the domain “www.flux-online-store.com” and can make
it appear genuine by copying the styles and the “look and feel” from the authentic website (say:
“www.fluxsportwear.com.mt”). Site visitors cannot tell whether this domain belongs to the real “Flux
Sportswear” company or not just be looking at the website.
The verification process used by ARJA mitigates this attack as only EV SSL certificate types are
accepted by the ARJA registration process. In order to successfully register an attacker has to first
obtain a valid SSL certificate of type EV. The CA issuing the SSL certificate verifies that an
organisation exists before this certificate is issued. The attacker has to register a company before
obtaining such certificate. Setting up a company is a documented process where the identity of the
company owner (the attacker in this case) is verified.
Furthermore, in many countries, such as Malta and other European countries, during the company
registration process, the company name is compared with existing, already registered companies [72].
Only unique names that do not resemble existing ones are accepted. In this case, the attacker should
not be able to use the word “Flux” to setup his or her company, as this is already registered.
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All these verifications make this attack harder to mount and provide a higher degree of traceability.
The attacker can register with the ARJA Server Application only if it is able to register an organisation
and obtain an SSL Certificate of the right type. Being a registered organisation the attacker will be
easier to track down.

4.2 Unauthorised modifications of the Payment Details
One of the problems faced by many payment protocols, such as CAP and the PoS terminal, is the lack
of trustworthiness and the ability to manipulate their behaviour without the customer noticing [65].
The customer has not means of ascertain the validity of the device and determine whether the device
is compromised or not. Table 4.2 contrasts this attack with the affected security objectives of the
protocol. The security objectives that are not affected by this attack are excluded from the list.
Table 4.2: Security Objectives - Unauthorised modifications of the Payment Details

Security Objective
Transaction Integrity

Description
The attacker attempts to modify the messages exchanged

Trustworthiness

The attacker attempts to modify the information displayed to the customer

When the customer has finished shopping, he or she can checkout and the merchant registers the
payment request with the ARJA Server Application providing the transaction amount. The ARJA
Server Application registers the payment and then returns the payment request reference which
identifies this transaction.
We can have the following scenarios:
1. The merchant registers the wrong transaction amount. For example, instead of €10.00, the
merchant registered €100.00
2. The merchant returns to the customer the wrong payment request reference which has a different
amount from that which the customer checked out
3. Similar to the previous case, the merchant returns to the customer the wrong payment request
reference which has the same amount that the customer checked out
4. The merchant registers the payment request using the API key and merchant ID belonging to
another merchant
The above can be caused by various threat mechanisms, such as crimeware, DNS poisoning, hacking
and other similar attacks that can compromise the messages exchanged during the process.
Once the customer receives the payment request reference (refer to step 4 in section 3.2.2), he or she
enters this reference into the ARJA Mobile Application and receives the payment request details (refer
to steps 5 and 6 in section 3.2.2). The payment request details include the merchant trade name and
the transaction amount together with the transaction date. The attacker has no influence on the ARJA
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Server Application and ARJA Mobile Application, therefore these parts can be considered secure. The
ARJA Mobile Application is digitally signed and thus the customer can perform authentication of
origin and ascertain the source of the application before using it. The ARJA Server Application is
secure and hosted in a secure environment.
In the first two cases, where the amounts are different, the customer will see the discrepancy and
should reject the payment. Thus the protocol provided means for the victim, the customer, to identify
these attacks. Similarly, in the fourth case, the merchant trade name is different from that where the
customer making his or her purchasing. Thus the customer can reject the transaction.
The third case is more tricky as the customer has no means to recognise this attack, given that the
presented payment request details has the same date and time as the one effected by him or her. The
ARJA Server Application keeps an audit trail of payments made and this will aid the customer in
winning the dispute at a later stage. In this case, the merchant will have to pay the consequences in
the form of charge back. In order for this attack to succeed, the date that belongs to the rogue
payment request reference must be very close to the date that belongs to the real payment request
reference.
Changing of the transaction details will at some point be visible in the ARJA protocol and thus such
attack can be considered futile. A merchant can however take the following measures in order to
mitigate such attack:


The merchant can perform security audits, systems hardening, implementing intrusion detection
systems and penetration testing, in order to ensure that his or her systems provide adequate
security. This reduces the risk of having an attacker compromising the system and manipulating
the protocol by means of messages that are generated by the merchant’s own systems.



Goods are delivered using registered mail and signed for postage. This is only possible for
tangible goods. Electronic goods or services can be consumed on-line and thus a delivery address
is not required

Even though the attacker is able to mount such attacks, these attacks are very limited in their severity.

4.3 Mobile Device Compromise
Until several years ago, the mobile phone was a simple device that one could use for talking and
exchanging messages. The popularity of mobile devices has exploded in the last few years, and in
some counties there are more mobile phones then residents [73]. New types of mobile devices which
started to appear in the market in 2007 [74,75], is known as smartphone9. The smartphone is a
portable computer that is able to run a large range of applications. Before the smartphone, most
mobile phones manufacturers provided both the hardware (the mobile phone) and the operating
system. This model changed with the introduction of smartphones as most manufacturers now only
produce the hardware. The operating system is provided by other companies such as Android by
Google and Windows Mobile by Microsoft [76]. These operating systems are available on a variety
The term: “smartphone” includes any portable mobile device that can host an array of applications and performs more functionality then a
simple mobile phone. These include PDAs, iPads, Tablet PC and other mobile devices that perform similar functionality.
9
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of hardware devices manufactured by different manufacturers just like the PC. This provides a great
advantage for application developers as their applications can work on different mobile devices. The
same unfortunately, applies for crimeware which was previously not very common on mobile devices.
“The Microsoft’s Windows operating system was the prime target of criminal attacks, and hackers
have generally steered clear of mobile devices. Security experts say that this is because mobile
phones have not traditionally stored a lot of sensitive data, and because there are so many
different devices to attack, it is hard to create a single virus that can infect a large number of
customers” [77].
This has changed with the introduction of smartphones. Now we have a handful of leading operating
systems as shown in table 2 of [78]. Also, the smartphone is used to accomplish an ever growing
number of tasks and in some areas it has become more popular than the PC. Key figures in Google
believe that mobile devices (the smartphones) are the future [79]. This paradigm shift from the PC to
smartphones has started to attract attackers and crimeware as documented in [80].
Table 4.3 contrasts this attack with the affected security objectives of the protocol. The security
objectives that are not affected by this attack are excluded from the list.
Table 4.3: Security Objectives – Mobile Phone Compromise

Security Objective
Confidentiality

Description
The attacker attempts to learn sensitive information, such as the credit card
details and PIN.

Privacy

The attacker attempts to learn sensitive information, such as the credit card
details and PIN.

Transaction Integrity

The attacker attempt to modify the transaction details

With the introduction of the ARJA protocol, attackers will be tempted to attack the mobile devices
and the software that runs on them in order to compromise the protocol and thus mount attacks against
the payment industry. Following is a list of potential attacks that can be carried out:


PIN Listening: A key-listener crimeware running on the mobile device can record the PIN and
transmit it to the attacker at a later stage. Software that provides this functionality is available off
the shelf [81].



Stealing card data: Crimeware can be used to steal the card details as soon as it comes close to
the mobile device. Using NFC, the crimeware can read the card number, expiry date and other
information which is used during Internet commerce, without the customer’s consent.



Compromise the mobile network stack: The network stack of the mobile device can be
compromised such that it routes selected traffic away from the intended path. With this attack,
the attacker can channel all traffic through his or her server and monitor the flow.
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Install and trust rogue CA certificates: The attacker can have his or her rogue CA certificate
installed and trusted in a mobile device. This will enable the attacker to sign certificates and have
them accepted by the mobile device.

These attacks and others can be avoided by installing software downloaded from established
marketplaces. Furthermore, some software-houses also vet the software in order to mitigate the risk
of malicious code being installed onto the mobile device. The customer can install a virus scanner
suite to protect the mobile devices from crimeware [82]. Additional technology such as Mobile
Trusted Computing can be deployed, which can be used to mitigate the above attacks as described in
6.3.2. Unfortunately this technology is not very common in mobile devices and the new version of
the Mobile Trusted Modules is still being developed with the first public release of the specification to
be released in a mid-2012 [60].

4.4 EMV Protocol Compromise
The authors of [6] described how the Chip and PIN protocol can be compromised by making the PoS
terminal believe that the provided PIN is valid even when the wrong PIN is entered. The main flaw in
the EMV protocol is that sensitive data is missing and not protected by cryptographic means as
described in the following citation.
“The central flaw in the protocol is that the PIN verification step is never explicitly
authenticated. Whilst the authenticated data sent to the bank contains two fields which
incorporate information about the result of the cardholder verification – the Terminal
Verification Results (TVR) and the Issuer Application Data (IAD), they do not together
provide an unambiguous encoding of the events which took place during the protocol run.”
[6]
This man-in-the-middle attack makes the PoS terminal believe that the provided PIN was valid by
returning the valid PIN response: “0x9000”. Thus, when receiving such response, the terminal
accepts the PIN as valid. On the other hand, the credit card is made to believe that the customer is
authenticated by other means, such as signature. Since the PIN did not fail, as no PIN was sent to the
credit card, the cardholder verification byte of the TVR is not set. Based on this response, the
terminal generates a zero byte which the card will accept as no PIN was actually attempted.
The attacker needs to connect the compromised credit card with a small dedicated hardware device
which can be carried within a backpack as illustrated in [83]. In Malta, this attack is harder to mount
(when compared with other countries such as the UK) as the merchant still physically takes the credit
card and puts it into the PoS terminal on behalf of the customer. Thus the merchant will immediately
indentify the additional hardware is attached with the credit card and will reject to use the credit card.
In the UK, the merchant does not come into contact with the card and thus this attack has better
probability to go undetected.
Table 4.4 contrasts this attack with the affected security objectives of the protocol. The security
objectives that are not affected by this attack are excluded from the list.
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Table 4.4: Security Objectives – EMV Protocol Compromise

Security Objective
Payment
Authorisation by
customer and
approved by issuer
bank
Entity Authentication

Description
The attacker attempts to authorise a payment without knowing the correct
PIN

The attacker attempts to make the ARJA protocol believe that he or she is
authenticated

This problem is related with the EMV protocol and ARJA does not modify this protocol. The authors
of [6] propose possible solutions, in section VI, that will maintain the protocol compatibility. ARJA
only supports on-line transactions and thus can use the IAD, which include the result of PIN
verification, in order to verify that the PIN was actually verified by the credit card. This is not an easy
task as the IAD may differ based on the credit card issuer bank and it is intended to be used only by
the issuer bank. This is discussed further in section 6.3.1.

4.5 NFC Channel Compromise
When the customer accepts the payment details and decides to pay, the ARJA Mobile Application
requests the customer to have the contactless credit card close to the mobile device. The
communication between the mobile and the contactless credit card is broadcasted and an attacker can
eavesdrop and intercepts the messages while en route, and generate and transmit new ones.
Table 4.5 contrasts this attack with the affected security objectives of the protocol. The security
objectives that are not affected by this attack are excluded from the list.
Table 4.5: Security Objectives – NFC Channel Compromise

Security Objective
Confidentiality

Description
The attacker attempts to learn sensitive information, such as the credit card
details and PIN

Privacy

The attacker attempts to learn sensitive information, such as the credit card
details and PIN

Transaction Integrity

The attacker attempts to modify the transaction details

The ARJA Mobile Application and the contactless credit card exchange three sensitive messages:


PIN Verification: The ARJA Mobile Application starts by requesting the card’s digital
certificate. This certificate is used to encrypt the PIN before sending it to the card.
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The attacker can transmit his or her certificate to the mobile making it appear as if it is originating
from the card. If the PIN is encrypted with this certificate, then the attacker will gain knowledge
of the PIN.
The ARJA Mobile Application sends the contactless credit card certificate, together with the PIN
entered at the mobile device, to the ARJA Server Application. The ARJA Server Application starts
by verifying the card certificate. Certificates that are not signed by trusted CA will be rejected.
Thus, such attack is rendered futile.
The ARJA Server Application encrypts the PIN using the public key in the card’s certificate. The
encrypted PIN is sent back to the ARJA Mobile Application which in turn is transmitted to the
card. It is considered very hard to decrypt the PIN without knowledge of the private key.


Authorisation Request Cryptogram (ARQC): After the customer has downloaded the payment
request details and confirmed the payment, the customer is requested to enter the PIN. If this is
verified, then the ARJA Mobile Application will request an ARQC from the contactless card. The
ARQC will include the payment amount which was originally transmitted to the card as part of
the request for ARQC.
An attacker can intercept the request for ARQC and modify it. By doing so the attacker can
modify the inputs of the ARQC. Figure 4.1 illustrates a hypothetical attack where the attacker
modifies the amount authorised (the transaction amount) before it reaches the card. The card
computes the MAC using the secret it shares with the issuer bank on the data received and
responds with the ARQC. This alteration is detected by the ARJA Mobile Application (and the
ARJA Server Application), when it receives the ARQC from the card. The ARJA Mobile
Application can validate parts of the ARQC against the data that was sent. In this case the amount
will not match and the protocol stops.
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Figure 4.1: ARQC - Request and Response

This shows that modifying the request for ARQC will be detected at some stage and the
transaction will not pass through.


Transaction Certificate (TC): Similar to the ARQC, the TC involves symmetric cryptography
that binds certain values together using a secret known only to the issuer bank and the contactless
credit card. Modifying such messages will be detected at a later stage in the protocol as, once
again, the MAC will not match.

Even though an attacker can compromise the NFC channel, between the credit card and the ARJA
Mobile Application, any modification made to the messages exchanged through this channel will be
detected and the protocol stops.

4.6 Merchant Compromise
An attacker can attack the merchant’s website (and systems) and compromise the protocol by
mounting any of the following attacks:


Registers payment requests for a different merchant than the compromised one



Disrupts the service by performing a Denial of Service (DoS) attack



Replaces payment request reference with another one
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Table 4.6 contrasts this attack with the affected security objectives of the protocol. The security
objectives that are not affected by this attack are excluded from the list.
Table 4.6: Security Objectives – Merchant Compromise

Security Objective
Privacy

Description
The attacker attempts to learn purchase details

Transaction Integrity

The attacker attempts to modify the transaction details

In the first attack, the attacker attempts to manipulate the messages before these are sent from the
merchant to the ARJA Server Application as shown in Figure 4.2.

Figure 4.2: Merchant Compromise

In order for this attack to be successful, the attacker must have the knowledge of a valid API key.
This attack will become visible later on in the protocol when the payment request details are
displayed on the mobile device by the ARJA Mobile Application. When using a different API key, the
attacker binds the payment request with another merchant, thus the wrong merchant details will be
displayed.
The second attack, DoS, is quiet difficult to prevent especially if the attacker has access to the
merchant systems. Nevertheless, with the DoS attack, the attacker can only compromise the
availability of the protocol which is not one of the security objectives of the protocol. The protocol
security objectives are not affected by this attack.
In the third attack, the attacker attempts to modify the payment request before this is sent to the ARJA
Server Application. This attack was analysed in section 4.2.
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4.7 ARJA Mobile Application Compromise
The ARJA Mobile Application is a software application, thus it can be easily cloned and compromise
using off the shelf software tools [58,84]. An attacker can reverse engineer the ARJA Mobile
Application and injects a Trojan-Horse into it.
Table 4.7 contrasts this attack with the affected security objectives of the protocol. The security
objectives that are not affected by this attack are excluded from the list.
Table 4.7: Security Objectives – ARJA Mobile Application Compromise

Security Objective
Confidentiality

Description
The attacker attempts to learn sensitive information, such as the credit card
details and PIN

Privacy

The attacker attempts to learn sensitive information, such as the credit card
details and PIN

Transaction Integrity

The attacker attempts to modify the transaction details

Trustworthiness
Payment
Authorisation by
customer and
approved by issuer
bank

The attacker attempts to modify the information displayed to the customer
The attacker attempts to authorise a payment without knowing the correct
PIN

Entity Authentication

The attacker attempts to make the ARJA protocol believe that he or she is
authenticated

The customer is protected against this attack as the ARJA Mobile Application is digitally signed. The
customer must verify the origin of the application before every use to ascertain its origin and ensures
that this application is genuine. Thus any attacks that are targeted to learn the PIN or credit card
details, or manipulate the information displayed by the ARJA Mobile Application are futile.
An attacker can compromise the ARJA Mobile Application and use it to make payments with a stolen
credit card without knowing its PIN [6]. The ARJA Server Application can be modified to ensure that
the PIN was actually provided and verified by the credit card before continuing with the payment as
discussed in section 6.3.1. The attacker will not be allowed through unless he or she is authenticated
by the credit card. The attacker is left with no choice other than guessing the PIN.
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4.8 Customer’s Computer Compromise
The customer participates in the protocol using both a mobile device and a web browser installed on
his or her computer. An attacker can develop crimeware that when installed on the customer’s
computer, it compromises the security of the computer and or the web browser to mount the following
attacks:


Modify the contents displayed on the browser



Compromise the Web Browser trusted root certificates



Modify the computer’s host file

Table 4.8 contrasts this attack with the affected security objectives of the protocol. The security
objectives that are not affected by this attack are excluded from the list.
Table 4.8: Security Objectives – Customer’s Computer Compromise

Security Objective
Privacy

Description
The attacker attempts to learn purchase details

Transaction Integrity

The attacker attempts to modify the transaction details

If the attacker manages to compromise the web browser trusted root certificates and modify the
computer’s host file, then he or she will be able to masquerade the merchant and mount a man-in-jemiddle attack very similar to that discussed in section 4.6. Even though it may require a considerable
amount of work and effort this attack is real [85]. This can be achieved by the use of crimeware,
which the customer installs in his or her computer. Figure 4.3 illustrates an example of such an
attack.
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Figure 4.3: Compromised Customer's Computer

The customer installs the crimeware in his or her computer unintentionally. The crimeware modifies
the customer’s computer host file (the first point of reference for domain name to IP translation) and
compromise the Web Browser trusted root certificate.
When the customer accesses the merchant website, he or she will be routed to the attacker’s computer.
The customer’s computer host file is compromised in such a way that all traffic pointing to the
merchant website goes to the attacker. Furthermore, the web browser trusted root certificates are also
compromised. Thus the browser will also accept counterfeit certificate signed by the attacker. This
will make the whole experience look very real and hard to identify.
The attack continues like the one discussed in sections 4.2 and 4.6, where the attacker replaces the
payment request reference with another one issued for the same merchant and for the same amount.
Even though the attacker is able to mount such attacks, these attacks are very limited in their severity
as the attacker can be traced back by using the payment request reference. Furthermore, the customer
can mitigate this risk by keeping his or her operating system up-to-date, install a Virus Scanner and
follow the security tips that are displayed by the same operating system.

4.9 Summary
In this chapter we analysed various attacks against the security objectives of this protocol and the
security mechanisms that are deployed in order to mitigate the associated risks.
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When paying with the ARJA protocol, the customer does not have to provide the credit card details.
Thus, the risks associated with credit card details spoofing are also mitigated.
The protocol also protects the customer’s privacy and reduces the steps required to purchase
something from the merchant’s website. The customer can make purchases without having to register
with the merchant’s website, similar to physical shopping, and paying with his or her credit card using
the PIN. This will authenticate the customer with the credit card and issuer Bank and the merchant is
also protected. This is a proof that the credit card was present and the card holder too as the PIN was
provided by the card holder and the credit card had to generate cryptographic information which is
sent to the system.
Some attacks may be successfully mounted at one point of the protocol, but these are detected at later
stages. The protocol makes use of repeated checks to mitigate the risks associated with the breach of
a security mechanism. All messages exchanged during the payment process pass through the ARJA
Server Application which keeps and audit trail of everything. The generate audit logs are constantly
monitored to detect attacks as soon as possible.

56

5 Comparing ARJA with other Payment
Schemes
This chapter compares ARJA with other payment schemes and sees how ARJA addresses any
shortcomings that these schemes may have. A detailed analysis of these payment schemes was
undertaken before ARJA was designed. This chapter reviews how these payment protocols
influenced the design of the ARJA payment scheme and why certain design decisions were taken
while designing ARJA.
A brief description of every protocol is also provided.

5.1 SET
Secure Electronic Transactions (SET) is an e-commerce payment protocol jointly developed in the
mid-nineties by Visa and Master-Card and other leading IT companies, such as IBM, VeriSign and
others, as a method of securing card transaction payments over insecure networks such as the Internet
[86,87,88].
The SET protocol offers the following security features:


Confidentiality: messages are encrypted using symmetric encryption and only the targeted
domain has the required information (secret-key) to successfully decrypt and read the messages.
Confidential information is not only kept secret from attackers, but also from the domains that are
legitimately participating in the protocol but have no need to access such information. During
operation of the protocol, payment information such as the credit card number and expiry date are
kept secret from the merchant. On the other hand, order information is not known to the
payment-gateway.
ARJA adopted a similar concept, where each domain (referred to as entities in the previous
chapter) only receives the information it needs in order to perform their part of the protocol.
Furthermore, the ARJA protocol makes use of SSL and inherits the confidentiality offered by this
protocol.



Integrity: messages exchanged during the protocol are also signed by the sender using digital
signature. This provides authentication of origin and any unauthorised modifications will be
detected as the signature will not match when the messages are verified by the receiver.
The integrity provided by the ARJA protocol is inherited from the SSL protocol. Only messages
exchanged between the merchant and the ARJA Server Application are MACed by a shared secret.
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Authentication: authentication of origin, together with message integrity, also provides
corroboration to one entity that the other entity is as claimed at that specific point in time. Using
digital certificates, signed messages ensure that whoever signed them is in possession of the
private-key that peers with the presented public-key certificate. This assures that the entities
involved in the transaction are who they claim to be, and prevents them from denying that they
sent the message (non-repudiation) at a later point in time.
This also mitigates the risk of rogue merchants setting up websites and deluding customers into
their sites.
ARJA makes use of a different authentication setup as described in section 3.2.4.



Payment Authorisation: This protocol also provides assurance to the merchant that the customer
has enough money.
ARJA leverages the EMV protocol to provide payment authorisation.

In 2001 a decision had to be taken whether to pursue with SET [89]. Unfortunately, SET failed to
gain enough audience and was thus shutdown. The banks decided to pull the plug as too many
resources were dedicated to a system which was not rendering enough value. The following list
highlights some of the main reasons why SET never took off:
1. Complexity: SET was written by a team of technologists who lacked heavily from the business
perspective [14]. The protocol was really complicated. SET was very good when seen from a
technical and security perspective but was very complex to implement and merchants were left
with little or no help.
Several pilot projects were initiated around the world. Sweden was on the forefront of this
initiative and test pilot projects implemented in this country provided a considerable amount of
insight. Only one out of the thirty participating merchants managed to fully integrate the SET
software and get their store on-line. This sent a clear message that integrating SET with existing
infrastructure was not an easy job [86,23].
ARJA comprises three entities, two of which (the ARJA Server Application and the ARJA Mobile
Application) do not require customisations. The merchant has a simple interface with which it
must communicate with the ARJA Server Application. Furthermore, a generic Application
Programming Interface (API) can be developed for the major programming languages which the
merchant can simply extend and configure.
The ARJA Server Application acts as the catalyst between the merchant, the customer and the
payment network and handles all the complexity in terms of the payments and protocols involved.
The merchant only needs to use the services exposed by the ARJA Server Application.
2. Lack of Interoperability: Complexity was not the only hurdle experienced by the Swedish pilot
project [86]. SET made use of three software components, one used by the customer referred to
as e-wallet, the merchant software and the payment-gateway software. Different solutions
provided by different vendors had a hard time to successfully work together.
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The main fault here was the ambiguity and lack of detail in the SET specification in key areas
such as SET payment initiation, order description content, standard communication port
identification, language support and much more. The task group I14Y (Interoperability) was
formed to address these issues and released the SET 1.0 interoperability test plan.
To address interoperability, the ARJA protocol only makes use of HTTP GET requests and JSON
(JavaScript Object Notation), a lightweight data-interchange format [90,91]. These technologies
are well known in the web technologies arena and many websites and web based applications use
them. Furthermore, all leading applications provide rich APIs that work with both technologies.
3. Expensive: The large players, such as the banks, had much to gain from the SET protocol but
merchants, which represented one of the two pillars for success, had very little to gain from such
protocol. From the information gained from the Swedish implementation, the typical cost
amounts to around thirty thousand US dollars (approximately twenty four thousand Euro) [86].
This would prohibit small merchants from participating in such a protocol. This goes against the
Internet methodology where the costs of setting up a small business over the Internet are very
low.
The ARJA protocol makes use of existing technologies such as SSL and HTTP. The merchant is
required to have an SSL Certificate of type EV. These certificates are available for less than
€100.00 annually from leading organisations [28]. When compared with SET, which required
thousands of dollars, ARJA is comparatively inexpensive.
The ARJA Mobile Application can be downloaded for free. Customers only require a mobile
device which supports NFC. Such mobile devices are available for free with a monthly mobile
plan [92]. NFC technology is gaining popularity and several mobile phone companies are
producing more devices supporting this technology [10,11,93]. One may argue that the customers
need to purchase a fairly expensive device to make use of this protocol. The ARJA protocol is
not the sole consumer of NFC technology. This technology is gaining popularity in many other
areas, such as ticketing and posters that provide more information about their content. ARJA is
just another service that utilises this technology. The mobile device can thus also be used for
many other things and the corresponding popularity is on the increase [73].
4. Certificate distribution logistics: Every card that was to be used in the protocol required a
digital certificate (including a private key) to be associated with it. This provides quite a
logistical problem as the digital certificate, and more important the private-key, must be securely
delivered to every cardholder. A customer can own more than one card and thus a different
certificate and matching private-key must be sent to this customer for every card he or she may
have and would like to use in SET transactions.
This is not an issue with ARJA as the protocol uses unilateral SSL authentication. Only the ARJA
Server Application is authenticated by the SSL protocol. The merchant is authenticated via the
API Key while the customer is never authenticated by the ARJA protocol. The customer is
authenticated by the issuer bank.
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5. Non-portable: The e-wallet application together with the certificates must be installed on the
customers’ personal computer (PC) before the customer can make use of the SET protocol. If a
customer wants to purchase something using a computer which does not contain the e-wallet
application and a certificate, the customer must first install these before proceeding [86].
With ARJA, customers need to first install the ARJA Mobile Application before they can use the
protocol. This process is very simple and the application can be installed with few clicks from the
same mobile device. The mobile industry has evolved and several marketplaces are available
from where software can be easily downloaded and installed. Furthermore, as distinct from SET,
no configuration is required and a customer can use anyone’s mobile device to perform a
payment. SET required the installation of a certificate, which certificate authenticated the
customer. ARJA removes this from the equation as the customer is authenticated by other means.
6. Slow: SET provides a high degree of security at the expense of performance. SET transactions
take long time to process with a lag time of up to fifty seconds [86]. This is unacceptable in an
on-line transaction having the customer waiting for such a long time with little progress
information. The ARJA protocol uses three SSL channels:
a) The merchant and the ARJA Server Application
b) The merchant and the customer’s web browser
c) The ARJA Mobile Application and the ARJA Server Application
These channels will definitely add to the delays. Furthermore, during the payment the issuer bank
authenticates the credit card and the credit card authenticates the issuer bank. This is not done
during the card-not-present transactions, and so will definitely add more delays. These additional
delays however, provide a more secure environment. The ARJA protocol is expected to take the
same amount of time as a PoS terminal.
7. Not secure from a customer perspective: Despite from what was advertised, the security of SET
was based on a password [86]. The e-wallet application and certificates were protected by a
password, which can be obtained by various attacks. This was a big deterrent as a lot of money
was invested by the two other domains (merchants and payment-gateway), while the third domain
was secured by a simple static password.
The ARJA protocol removes the need for username and static password to authenticate the
customer. The customer is not authenticated by the ARJA protocol, but he or she is authenticated
by the issuer bank. The latter produces cryptographic evidence which ascertains this
authentication.
The ARJA protocol implements the positive security functionality provided by SET while avoiding
pitfalls and shortcomings which hindered the success of SET. One of the main features copied from
SET is that each domain (referred as entities in ARJA) only receives the information they need. For
example, the credit card details never go to the merchant.
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5.2 CAP
The Chip Authentication Programme (CAP) is a two factor authentication protocol developed by
MasterCard to work on top of the EMV standard [63,94]. Visa’s version of CAP is called “Dynamic
Passcode Authentication” [95].
Using a handheld device, such as the one shown in Figure 5.1, the issuer bank can authenticate the
customer and authorise payments using various modes of operations supported by this handheld
device.

Figure 5.1: CAP Handheld Reader

Before the customer can start using CAP, he or she must insert the credit card into the reader and
provide the PIN matching that card in his or her CAP handheld device. CAP offers authentication and
authorisation through three modes of operations (invoked by the user through the top three blue
buttons shown in Figure 5.1):


Identify: In this mode, CAP generates a one-time password after interacting with the card.



Respond: The system (issuer bank) generates a challenge (a random number, typically six digits)
which the customer has to reply (respond) to using the handheld device.



Sign: During an on-line purchase, a customer is committed to pay the merchant an agreed amount
of money.

The EMV smart cards can be used to perform card-present Internet transactions using CAP. The
handheld device requests an ARQC indicating that it wishes to perform an on-line EMV transaction.
The handheld device is not physically connected to any network (it is off-line) and thus cannot
perform the same EMV transaction like a PoS terminal. Instead it generates codes which the
customer relays to the backend system (issuer bank).
In order to promote interoperability between cards issued by different banks and handheld devices
manufactured by different manufacturers, the handheld device was designed to be interoperable
between banks and cards. Thus customers are able to use the handheld device issued by other banks
to other customers. So, one could share his or her handheld device with others if needs be [63].
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CAP was optimised at the cost of security as described in the following citation:
“a new and disturbing real-world example of an actually deployed banking protocol that fails
because it has been excessively optimised.” [63]
Unfortunately, the CAP standard is not public and so it was not subject to public scrutiny. This does
not explicitly mean that the protocol is bad. Other successful security protocols and primitives were
not publicly released, at least in their first years of service. Data Encryption Standard (DES) is a good
example of this. Nevertheless, the researchers of the paper [63] were still able to reverse engineer
enough of the protocol to analyse and replicate it in a lab environment. They highlighted the several
vulnerabilities, which we will compare to the ARJA protocol:
1. Social Engineering: The implementation of CAP depends on the banks, and different banks
implemented it in different ways. While some banks only use the Identify mode, other banks may
use all three modes. Also, some banks request some information during a particular mode while
other banks request other information from the customer. For example, in the sign mode, the
customer may be requested to provide the amount and the full account number by a bank while
another bank only requires the last four digits of the designator account [63].
With such diversity, customers can be easily tricked to enter additional, non-required, information
by an attacker. This can improve the success rate of other attacks, such as phishing.
ARJA comes in one flavour and is only used for one purpose. While this narrows the scope of
where ARJA can be used, it also provides a simpler way of use. With ARJA, the customer
always executes the same path.
2. Protocol Weaknesses: The authors of [63] also highlighted weaknesses in the implementation
methods used by different banks. Some implementations fail to provide freshness therefore
allows CAP responses to be requested long before these are needed. Another flaw highlighted by
the same authors was related to the overloading of fields which makes the same message
(identical bytes) valid for two modes. This could have been avoided by tagging the messages by
their type. Another example of “bad optimisation” that the authors mentioned, was the reduced
nonce length. A particular implementation reduced the length of the nonce to four digits during
the respond mode. With just hundred valid challenges and responses (obtained by a chosen plain
text attack), an attacker can reply to a challenge with a success rate of 63% [63].
The ARJA protocol does not overload fields. All fields are unique and the same field is never
used for different purposes.
3. Supply-Chain Infiltration: The customer is not bound to use a particular brand of CAP handheld
device nor ones issued by his or her bank. Thus any CAP handheld device will do. The authors
of [63] also mentioned that these can be purchased from on-line auction sites. An attacker can
sell such devices to harvest card details and PIN numbers. This can be done in various ways.
a) The handheld device can store such data on an additional internal memory and can report to
the customer that it is faulty once its purpose is achieved. The customer will very likely send
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it back and ask for a replacement or refund. The buffered data is retrieved from the device by
the attacker when it returns back to him or her.
b) The handheld device can be equipped with a radio device which can transmit the stolen data
in almost real-time. This is quite a common method of attack and the police have already
found EMV handheld devices that have been tampered with during or soon after manufacture
and contain GSM mobile phones to send card and PIN data to criminals [96,97].
c) The CAP handheld device can be shipped with a Compact Disc (CD) which contains
malicious software which, when installed, will communicate with the attacker and relay all
the information back to the attacker. Different from the previous two methods, this method
can also collect information which is not entered in the handheld device such as credentials,
thus proving to be a more effective mean of harvesting data.
These attacks are all variants of the man-in-the-middle attack. CAP operates in various modes
and provides different functionalities. Thus a tampered CAP handheld device will allow the
attacker to use any of this functionality to his or her advantage. A tampered CAP handheld device
which has been equipped with radio devices, such as General Packet Radio Service (GPRS), can
work in synch with an attacker which controls the request made by the tampered handheld device.
Thus the attacker would be able to gain access to the victim’s banking information and authorise
transactions without the victims’ consent.
The ARJA Mobile Application is digitally signed. Given that the user verifies the application
certificate before it is used, then this attack is impractical as at the time of writing, there is no
feasible technique that can break digital signature. The ARJA protocol provides trustworthiness
through digital signature and SSL Certificates. The customer has the ability to check the origin of
the ARJA Mobile Application (authentication of origin) before using it.
4. Card Theft: Without CAP, muggers had two options to verify the stolen PIN. They can walk to
an Automated Teller Machine (ATM) and try the PIN there. This is not safe for the muggers as
ATM’s are equipped with Closed-circuit television (CCTV) and other security means, which
could compromise the act. Alternatively, they can build a device following the EMV standards
and use this device instead of walking to the ATM to verify the PIN. The latter requires sound
technical skills in the subject and was not actually done in practice [63].
A portable device such as CAP is the “silver bullet” for PIN verification. Muggers do not need to
expose themselves in order to verify the PIN at an ATM and this device is interoperable and very
easy to use (does not require any particular technical skill to operate). An invalid PIN will be
flagged and shown on the device display. This is quite a serious threat as several people were
killed in the UK alone by their aggressors because they refused to give the PIN [98,99].
The ARJA protocol exposes the customers to the same threat as an invalid PIN is flagged on the
mobile display by the ARJA Mobile Application (the equivalent of the CAP handheld device).
The protocol can be modified such that, the invalid PIN message is not displayed on the mobile
device but suppressed as described in section 6.3.3.

63

The authors of [63] mentioned another vulnerability related to theft, with which I do not fully
agree. The authors mentioned that the keys matching the PIN may appear more used than the
other keys due to wear, thus yielding the PIN through this side channel. I do not think this would
be the case for the following reasons:
a) Practice shows that the external keys wear down first due to their contact with the external
world such as pockets or bags as illustrated in Figure 5.2. This has been my experience with
different tokens.

Figure 5.2: Handheld Device in contact with Pocket

The side (external) keys exercise more pressure than the middle keys and tend to wear sooner.
The customer may be unlucky to pick the external keys as his or her PIN but this is just a
coincidence.
b) CAP is used in three modes, where in two of these three modes the customer is requested to
provide additional input to the device together with the PIN. Furthermore, the PIN is only
required once to start the CAP handheld device. Then the customer can perform a number of
transactions without re-entering the PIN. Thus the key usage will be distributed and wear will
happen to the keys more or less evenly.
5. Software implementations: The CAP handheld device has no secrets stored in it and can be
implemented as software and installed on PCs. This will then become subject to all PC related
issues such as crimeware, key-listeners10, Trojan-Horses and other PC threats. This would give
the attackers unfettered access to the credit card and the PIN which would provide a golden
opportunity to mount attacks against on-line banking and relay attacks [65]. They could also,
clone the magnetic stripe of the card and use it in countries where these are still accepted or at an
ATM.
The ARJA Mobile Application is a pure software solution and is subject to all these attacks as
discussed in section 4.3. Section 6.3.2 also provides a brief description how these threats can be
mitigated.
One of the most important security features provided by CAP is that the credit card takes an active
part during the protocol. With ARJA, not only the credit card takes an active part in the protocol, but
it is connected with the issuer bank and the transaction is processed on-line which is an improvement
over CAP.

10

Key-listeners are a type of crimeware programs running on computers that record any keys pressed without the user’s consent. Some keylisteners also capture screen shots of the desktop and save this information for future use.
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5.3 3D-Secure
In 2001 SET was stopped and no more effort was invested in this protocol [14]. After the failure of
SET, Visa and MasterCard continued working on a new technology known as 3D-Secure. 3D-Secure
is an xml based protocol provided by Visa as “Verified by Visa” service and by MasterCard as
“SecureCode” [100]. Both services are very similar and these will be discussed as one.
3D-Secure is advertised to offer the following benefits:


Increased customer confidence: reports say that the 3D-Secure adds to the confidence of
existing and potential customers [100].



More protection for the merchant: 3D-Secure provides an extra layer of security which results
in less charge backs for the merchant. The customer authentication is handled by the issuer bank
and the merchant is free from that responsibility.

The main motivation behind 3D-Secure is to provide evidence to the merchant that the customer
really authorised the transaction, and thus protecting the merchant, banks and the payment network
(such as Visa and MasterCard) [69]. The ARJA protocol also provides such evidence as the customer
has to authorise the transaction by providing the credit card PIN. This authenticates the customer and
authorises the payment.
The following figure shows the payment process when using 3D-Secure as implemented by “Verified
by Visa”.
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Figure 5.3: Visa 3D-Secure [14]

The merchant requires a plug-in, a software that securely connects the merchant to the payment
network, in order to participate in 3D-Secrue, referred to as Merchant Plug-In (MPI). Once the
customer is done with shopping, he or she proceeds to checkout and selects the 3D-Secure payment
method and provides the credit card details with which he or she is willing to pay. The merchant, or
better the MPI, receives the credit card details, together with other order and payment information
(step 1 in Figure 5.3). Unlike SET, in 3D-Secure the merchant receives the customer’s credit card
details. ARJA followed SET in this decision and the merchant never receives the credit card details.
With 3D-Secure, the merchant receives all the payment details while with ARJA the merchant never
receives. Segregation of duties is one of the pillars that form the ARJA protocol.
If the customer is not enrolled, the protocol will prompt the customer to enrol in 3D-Secure before
completing the payment. This can be a little risky for the customer as the primary task at that point in
time is to purchase something and not enrolling in some scheme. The customer may provide weak
passwords which can compromise the security of the protocol.
The ARJA protocol does not require the customer to register. The customer needs to have a mobile
device with NFC support and contactless credit card. No passwords will be selected and the customer
only has to install a mobile application following simple instructions. Thus ARJA takes the
advantage of activation while shopping but removes the risk related with weak password selection.
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The customer is authenticated by the issuer bank, represented by the ACS (step 8 in Figure 5.3) and
the payment is authorised, after providing some information regarding the transaction such as
merchant details, order details and obfuscated payment details [14]. This can be done in various
ways. A common approach is the use of iframes, where the bank displays a page from where the
customer is authenticated and the payment is authorised.
The authentication method can vary depending on the issuer bank. Different issuer banks can use
different authentication mechanisms, such as a username and static password, digital certificates (in
this case the customer also requires the certificate installed on the local PC), security tokens (in this
case the customer requires the security token) or anything the issuer bank feels comfortable with.
Many implementations make use of static passwords [69] which presents another problem. Like in
SET, the security from the client’s side is provided by a username and a static password, which is
found weak and vulnerable to many attacks. The use of usernames and static password was
prohibited from the design of the ARJA protocol.
The issuer bank is responsible for authenticating the customer and sending confirmations that the
customer is who he or she claims to be and that the customer has approved the payment. If the
customer fails to authenticate or rejects the transaction, then the merchant will be notified.
Like with 3D-Secure, during the ARJA protocol the merchant is not responsible for the customer
authentication and payment authorisation. This task is delegated to the issuer bank. This decision
was influenced by the 3D-Secure payment scheme.

5.4 Visa CodeSure
Visa CodeSure is one of the latest innovations in the credit card industry [101,102]. Visa CodeSure is
a Visa card with an alpha-numeric display, a 12 button keypad and battery embedded which should
last three years as illustrated in Figure 5.4.

Figure 5.4: Visa CodeSure Credit Card [103]

This type of credit card provides functionalities similar to CAP, such as authentication and transaction
signing. When purchasing on-line, the user generates a dynamic CVV [102] after providing the PIN
instead of using the static CVV. Learning this number (dynamic CVV) is futile as the generated
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dynamic CVV is only valid once. Thus the card owner is required to provide the PIN and
authenticates himself or herself before the transaction goes through. Furthermore, the card provides
mutual authentication. As featured in [104], the user can authenticate the issuer bank (or any other
authorised third party) with the same card and reduce fraud through phishing and social engineering.
The issuer bank representative, will first provide a verification code which the user can enter in the
same card. The card then verifies the entered verification code and notifies the user accordingly. The
user can then be sure that he or she is really talking with a bank representative. Using the same card
in a different mode, the user can authenticate with the bank by generating his or her verification code.
The motivation behind this card was to address the security weaknesses present in the card-notpresent transactions. The card-not-present transactions are mainly protected by static passwords,
which are found weak and vulnerable to an array of attacks [105,106,107,108]. It was launched in
London on the 2nd June 2010 [101] and very little analysis and public scrutiny is available at present.
One of the key features addressed by CodeSure is the trustworthiness of display and input buttons.
The card is issued by the issuer bank following well established security standards [16]. Thus the user
is issued with a secure device (the CodeSure card) which he or she can trust. It is impractical for an
attacker to temper such devices. ARJA includes the trustworthiness as one of its security objectives.
It is imperative that the customer is presented with information that he or she can rely on.
One advantage offered by ARJA and not available by Visa CodeSure is that the ARJA Mobile
Application is connected and offers information about the transaction being authorised. With Visa
CodeSure, an attacker can sit between the user and the issuing bank (or the merchant) and get valid
details, such as verification code or dynamic CVV, from the customer and replay these to the issuer
bank (or merchant). The attacker can use the phone channel to learn more about his or her victims but
the attack has to happen in real time. Also the attacker may need to collude with other criminals in
order to be successful in this kind of attack. Figure 5.5 captures this hypothetical attack.
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Figure 5.5: Hypothetical Attack on Visa CodeSure

The attackers start by calling the bank and the victim simultaneously (steps 1 and 2 in Figure 5.5).
One of attackers requests a verification code from the bank (step 3 in Figure 5.5). In this hypothetical
attack we are assuming that the bank employee provides the verification code to the attacker, before
the employee requests it from the caller. Using the bank’s verification code, another attacker
authenticates with the user (step 4 in Figure 5.5). Once the attackers are authenticated with the user,
the bank is not required anymore. Now, the user thinks that he or she is talking with a legitimate bank
employee. The attackers request a dynamic CVV together with other information from the user (step
5 in Figure 5.5). This information can be used in real time during an Internet transaction (step 6 in
Figure 5.5) which the user has verified without knowing. In this hypothetical attack we are assuming
that the user plays along and provides all information requested by the attacker.
This hypothetical attack is not possible with the ARJA protocol as the customer will receive the
information about the merchant and the payment amount on his or her mobile device. Such attack
will be unveiled when the customer receives the payment request details by the ARJA Mobile
Application.
The next payment method to be analysed is the centralised account model. This is one of the most
common methods of payments on the Internet.

5.5 Centralised account model payment-gateways
The most popular method of payment on the Internet is the centralised account model paymentgateways such as PayPal, Google Checkout and the like. These all work in a similar way and thus
will be discussed together. Their main difference lies in their charges and monetary acceptance. For
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example, PayPal can be used with several currencies [109] while Google Checkout only trades in US
Dollars or Sterling [110].
The customer registers with a payment-gateway of his or her choice providing a username and a static
password and saves his or her credit card details with the payment-gateway. More than one credit
card can be registered with the payment-gateway and the customer will be able to choose which card
to use when finalising the payment. Different payment-gateways may also provide different
authentication methods other than the traditional username and static password, such as the PayPal
Security Key [111]. The merchant registers with a payment-gateway of his or her choice and provides
the required information to the payment-gateway in order to get paid.
Both merchants and customers are verified by the payment-gateways. The ARJA protocol does not
verify the customer. Only the merchant is verified during the merchant registration and verification
process discussed in section 3.2.1. The customer is authenticated by the issuer bank.
When the customer is ready to pay, after browsing through the merchant website, he or she proceeds
to checkout and selects the payment-gateway, such as PayPal or Google Checkout, as the method of
payment (step 1 in Figure 5.6). The merchant website then redirects the customer to the paymentgateway website for authorisation and payment processing. The payment-gateway is responsible for
authenticating the customer and processing the payment. One of the most common methods of
authentication is username and static password. Some payment gateways are introducing a more
secure authentication such as sending a unique code to a registered mobile number or make use of a
secure token [111]. This is not widely adopted and the username and static password method of
authentication remains the most popular method of authentication, despite its shortcomings as already
discussed in previous sections.
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Figure 5.6: Payment Gateways

Once authenticated, the customer confirms the transaction and the payment-gateway processes the
payment on behalf of the merchant. The merchant website is advised of the transaction outcome.
This scheme does not require the customer to install any software and it can be used from any PC that
has a connection to the Internet and a secure web browser. Most of the messages exchanged happen
over SSL. The merchant never gets to know the credit card details as these are securely saved within
the payment-gateway servers and only used in messages exchanged between the payment-gateway
and the acquirer’s bank.
One of the advantages of such a scheme is that a customer can register with one payment-gateway and
then use this method of payment with a number of merchants. The customer only needs to trust the
payment-gateway. In turn the payment-gateway will authenticate the merchant and protect the
customers from rogue merchants. If a transaction goes wrong and the merchant is found at fault, the
customer is fully refunded. ARJA adopts a similar approach, with two exceptions. The customer
does not need to register with ARJA nor have to provide credit card details.
The success of the centralised account model is bound with the number of users (customers and
merchants) registered with it. But this success also presents a risk and the larger the success means
the larger the number of credit card details registered with the payment-gateway which implies a
larger risk. These payment-gateways represent a large number of users and if their security is ever
breached, thousands or millions of users will be effected [23]. While the success of the ARJA
protocol also lies in the number of members, it is not subject to this threat as no credit card details are
stored by the protocol.
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Attackers can bypass the customers and direct their attacks to the centralised system where rewards
are much higher than attacking a single user. Furthermore, but not applicable to just the centralised
account model of payment, attacks from the inside may become plausible. With more money at stake,
not only external attackers may be attracted, but also employees who have an easier access to the data.
This happened in the past [112] and will definitely happen again in the future.
This concludes the comparison of the centralised account payment method. The next method of
payment is Internet Banking. Different from the others payment methods, all activity happens at the
issuer’s bank website and the merchant does not need to have a web presence.

5.6 Internet Banking
Another source of on-line payments is Internet banking. Some banks offer a range of on-line banking
services (referred to Internet banking). This also includes payments to registered merchants through
the bank’s on-line services. The customer affects the payments through the bank’s website after he or
she is authenticated by the bank. The merchant will be advised when the payment is complete, which
can then trigger events from its end. The customer does not interact with the merchant during the
payment process. Another important aspect of this method of payment is that the user does not need
to enter any card details as the bank has already all the information required.

Figure 5.7: Internet Banking

Different banks use different authentication methods, but most of them make use of secure tokens.
Secure tokens provide a two factor authentication and are hard to compromise both physically and
logically. The secure tokens are temper proof and any attacks will leave the device inoperable. Also,
the secure tokens are protected with a PIN which will disable the devices after a predetermined
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number of failed attempts. The Internet banking website is protected by SSL, ensuring that the
communication between the customer web browser and the bank’s web server is secure. ARJA also
makes use of two factor authentication. The customer requires both the credit card and the PIN that
belongs to this card.

5.7 Summary
In this chapter we have compared the ARJA protocol with several payment protocols and methods,
and highlighted their strengths and weaknesses. The following is a summary of the key points
discussed in this chapter that influenced the design of ARJA:
1. Avoid the use of user registration and username and static password as means of access control.
This is the de facto access control over the Internet, but it is also the source of most of the threats
as analysed above.
In many cases, decisions that affect the security of a system or protocol are left in the hands of
users. The users are the least knowledgeable entities in respect of security. Thus they should be
freed from this responsibility as much as possible and such decisions should be taken by experts
in the field for everyone’s benefit.
2. All involved entities should be authenticated directly or indirectly. The protocol should not use
username and static password as means of user authentication for the reasons already discussed.
3. Card-present transactions – all payments have to go through on-line and the card should take an
active part
4. There is a need to protect all entities, including the customer. The proposed protocol should not
favour the big players at the expense of the smaller ones.
5. Provide a trustworthy display where the values displayed are true and not compromised.
6. Avoid different implementations of the same thing, which exposes the user to social engineering
and phishing amongst other threats. The customer should have a simple interface through which
he or she interacts with the protocol. Different implementations should follow the same pattern
and should provide the same functionality. For example, an implementation by one bank should
not include additional functionality that the other banks are not implementing.
7. Privacy – Provide separation of concerns. The merchant should not be involved in the payment
methods and should not come into knowledge of any payment related information such as the
credit card details. On the other hand, the payment-network should not learn anything about the
goods being purchased. All the payment network should do is process the payment.
8. The payment has to be authorised by the user before this is performed. This ensures that the user
was present during the transaction and approved the transaction before this went through.
9. Ideally no additional technologies (hardware or software) are required. If this is not possible,
make use of standard technologies to promote ease of implementation, interoperability and
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portability. The success of the protocol depends on the numbers of participants (merchants and
users), and thus these should be able to use the protocol with the least possible effort.
10. The proposed solution should be cheap to implement by both the user and the merchant
perspectives. Cheap implementations will attract more merchants and more users and this will
help in the success of the protocol.
11. The user should be able to participate in the protocol with the least trouble possible. Ideally no
software installations are included and if these are required, then these must be easy to install and
configure.
12. Provide a reliable integrity mechanism. The proposed solution should be able to trace back all
transactions and provide sound information in any disputes that may arise.
13. Security should be of paramount importance and the protocol should not be optimised to
compromise security.
14. Make it hard for muggers to use the proposed solution in their advantage. The design should not
only think of protecting the protocol, but also the user.
15. Interoperability – users should not be bound to any specific hardware or software and they can
safely share this with others. Furthermore, different banks can share the same solution too.
16. Do not store sensitive information such as credit card details or shopping details. Behavioural
patterns can be extracted from such information which can prove a valuable source of revenue
when sold to third parties. The same sensitive information can poses a security threat. The credit
card details can be disclosed or the user’s privacy compromised when such information is leaked.
17. Should not restrict transactions to entities (customers and merchants) with same banks.
Customers and merchants should be able to successfully participate in a protocol irrespective of
the bank. It is understandable that not all banks may be able to join in due to certain criteria or
policies.
This concludes our comparison between the new protocol and the existing payment protocols. These
key points formed the requirements for the new protocol.
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6 Conclusion
6.1 Summary
The objectives of this thesis were: to device a new card-present Internet payment scheme using NFC
and mobile devices, to analyse its security, and compare it with other existing protocols. Each
objective was addressed in separate chapters and is summarised in the points below.
1. Propose a new Internet payment scheme based on mobile devices and NFC that performs
card-present transactions
The proposed new Internet payment scheme, ARJA, was introduced and analysed from a
functional perspective in chapter 3. This chapter provided a detailed description of how this
payment scheme works and how this project meets the security objectives which are also listed in
the beginning of the same chapter.
The new protocol replaced the PoS terminal with two applications which enable card-present
transactions Internet payments. The protocol makes use of the EMV payment scheme and
communicates with the contactless credit card using NFC.
The solution proposed in this thesis replaces the PoS terminal with a mobile equivalent version.
Using the mobile device and the NFC technology, the customer can pay for goods bought from
anywhere, including the store. This mitigates the issue related with tampered PoS terminals. This
solution enables the use of EMV for Internet payments and thus inherits the card-present
transaction properties found in the aforementioned standard.
2. Analyse the security of this protocol and identify any weaknesses that this protocol may
introduce
The ARJA protocol was scrutinised from a security perspective in chapter 4. In this chapter
several threats were analysed.
Securing a protocol is not an easy task. This is confirmed by the number of papers published by
security experts about weaknesses found in protocols such as CAP and the EMV. The designers
of these protocols did their utmost to design them securely, but despite their efforts these
protocols are flawed. A lesson learnt here is that we have to keep testing protocols and systems
even after these have been deployed and working successfully for several years. Attackers do not
give up and new technologies may enable them to find a vulnerability.
The ARJA protocol makes use of the EMV protocol which has a known security flaw. The ARJA
Server Application can be modified to detect such attacks as discussed in 6.3.1. The ARJA Mobile
Application is exposed to various attacks. As we saw in section 4.3, a compromised mobile
device can compromise the protocol and disclose sensitive information such as the credit card
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details and PIN number. Luckily these attacks can be suppressed using virus scanners or Trusted
Computing amongst other measures. The attacker can attempt to compromise the merchant but
such attack will be detected at a later stage as we saw in section 4.6.
3. Compare the proposed protocol with existing Internet payment schemes
An introduction together with a comparison of some popular payment schemes, such as SET, 3DSecure and PayPal, is found in chapter 5. This chapter compares the new payment scheme with
other schemes and highlights their similarities and differences. Furthermore, this chapter also
described how ARJA addresses these weaknesses and what mechanisms are used or avoided.
An analysis of the existing payment schemes was carried out before this protocol was designed.
During this analysis the strengths and weaknesses of the protocols mentioned in chapter 5 were
analysed and these characteristics kept in mind in order to design a protocol that makes use of the
strengths of existing payment schemes while avoiding their shortcomings.
The most popular access control mechanism used over the Internet is username and static
password. This is very popular because it is easy to use and to deploy, and because many
software packages contain this access control mechanism out-of-the-box. Unfortunately
username and static passwords are also susceptible to an array of threats as discussed in this
thesis. Alternative access control mechanisms are being introduced which make use of
applications hosted on smartphones that generate dynamic passwords. Other implementations
were suggested but never took off due to many reasons. The ARJA protocol was to be designed
in such a way that it does not make use of such access control mechanism. Instead the protocol
leveraged the customer authentication provided by the EMV framework. This was a very
important design decision which not only mitigates the threats and risks associated with this
access control mechanism, but also makes it easier to use. The customer has one less password to
remember.
Another important point that came out during the research was trustworthiness. This thesis
reviews several attacks that take advantage of the absence of trustworthiness. The customer needs
to know who will receive the money and how much money is being paid, for example: “you are
paying Flux Sportswear €100.00” or something similar. The ARJA protocol was designed to
ascertain both the amount being paid as well as the receiver of the money. The customer will
receive all the information he or she needs before authorising the payment in a trusted manner.
SET introduces a very good concept where each entity (referred to as domains) only receives the
data they require. For example, the merchant never gets the credit card details while the payment
gateways and banks do not receive information about the purchase. This is an important concept
as it removes unnecessary risks related with redundant information scattered in different locations.
With the merchant handling the payments, the customer also has to trust the merchant with the
credit card details, without knowing how this information is looked after. On the other hand, the
customer does not need to provide a list of items purchased to the payment gateway or banks. In
a similar way to SET, the ARJA protocol makes use of this principle. The merchant also benefits
from such approach as he or she does not have to look after the credit card details.
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The ARJA payment scheme supports card-present transactions, while most of the payments
schemes analysed support card not-present transactions. The card needs to be present during the
payment together with the card holder as he or she needs to provide the PIN. The ARJA payment
scheme extends the EMV standard enabling it to cater for Internet payments.

6.2 Lessons learned
During the literature review I came across very interesting papers about existing payment systems.
Some of these papers were quite shocking as they highlight serious security flaws in existing, well
known, payment schemes such as CAP and EMV. Securing a protocol is not something to be taken
lightly. Developing a protocol that works from a business perspective is one thing, but making it
secure is another. The ARJA protocol started to take shape once the literature review was complete.
The design went through several changes as it was found vulnerable to some attacks during security
analysis and testing.
The mobile devices lack from providing a secure environment for payment applications and more
work is required in this area. NFC and other payment application will definitely attract more crime
but it may also speed up the inclusion of mobile trusted computing. The latter will provide the
necessary security environment which will allow applications to ascertain the security of the
environment before execute.
A prototype was developed using the Java technology. The merchant website and the ARJA Server
Application were developed using the Java Enterprise Edition (JEE) while the ARJA Mobile
Application was developed with using the Java Mobile Edition (JME). Mock stubs were developed to
replicate the contactless credit card and the banks and mobile emulators were used to simulate the
mobile phone hardware. The prototype highlighted some technical constraints such as cryptographic
capabilities found on the mobile devices. This further altered the design which made the ARJA
Mobile Application very thin.
I have found this a very interesting project and I have enjoyed it throughout. The project went
through several phases: research, analysis and comparisons to name a few. This exercise enriched my
knowledge about payment schemes, the security techniques used to protect them and authentications
techniques used in general.

6.3 Future Developments
The ARJA protocol makes use of NFC technology to connect the contactless credit card with the
backend systems, namely the ARJA Server Application. This concept can also be used in other areas.
Furthermore, this section looks at how the proposed protocol can be improved to provide a more
reliable solution.

6.3.1 Address the EMV weakness
Section 4.4 analysed a weakness in the EMV protocol that can be exploited by attackers to authorise
transaction without knowing the PIN. The authors of [6] suggest that the EMV protocol should be
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redesigned but also provided some workaround in section VI. One of the workarounds was to parse
the data within the IAD and determine whether the credit card did actually perform the authentication
or not. This is possible with the ARJA protocol as all transactions are carried on-line. The IAD data
format is proprietary and parsing it may not be an easy job. The ARJA Server Application can be
enhanced in such a manner that it verifies the IAD before the transaction is accepted. This will ensure
that the credit card did verify the PIN and the PIN is truly valid.

6.3.2 Integration with Mobile Trusted Computing
The ARJA Mobile Application is vulnerable to several attacks as described in section 4.3. These
attacks can be mitigated by implementing Mobile Trusted Computing (MTC). The ARJA Mobile
Application can ascertain that no crimeware is running on the mobile device before it executes, by
using the integrity reporting feature provided by the trusted platform (TP) [113]. If the results
returned by the TP are not satisfactory, then the ARJA Mobile Application will display a warning and
terminate.

6.3.3 PIN validation outcome hidden from ARJA Mobile Application
One of the attacks described by the authors of [63] was the abuse from the CAP’s handheld devices to
verify the PIN for a given credit card. Muggers are able to verify the PIN for a stolen credit card
without exposing themselves. The ARJA Mobile Application, as proposed here, can be used in a
similar way.
The invalid PIN message can be shown on the web browser instead of the ARJA Mobile Application.
This is not a valid option as smartphones are equipped with a fully functional web browser which the
attacker can use to verify the PIN.
This threat can be removed by suppressing the PIN failed warning and proceed with the protocol from
a user perspective. The merchant will intentionally display payment successful to prevent the
muggers from learning anything about the PIN verification. The customer is only notified by the error
days later. This solution will impact the usability of the protocol. The customer will have to wait for
days before he or she are informed whether the transaction went through or not.

6.3.4 Merchant communicates with ARJA using NFC
The solution presented in this thesis can be extended for purchases that were not made over the
Internet. A merchant can deliver the payment request reference using NFC technology instead of the
web browser as described in the following example.
When the customer is ready to pay, he or she places the mobile device near the PoS terminal. The
terminal transmits the payment request reference over NFC. Upon receiving the payment request
reference, the ARJA Mobile Application downloads the payment request details and the protocol
continues from step 6 in section 3.2.2.
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Figure 6.1: NFC Enabled

Figure 6.1 provides a high level example of the solution and the messages exchanged when used in
such scenario. This solution can be applied to any terminal (such as: vending machines; payment
boots at parking lots; supermarkets; and much more) that process payments.

6.3.5 Internet authentication using eID Cards
New smart electronic identification (eID) cards (also referred to as eID smart cards) make use of dual
interface smart cards. This means that the card also supports NFC. The same concept used to effect
payments, can be used to perform customer authentication using eID cards as illustrated in the Figure
6.2.
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Figure 6.2 Authentication using eID smart card

Using a similar concept to that proposed in this thesis, an end user can be authenticated using his or
her eID smart card as described in the following steps:
1. The end-user requests for a secure resource through the web browser using HTTPS.
2. The server generates a challenge and returns this challenge to the end-user, which is then
displayed on the web browser.
3. The end-user enters the challenge into the mobile device together with the PIN that belongs to the
eID smart card
4. The eID smart card verifies the PIN and responds to the challenge
5. The mobile device forwards the response to the backend server which validates the response and
grants access to the secure resource accordingly.
The concept proposed in this thesis can also be used as a new access control mechanism for secure
Internet resources.

6.3.6 Mail/Telephone Order Payments
The ARJA protocol can be extended such that it can also be used in other card-not-present
transactions such as mail and telephone order payments. Instead of using the browser the user can
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provide a mobile phone number to the merchant where the merchant can send the customer an SMS
with the payment request reference as illustrated in Figure 6.3:

Figure 6.3: Extending ARJA for Mail/Phone Payments

Figure 6.3 is not particularly different from Figure 3.2, which depicts the protocol proposed in this
thesis. Only the interaction between the merchant and the customer is changed. Instead of using the
Internet as the medium, the customer interacts with the merchant using phone or mail to perform
phone or mail orders respectively.
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