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Abstract

In this work we investigate the use of an Elliptic Curve Cryptography (ECC)-

based Public Key Infrastructure (PKI) in the transport ticketing environment.

We propose use of ECC-based protocols within current ticketing systems, as well

as within emerging EMVWave and Pay ticketing solutions, in an attempt to over-

come potential system vulnerabilities and operational weaknesses. We present

several ECC-based ticketing architectures, consider the ECC mechanisms put

forward by EMVCo, and examine the feasibility of such proposals with regards

to operational timing constraints.
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Chapter 1

Introduction

The transport ticketing landscape is currently being transformed by the availabil-

ity of new and emerging technologies. Contactless payments and NFC-enabled

devices present many favourable opportunities for transport operators and users

alike. However, the adoption of these technologies in the area of transport tick-

eting also presents many challenges. Congestion alleviation at entry and exit

points, particularly in the case of rail travel, is of fundamental importance to

any transport ticketing authority. Ticketing transaction times, therefore, play a

pivotal role in maintaining the desired levels of transaction fluidity. In order to

maintain the desired level of gate throughputs, new technologies need to match,

if not improve upon, the transaction times of current predominant ticketing sys-

tems. It can be argued that current systems and the emerging ‘wave and pay’

contactless payments technologies make use of cryptographic mechanisms and ar-

chitectures that (i) lead to certain security vulnerabilities in dedicated transport

ticketing systems, i.e., smart card ticketing systems that are purpose-built for

transport, and (ii) in the case of the ‘wave and pay’ contactless system, may lead

to slower transaction times.

The emergence of Elliptic Curve Cryptography (ECC) over the past three decades

has delivered a promising set of mechanisms that outperform the more traditional

asymmetric cryptographic schemes. This work will attempt to investigate the use

of ECC in transport ticketing as a means to enhance security in the current dedi-
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cated transport systems, and as a means to provide the desired transaction times

in emerging technologies. In what follows, dedicated ticketing system vulnerabil-

ities will be explored, ECC will be introduced and the current state of contactless

payment cards and NFC-enabled mobile devices in the context of transport tick-

eting will be presented.

Since the introduction of dedicated ticketing systems such as Octopus in Hong

Kong, and Oyster in London, smart cards have played an important role in the

area of transport ticketing. The implementation of such ticketing systems has

increased gate throughput rates, reduced passenger queuing times at point of

sales kiosks, and helped to reduce the cost of revenue collection via a reduction

in the number of ticketing transactions, and additionally, via a decrease in the

high levels of ticket fraud that were prevalent with the older paper-based system

[1].

Although of immense convenience to both passengers and transport operators

alike, this type of smart card ticketing system has su↵ered some security draw-

backs since its inception, in particular, the reverse engineering of the MIFARE

Classic proprietary encryption algorithm, CRYPTO1, by Nohl and Plotz [2] with

improved attacks by Nohl et al [3] and Garcia et al [4], and a demonstration of

a low-cost, practical attack by de Koning Gans et al that recovered secret infor-

mation from the memory of the card [5].

As a result of these attacks, certain dedicated transport systems now make use of

products such as the MIFARE DESFire EV 1 [6] which is fully ISO 14443-A [7],

[8], [9], [10] compliant and has a cryptographic coprocessor for the use of DES

[11] and/or AES [12] with 56/112/168- and 128-bit keys respectively.

The attacks mentioned above (in which the weakness of the CRYPTO1 cipher is

exploited) are no longer applicable, however, despite the security improvements

o↵ered by the use of an enhanced token, the generic dedicated transport ticketing
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model still exhibits a potential security weakness: Symmetric keys for the mutual

authentication protocol that runs between the card and the reader, as well as the

keys used for the encryption of messages transmitted between the card and the

reader, are derived from a master key stored within the reader. This vulnerabil-

ity can be exploited by an attacker that is capable of physically compromising

the reader, i.e., he or she would need unrestricted, physical access to a reader.

If this were possible, the attacker may be able to obtain the master key stored

within the reader. The attacker could then potentially derive valid symmetric

authentication and encryption keys for any transaction and could therefore suc-

cessfully decrypt any communication obtained via eavesdropping and potentially

clone cards.

The use of a public key infrastructure (PKI) would eliminate this potential risk

of master key disclosure as the reader would only need to process card public

keys for use with an asymmetric authenticated key establishment protcol. Main-

taining mutual authentication would require the reader to store a private key. In

the case of a reader being compromised, the reader’s private key may become

known to an attacker, however, the previous danger regarding the exposure of

sensitive long-term symmetric card keys is no longer present. In their work on

transport ticketing security and fraud controls, Mayes et al [13] state the follow-

ing regarding the mutual authentication of card and reader: “It is conceivable

to use an asymmetric algorithm, but so far the implementations have proved too

slow for widespread transport ticket use”. This work will question whether or

not this is still the case and will investigate the feasibility of using asymmetric

techniques for authentication and the establishment of symmetric session keys.

In other words, the use of a hybrid system for secure and e�cient communication

between transport tickets and their respective readers will be explored.

Besides security considerations, the timing implications of the proposed architec-

ture will be investigated. In the case of transport ticking, especially with regards

to rail travel, transaction fluidity is crucial in delivering the required number of
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gate throughputs. In several London train stations, for instance, a gate through-

put of more than twenty passengers per minute is required [1]. Reader processing

times with the current Oyster architecture are typically 300ms [1], which theo-

retically achieves the required throughput rate of more than twenty passengers

per second. Similar transaction processing speeds would need to be achieved for

the proposed architecture to be viable.

Given the advancements in elliptic curve cryptography since its introduction by

Miller [14] and Koblitz [15] in 1985, respectively, as well as the existence of elliptic

curve functionality in various smart card microcontrollers and operating systems

(see [16] , [17], [18] and [19]), we propose the use of an ECC-based PKI. To date,

public key cryptosystems such as RSA [20] and Di�e-Hellman [21] have played

a pivotal role in key management and the generation of digital signatures. RSA,

particularly, has been the public key cryptosystem of choice in several smart card

key management processes. The EMV system [22], [23], [24], [25], for instance,

makes use of challenge-response authentication mechanisms that require the gen-

eration and respective verification of RSA digital signatures (more on this to

follow).

Although revolutionary for its time, RSA only continues to provide adequate se-

curity when implemented with increasingly large key lengths as processing speeds

improve. Elliptic curves o↵er an advantage over RSA in that the equivalent se-

curity can be achieved with shorter key lengths. As per the National Institute of

Standards and Technology (NIST) guidelines [26], the following table lists com-

parable RSA and ECC key lengths with regards to equivalent security levels1:

1A security level of n bits indicates that the best known algorithm for breaking the cryp-

tosystem involves approximately 2n operations.
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Bits of security RSA ECC

80 1024 160-223

112 2048 224-255

128 3072 256-383

192 7680 384-511

256 15360 512+

Table 1.1: NIST comparative key sizes

As is evident from Table 1.1, the di↵erence in RSA and ECC key lengths becomes

dramatically pronounced for higher security levels.

Security implications aside, ECC also o↵ers an advantage over RSA with re-

gards to e�ciency. In general, two classes of elliptic curves are supported by

the relevant ISO [27], IEEE [28] and NIST standards [29], namely, elliptic curves

over binary fields and elliptic curves over large prime fields. Elliptic curves over

binary fields allow for very compact hardware implementations [30], [31] , [32],

and public key operations such as signature generation and decryption in both

cases are many times faster than the RSA equivalents [33].

Given the apparent advantages of ECC over traditional public key cryptosys-

tems, the use of elliptic curves in smart cards has been investigated by the aca-

demic community and smart card manufactures alike. Shorter key lengths (when

compared to RSA) have obvious storage, and potential speed implications when

it comes to constrained environments. As mentioned previously, binary elliptic

curves can be made very e�cient in hardware which makes them an obvious choice

for smart cards. The e�ciency of such curves was explored by Woodbury et al

[34] over a decade ago and such curves are available for use on certain smart card

microprocessors, such as those described in [17]. Elliptic curves over large prime

fields, however, have been shown to have speed advantages over binary elliptic

curves when a cryptographic coprocessor for modular arithmetic is present, such

as an RSA coprocessor for instance [30], which makes these curves well-suited for
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smart card platforms that already have RSA functionality. Implementation of

such curves on smart cards was explored by Hitchcock et al as far back as 2003

[35] and presently, such elliptic curve functionality exists in multiple smart card

processors and operating systems [16], [17], [18], [19], [36].

Use of ECC in smart cards, specifically in comparison to RSA, has been recently

reviewed in [37], [38], and [39]. The results in [38] and [39] confirm that ECC

outperforms RSA in terms of e�ciency with regards to key agreement, signature

generation and decryption. In the case of encryption, RSA is faster for equivalent

security levels, however, the timing measurements presented in [39] indicate that

a hybrid system involving the use of ECC and AES outperforms an RSA/AES

hybrid system for certain applications. Given that key agreement is faster in the

ECC case, such results are expected.

We note that the current card platforms used in dedicated transport ticketing

systems, such as the MIFARE DESFire EV1, do not support ECC functionality,

and the likelihood of the card platform being upgraded to contain a cryptographic

coprocessor in the near future is uncertain, however, use of an elliptic curve based

PKI for dedicated ticketing systems would assume an upgrade of the ticketing

token. We also note that the suggestion of an ECC-based PKI for transport tick-

eting is by no means novel. The Open Protocol for Access Control Identification

and Ticketing with PrivacY (OPACITY) [40], developed by ActiveIDentity in re-

cent years, specifies a collection of public key authentication and key agreement

mechanisms for access control and ticketing applications. All options described in

the protocol suite make use of ECC for authentication and key establishment (a

hybrid ECC/AES system is implemented). Whether or not implementation of the

OPACITY protocol suite would meet the desired transport timing requirements is

unclear given that no current implementations on transport systems seem to exist.

Despite the many benefits of the generic dedicated ticketing model, it exhibits cer-

tain limitations. Many dedicated transport ticketing systems, such as the Oyster
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system, are essentially card-centric systems with each reader acting as an indi-

vidual billing engine. Readers make use of location-specific data for every card

validation to read and write to travel cards [1]. In an attempt to reduce reliance

on complex card-reader transactions, Transport for London (TfL) started to con-

sider alternative ticketing solutions and announced the Future Ticketing Project

(FTP). The primary objective of the FTP is to replace the current card-centric

system by a back o�ce system that makes use of EMV contactless payment cards

[41], [42], [43], [44], [45], [46], [47]. The introduction of such a system changes

the payment architecture from pre-pay to post-pay and divorces the ticketing

logic from the front o�ce technology. In such a system, the reader becomes

a convenience asset and functions only as a payments reader [1]. Also, card

maintenance and technology development is no longer the responsibility of the

transport operator as it can now rely on the well-established EMV infrastructure.

In December 2012, TfL announced that contactless payment cards could be used

to pay for single bus journeys in London [48]. The simpler ‘flat fare’ structure for

bus journeys made this the preferable transport mode for piloting the initiative.

TfL plans to have this functionality in operation on the London rail systems by

the end of 2013 [48]. Despite the numerous benefits provided by the implementa-

tion of such a system, the FTP still faces challenges, particularly with regards to

timing. In order to maintain the desired level of gate throughput in London train

stations, processing times need to be within the current 300 millisecond trans-

action window. Currently, on the bus platforms, payment transaction times are

reported to be in the region of 540ms [49]. Although potentially acceptable for

bus platforms, transaction times of this magnitude will not deliver the required

gate throughputs at train stations. Besides a reduction in gate throughputs owing

to slower transaction times, congestion may be increased even further by passen-

ger confusion: Slower transaction times may lead passengers to believe that their

cards are not operating correctly and they may remove their cards from the reader

in order to reinitialize the process before the respective initial transactions have

time to complete.
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Currently EMV payment cards make use of an RSA-based PKI. Specifically, an

RSA/3-DES hybrid system is used. In general, most EMV terminals make use of

Combined Dynamic Data Authentication and Application Cryptogram Genera-

tion (CDA) to authenticate the legitimacy of a payment card. Visa payment cards

tend to make use of the fast Dynamic Data Authentication (DDA) mechanism.

Descriptions of both protocols can be found in [23]. Successful authentication of

a card by a reader relies on the card exhibiting knowledge of the correct private

RSA key by providing the correct RSA digital signature for the challenge sent by

the reader. This work will replace the current RSA-based PKI with and ECC-

based PKI and will investigate the feasibility of such a proposal with regards to

transaction times.

Currently, contactless EMV payment cards typically make use of 896-bit RSA

keys. Given that the security of such keys is deemed inadequate as stated by

NIST guidelines [50], EMVCo LLC, the body responsible for maintaining and en-

hancing the EMV specifications, released two ECC key establishment protocols

for comment in November, 2012 [51]. Use of such ECC mechanisms should pro-

vide increased, adequate security with shorter key lengths. At this stage, whether

or not the use of these mechanisms will reduce the current transport ticketing

transaction times is unclear. In addition to considering standard ECC protocols

in the ‘wave and pay’ transport setting, this work will attempt to determine if

the use of the proposed EMV ECC-based PKI will reduce ticketing transaction

times to satisfactory levels.

Besides the use of EMV contactless cards for transport ticketing, Near Field

Communication (NFC) enabled mobile devices present a viable and realistic al-

ternative to the traditional paper-based system. In 2007, in association with the

mobile network operator O2, TfL implemented a trial for NFC mobile transport

ticketing with 500 Nokia 6131 handsets over 6 months [52], [53], [54]. Amongst

other things, the implemented O2Wallet included Oyster card functionality which
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enabled the trial handsets to be used as regular adult Oyster cards.

Given that NFC-enabled devices are compatible with the ISO 14443 standards

[7], [8], [9], [10], the use of NFC technology for transport ticketing can be imple-

mented within the existing transport contactless infrastructure with no additional

investment [54]. In the context of transport ticketing, NFC technology can allow

passengers to download tickets to NFC-enabled mobile devices via NFC-enabled

kiosks, or to request tickets via an over the air (OTA) interface. Once purchased,

tickets can be redeemed by tapping mobile devices against NFC-enabled read-

ers. Virtual tickets are arguably more durable and less likely to be lost when

compared to paper-based tickets. Also, an NFC-enabled phone can potentially

hold tickets from many di↵erent transport operators thus eliminating the need to

carry multiple physical smart cards.

Unfortunately, implementation of an ECC-based PKI for transport ticketing in

NFC devices is deemed to be beyond the scope of this project, however, such a

study would prove interesting: There are essentially two options for transport

ticketing transactions, (i) the NFC-enabled mobile device will emulate an EMV

contactless payment card and implement all the protocols as specified by the

EMV standards, and (ii) the NFC-enabled mobile device will emulate a dedi-

cated travel card by way of a dedicated application. Given that an NFC device

possesses far greater processing power when compared to a smart card, use of an

ECC-based PKI in both cases may prove entirely feasible with regards to trans-

action timing. We note this as future work that could build on the proposals and

results presented in this report.

As is evident from the information provided in this chapter, there are many ques-

tions regarding the use of ECC in transport ticketing. On the one hand, the use of

such mechanisms may provide more secure transport ticketing transactions. How-

ever, although sure to provide some security advantages, it is possible that use of

these mechanisms may not result in an improvement when it comes to ticketing
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transaction times. This work will attempt to investigate the e↵ects of using an

ECC-based PKI in the possible ticketing solutions described above. Specifically,

this work will investigate the feasibility of implementing an ECC-based PKI in

the generic dedicated transport ticketing model as a means to address the poten-

tial vulnerability caused by the storage of symmetric master keys in card readers.

We note that in order to be suitable, use of an ECC-based PKI should result in

transaction times of 300ms or less. This work will investigate whether or not the

use of ECC mechanisms will produce such transaction times. This work will also

investigate whether or not an ECC-based PKI will improve ticketing transaction

times in the EMV Wave and Pay setting compared to the current RSA based

architecture, as this architecture reportedly results in transaction times greater

than 300ms.

The remainder of this report is organized as follows: In Chapter 2 we introduce

a generic dedicated transport ticketing model so as to explain the current infras-

tructure of dedicated ticketing systems. In Chapter 3, we construct a ticketing

model that employs EMV Wave and Pay card-reader transactions. In Chapter 4

we introduce mathematical concepts concerning the relevant public-key mecha-

nisms and protocols, paying particular attention to ECC-based mechanisms. In

Chapter 5 we present ECC-based solutions for both the dedicated and EMV tick-

eting models, and in Chapter 6, we present timing results for these proposals.

We conclude in Chapter 7.
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Chapter 2

Dedicated Transport Ticketing

Systems

Faced with the challenge of overcoming ticket fraud, transport authorities in var-

ious nations across the globe have created smart card based ticketing systems.

The first successful implementation of such a system was launched in Hong Kong

in 1997, namely the Octopus system. Such systems o↵er improvements over the

older paper-based systems by way of increased gate throughput rates, reduced

queuing times at point of sales kiosks, reduction in ticket fraud and a reduction

in the number of ticketing transactions. Such a system also allows for the devel-

opment of an integrated ticketing system that can be used across various modes

of transport, such as buses, trains and even river boats (as is the case in TfL’s

Oyster system) [1]. Most of the current smart card ticketing schemes in opera-

tion today were established during the period 1997-2008, with some of the larger

schemes having issued upwards of twenty million cards [55].

In what follows, we briefly outline a generic dedicated transport ticketing model

that employs a symmetric security architecture in an attempt to capture the

essence of how various real-world schemes may operate. We note that this model

is loosely based on the information presented in [1]. We then describe the model

from a security perspective, paying particular attention to the card-reader trans-

action and the symmetric cryptographic mechanisms and protocols implemented
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as a means of securing the ticketing transaction. Given that an aim of this

project is to investigate the feasibility of employing an ECC-based architecture

as an alternative to the symmetric security architecture, we focus mainly on the

mechanisms and protocols that will be a↵ected by the proposed changes.

2.1 Basic Model

When using a dedicated smart card ticketing system, a user is issued with a

personalized transport smart card (usually a secure memory card) that commu-

nicates via a contactless interface with a card reader. The card is not equipped

with its own power source and hence obtains power from the reader when within

range. In this model, the user is responsible for topping up the card, i.e., the

model operates on a Pay As You Go (PAYG) basis. Some schemes in operation

o↵er an auto-reload functionality which ensures that the user’s card balance is

automatically topped up when it drops below a certain amount. For the sake of

simplicity, this model does not employ this functionality. We note that not all

established systems operate on a PAYG basis [55], however, as stated, this model

adopts a PAYG structure in which the customer’s card essentially operates as a

dedicated travel wallet. In this case, the card is said to have a purse. Depending

on the mode of transport used, there is a tap-in only transaction or a tap-in/tap-

out transaction that takes place. On buses, for instance, owing to the flat flare

structure, a user is only required to tap-in upon entry. Rail services, however,

do not operate on a flat fee basis and hence a charge is made upon entry that

accounts for an unknown exit point, i.e., a fixed charge is made. The journey

fare is calculated upon exit when the user taps out and the balance owing to,

or by, the user is reimbursed, or charged, accordingly. Fare calculation is linked

to the time of travel - the time of day as well as the day of the week are taken

into account - and a fare-capping mechanism is in operation, i.e., after a certain

number of single transactions the fare is capped at a relevant daily rate.

The ticketing system can essentially be broken into two smaller subsystems,
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namely, the ‘front o�ce’ and the ‘back o�ce’. The front o�ce can be thought

of as the area responsible for the card-reader transaction. Therefore, the compo-

nents of the front o�ce generally comprise the card reader and the travel card.

The role of the card is to carry all customer- and card-specific information and

the reader is responsible for journey construction and fare calculation based on

the information received from the card. The reader is also responsible for im-

plementing fare-capping should it be required. The back o�ce is the area that

houses the central system of the ticketing infrastructure. The central system is

responsible for revenue collection, information management, hot list management

and fraud detection [1]. Individual readers are connected via a local area net-

work (LAN) to hosts within their respective transport stations and these in turn

are connected via a wide area network (WAN) to the central system. Below we

present a schematic representation of the ticketing infrastructure described above:

Reader Central SystemStation HostCard

- Journey construction - Revenue collection- Card information
- Fare calculation - Information management
- Capping - Hot list management

- Fraud detection

-
�

L
A
N

W
A
N
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i

Figure 2.1: Basic dedicated ticketing model

We now provide some additional detail concerning the individual functions men-

tioned above:

• Card information. The most important information stored on the card

includes:

- the unique card identifier (card ID),
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- the customer’s personal information such as a photocard ID, classifi-

cation of the customer and the discounts entitled to the customer (if

any),

- the prepay card balance,

- a running total for capping, and,

- the usage history, i.e, current or last journey information, the most

recent validation/rejection and the last incomplete journey.

• Journey construction. This is a reader function that makes use of the

usage history information on the card to construct the customer’s current

journey.

• Fare calculation. This is a reader function that determines the appro-

priate fare for the customer’s current journey based on the output of the

journey construction function.

• Capping. This is a reader function that is invoked when and if the running

total for capping reaches a predefined value. When this condition is met,

the reader caps the current fare at the relevant daily rate.

• Revenue collection. The collection of all revenue and the settlement of

payments by customers is handled by the central system.

• Information management. The central system maintains logging infor-

mation and is responsible for the maintenance of all information required

by the various components of the system.

• Hot list management. The central system produces, updates and deploys

hot lists1 containing information regarding fraudulent ticketing tokens to all

readers.

• Fraud detection. The central system makes use of hot list and operational

information to detect fraudulent tokens.
1An alternative term for hot list is black list.
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The system described above is a pre-pay system with card readers acting as in-

dividual billing engines (similar to the system described in [1]). A system such

as this is said to be ‘card-centric’.

Prior to any ticket-relevant data being processed, the card and the reader need to

be authenticated, i.e., the reader needs to be convinced that it is communicating

with a legitimate card, and the card needs to be assured that it is communicating

with a legitimate reader (more on this in Section 2.2). Once authentication has

been completed and the reader has received details from the card, it performs the

following functions:

- Examines the card ID and checks whether or not the card is on the hot list.

- Employs a mechanism to detect whether or not a card has be used twice or

more within quick succession, i.e., the reader checks for users that may be

passing back a card to another user.

- Uses the information received from the card to construct the journey.

- Calculates the PAYG charge based on the journey details and the passenger

type - the passenger may be entitled to a discount based on his or her age

for instance.

- Calculates the new PAYG card balance and updates the card.

The Oyster system claims a processing time of 300ms for this transaction [1] and

we adopt this timing constraint for our generic model. We provide a schematic

diagram of the card-reader transaction described above:
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Figure 2.2: Dedicated ticketing model card-reader transaction

As it is imperative that the introduction of a new ECC-based PKI does not alter

transaction times between the card and the reader so as to maintain transaction

fluidity (particularly on rail services), we note that this project will focus mainly

on the front o�ce transaction. In other words, we will concern ourselves primarily

with the card-reader transaction and the security mechanisms employed in this

transaction. In the following section, we outline the current security architecture

as it pertains to the front o�ce. Back o�ce security functions will only be

discussed to the extent to which they influence the front o�ce transaction.

2.2 Security Architecture

In a smart ticketing setting, it is conceivable for an adversary to perform attacks

such as eavesdropping and skimming. In the case of eavesdropping, an attacker

monitors the communication between a legitimate reader and a legitimate card in

an attempt gain knowledge of the information that is being transmitted between

the two entities. If not compliant with best practices, an attacker may be able

to use such knowledge to clone a card; a cloned card would allow the attacker

to impersonate a legitimate system user. In order to safeguard against such an

attack, the ticketing infrastructure needs to provide the service of confidentiality.

This service ensures that transaction messages remain hidden from all but those
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entities who are authorised to view them.

In the case of skimming, an adversary has some means of powering the card

in an attempt to communicate with it so as to extract some card data. Again,

with enough relevant data, an attacker may be able to create a duplicate card.

With the relevant card data in hand, it is also possible for an attacker to create

a card emulator. This is a device that does not necessarily take on the form of a

legitimate token but has the necessary information and circuitry to masquerade

as a legitimate token. For instance, a device such as this could be constructed to

fit inside a physical wallet which in turn could be tapped against a reader in a

train station or on a bus. In order to safeguard against these attacks, the ticketing

infrastructure needs to provide the service of entity authentication. This service

provides assurances regarding the identities of respective communicating entities.

In the ticketing scenario, in order to detect potential clones and emulators, the

reader needs to have assurances regarding the legitimacy of the card. In order

to detect skimming attempts, the card needs to have assurances regarding the

legitimacy of the reader device. Since both the card and the reader need to be

authenticated, the ticketing system needs to provide mutual entity authentication.

Another service of note to be provided by the ticketing system is data integrity.

It is important for the reader to establish that sensitive card data has not been

altered my accidental or malicious means since it was last created, transmitted or

stored by an authorised system entity. For the sake of simplicity, in this model,

we assume the use of a simple cyclic redundancy check (CRC) for data sent be-

tween the card and the reader. For instance, even or odd parity bit checking

could be implemented. This will safeguard against accidental transmission errors

but not against malicious attempts to alter data. We do not consider use of the

CRC mechanism to be an integral part of the security architecture and in what

follows, we do not mention it further and assume these checks to take place in the

background. Also, from a timing perspective, we consider the CRC operations to

be negligible.
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Recalling the card-reader transaction depicted in Figure 2.2, we note the require-

ment of mutual authentication in exchange 1, and the subsequent requirement

for confidentiality in the further steps. Authentication is achieved via the use of

an authentication protocol and confidentiality is achieved via the use of encryp-

tion. In order for these mechanisms to be implemented, both readers and cards

need to be in possession of cryptographic keys. We note that this generic model

makes use of symmetric techniques to achieve these services and hence the keys

for transactions between the card and the reader are symmetric, i.e., the card and

the reader make use of the same cryptographic key. From a security perspective,

the card-reader transaction constitutes the following:

1. Authentication of both the card and the reader using a symmetric protocol

with a shared key, k
CR

.

2. Derivation of a session key, k
s

, from the information generated in 1.

3. Encryption of all subsequent messages transmitted between the reader and

the card using a symmetric encryption algorithm with k
s

.

We now provide further details for the above three steps. We assume 128-bit keys

and AES as the symmetric encryption algorithm. We note that steps 1 and 2 can

be thought of as one step, referred to as authenticated key establishment, but for

now we discuss them separately:

• Mutual authentication. The card and the reader need to be in possession

of the same secret key, k
CR

, for mutual authentication to take place. This

means that the card needs to store a copy of this key and we note that

it should be unique to the card. The reader also needs a copy of this key,

however, it is neither practical nor e�cient for the reader to store all possible

keys for all possible cards that it may encounter. For this reason, the reader

stores a master key from which all individual card keys can be derived.

When entering into a transaction with a specific card, the reader makes use

of the card ID to derive the correct shared key. Assuming a standardized
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challenge-response protocol from ISO/IEC 9798-2 [56], the following takes

place between the card and the reader: The card (C) generates a 128-bit

random nonce, r
C

, and sends this to the reader (R). Upon receipt of this

challenge, the reader generates a 128-bit random nonce, r
R

, and using the

cards identifier, C, creates the message r
R

k r
C

k C. The reader then

encrypts this message using the shared key, k
CR

. The card decrypts the

message upon receipt and checks for the random nonce, r
C

. If found, the

card is satisfied that the message came from a legitimate reader because

only a legitimate reader would have access to the shared secret key. The

card then uses the nonce received from the reader to construct the message

r
C

k r
R

and encrypts this using k
CR

. When received, the reader decrypts

this message and is satisfied that it came from a legitimate card if r
R

is

present; only a legitimate card would be in the possession of k
CR

and would

thus be able to encrypt the nonce. Schematically,

C ! R : r
C

R ! C : AES
kCR(rR k r

C

k C)

C ! R : AES
kCR(rC k r

R

).

• Key derivation. Using the random nonces, r
C

and r
R

, both the card and

the reader make use of a key derivation function to derive a 128-bit AES

key, k
s

. For instance, both card and reader may employ a hash function

and use the last 128 bits of the hash value as k
s

.

• Encryption. All further messages exchanged between the card and the

reader are encrypted with AES under the derived session key, k
s

.

Use of the mechanisms described above implies the need for a key management

function. We do not go into any detail regarding key management within the

system except insofar as to indicate that this functionality resides in the central

system, i.e, the key management system for the ticketing infrastructure forms a

subsystem of the central system. A comprehensive study of the the key manage-

ment issues for a system such as this is considered to be beyond the scope of this

project.
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2.3 System Vulnerabilities and Constraints

As indicated in Section 2.2, reader devices store a master key from which all

individual card keys can be derived. If a reader were to be compromised, and this

master key extracted, an attacker could potentially derive all individual card keys

and could therefore potentially clone, and impersonate, legitimate tokens. The

use of a public key infrastructure, opposed to the above symmetric infrastructure,

would eliminate this vulnerability. Compromise of a reader in this setting would

result in the potential compromise of the reader’s sensitive private key, but all

sensitive card keys would be safe. Many asymmetric mechanisms, such as RSA,

are arguably too slow with regards to the transaction timing constraint of 300ms.

This work attempts to establish if ECC-based schemes will fare any better and

in Chapter 5 we propose an ECC-based solution for the card-reader transaction.

Specifically, we look at an ECC-based authenticated key agreement protocol in

place of the authentication and key derivation steps detailed above. We note that

the encryption phase of the card-reader transaction need not be altered given that

the symmetric algorithm used far outstrips any asymmetric algorithm in terms

of speed. In Chapter 6 we present timing results for the proposed ECC scheme

so as to determine the feasibility of such a proposal.
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Chapter 3

EMV Wave and Pay

Owing to increasing levels of fraud being experienced with the magnetic stripe

style payment cards, financial institutions recognised the need to migrate to a

more suitable platform - one that o↵ered enhancements with regards to the stor-

age and processing of sensitive card information. Smart cards provided an obvious

solution; with a microprocessor capable of carrying out cryptographic operations

and tamper-resistant storage for cryptographic keys and customer-specific infor-

mation, smart cards presented a secure and reliable carrying medium for a pay-

ments application [57]. In order to harmonize the use of smart cards across various

financial institutions, the Europay-Matercard-Visa (EMV) standards came into

being [22], [23], [24], [25]. The standards cover relevant stakeholder interface and

security requirements, as well as the payment application specification.

3.1 Payment Infrastructure

In a typical card payments scheme, there are four significant entities to account

for: the client, the issuing bank, the merchant and the acquiring bank. The issuing

bank is the entity responsible for issuing the credit or debit card and hence there is

a relationship between the client (customer) and the issuing bank. The acquiring

bank is the merchant’s bank and hence there is a relationship between the acquir-

ing bank and the merchant. When a customer presents a card at a merchant’s

terminal for payment, the merchant’s terminal, which is electronically linked to
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the acquiring bank, seeks transaction authorisation. The terminal will communi-

cate with the acquiring bank and depending on the type of card authentication

required, might also communicate with the issuing bank1. Upon receiving the

transaction details, the acquiring bank endeavours to settle payment with the

issuing bank, which will in turn bill the customer for the transaction. The large

financial institutions such as MaterCard and Visa provide the infrastructure to

facilitate transaction clearing and settlement between the issuing bank and the

acquiring bank. This is achieved via large computer networks and compliance

within member banks [57]. Below we present a schematic representation of this

infrastructure, indicating the transaction order:
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Figure 3.1: EMV payment infrastructure

3.2 Card Authentication

Of particular importance in transaction 1 of Figure 3.1 is card authentication.

This is the process whereby the terminal attempts to establish whether or not

1This takes place in the event that online card-issuer authentication is required. Online

authentication will not be covered in this project given that it is not applicable to the transport

setting.

29



the card has been altered by unauthorised means since its issue. In other words,

the terminal attempts to determine the legitimacy of the card. Given that of-

fline card authentication is applicable to the transport setting, we note that this

project will only focus on o✏ine techniques.

The EMV standards support three o✏ine card authentication techniques, namely

Static Data Authentication (SDA), Dynamic Data Authentication (DDA) and

Combined Data Authentication (CDA). Given that DDA is the most pertinent in

the transport setting, we will describe this technique in detail and only provide

a brief description of the other two techniques.

The SDA process (as well as the other two techniques) relies on the existence

of a Certification Authority (CA), for instance Visa or MasterCard, and makes

use of RSA-based digital signatures (details of the RSA scheme follow in Chapter

4). The certification authority, also known as the scheme operator, creates its

own private key, pvt
CA

, and its own public key, pub
CA

. A copy of the scheme

operator’s public key is placed in all EMV card terminals. The scheme operator

also creates and certifies the issuing bank’s public/private key pair, pvt
IS

, pub
IS

.

The issuing bank signs some card resident data with its private key and stores

this signature, along with its certified public key, on the payment card. When a

terminal attempts to authenticate the card, it uses the scheme operator’s public

key to verify the authenticity of the issuing bank’s public key and if satisfied, uses

this key to verify the signature stored on the card. Successful verification of the

signature assures the terminal that the card data has not be altered since issue.

We note that the card is not authenticated by this process. It is possible for an

adversary to copy the card resident data, as well as the signature, onto another

card that can now successfully pass the SDA procedure.

In the case of DDA, the card is also issued with a public/private key pair, pvt
C

,

pub
C

. The issuing bank certifies the card’s public key using pvt
IS

. This certified

public key, the issuing bank’s certified public key and the card’s private key are
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all stored within the card. When presented to a terminal, the terminal uses the

scheme operator’s public key to verify the issuing bank’s public key. It then makes

use of this key to verify the card’s public key. Whilst doing this, the terminal

also sends a random challenge to the card. The card signs this challenge using

its private key, pvt
C

, and returns the signed challenge to the terminal. The ter-

minal uses the card’s public key, pub
C

, to verify the signature, and if satisfied, is

assured that it is communicating with a legitimate card. In this case, the card is

authenticated to the terminal because the card proves knowledge of some secret

data known only to the card, namely, the value pvt
C

. The figure below depicts

this process:
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Figure 3.2: Dynamic Data Authentication (DDA)

CDA is an enhancement of DDA in that not only is a random challenge signed

but also additional data known as an Application Request Cryptogram (ARQC).

This cryptogram is then used as part of an online card authentication tehchnique,

which for reasons mentioned above, will not be covered here.
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Once card authentication has taken place, transaction approval gets underway

and if successful, the transaction details are processed. In the normal contact

card setting, i.e., when a card is inserted into a terminal and communicates via

a contact interface, a customer is also required to provide a Personal Identifica-

tion Number (PIN) when making a purchase. Typically, an o✏ine, contact EMV

transaction consists of the following steps [58]:

1. Application selection. There may be more than one EMV application

residing on the chip. The chip and the terminal agree on a common, sup-

ported application.

2. Initiate processing and read application data. The selected applica-

tion is initiated and the terminal reads all relevant data from the chip.

3. O✏ine data authentication. Either SDA of DDA is performed.

4. Processing restrictions. Checks are performed to confirm that the chip

has permission to perform the transaction.

5. Cardholder verification. The cardholder is verified either via signature,

o✏ine PIN checking, or not at all.

6. Terminal risk management. The terminal performs checks to establish

whether or not there is a requirement for online processing. In the o✏ine

case, this result will be negative.

7. Terminal action analysis. Based on the outcomes of the previous steps,

the terminal requests a result of decline o✏ine or approve o✏ine.

8. Card action analysis. Following the above request from the terminal, the

chip responds with a result of decline o✏ine or approve o✏ine. To indicate

an approve o✏ine action, the chip responds with a Transaction Certificate

(TC). This takes the form of a block of transaction data encrypted with

DES (a cryptogram). The keys for this encryption operation are usually

derived using some card resident data for each transaction. The derived
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keys are double-length, i.e., 112 bits, so as to be used for two-key triple DES

operations. To indicate a decline o✏ine transaction, the chip responds with

a di↵erent cryptogram, namely, an Application Authentication Cryptogram

(AAC).

9. Completion. The transaction completes.

We note that the focus of an EMV transaction is authentication of the card and

the cardholder so as to approve payment which will get processed by the relevant

banking entities with the aid of the EMV network. Unlike the closed payments

system that is in operation in the dedicated transport ticketing model, this is an

open payments, post-pay system in which the customer gets billed post-purchase.

However, as we shall see in the section to follow, the dual factor authentication

in place with contact EMV cards drops down to single factor authentication in

the contactless setting.

3.3 Contactless Transactions

In 2007 the EMV Contactless Communication Protocol Specification [59] was

published so as to unify the varying hardware and firmware specifications that

were being brought about by the competitive development of contactless payment

applications [58]. Several other standards relating to contactless EMV payments

have subsequently been published, namely those documented in [41], [42], [43],

[44], [45], [46] and [47]. In a contactless EMV transaction, a customer need only

wave his or her card in front of a contactless reader in order to pay for a purchase.

As mentioned, the customer need not provide a PIN, however, the wave and pay

transaction amount is capped at a minimal value in an attempt to mitigate the

risk introduced by moving to single factor authentication. Additionally, there

exists an o✏ine contactless counter in the card’s microprocessor that limits the

number of contactless payments that can be made before a contact (Chip & PIN)

transaction is enforced. The contactless transaction employs o✏ine, DDA style

authentication [60].
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Given the physical similarity between the EMV contactless transaction and the

transport ticketing transaction from the user’s point of view, the use of EMV

contactless cards within the ticketing infrastructure almost seems a natural step

in the evolution of transport ticketing. In the following section, we explore this

idea and examine such initiatives currently in use.

3.4 Application to Transport Ticketing

In 2007, TfL launched the Barclaycard OnePulse card [53], [61]. TfL agreed to

licence Oyster functionality as a co-resident application on a Barclays contactless

payments card. Two purses exist on the card, one for regular credit card Chip &

Pin transactions, and one for Oyster transactions. The Oyster functionality on

such cards is identical to the dedicated Oyster card functionality [52].

Although such a partnership e↵ectively merges two cards into one, it does not

change the fact that dedicated ticketing systems are essentially card-centric sys-

tems with each reader acting as an individual billing engine. In an attempt to

replace the current card-centric system by a back o�ce system that makes use

of EMV contactless payment cards, TfL introduced its Future Ticketing Project

(FTP). A system such as this transforms the ticketing architecture from a pre-

pay to a post-pay system and transfers the ticketing logic to the back o�ce. This

system is currently in use on several London bus routes.

In what follows, we outline a generic ticketing model that makes use of EMV

contactless technology. We make use of the information available on the FTP in

[1] to help construct the model.

3.4.1 Basic Model

The user experience when paying for a journey is much the same as in the dedi-

cated ticketing model outlined in Section 2.1, however, the user now makes makes

use of his or her bank issued EMV card instead of a dedicated transport card.

34



When traveling by bus, the user taps-in only, and although not currently im-

plemented, we assume a similar tap-in/tap-out process for rail journeys to that

described in the previous chapter. In terms of the front o�ce/back o�ce struc-

ture, there is little change, however, all billing capability is stripped from the

card reader and it is now used merely to authenticate EMV cards like any EMV

terminal would do. As noted previously, all readers perform o✏ine, DDA style

type authentication. All billing functions now reside in the back o�ce, and the

central system submits one transaction per customer per day for processing via

the EMV network. Besides the reader now operating as a convenience asset only,

some of the central system functions are no longer required due to the use of

the well established EMV network. Transport authorities now no longer need

to issue cards and can a↵ord to take on less responsibility with regards to hot

list management and fraud detection as this task is shared with the entities in

the EMV network. Below we present a schematic representation of the ticketing

infrastructure:
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Figure 3.3: Basic EMV ticketing model

In this new infrastructure, the front o�ce transaction is simplified: The reader

need only perform certain checks and card authentication, and then forward ap-

proval of the transaction on to the back o�ce (see Figure 3.3). TfL cites 540ms

for this transaction as it currently operates on bus platforms [49]. We assume

this operational timing parameter for the basic model, however, we note that any

new proposals should aim to operate within the a timing window of 300ms so

as to maintain transaction fluidity. In what follows, we focus on the front o�ce

transaction and mention back o�ce transactions only where necessary.
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3.4.2 Security Architecture

The attacks mentioned in Section 2.2, namely eavesdropping and skimming, are

theoretically possible in any contactless setting, however, EMV cards are highly

tamper resistant and are certified to an Evaluation Assurance Level (EAL) of

at least 4+ on the Common Criteria rating scale [62], [63], [64]. This ensures

that they display good resistance to known attacks, and the use of asymmetric

cryptographic techniques such as DDA for card authentication provides some

protection against the use of cloned cards. Given that the front o�ce transaction

is no more than a standard EMV contactless transaction, we do not provide much

detail regarding the security of this transaction (other than what has already been

mentioned concerning the use of the DDA protocol and the use of DES for the

transaction certificate). Transport authorities now have less to do with regards

to securing the front o�ce transaction as this responsibility is also shouldered by

the relevant financial institutions. Use of asymmetric techniques as specified by

EMVCo eliminates the need for readers to store sensitive key material, and all

key management issues related to the front o�ce transaction are largely absorbed

by the EMV infrastructure.

3.4.3 System Vulnerabilities and Constraints

As mentioned, the 300ms transaction window is an important operational con-

straint with regards to maintaining gate throughput rates. The current transac-

tion time of 540ms is not acceptable, particularly in the case of rail travel, and

may even cause further delays in the form of passenger confusion - passengers may

grow impatient whilst waiting for the transaction to complete and may remove

their cards to start the process again. In the chapters to follow, we consider the

use of an ECC-based PKI as an alternative to the current RSA-based scheme and

examine whether or not the proposed architecture will provide any improvements

with regards to the front o�ce transaction time (we note that we will focus on the

the authentication procedure as this is deemed to be the most computationally

intensive). We will also consider the new ECC proposals put forward by EMVCo
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[51] and attempt to determine their e↵ect on transaction timing2.

2These protocols are currently not implemented in issued EMV cards.
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Chapter 4

Public-Key Cryptography

Fundamentals

The primary objective of this chapter is to provide a basic overview of ellip-

tic curve cryptography (ECC) as it pertains to the remainder of this report.

Key mathematical concepts will be introduced and the various di↵erences when

compared to the popular RSA and classical discrete logarithm schemes will be

highlighted; for the sake of completeness, we briefly describe the relevant RSA

and discrete logarithm mechanisms.

As mentioned in Chapter 1, elliptic curves o↵er an advantage over RSA in that

the equivalent security can be achieved with shorter key lengths. ECC also o↵ers

an advantage over RSA with regards to e�ciency - public key operations such as

signature generation and decryption are many times faster than the RSA equiv-

alents [33]. It is for this reason that we consider elliptic curves for use in the

ticketing environment; (i) as a means to replace the symmetric architecture in

the dedicated ticketing setting, and (ii) as a means to improve transaction speeds

in the EMV Wave and Pay setting.

In what follows, theorems are stated without proof and the interested reader

is directed to appropriate sources. We note that the material presented below is

largely a combination of the information found in [65], [66], [67], [68] and [69].
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4.1 Groups and Fields

Definition 4.1.1. A group (G, ⇤) is a set of elements G together with a binary

operation ⇤ that satisfies the following:

1. The group operation, ⇤, is closed. That is, for all a, b 2 G, a ⇤ b 2 G.

2. The group operation, ⇤, is associative. That is, for all a, b, c 2 G, (a⇤b)⇤c =
a ⇤ (b ⇤ c).

3. There exists an element 1 2 G such that a ⇤ 1 = 1 ⇤ a = a for all a 2 G.

This element is known as the identity element.

4. For each a 2 G there exists an element a�1 2 G such that a⇤a�1 = 1. This

element is known as the inverse of a.

Furthermore, (G, ⇤) is said to be abelian if a ⇤ b = b ⇤ a for all a, b 2 G.

In the definition above, notation for a multiplicative group is used. A group is

said to be additive if the group operation is addition. The identity element in

such a group is 0 and the inverse of an element in the group is denoted �a. For

instance, the set of all integers, Z, form an additive group. The identity element

is the integer 0 and the inverse of an integer t is �t. The integers under addition

form a group which is infinite. For the purposes of cryptography, we need to

define the notion of a finite group. In the sections to follow we omit the group

operation when referring to a group.

Definition 4.1.2. A group G is finite if |G| is finite. The order of a group

indicates the number of elements in the group.

Example 4.1.1. The group of all elements co-prime to some prime p, denoted

Z
p

⇤, is an an example of a finite group. The the group Z5
⇤ = {1, 2, 3, 4} for

instance is a finite group of order four.

Definition 4.1.3. A non-empty subset H ⇢ G is a subgroup of G if H forms a

group with respect to the operation of G. H is known as a proper subgroup of G.
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Definition 4.1.4. A group G is cyclic if there exists an element ↵ 2 G such

that for each a 2 G there is an integer i such a = ↵i. The element ↵ is called a

generator of G1.

Theorem 4.1.1. Every subgroup of a cyclic group is cyclic.

Since mathematical curves are defined over the mathematical structures of fields,

it is important to introduce the notion of a field. Prime fields, in particular, are

of importance in the case of elliptic curve cryptography.

Definition 4.1.5. A field F is a set of elements that satisfies the following:

1. All the elements of F form an additive group with 0 as the identity element.

2. All the elements of F , excluding the 0 element, form a multiplicative group

with 1 as the identity element.

3. For operations involving addition and multiplication, the distributive law

holds, i.e., for all a, b, c 2 F , a(b+ c) = (ab) + (ac).

Example 4.1.2. The set of real numbers, R, is a field with 0 as the identity

element for the additive group, and 1 as the identity element for the multiplicative

group. Every real number a has an additive inverse, namely, �a, and every non-

zero element a has a multiplicative inverse, namely, 1/a.

Cryptosystems, such as those built on elliptic curves, make use of fields with a

finite number of elements, namely, finite fields or Galois fields. The number of

elements in a field is known as the cardinality or order of the field. The cardinality

of finite fields can be characterized by the following theorem:

Theorem 4.1.2. A field F of order m only exists if m is a prime power, i.e.,

m = pn for some prime number p and positive integer n; p is known as the

characteristic of F .

The most intuitive finite fields to consider are those of prime order, i.e., where

m = 1. For a prime p, Z
p

is denoted GF (p) and is referred to as a prime field,

1Another term for generator is primitive element.
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or a Galois field of prime order. All non-zero elements in GF (p) have an inverse

and all arithmetic is done modulo p.

A very important prime field is GF (2) = {0, 1}. All arithmetic is done mod-

ulo 2; addition is equivalent to the XOR gate and multiplication is equivalent to

the logical AND gate. The work presented by Woodbury et al. [34] has shown

that ECC implementation advantages exist when elliptic curves are considered

over extension fields, i.e, the fields GF (2m) where m > 1. Given that 2m will

not be prime for any value of m > 1, the addition and multiplication operations

in the field cannot simply be represented by addition and multiplication modulo

2m. Hence, we use an alternative representation for the elements of the field, as

well as an alternative set of rules for addition and multiplication within the field.

We do not express the details of these constructions here as this has little bear-

ing on the elliptic curve theory to follow. The reader is directed to [66] for details.

Before we present the relevant elliptic curve theory, we briefly introduce RSA

and some discrete logarithm based algorithms so as to properly highlight the

similarities and di↵erences between ECC-based schemes and these more classical

schemes.

4.2 The RSA Cryptosystem

Publicly described by Ron Rivest, Adi Shamir and Leonard Adleman in 1978

[20], the RSA algorithm is arguably the most well-known public-key algorithm.

The security of RSA rests on the intractability of factoring the products of large

primes, i.e., given the product of two large primes, n, it is computationally infea-

sible to determine the factors of n in polynomial time2.

The RSA algorithm works as follows:

2We also refer this type of problem as a hard problem.
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1. An entity, Alice, generates two large primes p and q and computes the

modulus, n = p⇥ q.

2. Alice computes �(n) = (p � 1)(q � 1) and selects an integer e such that

1 < e < �(n) and gcd(e, n) = 1. The pair (e, n) forms Alice’s public key.

3. Alice computes an integer d such that ed ⌘ 1 mod �(n). This integer forms

Alice’s private key.

4. An entity Bob can now use Alice’s public key, (e, n), to encrypt a message

m for Alice. Bob encrypts m by computing C = me mod n.

5. Upon receipt of C, Alice uses her private key, d, to decrypt the message.

Alice computes Cd mod n = (me)d mod n = m mod n. The reader is

directed to [66] for the mathematical details explaining why decryption

works.

In the event that Alice and Bob wish to use the RSA algorithm for digital signa-

ture purposes, steps 4. and 5. above now look like this:

4. Alice uses a hash function to compute h(m). Alice then uses her private

key, d, to compute S = (h(m))d mod n. Alice sends (m,S) to Bob.

5. Bob computes T = h(m) and uses Alice’s public key to compute V = Se =

(h(m))e mod n. If T = V Bob accepts the signature on m.

Used as described above, this signature scheme is said to be a digital signature

scheme with appendix.

With regards to security, the ability to factor n, would allow an adversary to

compute �(n) and thus obtain the private key, d. For this reason, it is necessary

that p and q are chosen to be large enough so that the factorization of n is compu-

tationally infeasible. Typically, RSA keys, i.e., the size of n, should be larger than

1024 bits as recommended by NIST [50], and as improvements in computational

power aid factoring algorithms, the size of RSA keys should increase accordingly

so as to provide adequate security.
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As noted in Chapter 1, elliptic curves o↵er an advantage over RSA in that the

equivalent security can be achieved with shorter key lengths. ECC also o↵ers an

enhancement over RSA in terms of e�ciency, particularly in the case of signature

generation, as well as decryption (more on this to follow).

4.3 Discrete Logarithm Based Algorithms

Algorithms such as Di�e-Hellman Key Agreement, El-Gamal and the Digital

Signature Algorithm (DSA) rely on the intractability of the discrete logarithm

problem (DLP) in Z
p

⇤. We state this problem now:

Definition 4.3.1. Given the finite cyclic group Z
p

⇤ of order p�1, for a generator

↵ 2 Z
p

⇤ and an element � 2 Z
p

⇤, find the integer 1  x  p�1 when ↵x mod p =

�.

Since ↵ is a generator of Z
p

⇤, we know that x must exist (see Definition 4.1.4).

The integer x is called the discrete logarithm of � since x = log
↵

� mod p. For

su�ciently large parameters, computing discrete logarithms is a hard problem.

4.3.1 Di�e-Hellman Key Agreement

In 1976, Di�e and Hellman published a method for establishing a shared secret

between two communicating entities Alice and Bob [21]. This method makes use

of the DLP to ensure secure establishment of a shared secret between Alice and

Bob in the presence of an eavesdropper, Eve. Alice and Bob do the following:

1. Choose a large prime p, and agree on a generator of Z
p

⇤ , namely, ↵ 2
{2, 3, . . . , p� 1}.

2. Alice selects an integer a 2 {2, 3, . . . , p � 1}, computes a↵, and sends this

value to Bob. The integer a is known only to Alice, i.e., it is private. The

value a↵ is public.
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3. Bob selects an integer b 2 {2, 3, . . . , p � 1}, computes b↵, and sends this

value to Alice. The integer b is known only to Bob, i.e., it is private. The

value b↵ is public.

4. Alice computes a(b↵) = T
ab

.

5. Bob computes b(a↵) = T
ab

.

6. Alice and Bob are now in possession of the shared secret T
ab

and can make

use of a publicly agreed upon method to extract a key from this shared

secret. For instance, they could use a hash function with T
ab

as input to

produce a 128-bit AES key (the last 128 bits of the hash value can be used).

In order for Eve to derive the shared secret, she would need to be able to compute

discrete logarithms in Z
p

⇤. The only information available to Eve is p (typically,

a 1024-bit prime), ↵, a↵ and b↵. Eve would need to compute either a or b from

a↵ or b↵ respectively in order to determine the shared secret T
ab

. As mentioned,

computing discrete logarithms is believed to be a hard problem and it is therefore

computationally infeasible for Eve to do this. However, we note that as presented

here, this protocol is not secure against an active attacker; more on this to follow

in Section 4.4.2.

4.3.2 The Digital Signature Algorithm

The Digital Signature Algorithm (DSA) was proposed by the NIST in 1991 and

the protocol specification is outlined the NIST’s Digital Signature Standard [29].

Two communicating entities, Alice and Bob, that wish to use the protocol do the

following [69]:

1. Alice and Bob agree on a 160-bit prime q and choose a 1024-bit prime p

such that q|p� 1.

2. Alice and Bob agree on ↵ 2 Z
p

⇤ and set g = ↵(p�1)/q mod p. If g = 1, this

step is repeated with a di↵erent ↵. The element g is a generator of a cyclic

subgroup of order q in Z
p

⇤.
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3. Alice selects a random, secret key x such that 1  x  q�1. This is Alice’s

private signing key. Alice computes y = gx mod p and publishes this as

her public verification key.

4. To sign the message m, Alice does the following:

(i) Uses a hash function3 to create a hash value of the message, h(m),

such that 1  h(m)  q � 1.

(ii) Generates a random, secret integer k such that 1  k  q � 1.

(iii) Computes r = (gk mod p) mod q.

(iv) Computes k�1 mod q.

(v) Computes s = k�1(h(m) + xr) mod q. The signature on m is (r, s).

(vi) Sends the signed message (m, (r, s)) to Bob.

5. To verify the signature on m, Bob does the following:

(i) Checks that 1  r  q � 1 and 1  s  q � 1.

(ii) Computes w = s�1 mod q and h(m).

(iii) Computes u = wh(m) mod q and v = rw mod q.

(iv) Accepts the signature if (guyv mod p) mod q = r.

The security of this algorithm depends on the DLP in GF (p). The value k must

be kept secret, must be unpredictable and must not be repeated. If k is repeated

or known, Alice’s private signing key, x, is revealed [69]. As we shall see in the

sections to follow, the elliptic curve variant of this protocol o↵ers a dramatic im-

provement with regards to performance.

We now provide the necessary elliptic curve theory, and in Section 4.4.4 we pro-

vide a performance comparison between elliptic curve protocols and the more

classical algorithms presented above.

3Originally, the DSA made use of SHA-1 for this hash computation, however, owing to

known weaknesses in the SHA-1 algorithm, the SHA-2 hash function family has now been

recommended for use in the DSA.
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4.4 Elliptic Curves

Before defining an elliptic curve, perhaps it is worth examining what we mean

by the term ‘curve’. A curve is a set of points (x, y) that are solutions to some

polynomial equation. For instance, a circle is the set of points (x, y) that form

solutions to the equation x2 + y2 = r2 over R. An elliptic curve is a set of

points that form solutions to a particular type of polynomial equation. For use

in cryptography, we need to consider elliptic curves over finite fields, specifically

prime fields GF (p) and extension fields GF (2m). For the sake of illustration,

in what follows we consider elliptic curves over prime fields. All of the relevant

elliptic curve theory pertaining to extension fields is directly analogous to the

theory presented below.

Definition 4.4.1. An elliptic curve over GF (p), for p > 3, is the set of all points

(x, y) 2 GF (p) which fulfill

y2 ⌘ x3 + ax+ b mod p,

together with a point at infinity, O, where a, b 2 GF (p) and 4a3+27b2 6= 0 mod p.

The definition above requires that the curve is non-singular, i.e., that the curve

has no vertices or self-intersections. The condition 4a3 + 27b2 6= 0 mod p ensures

this. As mentioned previously, for the purposes of cryptography, we need to

consider elliptic curves over prime and extension fields, however, for the purposes

of illustration, we provide an example of an elliptic curve over R. (Graphical

representation of an elliptic curve over a prime field does not produce what we

would intuitively consider to be a curve).

Example 4.4.1. We consider the curve y2 = x3 � 3x+ 3 over R:
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Figure 4.1: An elliptic curve over R

The first step to building a cryptosystem based on elliptic curves is to find a curve

which forms a large cyclic group. Recalling Definition 4.1.1, this means that we

need to be able to define a group operation that satisfies the relevant properties

listed in the definition. Additionally, an appropriate identity element should exist

and all group elements must be invertible. We let “+” denote the group operation

and we define the addition of two points P = (x1, y1) and Q = (x2, y2) to be:

P +Q = R

(x1, y1) + (x2, y2) = (x3, y3)

Staying with the graphical representation over R as given in Example 4.4.1, we

provide a geometrical interpretation of the addition of two points, P and Q, where

P 6= Q. This is known as the addition of points. Given points P and Q on the

curve, we draw a line through P and Q and obtain a third point, R0, on the curve

where our line intercepts the curve. Reflecting R0 in the x-axis gives us R:
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R

0

R = P +Q

P

Q

Figure 4.2: Graphical representation of the addition of points

In the case where P = Q, we draw a tangent to the curve at P and obtain a

second point, R0, where the tangent line intersects the curve. Reflecting R0 in the

x-axis gives us R = 2P . This is known as the doubling of points :

R

0

2P

P

Figure 4.3: Graphical representation of the doubling of points

The addition operation as illustrated above may appear to be rather arbitrary,

however, the operation as defined in this manner fulfills the conditions necessary

for a group; the operation is closed as well as associative, and as we shall see,

an identity element exists, and inverses for all points on the curve exist. Using

simple co-ordinate geometry we can express point addition and point doubling in

terms of algebraic formulae. These formulae hold in any field and hence we can
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express these operations in GF (p):

x3 = s2 � x1 � x2 mod p

y3 = s(x1 � x3)� y1 mod p

where,

s =

(
y2�y1

x2�x1
mod p if P 6= Q,

3x1
2+a

2y1
mod p if P = Q.

Note that s is the slope of the line through P and Q in the case of point addition,

and the slope of the tangent at P in the case of point doubling. With regards to

an identity element, there is no point on the curve which satisfies the condition

outlined in the definition of a group (Definition 4.1.1), however, in the above

definition of an elliptic curve, Definition 4.4.1, an abstract point at infinity, O, is

defined. We use this point as the identity element of the group, i.e., P +O = P .

In any of the graphical representations given above, the point at infinity can be

visualized as the point that is located towards “plus” or “minus” infinity along

the y-axis.

We are now in a position to define inverses for the group elements: For an element

P , there exists an element �P such that P +(�P ) = O. Returning to our graph-

ical example, we see that the inverse of P = (x
p

, y
p

) is the point �P = (x
p

,�y
p

)

in the real plane; the line through the two points P and �P ‘intersects’ with �O

and ‘reflects’ back to O:
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P

�P

Figure 4.4: Graphical representation of the inverse of a point

In the case of GF (p), y
p

⌘ p� y
p

mod p, hence �P = (x
p

, p� y
p

).

For the purposes of illustration, we consider the operations above for an ellip-

tic curve E over a small prime field:

Example 4.4.2. For y2 = x3+2x+4 over Z5, together with the point at infinity,

points on the curve include {O, (0, 2), (0, 3), (2, 1), (2, 4), (4, 1), (4, 4)}. Addition

of the points (0, 2) and (2, 1) gives us (2, 4). Addition of the point (2, 1) to itself

gives the point (0, 3) and �(2, 1) is (2, 4).

As is evident from the material outlined above, elliptic curves form groups with

respect to the defined addition operation. However, as stated previously, we need

a curve that forms a large cyclic group in order to build a cryptosystem. To this

end, we introduce the following theorem:

Theorem 4.4.1. The points on an elliptic curve, together with the point at in-

finity, O, form cyclic subgroups. For an elliptic curve of prime order, all points

on the curve form a cyclic group.

Hence, if we select a curve of prime order, we have a curve that forms a large

cyclic group. We are now in a position to use elliptic curves for cryptographic

purposes.
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4.4.1 The Elliptic Curve Discrete Logarithm Problem

In order to build a cryptosystem, we need to establish the notion of the Ellip-

tic Curve Discrete Logarithm Problem (ECDLP). This is exactly analogous to

the DPL defined in Section 4.3, however, is now considered for an elliptic curve

group. Using all of the theory preceding this section, we see that we have almost

all of the constituents necessary for building the ECDPL: We know that elliptic

curves form finite cyclic groups with respect to point addition (and point dou-

bling), specifically in the case when a curve is of prime order. When constructing

cryptosystems based on discrete logarithms, it is important to know the order

of the group. In the case of elliptic curves over finite fields , Hasse’s Theorem

provides us with an approximate number of the points on a curve:

Theorem 4.4.2. For an elliptic curve E over a finite field of order m, the number

of points on the curve, denoted #E, is bounded by

m+ 1� 2
p
m  #E  m+ 1 + 2

p
m.

Now, for an elliptic curve E, we need to pick a generator ↵; with respect to the

elliptic curve group operation, this entails finding a point ↵ on the curve such

that all points on the curve are obtained by considering the ‘powers’ of ↵. In

other words, the set {↵, 2↵, . . . ,#E↵} should comprise all points on the curve.

Considering our curve in Example 4.4.2 over Z5, for the generator P = (2, 1) we

have: P = (2, 1), 2P = (0, 3), 3P = (4, 1), 4P = (4, 4), 5P = (0, 2), 6P = (2, 4)

and 7P = O. For any point � on the curve in this example, � = d↵ for some

integer 1  d  #E. For elliptic curves of the appropriate cardinality, finding d

is considered to be a hard problem, and hence we have the ECDLP:

Definition 4.4.2. Given an elliptic curve E and a generator ↵, the elliptic curve

discrete logarithm problem is that of finding the integer 1  d  #E when

↵ + ↵ + · · ·+ ↵| {z }
d times

= d↵ = l. (4.1)

In cryptosystems, d is the private key and the point l is the public key. We refer

to the operation in Equation 4.1 as point multiplication. We note that this does
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not mean the multiplication of an integer by a point on an elliptic curve; it simply

refers to the addition of a point to itself d times.

4.4.2 Algorithms and Protocols

We now consider various cryptographic algorithms and protocols that make use

of elliptic curves. Whilst some protocols are included for illustrative purposes,

the majority of algorithms and protocols included in this section are of relevance

to the chapters that follow. Of particular importance is the authenticated key

establishment protocol outlined below.

Elliptic Curve Di�e-Hellman

Elliptic curve Di�e-Hellman key agreement (ECDH) is analogous to the classical

Di�e-Hellman key agreement scheme (see Section 4.3.1), however, key agreement

is now realized by making use of an elliptic curve group instead of Z
p

⇤ for some

prime p. Two communicating entities, Alice and Bob, do the following:

1. Choose a prime p and an elliptic curve E : y2 ⌘ x3+ax+b mod p as defined

in Definition 4.4.1, and agree on a primitive element, P = (x
p

, y
p

).

2. Alice selects an integer a 2 {2, 3, . . . ,#E � 1}, computes aP , and sends

this value to Bob. The integer a is known only to Alice, i.e., it is private.

The value aP is public.

3. Bob selects an integer b 2 {2, 3, . . . ,#E � 1}, computes bP , and sends this

value to Alice. The integer b is known only to Bob, i.e., it is private. The

value bP is public.

4. Alice computes a(bP ) = T
ab

.

5. Bob computes b(aP ) = T
ab

.

6. Alice and Bob make use of a publicly agreed upon method to extract a key

from the shared secret T
ab

= (x
ab

, y
ab

). For instance, they could use a hash

function with x
ab

as input to produce a 128-bit AES key (the last 128 bits of
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the hash value can be used). Since y
ab

is computable from x
ab

(see Section

4.4), only one of the two co-ordinates should be used for derivation of the

session key.

The only information available to an eavesdropper, Eve, is E, GF (p), P , aP

and bP . In order for Eve to derive the shared secret, she would need to be able

to compute discrete logarithms in the given elliptic curve group. This would

allow her to calculate a from aP and P . As mentioned, computing discrete

logarithms is believed to be a hard problem and it is therefore computationally

infeasible for Eve to do this. However, we note that as presented here, the ECDH

scheme in susceptible to a man-in-the-middle attack (see [70] for details). The

protocol does not provide mutual entity authentication, i.e., neither Alice nor Bob

have assurances about the identity of the entity they are communicating with,

and hence an adversary can easily establish a shared secret independently with

Alice and Bob, both parties being none the wiser. A remedy to this situation is

discussed in the material to follow.

The Elliptic Curve Digital Signature Algortihm

The Elliptic Curve Digital Signature Algorithm (ECDSA) is analogous to the

DSA presented in Section 4.3.2 and details of its specification can be found in the

NIST Digital Signature Standard [29]. Two communicating entities, Alice and

Bob, that wish to use the protocol do the following [67]:

1. Alice and Bob agree on a 160-bit prime q, a 160-bit prime p, an elliptic

curve E over GF (p) and a primitive element P = (x
p

, y
p

) of order q.

2. Alice selects an integer x 2 {2, 3, . . . , q � 1}. This is Alice’s private signing

key. Alice computes Y = xP and publishes this as her public verification

key.

3. To sign the message m, Alice does the following:

(i) Uses a hash function to create a hash value of the message, h(m), such

that 1  h(m)  q � 1.
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(ii) Generates a random, secret integer k such that 1  k  q � 1.

(iii) Computes kP = (x
k

, y
k

) mod q.

(iv) Sets r = x
k

and checks that r 6= 0.

(v) Computes k�1 mod q.

(vi) Computes s = k�1(h(m) + xr) mod q and checks that s 6= 0. The

signature on m is (r, s).

(vi) Sends the signed message (m, (r, s)) to Bob.

4. To verify the signature for m, Bob does the following:

(i) Checks that 1  r  q � 1 and 1  s  q � 1.

(ii) Computes w = s�1 mod q and h(m).

(iii) Computes u = wh(m) mod q and v = rw mod q.

(iv) Computes uP + vY = (x
t

, y
t

) and sets z = x
t

.

(iv) Accepts the signature if z = r.

The security of this algorithm depends on the ECDLP. The bound checks indi-

cated in the protocol are vital for security and it is imperative that k be unique

across multiple signatures [67].

An Elliptic Curve Authenticated Key Establishment Protocol

As mentioned previously, the Di�e-Hellman protocol presented in Section 4.4.2 is

susceptible to a man-in-the-middle attack. In what follows, we present a protocol

that eliminates this security concern by providing mutual entity authentication.

We assume the existence of long term signature/verification keys for all commu-

nicating entities, and that these keys have been certified4. We also assume the

digital signature scheme to be used to be the scheme detailed in Section 4.4.2.

4Typically, certified keys are generated by a trusted entity, a Certification Authority (CA),

and are accompanied by a digital signature from this entity for the purposes of verification.
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Protocol 1

This protocol, an elliptic curve variation of the station-to-station protocol (see

[70] for details), establishes a shared secret between two communicating entities,

Alice and Bob, in three passes. The entities do the following:

1. Choose a prime p and an elliptic curve E : y2 ⌘ x3+ax+b mod p as defined

in Definition 4.4.1, and agree on a primitive element, P = (x
p

, y
p

).

2. Alice selects an integer a 2 {2, 3, . . . ,#E � 1}, computes aP , and sends

this value along with the certificate for her verification key, Cert
A

, to Bob.

3. Bob verifies Cert
A

and if satisfied with the result, selects an integer b 2
{2, 3, . . . ,#E�1} and computes bP . Bob signs a message containing Alice’s

identifier, denoted A, bP and the value received from Alice, aP . Bob sends

this signed message, bP and a certificate for his verification key, Cert
B

, to

Alice.

4. Alice verifies Cert
B

and if satisfied, uses Bob’s verification key to verify

the digital signature received from Bob. Alice then sends a signed message

to Bob containing Bob’s identifier, B, the value aP and the value received

from Bob, bP . Alice computes a(bP ) = T
ab

.

5. Bob uses Alice’s verification key to verify the signed message received from

Alice. If satisfied, Bob computes b(aP ) = T
ab

.

6. Alice and Bob make use of a publicly agreed upon method to extract a key

from the shared secret T
ab

= (x
ab

, y
ab

). For instance, they could use a hash

function with x
ab

as input to produce a 128-bit AES key by using the last

128 bits of the hash value.

Schematically, the transmission of protocol messages can be represented as fol-

lows:

A ! B : aP k Cert
A

B ! A : bP k Sig
B

(A k bP k aP ) k Cert
B

A ! B : Sig
A

(B k aP k bP )
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4.4.3 Security

In the case of the classical discrete logarithm problem, the finite cyclic group

under consideration is Z
p

⇤. Some of the algorithms for solving the DLP include

the Shanks Baby-Step Giant-Step method, the Pollard Rho Method, the Polig-

Hellman algorithm and the Index-Calculus method [66].

Of these, the index-calculus method is the most powerful; whereas the other

methods require roughly 2n/2 operations where n is the bit-length of the order

of the underlying DLP group, the index-calculus method requires considerably

less. For instance, to achieve an 80-bit security level, a 1024-bit prime p should

be used for a discrete logarithm cryptosystem in Z
p

⇤. Unlike the other algo-

rithms mentioned, the index-calculus method is not a generic discrete logarithm

algorithm, i.e., it is not independent of the underlying DLP group. The index-

calculus method is e↵ective in computing discrete logarithms in the groups Z
p

⇤

and GF (2m)⇤. It is, however, not of any use in the elliptic curve setting. There-

fore, elliptic curve methods achieve equivalent security when compared to classical

DLP schemes for smaller parameters. The only attacks applicable in the ECDLP

case are the generic attacks and hence to achieve a security level of 80 bits, the

elliptic curve group should have an order of at least 2160. By Hasse’s theorem,

this means that the prime used, p, should be roughly 160 bits in length. We can

see that this o↵ers a dramatic reduction in parameter size when compared to the

1024 bits required in the classical case.

Elliptic curves also o↵er reduced parameter sizes when compared to those of

the RSA cryptosystem. The security of the RSA system depends on the eth root

problem: Given me mod n, find m. Factoring n, where n is the product of two

large primes, solves the eth root problem. The most e�cient, practical approach

to factoring RSA moduli is to make use of the General Number Field Sieve [71].

Currently, a 1024-bit modulus is regarded to provide the equivalent of up to 80

bits in the symmetric setting, i.e., a security level of 80 bits [50]. Hence, again

we notice a dramatically reduced parameter size when compared to the elliptic
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curve case (in which a prime the of size 160 bits is needed). Also, as computing

power advances, the distributed computing e↵orts required to factor RSA moduli

will enhance factoring speeds. Therefore, over time, RSA moduli sizes will need

to increase to in order to o↵er adequate security.

As the arguments above demonstrate, elliptic curves provide equivalent security

to the classical systems whilst using smaller key sizes. Recalling the information

from [50] presented in Chapter 1, we observe the di↵erence between RSA and

ECC key lengths for equivalent security levels:

Bits of security RSA ECC

80 1024 160-223

112 2048 224-255

128 3072 256-383

192 7680 384-511

256 15360 512+

Table 4.1: Comparative key sizes

We note that for the claimed security levels to be achieved, only cryptographically

strong elliptic curves should be used, such as those specified in [29].

4.4.4 Implementation and Performance

When it comes to implementation, it is useful to think of elliptic curve schemes

in terms of a layered architecture: The bottom layer is comprised of modular

arithmetic in the field GF (p) (or GF (2m)). The next layer consists of the point

addition and point doubling operations, which in turn make use of the arithmetic

provided by the layer below. The third layer can be considered to contain scalar

multiplication and the final layer is the actual protocol to be implemented, each

of these two layers utilizing the layers beneath them [66].

As is stated in [66], highly compact ECC hardware engines using roughly 10
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000 gate equivalences are in existence, and these run at speeds in the order of

tens of milliseconds. For instance, the Infineon ECC 521 Crypto Library for the

SLE 66C(L)xxxPE controller family [16] cites the following performance times

for elliptic curve algorithms/protocols:

Operation Key size (bits)

192 256 521

ECDSA Signature 69ms 110ms 400ms

ECDSA Verification 120ms 200ms 760ms

ECDH 60ms 100ms 380ms

Table 4.2: Elliptic curve algorithm performance

As is noted in [65], although RSA may benefit slightly from the choice of low

exponents when it comes to signature verification, a scheme such the ECSDA

o↵ers great speed advantages over RSA in the case of producing digital signatures.

Under certain assumptions, a fair performance comparison between the RSA

signature scheme, the DSA and the ECDSA can be made [67]. We make the

following assumptions:

- 1024-bit RSA is equivalent to 1024-bit DSA with a 160-bit subgroup, which

in turn is equivalent to 160-bit ECDSA over GF (p)

- point addition is equivalent to point doubling

- one elliptic curve addition operation is equivalent to ten field multiplications

(in Z
p

⇤)

- field squaring is equivalent to field multiplication

We note that one 1024-bit multiplication is roughly equivalent to forty 160-bit

multiplications, and from the assumptions above, we see that one 1024-bit mul-

tiplication takes roughly the same time as four 160-bit multiplications. Letting t

denote the time taken for one 1024-bit multiplication, we construct the following

signature algorithm comparison table (for optimized RSA):
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Operation RSA DSA ECDSA

Generation 348t 240t 60t

Verification 17t 480t 120t

Table 4.3: Comparative public-key algorithm performance

Given the claimed advantages of ECC-based mechanisms over the older, classi-

cal asymmetric schemes, in the chapters to follow we investigate whether or not

implementation of the elliptic curve protocols presented in this chapter will be

feasible with regards to timing and security when used as part of transport ticket-

ing security architectures. In the next chapter, we outline ECC-based proposals

for the dedicated and the EMV Wave and Pay ticketing models, and in Chapter

6 we investigate the feasibility of these proposals.
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Chapter 5

Proposed Elliptic Curve Based

Solutions

In this chapter we present ECC-based proposals for the front o�ce ticketing

transaction. In the case of dedicated transport ticketing systems as outlined in

Chapter 2, we aim to replace the symmetric authentication protocol with an

ECC-based protocol. In the case of EMV Wave and Pay ticketing systems as

presented in Chapter 3, we aim to replace the RSA-based card authentication

protocol with an ECC-based protocol, and we also introduce the two ECC key

establishment protocols proposed by EMVCo.

5.1 Dedicated Transport Ticketing System Pro-

posals

As mentioned in Chapter 2, dedicated transport systems exhibit a vulnerability

that could potentially be exploited by an attacker: Owing to the symmetric na-

ture of the authentication protocol, all readers contain a secret master key from

which all secret card keys can be derived. If it were possible to compromise a

reader, an adversary could potentially extract this master key and use it to obtain

information that could aid the cloning of cards. As a means to thwart this poten-

tial attack, we suggest the use of an asymmetric authenticated key establishment
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(AKE) protocol. This would eliminate the need for readers to store a secret mas-

ter key as readers would now only need to process card public keys. Readers

would be required to securely store their own respective private keys. However,

in the event of compromise, only this sensitive value may become known to an

attacker and not long-term, sensitive card keys.

Specifically, we suggest the use of an ECC-based AKE protocol. We choose

such a protocol over an RSA-based protocol in the hope that use of the elliptic

curve mechanism will help to maintain the transaction time of 300ms. Timing

results will follow in the next chapter.

5.1.1 An Elliptic Curve AKE Protocol

We recall the front o�ce transaction of the dedicated ticketing model as well as

the security requirements outlined in Chapter 2.

Front o�ce transaction:

Reader Card

-� 1. Authentication protocol

2. Card details�

3. Check hot list
4. Passback check
5. Construct journey
6. Calculate PAYG charge
7. Calculate card balance

-8. New balance
?

300 ms

Figure 5.1: Dedicated ticketing model card-reader transaction

Security requirements:

1. Authentication of both the card and the reader.

62



2. Derivation of a session key, k
s

.

3. Encryption of all subsequent messages transmitted between the reader and

the card using a symmetric encryption algorithm with key k
s

.

Both mutual authentication and derivation of a session key can be achieved via

use of an AKE protocol. In what follows, we propose the use of Protocol 1 de-

scribed in Section 4.4.2. We note that this protocol requires that both the card

and the reader have access to a long-term signature/verifcation key pair. We also

note that the protocol requires that these keys be certified. This requires the

existence of a certification authority. Given the nature of the dedicated ticketing

system, we propose the closed certification model [70] for the distribution and

certification of private/public key pairs. We propose that all keys generated be

elliptic curve keys for use with the ECDSA as described in Section 4.4.2.

We briefly outline the closed certification model now: The three entities to ac-

count for include the transport operator, acting as the certification authority

(CA), the reader and the card. We assume the existence of a pre-selected prime

p, an elliptic curve E over GF (p), and a primitive element P to be common to all

entities. The CA generates and certifies its own private/public key pair, namely,

it selects q 2 {2, 3, . . . ,#E � 1} to produce the pair (q, qP ) = (q,Q). A copy of

the CA’s public key, Q, is placed in both the reader and the card. The CA then

generates a private/public key pair for the card; it selects c 2 {2, 3, . . . ,#E � 1}
and produces the pair (c, cP ) = (c,X). It also certifies the key pair by creating

a public key certificate, Cert
C

, for the card. This certificate contains the card’s

public key value, X, and the CA’s digital signature on the information contained

in the certificate. The card’s private key, c, is stored securely on the card, as well

as its digital certificate (this is public and need not be stored securely). A similar

process is followed to equip the reader with a public/private key pair: The CA

generates r 2 {2, 3, . . . ,#E � 1}, constructs the pair (r, rP ) = (r, Y ), creates

a public key certificate Cert
R

, and stores a copy of the private key value r and

Cert
R

securely in the reader (Cert
R

is public and need not be stored securely).
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With the certification infrastructure in place, we present Protocol 1 so as to be

suitable for the ticketing environment. We assume the exitance of a pre-selected

prime p0, an elliptic curve E 0 over GF (p0) and a primitive element P 0 = (x
p

0 , y
p

0)1.

We assume the signature algorithm to be the ECDSA. To run the protocol, the

card and the reader do the following:

1. The card selects an integer c0 2 {2, 3, . . . ,#E 0 � 1}, computes c0P 0, and

sends this value along with the certificate for its verification key, Cert
C

, to

the reader.

2. The reader verifies Cert
C

using the CA’s public key and if satisfied with

the result, selects an integer r0 2 {2, 3, . . . ,#E 0 � 1} and computes r0P 0.

The reader signs a message containing the card’s identifier, r0P 0 and the

value received from the card, c0P 0. The reader sends this signed message,

r0P 0 and a certificate for its verification key, Cert
R

, to the card.

3. The card verifies Cert
R

using the CA’s public key and if satisfied, uses the

reader’s verification key to verify the digital signature received from the

reader. The card then sends a signed message to the reader containing the

reader’s identifier, the value c0P 0 and the value received from the reader,

r0P 0. The card computes c0(r0P ) = T
CR

.

4. The reader uses the card’s verification key to verify the signed message

received from the card. If satisfied, the reader computes r0(c0P 0) = T
CR

.

5. The card and the reader extract a key from the shared secret T
CR

=

(x
CR

, y
CR

). We consider two cases: Use of a secure hash function, such

as SHA-256 [72], with input x
CR

as input to produce a 128-bit AES key,

k
s

, by using the last 128 bits of the hash value, or, in order to keep timing

to a minimum, a selection of a 128-bits of x
CR

as k
s

.

With regards to security requirement 3., i.e., encryption of all subsequent mes-

sages between the card and the reader, we suggest the use of AES with a 128-bit

1We note that it is possible for p = p

0 and for E = E

0 - the same parameters used by the

certification authority.
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key (as indicated in the protocol description above). We emphasize that only se-

cure, standardized elliptic curves should be used, such as those recommended by

the NIST in [29]. Below we present a schematic representation of this architecture:

Q
QQ

(certification authority)
Scheme Operator

pvt
CA

pub
CA

Reader Card

-� authentication protocol

?
j

pvt
C

pvt
R

pub
C

pub
R

q Q

XY cr

Cert
C

Cert
R

Figure 5.2: Elliptic curve based architecture for transport ticketing

In the following chapter, we provide a timing analysis of this proposal in an

attempt to determine whether or not this proposed architecture is capable of

meeting the operational timing constraint of 300ms.

5.2 EMV Wave and Pay Ticketing Proposals

As noted in Chapter 3, the use of EMVWave and Pay cards for transport ticketing

currently exhibits a front o�ce transaction speed of 540ms. In what follows, we

propose various ECC-based protocols in place of the current RSA-based protocols

in an attempt to reduce the front o�ce transaction speed. Timing implications

aside, based on the information provided in Chapter 1 concerning respective RSA
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and ECC key lengths, use of ECC-based mechanisms may provide a better long-

term solution given that increased security comes at the cost of more manageably

sized keys when compared to RSA.

This too has been highlighted by EMVCo: “The challenge with RSA is that

key lengths need to be periodically increased to stay ahead of attack techniques.

The keys for RSA are becoming relatively large, increasing time for cryptographic

processing. As RSA public key lengths continue to increase, performance may

become an issue. EMVCo has identified [ECC] as a viable alternative to RSA.

ECC requires smaller keys and is significantly faster to process” [58]. To this

end, EMVCo have introduced two ECC key establishment mechanisms (more on

these later).

We consider the following cases:

1. Replacing the current DDA style of authentication with an elliptic curve

variant which we shall term Elliptic Curve Dynamic Data Authentication

(EC-DDA).

2. Adapting EC-DDA slightly to achieve mutual authentication between the

card and the reader - although not currently required in the EMV setting,

we examine this option so as to investigate the timing di↵erences between

EC-DDA and this adapted protocol.

3. Employment of Protocol 1 as defined in Chapter 4 so as to authenticate

both the card and the reader as well as provide a session key in the event

that communication between the card the reader may need to be protected

in the future.

4. Use of the two key establishment protocols suggested by EMVCo.

In order to aid the discussions that follow, we recall the basic EMV ticketing

model:
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settlement and clearing
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Figure 5.3: Basic EMV ticketing model

5.2.1 The Elliptic Curve DDA Protocol

For the purposes of this discussion and the one to follow, we recall the DDA

infrastructure as presented in Chapter 3:
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Figure 5.4: Dynamic Data Authentication (DDA)

EC-DDA di↵ers to DDA in that all implementations of RSA are replaced by an

ECC-based equivalent. Specifically, the RSA signature scheme is replaced by the

ECDSA as defined in Chapter 2 (Section 4.4.2), and hence all key pairs gener-

ated are now elliptic curve key pairs instead of RSA key pairs. The certification

architecture remains unchanged: For a pre-selected prime p, an elliptic curve E

over GF (p) and a primitive element P , the scheme operator (the CA in this case)

creates its own public/private key pair (q, qP ) = (q,Q) = (pvt
CA

, pub
CA

). A copy

of the scheme operator’s public key is placed in all readers (these now function

as EMV terminals). The scheme operator also creates and certifies the issuing

bank’s public/private key pair, (i, iP ) = (iP, I) = (pvt
IS

, pub
IS

). The issuing

bank creates and certifies the card’s public/private key pair, (c, cP ) = (c,X) =

(pvt
C

, pub
C

). The card’s certified key pair and the issuing bank’s certified public

key (Cert
I

) are stored within the card (the private key should be stored securely).

With the certification infrastructure in place, the protocol that runs between

the reader and the card works as follows:
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1. The card provides the reader with all relevant public key certificates, namely,

Cert
I

and Cert
C

.

2. The reader uses the scheme operator’s public key, pub
CA

, to verify the

issuing bank’s public key (using the ECDSA verification algorithm). The

reader then makes use of this key to verify the card’s public key and sends

a random challenge, s, to the card.

3. The card signs this challenge using its private key, pvt
C

, with the ECDSA,

and returns the signed challenge to the reader.

4. The reader uses the card’s public key, pub
C

, to verify the signature with

the ECDSA verification algorithm, and if satisfied, is assured that it is

communicating with a legitimate card (the card is authenticated to the

reader because the card proves knowledge of some secret data known only

to the card, namely, the value pvt
C

).

A schematic representation of this process is given below:

Reader Card

1. Cert
I

k Cert
C

3. s

5. Sig
pvtC (s)2. Reader certifies

6. Reader verifies

4. Card signs
respective public

the card’s

challenge using
keys

signature

ECDSA

�

-

�

Figure 5.5: Elliptic Curve Dynamic Data Authentication (EC-DDA) for transport

ticketing

In Chapter 6, we provide a timing analysis of this proposal in order to determine

whether or not this proposed architecture is capable of meeting the operational

timing constraint of 300ms (as noted previously, we concentrate on the authenti-

cation protocol that runs between the reader and the card since this is considered
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to be the most computationally intensive component of the card-reader transac-

tion).

5.2.2 An Adapted Elliptic Curve DDA Protocol

We now extend the proposal above to include authentication of the reader to the

card. This requires extension of the certification architecture: Besides creating

and certifying keys on behalf of the issuing bank, the scheme operator also needs

to do this for the acquiring bank. The scheme operator creates and certifies the

acquiring bank’s public/private key pair, (a, aP ) = (aP,A) = (pvt
AC

, pub
AC

).

The acquiring bank creates and certifies the reader’s public/private key pair,

(r, rP ) = (r, Y ) = (pvt
Y

, pub
Y

). The reader’s certified key pair and the acquiring

bank’s certified public key (Cert
A

) are stored within the reader (the private key

should be stored securely).

With the extended architecture in place, the protocol that runs between the

reader and the card works as follows:

1. The card sends the reader all relevant public key certificates, namely, Cert
I

and Cert
C

, as well as a random challenge, s
c

.

2. The reader uses the scheme operator’s public key, pub
CA

, to verify the

issuing bank’s public key. The reader then makes use of this key to verify

the card’s public key. The reader signs s
c

using the ECDSA and pvt
R

, and

sends its own random challenge, s
r

to the card along with Cert
A

, Cert
R

and the signed challenge.

3. The card uses the scheme operator’s public key, pub
CA

, to verify the ac-

quiring bank’s public key. The card then makes use of this key to verify

the reader’s public key. The card uses the reader’s public key to verify the

signature on s
c

. If satisfied, the card is assured that it is communicating

with a legitimate reader (the reader is authenticated to the card because

the reader proves knowledge of some secret data known only to the reader,
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namely, the value pvt
R

). Additionally, the card signs s
r

using its private

key, pvt
C

, with the ECDSA, and returns the signed challenge to the reader.

4. The reader uses the card’s public key, pub
C

, to verify the signature, and

if satisfied, is assured that it is communicating with a legitimate card (the

card is authenticated to the reader because the card proves knowledge of

some secret data known only to the card, namely, the value pvt
C

).

Below, a schematic representation of the protocol:

Reader Card

1. Cert
I

k Cert
C

k s
c

3. Cert
A

k Cert
R

k s
r

k Sig
pvtR(sc)

5. Sig
pvtC (sr)2. Reader certifies 2. Card certifies

6. Reader verifies

respective public respective public

the card’s

keys and signs keys, signs the
the card’s reader’s challenge
challenge and verifies

the reader’s
signature

signature

�

-

�

Figure 5.6: Adapted Elliptic Curve Dynamic Data Authentication (EC-DDA) for

transport ticketing

Requiring mutual authentication is not commonplace in the EMV setting, how-

ever, we present this protocol should there ever be a need for mutual authenti-

cation between a reader and an EMV card in the ticketing environment. In the

next chapter we present a timing analysis of this proposal.

5.2.3 An Elliptic Curve AKE Protocol

Working with the certification infrastructure set up in the previous section, i.e.,

cards and readers have their own respective elliptic curve public/private key pairs,

we now propose the use of Protocol 1 (Section 4.4.2) in this setting. We present

this proposal should there ever be a need for encryption of messages between an
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EMV card and a ticket reader.

We note that the authentication protocol of the front o�ce transaction in this

setting is identical to the front o�ce authentication protocol of the proposal in

section 5.1, and hence, we do not repeat it here. A timing analysis is presented

in Chapter 6.

5.2.4 The EMVCo Protocols

In November 2012, EMVCo released two elliptic curve key establishment proto-

cols for comment [51]. The aim of both protocols is the establishment of a shared

secret that can be used to establish a session key for protecting communications

between an EMV paymnets card and an EMV terminal. Both protocols provide

authentication of the card to the terminal and guard against the modification

of data and eavesdropping. The certification architecture resembles that of the

EC-DDA set-up: Assuming the existence of a pre-selected prime p, an elliptic

curve E over GF (p) and a primitive element P , the terminal is equipped with

the scheme operator’s public key, pub
CA

, and the card contains a public/private

key pair (c, cP ) = (c,X) certified by the issuing bank, as well as the issuing

bank’s public key, pub
IS

, that has been certified by the CA.

Making use of p, E and P (as used for certification purposes) that are common

to both the card and the terminal, the two mechanisms operate as follows:

Mechanism 1

1. The card generates a random integer s, computes sX = S, and sends this

value to the terminal.

2. The terminal generates an ephemeral public/private key pair, (t, tP ) =

(t, Y ), and sends Y to the card.

3. The card computes scY = sctP = (x
k

, y
k

) = K and makes use of a specified
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key derivation function2 to compute k
s

using K as input. It is possible to

simply use x
k

as the derived session key.

4. The terminal computes tS = tsX = tscP = (x
k

, y
k

) = K and makes use of

the specified key derivation function to compute k
s

using K as input.

5. All subsequent communications between the card and the terminal make

use of an authenticated encryption scheme (a mode of encryption that si-

multaneously o↵ers data origin authentication and confidentiality) with key

k
s

.

6. The card sends Cert
C

and Cert
I

to the terminal.

7. The terminal checks that S = sX and verifies the card public key using the

certificates provided. The card is authenticated to the terminal by using the

correct value for k
s

; without knowledge of the private key, the card would

not be able to correctly determine this value.

If used in the ticketing environment, any ticket reader would play the role of the

terminal in the described protocol. We now provide a schematic representation

of this protocol. We use f to denote a key derivation function:

Reader Card

1. S

2. Y

5. Authenticated encryption scheme with k
s

6. Cert
I

k Cert
C

4. Reader computes 3. Card computes

7. Reader verifies

tsX = K, f(K) = k
s

scY = K, f(K) = k
s

card’s public
key and

checks S = sX

�

-

�

-�

Figure 5.7: EMVCo Mechanism 1 for transport ticketing

2A particular key derivation function is not specified in [51].
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Mechanism 2

Maintaining all the assumptions listed for Mechanism 1, the second mechanism

operates as follows:

1. The card selects an integer c0 2 {2, 3, . . . ,#E � 1}, computes c0P = X 0,

and sends this value to the terminal.

2. The terminal selects an integer t0 2 {2, 3, . . . ,#E � 1}, computes t0P = Y 0

and uses a specified key derivation function to determine k
s

from the value

t0X 0 = t0c0P = K. The terminal encrypts this message, M 0 = Y 0 k X 0

using an authenticated encryption algorithm with key k
s

. The terminal

then sends Y 0 and the encrypted M 0 to the card.

3. The card computes the value c0Y 0 = c0t0P = K and uses the specified key

derivation function to determine k
s

from K.

4. All subsequent communications between the card and the terminal make

use of an authenticated encryption scheme with key k
s

.

5. The card signs the value X 0 k Y 0 and sends this value along with Cert
C

and Cert
I

to the terminal. We assume use of an elliptic curve signature

algorithm, such as ECDSA, although no algorithm is specified in [51].

6. The terminal authenticates the card public key using the certificates pro-

vided and authenticates the card by verifying the signature on X 0 k Y 0 (the

card is authenticated to the terminal by proving knowledge of some secret

data known only to the card, namely, the value pvt
C

).

Schematically:
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Figure 5.8: EMVCo Mechanism 2 for transport ticketing

We note the similarity between this mechanism and the AKE protocol proposed

for in Sections 5.1.1 and 5.2.3 in this chapter. However, this protocol is one-sided

since the terminal is not authenticated to the card. Again, when applied in the

ticketing environment, the ticket reader plays the role of the terminal. As of yet,

there is no public information regarding the security of the proposed protocols.

Discussion regarding whether or not use of these protocols within the ticketing

environment will lead to the desired transaction time, is left to Chapter 6.
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Chapter 6

Analysis and Results

In this chapter we present the timing results for each of the ECC-based proposals

outlined in the previous chapter. In the case of the EMVCo proposals, we provide

partial results only. In all cases, we focus mainly on the authentication protocol

since this is considered to be the most computationally expensive of all the front

o�ce transaction operations. In what follows, we present a timing break-down

of the proposed protocols, insofar as is possible given the available timing infor-

mation. We aim to determine whether or not the proposed protocols will allow

for the front o�ce transaction to complete within the operational constraint of

300ms. We use this timing constraint so as to determine if the proposed protocols

will produce transactions times that are acceptable across all modes of transport,

including rail services. We note that all timing results are approximate in nature.

6.1 Dedicated Transport Ticketing System Pro-

posals

Most smart card platforms currently used in the dedicated ticketing environment,

such as the MIFARE DESFire EV1 [6], do not possess powerful cryptographic

coprocessors. Hence, for the proposed ECC protocol to be feasible, current to-

kens would need to be upgraded to platforms that are capable of performing ECC

operations. For instance, microcontrollers may need to be upgraded to those sim-
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ilar the to the microcontrollers used in payment cards, such as the SLE66, SLE77

and SLE78 families from Infineon [73], [74], [75]. We note that that the SLE66

platform1 is not the most advanced platform available, however, we consider it

to be well established and cost-e↵ective and therefore investigate timing results

using the elliptic curve information for this platform. We also consider timing

results for the the SLE78 family. Although impressive in terms of elliptic curve

operation times, we note that at this stage, this platform does not o↵er a cost-

e↵ective solution for the ticketing environment.

In this section, and those to follow, we make use of the Infineon ECC521 Crypto

Library information for the SLE66(C)LXxxxPE [16] and the SLE78(C)LXxxxP

[76] families of microcontrollers as a timing guide. The respective documents pro-

vide information concerning the timing of ECC operations over GF (p) for some

prime p. We present this timing information now2:

Operation Key size (bits)

192 256 521

ECDSA Signature 69ms 110ms 400ms

ECDSA Verification 120ms 200ms 760ms

ECDH 60ms 100ms 380ms

Table 6.1: Elliptic curve algorithm performance for the SLE66 family

1We use the term SLEXX platform as a collective term for all microcontrollers in the SLEXX

family.
2We notice an improvement in ECDSA verification times for the SLE78 platform in the

sense that verification is now faster than signature production. It is possible that the Infineon

ECC521 Crypto Library was enhanced to make use of verification speed-up techniques such as

those presented in [77].
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Operation Key size (bits)

192 256 521

ECDSA Signature 73ms 100ms 317ms

ECDSA Verification 38ms 57ms 179ms

ECDH 64ms 89ms 295ms

Table 6.2: Elliptic curve algorithm performance for the SLE78 family

We will assume p to be of the order of 192 bits for this analysis. This o↵ers a

security level equivalent to that of a 1024-bit RSA key. We note that according

to the NIST guidelines presented in [50], use of such keys should be discouraged,

however, use of this parameter size allows for a security improvement over the

current 896-bit RSA keys used in EMV cards, and also allows for the minimum

time when performing elliptic curve operations based on information presented

above.

A time of 60ms for the operation of the ECDH protocol is listed in 6.1. We

notice from the description of the ECDH protocol in Section 4.4.2 that besides

the key derivation step, this protocol essentially entails four point operations, i.e.,

four point multiplications. Assuming the key derivation time to be negligible3 we

somewhat crudely estimate a point operation to take in the order of 15ms. We

note that this value may not be accurate for the exact operations to be performed

in the protocols, however, we use this as a workable figure for the remainder of

this analysis. Given the similarity between the claimed ECDH operation times

for the SLE66 and SLE78 platforms respectively, we also assume a time of 15ms

for a point operation on the SLE78 platform.

With regards to the timing of elliptic curve operations in ticketing readers, we as-

sume reader processors to outperform the microcontrollers of the aforementioned

ticketing tokens. As we cannot be certain of the exact elliptic curve operation

3Given a shared secret (x, y), we employ a simple bit selection function to the value x;

selecting the last 128 bit for instance.
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times for readers at this stage, we assume reader processing capabilities to reduce

elliptic curve operation times by a factor of w when compared to the respective

ticketing tokens, i.e., 0 < w < 1. In the worst case, w = 1. We also assume the the

delay caused by the contactless communication interface, i.e., the transmitting

and receiving of messages between the reader and the card, to be negligible.

6.1.1 An Elliptic Curve AKE Protocol

In terms of cryptographic operations, the proposed authentication protocol out-

lined in Chapter 5 has the following breakdown (we note that verification implies

either a dynamic signature verification or a certificate verification):

Card

Reader

Card

Reader

ReaderCard

point operation

verification

verification

verification

point operation

point operation

verification

signature

point operation

signature

key derivation key derivation

?

?

?

j⇡

Figure 6.1: Protocol flow of elliptic curve AKE for dedicated ticketing
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We note that most operations are sequential, however, a split in the diagram

indicates an operation that is, or could be, performed simultaneously by both the

card and the reader (thus not contributing twice to the protocol timing analysis).

From the above, we obtain the following timing results when implemented on

the SLE66 platform:

Operation No. of Operations Time (ms)

Card Reader

Verification 2 2 240 + 240w

Signature 1 1 69 + 69w

Point Operation 2 2 30 + 30w

Key Derivation 1 1 negligible

6 6 339 + 339w

Table 6.3: Elliptic curve AKE protocol performance on the SLE66 platform

For a SLE68 platform, we obtain the following:

Operation No. of Operations Time (ms)

Card Reader

Verification 2 2 72 + 72w

Signature 1 1 73 + 73w

Point Operation 2 2 30 + 30w

Key Derivation 1 1 negligible

6 6 175 + 175w

Table 6.4: Elliptic curve AKE protocol performance on the SLE78 platform

As is evident from the results presented above, without even taking the AES

encryption step of the front o�ce transaction into account, use of the proposed

AKE protocol on the SLE66 platform results in a transaction time that is not

suitable for the dedicated ticketing environment. In the worst case, i.e., where

w = 1, the transaction time is more than double that of the operational timing
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constraint. Even with a w value of close to 0, the transaction time still exceeds

the operational constraint of 300ms.

On the enhanced token, however, use of the proposed protocol is feasible for

w < 0.71. However, as mentioned, use of such a token may not prove cost-

e↵ective in the ticketing environment.

6.2 EMV Wave and Pay Ticketing Proposals

As with the dedicated ticketing system, using the available ECC timing informa-

tion, we conduct a timing analysis of the proposed ECC protocols for the EMV

ticketing environment. Again, we attempt to determine whether or not use of

the proposed protocols will allow for a front o�ce transaction time of less than

300ms.

6.2.1 The Elliptic Curve DDA Protocol

The EC-DDA protocol as described in Section 5.5 has the following breakdown

in terms of cryptographic operations:

Reader

Card

Reader

verification

verification

random no. gen.

signature

verification

?

?

Figure 6.2: Protocol flow of EC-DDA for EMV ticketing
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As there are many potential sources of randomness on a payment-type smart card,

we assume random number generation to be negligible in terms of operation time.

Using the ECC information available, we obtain the following timing results for

the SLE66 platform:

Operation No. of Operations Time (ms)

Card Reader

Verification - 3 360w

Signature 1 - 69

Random number gen. - 1 negligible

1 4 69 + 360w

Table 6.5: EC-DDA protocol performance on the SLE66 platform

For the SLE68 platform, we obtain the following:

Operation No. of Operations Time (ms)

Card Reader

Verification - 3 114w

Signature 1 - 73

Random number gen. - 1 negligible

1 4 73 + 114w

Table 6.6: EC-DDA protocol performance on the SLE78 platform

In the event that w  0.086, we observe that use of the above protocol on the

SLE66 platform will meet the operational timing constraint of 300ms. However,

for a w value greater than 0.086, this will not be the case. On the enhanced

token, even in the worst case, i.e., w = 1, the suggested protocol operates at a

speed of 187ms which is well within the operational timing constraint of 300ms.

6.2.2 An Adapted Elliptic Curve DDA Protocol

In terms of cryptographic operations, the adapted EC-DDA protocol described

in Section 5.2.2 has the following breakdown:
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Figure 6.3: Protocol flow of adapted EC-DDA for EMV ticketing

Using the information available, we obtain the following results for the SLE66

platform:
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Operation No. of Operations Time (ms)

Card Reader

Verification 3 3 360 + 360w

Signature 1 1 69 + 69w

Random Number Gen. 1 1 negligible

5 5 429 + 429w

Table 6.7: Adapted EC-DDA protocol performance on the SLE66 platform

For a SLE68 platform, we obtain the following:

Operation No. of Operations Time (ms)

Card Reader

Verification 3 3 114 + 114w

Signature 1 1 73 + 73w

Random Number Gen. 1 1 negligible

5 5 187 + 187w

Table 6.8: Adapted EC-DDA protocol performance on the SLE78 platform

As is evident for the results presented above, use of this protocol on the SLE66

platform is not acceptable with regards to the operational timing constraint. Even

with a w value of close to 0, the protocol timing still exceeds 300ms. In the case

of the enhanced token, the protocol will operate within the timing constraint for

w < 0.6.

6.2.3 An Elliptic Curve AKE Protocol

The timing results and conclusions for this protocol are identical to those given

in Section 6.1.1.
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6.2.4 The EMVCo Protocols

As mentioned previously, we provide partial timing results for the two ECC mech-

anisms proposed by EMVCo. This is largely due to the fact that we do not have

any timing information regarding the authenticated encryption operations. We

note that EMVCo suggests the use of an approved NIST curve with p having an

order of 256 bits. In what follows, in an attempt to minimize operation time on

the older platform, we present results for a 192-bit prime p. For the enhanced

token we present results for a prime p of size 192 bits, and 256 bits, respectively

(so as to examine timing results for these mechanisms when implemented as in-

tended by EMVCo).

Mechanism 1

This mechanism exhibits the following breakdown in terms of cryptographic op-

erations:
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Figure 6.4: Protocol flow of EMVCo Mechanism 1 for EMV ticketing

Using the information available for the SLE66 platform, we obtain the following

results:
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Operation No. of Operations Time (ms)

Card Reader

Verification - 2 240w

Point Operation 2 3 30 + 45w

Random Number Gen. 1 1 negligible

Key Derivation 1 1 negligible

Authenticated Encryption 1 1 unknown

5 8 > 30 + 285w

Table 6.9: EMVCo Mechanism 1 performance on the SLE66 platform

For the SLE68 platform, we obtain the following for 192-bit prime:

Operation No. of Operations Time (ms)

Card Reader

Verification - 2 72w

Point Operation 2 3 30 + 45w

Random Number Gen. 1 1 negligible

Key Derivation 1 1 negligible

Authenticated Encryption 1 1 unknown

5 8 > 30 + 117w

Table 6.10: EMVCo Mechanism 1 performance on the SLE78 platform for a

192-bit prime

For 256-bit prime we obtain:
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Operation No. of Operations Time (ms)

Card Reader

Verification - 2 114w

Point Operation 2 3 30 + 45w

Random Number Gen. 1 1 negligible

Key Derivation 1 1 negligible

Authenticated Encryption 1 1 unknown

5 8 > 30 + 159w

Table 6.11: EMVCo Mechanism 1 performance on the SLE78 platform for a

256-bit prime

For the SLE66 platform, the timing results displayed above indicate that this

mechanism may be fit for use within a transport ticketing environment for w <

0.95 (we note that this is close to the worst case for w). However, the calcu-

lated transaction time does not include timing for the authenticated encryption

operations. On the enhanced token for a 192-bit prime, even in the worst case,

i.e., w = 1, this mechanism may most certainly be fit for use in the ticketing

environment provided that the authenticated encryption operations do not add

too much overhead with regards to timing. For a 256-bit prime, this is still the

case.

Mechanism 2

In terms of cryptographic operations, this mechanism exhibits the following break-

down:
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Figure 6.5: Protocol flow of EMVCo Mechanism 2 for EMV ticketing

Using the information available for the SLE66 family of platforms, we obtain the

following timing results:
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Operation No. of Operations Time (ms)

Card Reader

Verification - 3 360w

Signature 1 - 69

Point Operation 2 2 30 + 30w

Key Derivation 1 1 negligible

Authenticated Encryption 1 1 unknown

5 7 > 99 + 390w

Table 6.12: EMVCo Mechanism 2 performance on the SLE66 platform

For the SLE68 platform, we obtain the following for 192-bit prime:

Operation No. of Operations Time (ms)

Card Reader

Verification - 3 114w

Signature 1 - 73

Point Operation 2 2 30 + 30w

Key Derivation 1 1 negligible

Authenticated Encryption 1 1 unknown

5 7 > 103 + 144w

Table 6.13: EMVCo Mechanism 2 performance on the SLE68 platform for 192-bit

prime

For a 256-bit prime we obtain:
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Operation No. of Operations Time (ms)

Card Reader

Verification - 3 171w

Signature 1 - 100

Point Operation 2 2 30 + 30w

Key Derivation 1 1 negligible

Authenticated Encryption 1 1 unknown

5 7 > 130 + 201w

Table 6.14: EMVCo Mechanism 2 performance on the SLE68 platform for 256-bit

prime

On the SLE66 platform, for w < 0.51, Mechanism 2 may meet the operational

timing constraint of 300ms, however, this transaction time does not take the au-

thenticated encryption operations into account. On the enhanced token for a

192-bit prime, even in the worst case, i.e., w = 1, this mechanism may most cer-

tainly be fit for use in the ticketing environment provided that the authenticated

encryption operations do not add too much overhead with regards to timing. For

a 256-bit prime, this is still the case provided that w < 0.84.

The results above only indicate transaction speeds for elliptic curves over prime

fields. It is also possible to implement the proposed protocols over extension fields,

i.e., over GF (2m) for m > 1. This functionality exists on the SLE78 platform,

however, as stated in Chapter 1, when considered over large prime fields, elliptic

curves exhibit speed advantages in comparison to implementation over extension

fields when a cryptographic coprocessor for modular arithmetic is present. This

is the case for both the SLE66 and SLE78 platforms.

The results presented above indicate that the SLE66 platform, in most cases,

is not suitable for use within the ticketing environment when an ECC-based PKI

is implemented. This is particularly true for the elliptic curve AKE protocol in

the dedicated ticketing case, and the ECDDA and adapted ECDDA protocols
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in the EMV Wave and Pay case. The EMVCo mechanisms, however, appear

to be suitable for use within the ticketing environment on the SLE66 platform.

We note, however, that the timing results for these mechanisms do not take the

authenticated encryption operations into account.

On the SLE78 platform, most of the protocols suggested, for a 192-bit prime,

appear to be feasible for use within the ticketing environment. In the case of the

adapted ECDDA, this is only true when reader processing times are roughly dou-

ble that of card processing times. In the case of the EMVCo mechanisms, use of a

256-bit prime on the SLE78 platform also appears to be suitable. However, again

we note that the timing results for these mechanisms do not take the authenti-

cated encryption operations into account. Although highly suitable with regards

to transaction speeds, use of an advanced token such as the SLE78 platform may

not prove suitable when cost is considered, particularly in the dedicated transport

ticketing case. On the other hand, use of such a token appears to allow for larger

key sizes which conforms to the NIST key-length recommendations outlined in

[50].
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Chapter 7

Conclusion

In this work we investigated the use of an ECC-based PKI in the transport tick-

eting environment. Specifically, we considered use of such a PKI in dedicated

ticketing systems, i.e., smart card ticketing systems that are purpose built for

transport, as well as in emerging EMV Wave and Pay ticketing systems. We

constructed generic models for both the dedicated and the EMV Wave and Pay

ticketing scenarios and highlighted system vulnerabilities and constraints in both

cases.

As a means to overcome the potential master key disclosure vulnerability in

the dedicated ticketing model, we proposed the use of an ECC-based protocol

as an alternative to the symmetric authentication protocol that runs between

the card and the reader. In Chapter 5 we outlined how an ECC authentication

protocol might be used in the dedicated ticketing model and in Chapter 6 we

considered the operation time of this protocol on the Infineon SLE66 and SLE78

platforms. In order to be feasible, any ECC-based solution needs to meet the

operational timing constraint of 300ms so as to preserve transaction fluidity, es-

pecially in the case of rail services. The suggested elliptic curve AKE protocol

for the dedicated ticketing setting did not prove suitable on the SLE66 platform.

On the enhanced SLE68 platform, the protocol did meet the operational timing

constraint of 300ms, however, use of such a platform in the dedicated ticketing

setting may not prove cost-e↵ective for transport authorities.
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In an attempt to reduce the current front o�ce transaction time of 540ms in

the case of EMV Wave and Pay ticketing, we presented elliptic curve alternatives

to the RSA mechanisms currently in use on EMV payment cards. In terms of

operation time, the EC-DDA protocol as well as the adapted EC-DDA proto-

col did not prove feasible on the SLE66 platform, however, these protocols did

prove suitable on the SLE68 platform given appropriate reader processing speeds.

The mechanisms proposed by EMVCo exhibited promising timing results on both

platforms for a key size of 192 bits, as well as for a larger key size of 256 bits

on the SLE78 platform. We note however, that in the case of these mechanisms,

the results presented do not account for the required authenticated encryption

operations.

We conclude that use of an ECC-based PKI in both dedicated and EMV Wave

and Pay ticketing systems appears to be feasible if an enhanced token such as

the Infineon SLE78 platform is used. However, the ECC mechanisms proposed

by EMVCo display favourable timing results on both older and newer generation

tokens and hence, if an ECC-based PKI is to be adopted in the transport tick-

eting environment, it will mostly likely be in the form of mechanisms such as these.

Use of the ECC-based protocols presented in this report on NFC-enabled devices

would make for an interesting study; NFC-enabled devices possess far greater

processing capabilities when compared to smart cards and use of an ECC-based

PKI in the ticketing environment may prove entirely feasible with regards to

transaction timing. We note this as future work that could potentially build on

the proposals and results presented in this report.
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