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Executive Summary 
 

Nowadays organizations of all sizes rely on information and its quality to take 

informed decisions regarding company strategy and objectives. To ensure good 

quality of information, organizations have to implement appropriate information 

security measures. Confidentiality, Integrity and Availability are three most relevant 

security requirements for quality of information. However ensuring them continues to 

be a challenge. 

 

A special category of organizations which require protection of business information 

are Small and Medium enterprises (SMEs). They, due to resource restrictions and 

insufficient IT knowledge maturity, face significant difficulties in setting up an 

effective and efficient information security control environment. The problem is 

worsen by the fact that most of available security standards and guidance were not 

build with enough usability in mind, tailored to an SMEs level of expertise. The risks 

are even more significant because most of the SMEs ignore implementation of even 

basic information security controls due to a false perception of information threats 

targeting just big corporations. 

 

In our research we provided evidence to demonstrate that risk profiles for SMEs and 

big enterprises do not differ a lot. Both organization types use technology extensively 

and both would face serious consequences in the case of a data breach.  

 

In our literature review we have shown that SMEs represent a majority of companies 

in UK. We discussed fundamental flaws in information security approach for SMEs. 

There is no consensus in the industry on how good information security for SMEs 

should look. Most of the approaches proposed a set of information security controls 

which was not even developed after a comprehensive risk assessment of major threats 

targeting SMEs. We reviewed ICO A practical guide to IT security Ideal for the small 

business (2012), ISSA-UK 5173 Information Security for Small and Medium Sized 

Enterprises (2011), and ICO Review of Availability of Advice on Security for 

Small/Medium Sized Organisations (2010). We pointed out weaknesses of each 

publication as first doesn’t require review and monitoring, auditing, business 

continuity and disaster recovery measures at all; second introduce BCP and DR only 

from 2
nd

 level and users’ training from level three; third is not a security framework 

and recommends introducing a common structure for SMEs information security 

guidelines, and provides a high level structure for these guidelines, however it does 

not require a management system support for operation of information security 

controls. Therefore their implementation as standalone with no support from 

information security management system processes is not able to ensure effective 

protection of information security.  

 

Results of our research enable SMEs to overcome the weaknesses of existing 

information security implementation approaches as we proposed an integrated 

solution for organizations’ information security. First we developed a risk 

management framework tailored to SMEs requirements. Second we proposed a 

new approach for implementing an information security management system 

(ISMS) in SMEs with three levels of maturity, the highest being full scope 

ISO/IEC 27001 ISMS. Third we made a detailed review of existing information 

security governance (ISG) frameworks and proposed a simple ISG approach for 
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SMEs supported by a detailed framework for information security monitoring 

and reporting with a template for information security status report.    

 

In detail we reviewed ISO/IEC 27005:2011, ENISA RM approach for SMEs and 

NIST SP 800-30 R1. ISO/IEC 27005 introduces a risk management process, however 

it just describes the key points without providing any particular methodology for risk 

assessment. ENISA and NIST approaches are too complex and do not provide an 

updated control matrix based on latest surveys and statistics of SMEs breaches. SMEs 

need an approach which is able to provide results in days rather than months as do 

most of the risk assessment methodologies developed for corporations. Our risk 

management framework provides an assessment methodology, and is aligned with 

PDCA model and ISO/IEC 27005. It includes Context establishment, Risk Assessment, 

Selection of the information security controls, Implementation of missing control 

measures and Monitoring and evaluation of effectiveness of information security risk. 

After evaluating the overall risk profile organizations are provided with Information 

Security Controls Database with 31 control measures and three implementation 

priorities corresponding to low, medium and high profile of overall risk of 

organization. Then organizations are required to implement missing controls and 

ensure monitoring and reporting on risk analysis and risk treatment plan, enabling the 

risk management process to play a constructive role and show that information 

security is contributing to business success. 

 

Our approach for implementing an ISMS in SMEs sets a three phases approach which 

represent an evolution of functional management systems with different levels of 

maturity. The phases are an ISMS with reduced maturity level, ISMS with 

intermediate maturity level, and ISO/IEC 27001 fully operational ISMS. Due to the 

compatibility with ISO/IEC 27001, embedded management processes for organization 

of all maturity levels, and clearly established objectives and characteristics of each 

implementation phase, SMEs can benefit from an optimized approach to ISMS 

implementation able to ensure adequate information security and contribute to 

business success. 

 

To ensure information security alignment with business objectives we proposed an 

information security governance approach tailored to SMEs resources and expertise. 

ISG plays an essential role in aligning corporate functions with business goals. Key 

steps of our framework are Information security strategy alignment with business 

objectives, Setting strategic objectives and monitoring progress of their realization, 

Setting the Risk Appetite, Manage the Risks and Performance Reporting. To enable 

effective and efficient reporting regarding the state of security in enterprise we 

developed an Information Security Status report template, which provides a reliable 

view of information security function performance to organizations of any size. 

 

The results of our research can be used by any SME to benchmark its internal 

information security control environment against good practices, assess the risks, 

develop an effective risk treatment plan, implement a management system tailored to 

its overall risk exposure and ensure a proactive governance approach. To enable ease 

of use we provided required templates and methodological guidelines for 

implementation. We believe that by following our recommendations SMEs will be 

able to improve their information security and form a more secure ecosystem of 

organizations. 
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Introduction 
Frameworks, implementation guidelines and assessment standards for Information 

Security Management Systems began to be developed as a response to the growing 

concern about information security. Business began to be highly reliant on computers 

and electronic data from early 1990s. It is true that at that time not many systems were 

interconnected and primarily information security was a concern for big corporations. 

Due to the fact that there were no published internationally recognized frameworks 

for information security management, corporations had to put a lot of effort into 

implementing a set of security controls which would ensure a reasonable protection of 

their assets. Best practices were considered know-how and were protected, therefore a 

lot of heterogeneousness appeared even between organisations with similar risk 

profiles. Moreover the budgets spent on external consultants were significant (SCN, 

2004) and could be hardly met by smaller organizations. Therefore Small and 

Medium Enterprises (SMEs) were placed in situations where they could not afford to 

be secure. Mainly it was because of budget constraints and lack of security models 

framed to their requirements, but we will see that a lot of factors actually had 

contributed to this. 

 

Taking into account that SMEs represent the majority of the companies in economy of 

any state we have to remind that in the UK, according to Federation of Small Business, 

at the start of 2012 SMEs accounted for 99.9 per cent of all private sector businesses, 

59.1 per cent of private sector employment and 48.8 per cent of private sector 

turnover (FSB, 2012). SMEs are classified as micro: 0-9 employees, small: 10-49 

employees, and medium: 50-249 employees. In the UK there were estimated 4.8 

million businesses which employed 23.9 million people, and had a combined turnover 

of £3,100 billion, from which SMEs employed 14.1 million people and had a 

combined turnover of £1,500 billion. So they have a major contribution to the national 

GDP, and therefore must be protected accordingly. More than that, the solution which 

has to be designed had to be flexible enough, in order to fit information security 

requirements of companies from different sectors. Financial and insurance sector 

companies will have different requirements, capacity and expertise from those in 

agriculture, forestry and fishing sectors. It was clear from the very beginning that the 

one size fits all approach will not work. 

 

Development of IT control standards was accompanied by recognition of information 

security as a profession. In 1967 ISACA was founded (ISACA, 2013). At that time a 

group of individuals with controls auditing jobs in the computer systems, which were 

becoming increasingly critical to the operations of their organizations, recognized the 

need for a centralized source of information and guidance in the field. In the mid-

1980s a need arose for a standardized and vendor-neutral certification program that 

provided structure and demonstrated competence. The (ISC)² was formed in mid-1989 

as a non-profit organization with this goal. 

 

The need for a comprehensive framework for internal control lead to the Development 

of COSO in 1985 (COSO, 2012) by Treadway Commission. COSO development was 

originally jointly sponsored and funded by five main professional accounting 

associations and institutes headquartered in the United States. It was a framework for 

stock exchange listed corporations which could not be applied for SMEs. The UK 

government concern on security threats to which organizations were faced, led to 

Department of Trade and Industry's (DTI) Commercial Computer Security Centre 

(CCSC) foundation in 1987.  They realized that there is a gap for information security 
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guidance among the entire industry, organizations of different sizes had to be secured 

and therefore CCSC has taken a best practices approach for the development of the 

new guideline. The CCSC had two major tasks: to help vendors of IT security 

products by establishing a set of internationally recognized security evaluation criteria 

and an associated certification scheme which materialized in UK ITSEC, and to help 

users by producing a code of good security practice which resulted in a “Users Code 

of Practice” published in 1989. This code of practice was developed further by the 

National Computing Centre (NCC), and with help of BSI and British Industry was 

published as a British Standard’s guidance document PD 0003 - Code of practice for 

information security management, and following a period of further public review 

became the British Standard BS7799:1995 (Gamma Secure Systems, 2013). It is hard 

to underestimate the role of this standard which was the first standards on information 

security management available for everyone and defined recommended controls to 

help protect information within all types of organizations not only within the UK but 

all around the world. 

 

Large enterprises benefit from economies of scale even from an information security 

perspective. It is much harder to achieve a reasonable level of information security in 

case of SMEs due to the budget restrictions, limited resources and limited information 

security expertise. Nevertheless, many small companies provide services which are 

considered to be critical by their clients, they provide internet connection for almost 

every employee and number of risks and vulnerabilities to which they are exposed is 

comparable to that of bigger organization. Moreover management awareness of 

information security is not on the list of top priorities even in some big enterprises, 

and in case of SMEs this attitude persists. Therefore the only one choice for SMEs 

survival is change of mentality, information security must become a top priority for 

their management and the costs associated with its assurance must be accepted. Small 

companies have the potential to catch up, they are more agile and can ensure 

mitigation of the risks to which they are faced, but in order to achieve that, their 

perception of information security must change. 
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1. Literature Review 
In the early days of information security, controls were implemented by a small 

number of computer managers with direct experience of specific risks (Lacey 2010). 

The complexity of technology forced these practitioners to take a better structured 

approach. Inconsistency of results posed another problem, the state of information 

security in the company could not be compared to the average level of the industry. 

Therefore benchmarking and evolution monitoring of IT security readiness was 

almost impossible to achieve. From the very beginning SMEs had fewer resources 

than big enterprises, however they have grown a dangerous habit of spending the 

minimum possible amount on information security (Lacey 2010). It means that we 

have to emphasize on the first line priorities which must be implemented and not 

swamp them with security frameworks which they will not be able to control.  

 

On his IT Security Blog, Lacey (2010), discusses on the SMEs security problem 

which reflects a deeper fundamental flaw. For instance there is no consensus among 

the industry what should be the right approach. One approach could be to adapt 

existing security standards used by big enterprises, but even after cutting-of parts of 

ISO 27000 or COBIT, there could remain many irrelevant requirements. Another 

approach would be to take the attitude of security managers of big companies which 

think that SMEs must be compelled by the threat of losing their business if they will 

not ensure information security. For a big corporation doing business with insecure 

companies is a huge reputational risk, and they could end in a major security liability 

rather than cost saving. So if smaller companies want to do business with enterprises 

which care about their reputation, they will have to ensure compliance with their 

security requirements. This issue became known as supply chain security, and the idea 

is that you have to control information security through your entire supply chain in 

order to ensure a reasonable level of protection. Next method could be to develop 

some risk assessment methods which would permit appropriate information controls 

selection even by inexperienced practitioners, but it failed because risks have an 

annoying habit of changing, sometimes even faster than technology does. 

 

We therefore need to go back to square one and design a more suitable portfolio of 

solutions, for a broader set of organisations and circumstances. Over the last three 

decades, the security problem space has grown progressively richer, more dynamic 

and complex, while the recommended solution space has largely stood still. It’s time 

for a rethink of the fundamentals of information security (Lacey 2010).  

 

One of the things that SMEs are beginning to think about is outsourcing the security 

functions of the business to managed security service providers (MSSPs), says Adam 

Hils, a principal research analyst at Gartner who focuses on security(Moscaritolo, 

2009). For SMEs, outsourcing security is a better choice now than it was two years 

ago. Hils says this is because there are more service options available than before, and 

they’re correctly priced (Moscaritolo, 2009). However even after outsourcing IT 

security function, risks will be owned by the organization and therefore ensuring 

appropriate monitoring and effective information security governance will remain 

managements’ responsibility. The wrong perception of outsourcing as a panacea for 

ensuring information security in case of SMEs will almost sure cause a data breach. 
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Statement of objectives 
 

The objectives of our research were to: 

 

- Review actual information security practices in SMEs. 

- Review the threats and vulnerabilities horizon for SMEs and propose an effective 

framework to address those weaknesses. 

- Review existing Risk Assessment and Risk Management methodologies and 

propose a suitable approach for implementation in SMEs. 

- To develop an Information Security Management System implementation 

framework tailored to information security requirements of Small and Medium 

Enterprises. 

- To develop a simplified Information Security Governance framework which will 

enable the direction and oversight of information security tasks across the 

enterprise. 

- Review existing best practices and propose a methodology for monitoring and 

reporting on information security assurance, KPIs and performance benchmarking. 

 

We managed to achieve these objectives and even extended our research in order to 

support information security controls selection from a control database, to implement 

an ISMS aligned with overall organization’s risk exposure and required information 

security maturity level, and provided organization’s information security status report 

template.  

 

Dissertation structure 
Our dissertation is structured in five chapters: 

 

1. Literature Review 
1.1 Information Security Challenges for SMEs 

1.2 Information Security Management frameworks for SMEs 

1.3 Information Security Governance for SMEs 

1.4 Literature review conclusions 

 

2. Risk Assessment for SMEs 
2.1 The threat horizon for SMEs: vulnerabilities, threats and countermeasures used by industry 

2.2 Risk Assessment in SMEs: methods used, challenges and specificity of implementation  

2.3 A coherent framework for Risk Management in SMEs 

2.4 Conclusions for Chapter 2 Risk Assessment for SMEs 

 

3. Information Security Management System for SMEs 
3.1 Why implementing a set of security measures alone is not enough? 

3.2 Information Security Management System frameworks, a comparative analysis 

3.3 A proposed Information Security Management System implementation framework for SMEs 

with implementation priorities and maturity levels  

3.4 Continuous improvement approach 

3.5 Conclusions for Chapter  
 

4. Implementing Information Security Governance in SMEs 
4.1 Do SMEs have the right to implement Information Security Governance 

4.2 Information Security Governance Frameworks’ comparative analysis 

4.3 A proposal for a harmonized Information Security Governance model for SMEs 

4.4 A Framework for Information Security Monitoring and Reporting 

4.5 Conclusions for Chapter 4 Implementing Information Security Governance in SMEs 

5. Conclusion 
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1.1 Information Security Challenges for SMEs 
 

Due to constraints which are characteristic to SMEs it is important to consider which 

factors have a greater impact on information security in this type of organizations. 

Scientific community provides just a small number of surveys which would allow us 

to draw conclusions. In their research Ebru et al., (2011) found that although all 

surveyed companies were working on internet and using e-mail accounts, just 50% 

were able to work via intranet and only a few of those utilize Ecommerce, Electronic 

Data Interchange and E-signatures. Eighty-five percents of organizations declared that 

the roles and responsibilities of information security have been determined within 

their organizations, 77% of the companies have issued information security policies 

and 70% of the employees were aware of those policies in the organizations. But only 

48% of the employees participated in IS training and think that provided training was 

sufficient. It shows us that companies involved in this study began to develop 

information security awareness, but there is a lack of adequate and appropriate 

training for the staff. Moreover at least 25 % of the organizations were not confident 

that in case of disaster or equipment failure they will be able to retrieve their data 

without significant business interruption and 15% were not confident that their 

antimalware protection is up to date. So it is easy to observe a discrepancy between 

written information security policies and implementation of  simple control measures, 

and we consider that it happens due to the lack of understanding of information 

security management system implementation. 

 

A short study on information security practices in Thailand (Vorakulpipat et al., 2010) 

showed that business sectors seem to overlook information security and have lack of 

skills and knowledge. Although some companies may have positive results, there is 

still lack of awareness on some key issues (such as access control, outsourcing and 

information handling). Analysed SMEs had to improve employees’ skills on almost 

all information security topics of ISO 27001 and improve their training, business 

continuity, access control, anti-malware, data loss prevention, document management 

and security organization measures .  

 

 

Much more reliable sources seem to be PwC and Ernst & Young data breach reports, 

which even if have a broader scope, provide us with valuable data on information 

security for SMEs. We will review them in order to outline the perception of 

information security factors among those organizations.  
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Figure 1: UK Information security breaches survey, number of organisations which faced 

breaches and their types 

  
Source: PricewaterhouseCoopers UK Information security breaches survey Technical report (2012) 

 

The research (PwC 2012) shows that three quarters of SMEs - 76% faced a security 

incident last year, and in more than a half of the cases this incident was serious. In 

regard to breaches 46% SMEs suffered from system failures or data corruption, 45 % 

from incidents caused by staff and 41 % from attacks by unauthorized outsiders. 

Therefore we can conclude that the overall information protection level in the UK 

companies is low, even if there is a slight decrease in incidents number. Moreover we 

can see that average data for SMEs does not differ a lot from statistics for large 

organizations, which confirms that threat landscape for small and large organizations 

is quite similar and both types of organizations have similar attractiveness for 

malicious intruders and other types of attacks. 

 
Figure 2: UK Information security breaches survey, median number of breaches and types of 

staff-related incidents 

 

   
 

Source: PricewaterhouseCoopers UK Information security breaches survey Technical report (2012) 
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Number of attacks by unauthorised outsiders remains very high – an average of 8 

cases per year was reported, and the risk of data loss is multiplied by a high number of 

theft or fraud cases involving computers.  Therefore SMEs have a high risk of data 

breaches and liability due to inadequate protection of business information. 

 

Regarding staff related issues we noticed that 45 % of SMEs respondents reported 

incidents and 20% reported loss or leakage of confidential information. Consequently 

implementation of user awareness and training program must be a top priority for any 

organization, in order to ensure mitigation of misuse of company resources, 

unauthorised access, regulation breach and loss or leakage of confidential information 

risks. 

 
Figure 3: UK Information security breaches survey, number of outsiders attack and the overall 

cost of organization’s worst incident 

  
 

Source: PricewaterhouseCoopers UK Information security breaches survey Technical report (2012) 

 

External attacks represent a high concern for SMEs, as many of them do not have 

capacity to react to timely to these incidents. Small organizations reported a very high 

number of attempts to break into organization’s network and high occurrence of some 

trivial attacks as denial of service and telecommunication traffic attack. 

 

Overall costs for small organizations are high, an average of £15,000 -£30,000 was 

lost on worst incident. Business disruptions pose significant loses on SMEs as £7,000 

loss per day was reported, organizations have to keep in mind this numbers when they 

decide on IT security budget because cost of control measures is much lower than the 

penalties suffered after an incident happens. 

 

In conclusion, we noticed that being an SME doesn’t mean that you have a panacea 

from external attacks, as attackers frequently targeted small organizations due to their 

poor level of protection. Threat landscapes for small organizations become to be quite 

similar to that of large enterprises and therefore to withstand them a comprehensive 

set of security measures must be implemented. 
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1.2 Information Security Management frameworks for SMEs 
 

In this section we will review best standards and frameworks proposed for 

implementation of an information security system in organizations. Some of these 

standards were issued by international standardization bodies, other by associations of 

leading organizations, or even by government authorities. We will have an evaluation 

approach from SME information security implementers’ point of view. Namely, we 

will review following frameworks: 

 

- ISO/IEC 27001; 

- ISF Standard of Good Practice for Information Security; 

- Information Commissioner’s Office 2012, A practical guide to IT security 

Ideal for the small business; 

- Information Systems Security Association UK 2011, ISSA-UK 5173 

Information Security for Small and Medium Sized Enterprises; 

- Review of Availability of Advice on Security for Small/Medium Sized 

Organisations, Information Commissioner's Office. 

 

The ISO/IEC 27001 standard is the most popular standard for information security 

management. It represents evolution of British Standard BS 7799 and specifies the 

requirements for establishing, implementing, operating, monitoring, reviewing, 

maintaining and improving a documented ISMS within the context of the 

organization’s overall business risks (ISO, 2005).  

 
Figure 4: Number of ISO/IEC 27001 certificates Worldwide 

 
Source: The ISO Survey of Management System Standard Certifications – 2011 

 

This standard introduced a mandatory risk based approach for information security 

requirements and controls definition, and framed them in a PDCA continual 

improvement framework. 

 

SMEs specific needs should be identified in order to enable ISO 27001 

implementation, a suitable tailored implementation approach should be identified. 
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Valdevit et al., (2009) proposed a set of objectives for an ISMS implementation guide. 

We will develop them and will add new ones which we consider to be critical for a 

functional management system. We added to the list of proposed objectives 

organization’s ability to ensure adequate information security, support of auditing and 

monitoring processes, continual improvement and ISMS Governance as they are 

essential parts of an effective ISMS framework. 

 

1. Ensure organization’s ability to provide adequate level of information security that 

meets the security requirements determined by risk assessment and applicable 

regulatory requirements. 

2. Downsize the requirements in order to reduce cost and complexity of ISMS. 

Existing level of skills, competence and IT maturity in SMEs are different from 

resources available to corporations, however information security still remain an 

issue with critical importance Valdevit et al., (2009). 

3. Smooth the approach to users and do not impose implementation like constraints. 

New system benefits should be made clear to all employees, appropriate training 

and guidance should be provided Valdevit et al., (2009). 

4. Propose recommendations and generic tasks which would ensure the proper 

operation of ISMS. All activities should be clearly defined and a process map 

based on PDCA cycle must be developed Valdevit et al., (2009). 

5. Provide clear implementation guidance for each process of PDCA cycle Valdevit 

et al., (2009). Standards define the requirement which must be satisfied in order to 

be compliant, but usually they do not provide sufficient guidance from 

implementers’ perspective and list a set of best practices which do not take into 

account SMEs characteristics.  

6. Ensure coherence and reliability of framework Valdevit et al., (2009). 

Methodology should ensure compatibility with certifiable standards and represent 

an integrated approach for information security protection. 

7. Provide appropriate supporting tools and templates Valdevit et al., (2009). Usually 

implementation speed can be improved by using predefined policies templates, 

tools for gap assessment, business impact analysis, risks evaluation and controls 

selection. In most of cases they are considered know-how and are not freely 

available, however for a robust methodology they should be provided as 

mandatory deliverables. 

8. Support auditing and monitoring. Companies must be able to claim conformity to 

international standards and monitor their level of IT security, therefore framework 

must specify auditable and clearly measurable criteria for evaluation. 

9. Continual improvement must be ensured. Taking into consideration the variety of 

threats to which organizations are exposed, SMEs have to improve continually 

their security in order to withstand to new risks.  

10. ISMS Governance should be ensured. Companies shall implement an effective 

accountability and control framework supported by continuous monitoring and 

reporting. 

 

 

In order to adapt implementation of this standard for smaller companies, few 

academic researches were made. Lyubimov et al., (2011) proposed an application of 

information security methodologies integral engineering technique (ISIE) as design 

method for a SMEs ISMS, with three steps: organization inspection aimed to 

determine existing information security policies, controls, procedures and processes; 

model adjustment which involves conversion of ISMS requirements model 
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(requirements not yet satisfied) to organizational ISMS model; and ISMS 

implementation plan formalization involving development of a list of activities aimed 

to implement controls for unfulfilled requirements. It is clear that proposed workflow 

lacks concepts of risk assessment based on business impact analysis, controls 

evaluation, monitoring and continual improvement and represent just a segment of a 

management system which could not provide adequate security. 

 
Figure 5: PDCA model applied to ISMS 

 

 
Source: International Organization for Standardization 2005 

 

Unfortunately, even if it is supported by the entire set of ISO 27000 series guidelines 

(e.g. ISO/IEC 27002, ISO/IEC 27005, etc.) ISMS implementation continue to 

represent a challenge for SMEs and it is confirmed by ISO 27001 implementation 

researches which state that several requirements are too complex for people not aware 

of security and ISMS, and for example questions related to different steps of risk 

management are not easy to understand for organizations’ employees (Valdevit and 

Mayer, 2010) . Other limits from SMEs point of view are excessive number of 

security controls which can be irrelevant even after dropping exclusions and lack of 

guidance on security controls implementation prioritization. 

 

The Standard of Good Practice for Information Security, published by the 

Information Security Forum (ISF), is a business-focused, practical and comprehensive 

guide to identifying and managing information security risks in organizations and 

their supply chains. It is based on experience of forum members, many of which are 

featured on the Fortune 500 and Forbes 2000 lists (ISF, 2013). Standard is aligned 

with the ISO/IEC 27001 requirements, and provides a deeper coverage of ISO/IEC 

27002 control topics, as well as some important topics which are not considered by 

ISO27001 as cloud computing, information leakage, consumer devices and security 

governance (ISF, 2013). The ISF model addresses the fundamental elements of an 

information security programme: 
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Figure 6: The ISF Security Model 

 

 

 
Source: Information Security Forum 2013 

 

By its conception ISF standard is not designed for SMEs, however it provides a set of 

distinct advantages from other frameworks as it is supported by Information Security 

Benchmarking tool which allows comparison of security level to similar organizations, 

a comprehensive Information Risk Analysis Methodology (IRAM) which provides 

tools for business impact assessment, threat and vulnerability assessment and controls 

selection, Third Party Security Assessment and Tool (TPSAT) and Return on Security 

Investment (ROSI) tool. The retention for access to ISF methodology is organization 

membership fee which in first year is £27,000. 

 

Practical guide to IT security Ideal for the small business was released by 

Information Commissioner’s Office in 2012. The purpose of this guide is to support 

UK companies to comply with seventh data protection principle of data protection act 

which states that “appropriate technical and organizational measures shall be taken 

against unauthorized or unlawful processing of personal data and against accidental 

loss or destruction of, or damage to, personal data” (UK Parliament, 1998). Guide 

recommends a checklist for a layered approach to security: 

 

- Physical security; 

- Anti-virus and anti-malware; 

- Intrusion defence; 

- Access controls; 

- Employee awareness and training; 

- Segmentation; 

- Policies; and 

- Device hardening. 
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It also provides useful guidelines for some topics with high relevance: 

 

- Securing data on the move, which recommends use of encryption for data in 

transit; 

- Keep you and your systems up to date, unfortunately this item points just on 

security software update, however operating systems, applications and 

database updates were not taken into account; 

- Keep an eye out of problems, recommends security events monitoring in order 

to be able to detect incidents; 

- Use your resources in a proper way, which points that some existing IT 

security resources usually are not used at the required extent; 

- Minimise your data, recommends housekeeping and archiving of unused 

confidential data in order to minimise threats; 

- Make sure your IT contractor is doing what they should be, recommends 

reviewing  security assessment results of contractors and their IT security 

audit; 

- Be informed, suggests to ask for advice and appropriate guidance from a 

professional. 

 

ICO recommend a good set of controls, however it is not a comprehensive set which 

would be able to ensure organizational information security. It doesn’t take into 

account the need of information security evaluation and monitoring, auditing, 

business continuity and disaster recovery measures. 

 

ISSA-UK 5173 Information Security for Small and Medium Sized Enterprises 

 

Information Systems Security Association developed a standard based on one year 

work of 30 ISSA members who looked at security best practice for companies with 

250 or fewer employees. Standard was organised in three categories, micro, small, 

and medium, each of which is comprised of four principles of information security 

that are relevant for SMEs. Categories were developed to link with the size of SMEs, 

either in terms of staff size or revenue. The way that security has been pitched to the 

SMEs has been completely wrong in the past and fails to understand the difference 

both in the key drivers for, and the way a small business operates (Stewart P., 2010). 

The standard proposed by ISSA is not a set of prescriptive guidance and they 

recommend using it selectively to help to understand control points.  Standard sets 

forth a hierarchy of three categories of control, each detailing the basic principles of 

information security a micro, small, or medium enterprise should pursue (ISSA, 

2011): 

 

1. Micro enterprise - Basic Security measures 

1.1 Owner/Director commitment, deals with establishing a formal security 

policy or statement. 

1.2 Understanding obligations, is described as understanding of relevant legal, 

regulatory and commercial requirement. 

1.3 Responding to security risks, establishes that management must 

understand and address information security risks and review them 

periodically. 
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1.4 Essentials security countermeasures, are listed as physical security, 

procedural controls (passwords, backups, clean desk policy), technical 

measures (firewall, anti-virus, system updates, event logs and backups). 

2. Small enterprise - Defined security regime 

2.1 Security rules, look like components of an acceptable usage policy. 

2.2 Security responsibilities, provision definition of security responsibilities 

for critical activities and activities like access rights management and 

backups. 

2.3 Disaster survival plan, states that backup copies must be kept at a remote 

location and a formal & simple BCP plan should be drawn. 

2.4 Security oversight, recommend to establish a list of checks to ensure 

fulfilment of employees’ responsibilities. 

3. Medium enterprise - Managed Security system 

3.1 Policies & procedures, at these level formal policies and procedures stating 

responsibilities and control objectives have to be formalized. 

3.2 Management system, recommends to take a process approach and to 

encourage activities to be planned, implemented, checked and 

continuously improved on a proactive basis. 

3.3 Security technology recommends use of specific security technologies like 

strong remote access authentication, HDD encryption and IPS to safeguard 

critical data and business systems. 

3.4 Security education, states that employees must be updated on their 

responsibilities for reducing threats and an induction program for new 

comers must be established. 

 

 
Figure 7: Illustration of how security advice can be tiered to reflect enterprise size 

 
Source: Information Systems Security Association 2011 

 

Large corporations have better resources at their disposal and are both aware of 

appropriate legislation they need to comply with. SMEs are unlikely to be aware of 

key legislation or have the necessary IT expertise to act on it. Stewart (2010) states 

that the irony of course is that compliance with key legislation is not optional, and that 

the Data Protection Act applies to all businesses, similarly all companies offering 

payments via credit cards must be PCI DSS compliant. So this model will not enable 

small companies to be fully compliant. Moreover disaster recovery and business 
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continuity planning is established only from the 2
nd

 level which does not represent 

their level of importance. Even worse users’ training which is a key for maintaining 

information security in any company is postponed at the level of medium enterprise, 

putting the other two categories of organizations which will decide to comply with 

ISSA-UK 5173 standard at a high risk. 

 

Review of Availability of Advice on Security for Small/Medium Sized 

Organisations (Information Commissioner’s Office). 

 

The Review of security advice availability is not a security framework, but it provides 

value analysing major security improvement issues to which are faced SMEs and 

outlines specific requirements characteristic to SMEs. The research recommends 

introducing a common structure for SMEs information security guidelines and 

provides a high level structure for these guidelines (Figure 8). Taking into account 

that analysis of the major information security advice sources for SME shows a large 

number of gaps and overlaps (Lacey & James 2010) we can conclude that 

prioritization and structuring of guidelines will be a driver to a more efficient 

communication and a better understanding among the enterprises. 

 
Figure 8: An example of an efficient structure for SME security guidance 

 

 
Source: Lacey, D. & James, B. (2010). 

 

 

Few SMEs apply sufficient measures to safeguard their information security. Authors 

of this report propose three essential measures to remedy this problem (Lacey & 

James 2010): 

- Firstly, SMEs must know where to go to find appropriate advice.  

- Secondly, the advice provided must be compelling and relevant to their 

circumstances.  

- Finally, they must see a clear route for taking further action.  

They also formulate requirements for a guidance delivered to SMEs as (Lacey & 

James 2010): 

- Appreciate the importance of security and privacy protection. 

- Grasp the implications of increasing customer and compliance expectations. 
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- Be motivated to instil a healthy security and privacy culture. 

- Place a value on personal information. 

- Understand the root causes of data breaches. 

- Identify and assess security risks to data and their impact. 

- Understand the range of protective measures available. 

- Appreciate the costs and benefits of privacy protection. 

- Build security and privacy controls into new systems and processes. 

- Specify security and privacy in contracts with suppliers. 

- Understand when and how to obtain specialist external support. 

 

 

In conclusion, SMEs’ top management have to change its perception and attitude 

towards information security. Some of the drivers of this change can be regulations, 

external audits, potential loses, customer demands, recognition of information security 

importance and reputational and data breach risks (Figure 9). Information security 

must not be perceived as a cost or unnecessary overhead, but as the level of business 

protection against security threats and reputational gain. 

 
Figure 9: Security drivers for small companies 

 
Source: Lacey, D. & James, B. (2010). 
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1.3 Information Security Governance for SMEs 
 

Governance of information security is the main supporting tool for aligning objectives 

and strategies for information security with business objectives and strategies, and 

requires compliance with legislation, regulations and contracts (ISO, 2012). Alves et 

al. (2006) defined information security governance as act of directing and controlling 

an organization aligned with the strategy and business objectives, establishing and 

retaining a culture of information security, optimizing the related processes, and 

assigning activities to the most competent people to perform the necessary actions. 

Implementation of Information Security Governance programme has the potential to 

make IS function visible for business stakeholders and ensure long-term alignment 

with organization’s strategic goals.  

 

Information Security Governance (ISG) should be the responsibility of top 

management or members of the board, as they should have authority to direct, monitor 

and communicate strategic goals. The governing body is ultimately accountable for 

ensuring an effective information security strategy and support it through appropriate 

information security assurance framework. In respect to information security, the key 

focus of the governing body should be to ensure that the organisation’s approach to 

information security is efficient, effective, acceptable and in line with business 

objectives and strategies giving due regard to stakeholder expectations (ISO, 2012). A 

key step in ISG operation is to ensure proper measurement of overall effectiveness 

and efficiency of enterprise information security framework. 

 

In scientific literature the need for a proper information security governance 

methodology led to development of proposals for new frameworks. Solms (2005) 

investigated co-existence of and complementary use of COBIT and ISO 17799 (now 

ISO/IEC 27002) as reference frameworks for ISG. Posthumus & Solms (2004) 

acknowledged that information security should be a priority of executive management, 

including the Board and CEO and should therefore commence as a corporate 

governance responsibility. They proposed a model addressing ISG from governance 

and management sides. Velga & Eloff (2007) proposed a four level ISG framework 

consisting of strategic, managerial/implementation and technical protection 

components.  

 

Given the importance of ISG and potential benefits we agree with industry specialists 

(Poole V., 2006) that there is an urgent need for an information security governance 

guideline for SMEs, which will ensure appropriate level of accountability and control 

to address the rising number of security threats and demonstrate effective corporate 

control and e-security assurance. SMEs as any other organisations require a structured 

approach for monitoring success of information security arrangement, and the answer 

to the question How to achieve it?is information security governance. 
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Figure 10: Implementation of the governance model for information security 

 
Source: ISO/IEC FDIS 27014 (2012). 
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1.4 Literature review conclusions 
 

The conclusion of our review is that there is substantial scope for improvement in 

each of these areas, and a new framework for SMEs information security must be 

developed. The increasing number of data breaches suffered by SMEs proves that 

information security practices implemented by them are not effective. Existing 

guidelines for SMEs information security are deficient due to the fact that they 

represent extracts of information security controls instead of a functional ISMS. Most 

of existing risk assessment frameworks are too complex for SMEs and a new 

approach providing results in days rather than months is required. ISG framework 

were not developed with a tailored implementation approach for small organizations 

in mind, therefore a lightweight approach for ISG should be developed. The security 

framework for SMEs has to take into account the priorities of control measures and 

still be a part of a comprehensive management system. The framework must address 

the gaps identified by us in the reviewed methodologies.  

 

The most important differentiator for the design of security guidelines for SMEs till 

now was the size of the enterprise. We believe that this approach is wrong because 

even small companies may be faced to a very high risk, due to the specific 

characteristics of their business. Consequently even for SMEs a risk based approach 

must be taken, and the need to develop a simplified risk management method should 

be addressed.  

 

Complexity and efficiency of business operations varies accordingly to the size of an 

enterprise, and this has a major impact on priorities and operating methods. Security 

priorities and countermeasures change with enterprise size. Information security 

standards have similar control objectives but the urgency and affordability of 

countermeasures for SMEs will differ. Security advice, standards and recommended 

solutions need to be tiered to take account of this. 
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2. Risk Assessment for SMEs 
 

2.1 The threat horizon for SMEs: vulnerabilities, threats and 

countermeasures used by industry. 
Understanding of threats and vulnerabilities is fundamental to enterprise risk 

management. Threat evaluation is consequently a key step for a successful risk 

management programme, and those threats should be evaluated in the context of 

organization, to determine the risk. Analyzing the PricewaterhouseCoopers, 2013 

Information security breaches survey and Ernst & Young’s 2012 Global Information 

Security Survey, we observed that SMEs have significant challenges in implementing 

basic information security practices. Companies are struggling to keep up with both 

well-known and new security threats, and so they find hard to take the right actions. 

 

We noticed that the number of small businesses that formally assess security risks has 

dropped by 15%, being just around 60% in 2013 (PwC ISBS, 2013). This is worrying 

at a time when both cyber threats and business use of technology are rapidly growing, 

exposing organizations for new internal and external threat actors.  

 

 

Existing threats 

Top five security incident types show us an increasing number of breaches suffered by 

SMEs. Systems and data corruption incidents targeted 59% of organizations, which is 

by 13% more than in 2012. Attacks by unauthorized outsiders increased substantially 

to 60%, up from 41 % in previous year. This proves to us that SMEs are under attack, 

moreover they usually represent easy targets and hackers know that. There is an 

increase in staff related incidents, which for SMEs are at 57%, up from 45%. It shows 

us that existing approaches for staff awareness (if any) are not efficient and there is an 

urgent need for improvement. Viruses and malware infections are at 41% which is 

still a very high number for an area which has mature technologies. Theft and fraud 

involving computers began to be an issue for 16% of organisations, and there is no 

simple solutions to this one, as data loss prevention systems are not only expensive 

for SMEs but also require specific skills in administration which they usually do not 

have. 

 
 

The future 

The increasing complexity of technology and the fact that IT is beginning to be used 

in new ways poses new challenges for businesses. In this context there were few good 

1 •Systemsfailure or data corruption 

2 • Attacks by unauthorized outsiders 

3 •Staff related incidents 

4 •Infections by viruses or malware 

5 •Theft or fraud involving computers 
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quality reports on the threat landscape trends, among which is Information Security 

forum Threat Horizon 2015 which provides us with valuable insights on what we 

should expect (ISF TH, 2013) : 

 
- Cyber risk is challenging to understand and address. If senior executives don’t 

understand information security risks, they will either take on unknown it, 

which will not reflect the enterprise risk appetite, or will miss some 

opportunities. It is also hard to find the right people, as relevant experience of 

preventing and recovering from security incidents is built through practice. 

Outsourcing is not an answer, as organization can outsource operational IT 

activities but not Information Security Strategy and accountability. The last 

point is particularly relevant for SMEs as some of them wrongly perceive that 

their information security is made by their vendors (e.g. my web designer does 

my web security, my bank does my endpoint security, my ISP stops hackers). 

SMEs as any other organisations have to meet organizational goals –

profitability, protection of enterprise and regulatory compliance. This is 

enabled by information security: improved profitability (through enhancement 

of marketing and sales activities, and quantified and controlled information 

security risks and costs); protected enterprise (through proper measures for 

objectives realization, brand protection and adequate information security) and 

legal and compliance requirements (as are PCI DSS, ISO/IEC 27001, SOX 

and privacy regulations). 

- Reputation is a new target for cyber attacks. Hacktivists create even more 

uncertainty and the impact may be very harming for both organization’s brand 

and operation. SMEs are more likely to suffer from insiders than before as the 

company boundaries are becoming blurred due to contractors, outsourcing and 

remote employees. More insiders will emerge as more people place their own 

ethics and perspectives above their employers (ISF TH, 2013).  

- Criminals value your information. Attacks will become more sophisticated as 

criminals will try to involve disgruntled employees and will use leaked 

information to launch new range of attacks, much more sophisticated than 

before. 

- The changing pace of technology doesn’t help. Bring your own device 

(BYOD), Bring your own network (BYON), and Bring your own Cloud 

(BYOC) initiatives bring their own risks. Considerable effort has to be put in 

place in order to manage these new vectors as unmanaged deployments of 

such technologies not only represent reach targets for attack but also can be 

worse than data breach when it will be not clear where the information is. 

1 •Cyber risk is challenging to understand and address 

2 •Reputation is a new target for cyber attacks 

3 •Criminals value your information 

4 •Technology is changing 

5 •Government role should not be overestimated 
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- The role of government must not be misunderstood. Governments have a key 

role in raising awareness and sharing threat information but they will not do 

information security for organizations. SMEs should be prepared to manage 

their risks and to prevent systems compromise. 

 

 

Countermeasures 

About 80 percent of known attacks can be defeated by embedding basic information 

security controls for people, processes and technology (GCHQ, 2012). The mitigation 

of cybersecurity threats and their control is a key challenge for SMEs. The decision to 

apply any information security safeguards must be made based on risk assessment, 

however with a high level of certitude a baseline set of controls which are applicable 

to most of organizations, can be defined. UK Government has issued a guidance to 

businesses on how to protect from information security threats “The Ten Steps”. It is 

worrying that only 30% of large organisations had used this guidance. Moreover 

implementation of these suggested controls is particularly deficient in Small business. 

 

Figure 11: Implementation of basic security practices 

 
Source: PwC ISBS, 2013 

 

GCHQ suggests that implementation of these ten measures represents a good 

foundation for effective information risk management (GCHQ, 2012). We consider 

that there are some particularities which should be considered for SMEs: 

Information risk management- a clear and lightweight risk management framework 

must be formalized. We will define a high level risk assessment model later in this 

chapter. Top management must define enterprise information risk appetite, as they 

usually do for operational risk, and communicate it to relevant employees. Risk 

exposure must be reassessed periodically, as it is a continuous process.  



 
 

27 

 

User education and awareness- an employees’ training program must be established. 

It should cover both acceptable use practices and information risk awareness topics. 

Users must be briefed not only at employment during induction training, but also 

periodically updated with latest risks and defense practices. For SMEs it would be 

recommended to combine all employees’ trainings into an integrated training 

programme. 

Home and mobile working- organizations should establish a policy defining parties 

which are allowed to connect remotely to enterprise systems, and establish proper 

technical means to ensure information security and way of use. SMEs should ensure 

separation between systems exposed to remote connection risks and other internal 

systems (e.g. using DMZ or VLANs).   

Incident management- an incident management plan and incident response team 

should be established. This plan must be periodically tested in order to confirm its 

effectiveness. 

Managing user privileges- an access rights management procedure outlining the 

entire lifecycle of user credentials from generation and usage to lock and removal 

must be formalized. For SMEs one of the most difficult tasks is to ensure that minimal 

requirements of segregation of duties and least privileges are met, and where not 

possible, adequate employee activity monitoring should be implemented as a 

compensatory control. 

Removable media controls- management of removable media is a challenge even for 

mature organizations, as it requires efficient systems monitoring and data 

classification. Therefore for SMEs we would recommend to limit removable media 

usage as much as possible, to document usage authorizations and made users aware of 

them.  

Monitoring- the key challenge in monitoring is to ensure that its requirements are 

aligned with enterprise GRC programme and IT department is monitoring KPIs that 

matters. For SMEs a minimal set of indicators should include Incidents, Malware 

protection, Patch Management and Key Risks associated with Critical Environment.  

Secure configuration- organisations should establish priorities and timescales for 

systems and servers patching. SMEs can merge systems patching and vulnerability 

scanning processes on a monthly or bi-monthly basis. Microsoft provides a free 

vulnerability scanner (supporting Microsoft developed systems) MBSA, there are 

however professional tools like GFI and Nessus. 

Malware protection- an organization-wide malware defense approach should be 

established. It should outline scanned targets, frequency of scanning and defense-in-

depth layered scanning approach (e.g. first level scanning at the web-gateway and 

second level scanning at hosts).  

Network security- this control is one of the most difficult to implement for both 

enterprises and SMEs. For small companies it is feasible to protect internal network 

through an automated IPS, to prohibit direct internet connections and to ensure 

continual monitoring of potential attacks (e.g. through automated alerts for exceeding 

accepted number of connections attempts). 

  



 
 

28 

 

2.2 Risk Assessment in SMEs: methods used, challenges and specificity 

of implementation 
 

Risk assessment is the starting point for ensuring a comprehensive and efficient 

enterprise risk management. In information security Risk assessment objective is to 

determine the value of the information assets, identify the applicable threats and 

vulnerabilities (that exist or could exist), identify existing controls and their effect on 

risk, determine potential consequences and finally prioritize the risks and rank them 

against the risk evaluation criteria set in the context establishment phase to formalize  

an effective risk treatment plan which will ensure risk reduction to a level accepted by 

organization. Risk assessment provides a basis for establishing appropriate policies 

and selecting cost-effective methods to implement these policies (ISO, 2011).  

 

Managing information risks is a big undertaking for large enterprises, which have 

dedicated budgets, access to risk management professionals and specialized 

consulting companies. This task is even more challenging for SMEs, as 

methodologies developed primarily for use in corporations don’t work well for SMEs. 

Some risk assessment methodologies can take 6 to 12 months, or even longer, to 

implement. According to Jim Herbeck (2012) “That simply doesn't work for SMEs. 

…SMEs need results - something that validates their expenditures for risk 

management and information security, not just paper reports that accomplish nothing 

tangible”. Nevertheless we have to review main risk assessment methods in order to 

understand how to accelerate this process for SMEs. In our research we will review 

following risk assessment methods: 

- ISO/IEC 27005:2011 Information technology - Security techniques 

Information security risk management 

- ENISA Simplified Risk Assessment and Risk Management Approach for 

SMEs 

- NIST SP 800-30 R1: Guide for Conducting Risk Assessment 

 

ISO/IEC 27005:2011 

ISO/IEC 27005 provides guidelines for information security risk management in an 

organization, supporting in particular the requirements of an information security 

management (ISMS) in line with ISO/IEC 27001 (ISO, 2011). This standard supports 

the concepts specified in ISO/IEC 27001 and its scope is to support implementation of 

information security based on risk management approach (ISO, 2011). Standard has a 

general applicability as it is intended for all types of organisations. 

 

According to the standard, Risk assessment process has 3 main parts: Risk 

identification, Risk analysis and Risk evaluation: 
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Figure 12: The risk management process 

 
Source: ISO/IEC 27005:2011 

 

 

Risk identification purpose – is to determine what factors can cause a potential loss, 

and where and why it might happen (ISO, 2011). First action would be to identify the 

scope and boundaries for risk assessment and establish the assets and asset owners 

within this context. An asset can be anything having value for the organization, and 

therefore we should consider that hardware and software alone are not enough for a 

risk assessment. The goal for establishing an asset owner is to provide personal 

responsibility and accountability for it (ISO, 2011). Threats identification can be 

made based on history of previous incidents (if it exists), from asset owners, users and 

external threat catalogues. A threat has a potential to exploit vulnerability and harm 

assets such as information, processes and systems. Threats can be internal (insiders or 

user errors) or external (hackers, environmental factors, etc.). It is common to group 

threats by class and analyze them in context, as a control applied to mitigate one 

threat will very likely have impacts on other threats as well. Next step is 

identification of existing controls which is made to avoid unnecessary work or cost, 

e.g. in the duplication of controls (ISO, 2011). These controls must be evaluated for 

their effectiveness, because an existing control might be ineffective, or not sufficient, 

or not justified, and new controls will have to be considered. Identification of 

vulnerabilities will show which of them can be exploited by threats and can cause 

harm to assets or organization. Identification of consequences will analyze the 

impact of loss of confidentiality, integrity and availability on assets (ISO, 2011).  

 

Risk Analysis begins with a risk assessment methodology definition, followed by 

assessment of impacts, assessment of incident likelihood and risk level determination. 

Assets have to be classified according to their criticality to organization operation and 

objectives. Valuation can be determined as replacement value of an asset including 

the cost of recovery, or business consequences of loss or compromise of the asset such 

as the potential liabilities and loss of profit (ISO, 2011). The level of risk is 

determined at the Risk analysis stage, where values are assigned to the likelihood and 

the consequences of a risk, which can be quantitative or qualitative. 

 

There are two approaches to Risk Assessment - qualitative or quantitative, 

following different methodologies. Qualitative RA is based on weightings of opinions 
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and emerging best practices, but its application effectiveness depends a lot on 

provided “expert opinion”. Quantitative RA assumes that every loss can be expressed 

in financial terms, expected frequency of attack is known and probability of success is 

proven. In practice, qualitative analysis is often used first to obtain a general 

indication of the level of risk and to reveal the major risks. Later it may be necessary 

to undertake more specific - quantitative analysis on the major risks because it is 

usually less complex and less expensive to perform qualitative than quantitative 

analysis (ISO, 2011). 

 

Risk evaluation involves the comparison of level of risks against risk evaluation 

criteria and risk acceptance criteria.  

Risk treatment decisions are made following risks prioritization, and there are four 

options: reduce, retain, avoid and share. Both treatment and residual risk acceptance 

are top management decisions, which should be formally recorded (ISO, 2011). As 

risk management is an ongoing activity risk communication, monitoring and review 

should be performed in order to ensure that existing risk are appropriately managed. 

 

Risk assessment main purpose is to provide an evaluation of organizational 

threat horizon and mitigate the risks to an acceptable level. RA provides the 

foundation for all elements of risks management and improves organizational 

information security awareness. RA promotes information risk-aware 

organizational culture, which will motivate people to apply rigorous security 

measures for the assets which are critical to organizational success. Risk assessment, 

if performed appropriately, can be the foundation for corporate security management 

system. It will drive almost all control and monitoring activities and will be one of the 

most valuable inputs to information security programme.  

 

ISO/IEC 27005 covers People, Process & Technology and is generally geared to be a 

high-level framework. Its limitations are that this standard does not provide any 

specific methodology for information security risk management and it is up to 

organisation to define their risk management approach. The standard does not provide 

any mappings between potential threat lists and controls recommended by ISO/IEC 

27001, therefore making a proper implementation subject to usage of external 

supporting tools and methods, which many SMEs could not afford. 

 

ENISA Simplified Risk Assessment and Risk Management Approach for SMEs 
One of the first organizations which tried to downsize risk assessment frameworks to 

the SMEs needs was ENISA. As a simple approach designed for small organizations 

did not exist at that time (2007), and some approaches claiming to be appropriate for 

SMEs are too complex for a fast self-assessment (e.g. OCTAVE), ENISA proposed a 

simplified risk assessment and risk management approach that can be used for SMEs 

(ENISA, 2007). 

According to ENISA managers should analyze their organizations’ requirements in 

order to determine if risk assessment should be in-sourced (the risk assessment and 

the identification of necessary measures is performed by internal staff using a risk 

assessment approach selected by the company), fully outsourced (assessment 

performed by an external contractor with no know how transfer) and partially 

outsourced (initially RA is performed by contractor and further know-how transfer 

will be performed by the company). 
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The proposed approach is based on OCTAVE principles, attributes, and outputs and 

was tailored to typical SMEs environments and needs. The contents of this approach 

cover significant risks to which SMEs are usually exposed, it is not a permanent 

replacement for complete and thorough risk assessment of critical assets (ENISA, 

2007). It has four phases: 1.Risk Profile Selection, 2.Critical Assets Identification, 

3.Controls Selection and 4.Implementation and Management. 
 

Figure 13: The four phases underlying the proposed risk assessment approach 

 
Source: ENISA 2007 

Phase 1: Risk profile selection- The first step is to use the risk profile evaluation 

table to identify the business risk profile. The risk context is derived from the business 

and the external environment and can be divided into four risk areas: Legal and 

Regulatory, Reputation and Customer Confidence, Productivity, and Financial 

Stability (ENISA, 2007). Each area is classified in three classes (High, Medium, Low), 

and the highest risk identified defines the overall business risk profile (High, Medium, 

Low). Risk profile selection is a critical step as it determines selection of the assets 

and subsequently their security controls (ENISA, 2007). 

 
Figure 14: Risk profile evaluation table 

 

 
Source: ENISA 2007 
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Phase 2: Critical Assets Identification- In this step assessment team, business 

owners and organization’s top management select critical assets and identifies 

security requirements (in terms of C, I, A) for each critical asset (ENISA, 2007). 

There are four asset categories defined: Systems, Network, People and Applications; 

however it is also specified that an asset can have subsequent components which all 

have to be protected. Then security requirements for the critical assets are established 

in terms of confidentiality, integrity and availability, using the provided classification 

table. The result of this process is a table of critical assets classified by asset 

categories and a list of corresponding security requirements, together with 

justification or supporting information considered during the evaluation (ENISA, 

2007). 

Phase 3: Control Cards Selection- The assessment team selects appropriate controls 

based on the risk profile for every risk category and the list of identified critical assets. 

Controls are separated in two Categories - organizational controls and the asset-based 

controls: 

 
Table 1: Controls used in the ENISA approach 

 
Controls Category Control No. Name of the control 

Organizational SP1 Security Awareness and Training 

 SP2 Security Strategy 

 SP3 Security Management 

 SP4 Security Policies and Regulations 

 SP5 Collaborative Security Management 

 SP6 Contingency Planning/Disaster Recovery 

Asset Based OP1.1 Physical Security Plans and Procedures 

 OP1.2 Physical Access Control 

 OP1.3 Monitoring and Auditing Physical Security 

 OP2.1 System and Network Management 

 OP2.2 System Administration Tools Asset Based 

 OP2.3 Monitoring and Auditing IT Security 

Risk Management 

 OP2.4 Authentication and Authorization 

 OP2.5 Vulnerability Management 

 OP2.6 Encryption 

 OP2.7 Security Architecture and Design 

 OP3.1 Incident Management 

 OP3.2 General Staff Practices 

Source: ENISA 2007 

 

The process is simplified by using standard control cards which are subsequently 

selected and the team perform controls selection process simply by selecting risk-

associated control cards, both for the organization and the identified critical assets, 

created for every risk profile level, asset category and security requirement (ENISA 

2007). Control cards contain controls from the catalogue of practices used in 

OCTAVE, however we should acknowledge that they were not updated since 

framework publication in 2007. 

 

Controls selection is performed in two important steps: 

- Step A Selection of Organizational Controls (focus on organizational issues at 

the policy level and provide good general management practices); 

- Step B Selection of Asset-Based Controls (focus on technology-related issues). 
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Organisational control cards selection is performed by pulling controls for specific 

risk area, from a table with recommended controls for risk mitigation. 

Asset-Based controls selection is made in a similar way by selecting controls which 

are available for specific risk profile. Asset control cards are grouped in three 

categories, corresponding to organization risk profile, asset category and security 

requirement (ENISA 2007). 

 

Phase 4: Implementation and Management - During this stage assessment team 

makes a GAP analysis of existing and required controls, creates Risk Mitigation 

Plans to address identified risks for critical assets, addresses Implementation, 

Monitoring and Control processes (ENISA, 2007). ENISA acknowledges that due to 

limited resources of SMEs, they may be unable to implement all identified controls 

for all critical assets in one phase and prioritization is the key element for successful 

risk mitigation (ENISA 2007). Top management has to decide on mitigation or 

acceptance of identified risks. 

 

Alternatively ENISA acknowledges that other security controls can be used e.g. in the 

case that an SME already possesses a security policy based on another standard (e.g. 

ISO/IEC 27001). 

 

ENISA developed a simplified approach for risk assessment, however its limitations 

are that the model proposed a risk profile selection phase which is not adequate for a 

proper Business Impact Analysis as the CIA requirements of information security are 

not taken into account. Moreover the proposed Control Sets, do not take into account 

particularities of different SMEs and development of new Control Cards is a task 

which cannot be accomplished by SMEs assessment teams due to lack of risk analysis 

expertise.  

 

NIST SP 800-30 R1: Guide for Conducting Risk Assessment 

National Institute of Standards and Technology acknowledges the need for a proper 

risk assessment to support enterprise goals and published a publicly available guide 

for conducting risk assessment of federal information systems and organizations. 

Although it was developed with specific purpose of being implemented in government 

departments, the level of detail it provides and the depth of the methodology make it 

attractive for use in different organisations, and potentially it can be partially 

implemented even in SMEs. 

  

The guideline states that risk assessments, as part of wider risk management process, 

should be conducted at all three tiers of the risk management hierarchy - including 

Tier 1 organization level, Tier 2 mission/business process level, and Tier 3 

information system level. Risk assessment will provide top management and 

business leaders with proper information for informed risk response actions (NIST, 

2012). Guide also defines specific risk factors which should be monitored on ongoing 

basis, so that organization will be able to keep changing risk environment under 

control. 
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Figure 15: Generic risk model with key risk factors 

 
Source:  NIST SP800-30 R1 (2012) 

 

Phase 1: Prepare for the Assessment- The objective of this step is to establish the 

context for the risk assessment by identifying the purpose, scope, assumptions and 

constraints under which RA is conducted, information sources of threats, 

vulnerabilities and impact, and the risk assessment and analysis approach (NIST, 

2012). The scope will help assessment team to determine what tiers of organization 

should be addressed, parts of organization in scope, type of decisions which should be 

supported by RA and validity period. At tier 3 the scope of the assessment can be 

information system in its environment of operations, or limited to information systems 

without consideration of inherited vulnerabilities of tier 1 and tier 2 controls (NIST, 

2012). 

Risk assessment includes assessment approaches (quantitative, qualitative and semi-

quantitative) and analysis approaches (threat-oriented, asset/impact-oriented or 

vulnerability-oriented). It is an organizations’ responsibility to determine the level of 

detail and how threats will be analyzed including the level of granularity to describe 

threat events or threat scenarios (NIST, 2012); at this point SMEs may go for high 

level threat analysis instead of choosing a more complex approach. 

 

Phase 2: Conducting the Risk Assessment- In this step the assessment is performed 

and the result is a list of identified risks which can be prioritized and used to make 

informed risk mitigation decisions. Assessment team analyses threats, vulnerabilities, 

potential impact and likelihood of occurrence (NIST, 2012).  

Relevant threat sources and threat events that can produce damage are identified 

using provided tables (NIST, 2012). Next the threat sources assessment is created (or 

updated) using provided adversarial and non-adversarial threat tables. For adversarial 

threat sources their capability, intent and targeting capacity is assessed, for non-

adversarial threat sources, the range of effects from threat sources is evaluated.  

Following that vulnerabilities within organization that can be exploited by posed 

threats are identified and their severity is ranked. Then the likelihood that the 

identified threat sources could initiate an information security event, and the 

likelihood that the threat events would be successful is determined (NIST, 2012). The 

adverse impact of threat events associated with affected assets is determined. Finally 

the information security risks are determined as combination of likelihood of threat 
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exploitation of vulnerabilities and the impact of such exploitation using I-5 and I-7 

calculation table templates. 

 
Figure 16: Risk assessment process 

 
Source:  NIST SP800-30 R1 (2012) 

 

Phase 3: Communicating and Sharing Risk Assessment Information- This step 

involves communication of risk assessment results to Top Management and other 

stakeholders. Its objective is to ensure that decision makers across organization have 

relevant information regarding identified risks and can make informed risk response 

decisions. Risk results can be communicated in a variety of forms, like dashboards, 

executive briefings and risk assessment report (NIST, 2012).   

 

Phase 4: Maintaining the Risk Assessment- The objective of this step is to keep an 

updated state of risks existing within organization (NIST, 2012). To achieve this, 

relevant key risk factors which will be monitored on ongoing basis are established, 

frequency of monitoring is determined, and purpose and scope of RA are reconfirmed. 

Results of this step are communicated to Top Management and subsequent 

stakeholders. Ongoing risk monitoring enables organizations to determine the 

effectiveness of risk responses, identify risk-impacting changes, and verify 

compliance (NIST, 2012). 

 

We can conclude that NIST SP 800-30 R1 guide provides a robust framework for risk 

assessment, and is based on a comprehensive scientific approach for risk evaluation. 

Nevertheless in this form implementation of the guide to SMEs will be a cumbersome 

process as it requires advanced level of expertise in risk management and is not 

supported by an automated tool. Moreover its implementation is framed in a lot of 

fragmented steps, making it difficult to understand and error prone.  We should 

acknowledge that some valuable parts of the guide (like threat tables, impact 

classification scales and adversarial risk calculation templates) may be embedded in a 

simplified approach. 
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2.3 A coherent framework for Risk Management in SMEs 
 

Information risk management is a challenging task across enterprises of all sizes. 

Nevertheless Small and Medium Enterprises are more special, as they need a simple, 

practical and coherent approach which would allow them to be effective and efficient 

in risk assessment and risk management. For many SMEs it is difficult to answer why 

they have to monitor the effectiveness of their information security measures and 

what should be monitored. Expertise, effort and costs associated with implementation 

of the risk approach will be decision criteria for most SMEs, as these companies are 

operating in dynamic and ad-hoc decisions environment.  

 

Many SMEs owners think they are not at risk because of the size of their business and 

information assets, but this is not true because first, sensitivity of information applies 

to the quality and not the quantity of information and secondly, SMEs do not have 

comparable amount of resources to address security in a similar way to large 

organisations and are therefore more exposed (ENISA, 2007). Virtually all 

organisations have significant weaknesses in their detection, prevention and recovery 

controls. If an incident can happen, it usually does happen and therefore the right 

approach is to ensure proper management for risks which are real. 

 

Our review showed that most of risk management frameworks converge to the well-

known, iterative Plan-Do-Check-Act Deming cycle. We propose a simple strategy for 

information risk management, inspired form PDCA method:  

1. Context establishment 

2. Assess the risk 

3. Select the information security controls 

4. Implement missing control measures 

5. Monitor and evaluate effectiveness of information security risk 

 

Each step will produce results used as input data for the next step. Process is iterative 

and should be repeated at least annually, however for a dynamic company assessment 

teams should consider repeating evaluation when major information systems or 

business process changes occurs.  

The goal of risk assessment is to identify top risks and to provide top managers and 

other stakeholders with required information to make informed risk mitigation 

decision. Most organizations are only able to treat 5 to 10 information risks per year. 

The risks which are not mitigated will be kept on hold and reevaluated the following 

year, when they may become top priorities or have a smaller impact due to 

implemented safeguards. It can also happen that SMEs will not be able to address 

some of the top priority risks due to external factors or resource constraints, in this 

case risk awareness and mitigating actions can be a proper response strategy. 
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2.3.1 Context establishment 
 

Context establishment is essential step for any risk management methodology, as it 

should define scope, boundaries and purpose of the information security risk 

management. For SMEs we recommend to undertake a high level Business Impact 

Assessment which will establish possible impact caused by an information security 

incident that compromises organizations’ information. Then the assessment team 

should determine overall Business Security requirements using BIA results and 

considering background information related to the organization like scale of activity, 

technical details and business processes maturity. BIA helps assessment team 

determine overall organizational business security requirements and guides on steps 

which should be taken for appropriate protection of business information. 

The decisions taken in this step will lead to risk driven selection of information 

security control measures that will help to minimize likelihood and impact of 

information security incidents. 

 

BIA assessment team should examine the business impact type and determine the 

most serious impact that could possibly occur. Then assessment should be repeated 

for remaining business impact types. The highest impact identified for all measure 

classes weighted with organization’s background information defines the overall 

business impact. 

 

Table 2 Business Security Requirements determination using Business Impact Assessment 

 

No.Crt 
Business impact 

type 
Measure 

Potential level of impact Overall 

Business 

Security 

Requirements 

(H,M,L) 

High Medium Low 

1. 

Financial 

Loss of 

potential 

revenue 

10%+ 5-10% 
Less than 

5% 
 

2. 

Operational 
Imposed 

penalties 

Interruption 

of business 

or operation 

Significant 

penalties 

imposed 

Minor 

penalties 

imposed 

 

3. 

Reputational 
Damage to 

reputation 

Negative 

publicity in 

all business 

locations 

Local 

negative 

publicity 

Minor 

negative 

publicity 

 

4. 
Personnel 

related 

Reduced 

efficiency 

Major loss of 

productivity 

Moderate 

loss of 

productivity 

Minor loss 

of 

productivity 

 

 

After performing Business Security Requirements evaluation, organization’s 

management will be able to make a well-informed decision about the level of business 
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impact that may occur in case of information security incidents and required 

information security level.   

2.3.2 Assess the risk 
The goal of this step is to determine the threats and vulnerabilities that increase the 

likelihood of information security incident. 

 

Information centric assets identification 
Rather than undertaking an asset centric approach we recommend to apply an 

information centric approach, as it will require just an inventory of critical 

information assets rather than detailed IT components inventory for our framework. 

SMEs will be not able to support a full-scale asset based risk assessment due to the 

high complexity introduced by asset based threats and vulnerabilities identification 

and evaluation. Therefore we consider the best solution to be concentration on critical 

information flaws and business processes. 

Threats Assessment 

Information types in organizations may have significantly different requirements for 

information security in terms of Confidentiality, Integrity and Availability. However, 

we consider that for most SMEs most relevant are Malware, Hacking, Operational 

errors, Physical and Environmental threats. The assessment team should agree the 

overall threat rating for each of high level threats, taking into account information 

characteristic which may be affected (C, I, A). The following table is used for threats 

assessment: 

Table 3 Threat Assessment 

Ref. High level 

threats 

Information properties 

affected 

Threat rating 

Low Medium High 

1. Malware C I A    

2. Hacking C I A    

3. Operational 

errors 

C I A    

4. Physical C  A    

5. Environmental   A    

 

The outcome of this step is the Overall Threat Rating of the information flows in 

organization. 

Vulnerabilities assessment 

In the vulnerability assessment step management should determine the degree to 

which organizational information flows are vulnerable to high level threats. The high 

level threat types are transferred from threat assessment. The assessment team should 

make an overall evaluation of potential vulnerabilities using information from Context 

establishment phase and systems technical characteristics. To simplify the framework 

we do not require a detailed vulnerabilities list. None of the three frameworks 

analyzed in our research provided detailed guidance regarding this step and, moreover, 

our tailored approach for SMEs would have significant difficulties in the case of 
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detailed vulnerabilities analysis. The following table is used for vulnerability 

assessment: 

Table 4 Vulnerability Assessment 

Ref. High level threats Overall Vulnerability Rating to the main 

threats 

Low Medium High 

1. Malware    

2. Hacking    

3. Operational errors    

4. Physical    

5. Environmental    

 

The outcome of this step is the Overall Vulnerability Rating of the information flows 

in organization. 

 

Overall Risk Likelihood (The likelihood of an information incident occurring when 

Threat exploits Vulnerability) 

The likelihood of incident occurrence is determinant factor for extent of control 

measures which should be implemented for adequate level of protection. It is 

determined using Overall Threat Rating and Overall Vulnerability Rating. The 

following table is used for likelihood determination: 

Table 5 Risk Likelihood Assessment 

Crt. Overall Threat Rating 

Overall 

Vulnerability Rating 

High B A A 

Medium C B A 

Low C C B 

 Low Medium High 

 

Overall Information Risk Rating 

To provide management with relevant data regarding information security risks, the 

assessment team should understand both likelihood of information security incident 

and their potential impact. To determine information risk rating the assessment team 

should use business security requirements rating from Context establishment phase 

together with likelihood ratings from Overall Risk Likelihood results. 

 

Table 6 Information Risk Rating Assessment 

Crt. Overall Risk Likelihood Rating 

Business Security 

Requirements 

(H,M,L from 

Business Security 

Requirements and 

BIA) 

High B A A 

Medium C B A 

Low C C B 

 Low Medium High 



 
 

40 

 

 

The outcome of this step is the Overall Information Risk Rating which will be used in 

the Select the information security controls phase to determine next steps that need to 

be taken to secure the system. 

 

2.3.3 Select the information security controls 
 

The objective of this step is to support risk assessment team in selecting relevant 

controls that should be used to mitigate the business impact in case of information 

security incident. Control selection builds on results of Context Establishment 

(Business security requirements) and Assess the Risk steps (Threats and 

Vulnerabilities assessment). The risk assessment team selects organizations’ risk 

profile (Low, Medium or High) from Overall Information Risk Rating phase. If the 

rating is Low then implementation of Priority 1 controls from control database is 

recommended, if rating is Medium then organizations should implement controls with 

Priority one and Priority two, for High risk organisations implementation of all 

controls is recommended (namely Priority one, Priority two and Priority three). Asset 

owners, IT function employees and Top Management should decide on adequacy and 

sufficiency of proposed security controls, when setting up the control database. 

Specific controls which are considered relevant for an organisation should be added to 

the controls database.  

Neither the controls database nor the information security risk assessment are static as 

threats, vulnerabilities, likelihood, consequences and options for treatment are 

changing and should be regularly reviewed. Nevertheless, we consider that Priority 

one controls represent the minimum control baseline which should be implemented by 

all organisations. 
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Table 6 High Level Controls Database: 

 

Nr.Crt. Control Additional information 
Reference 

Standard 

Control 

implementation 

Priority 

Mandatory organizational Controls 

(for organizations with High, Medium and Low Information Risk rating ) 

1.  Internal audit  

 

Periodic information security internal audits should be 

performed. 

ISO/IEC 27001 – 6 
1 

2.  Management review of the ISMS A Management review process of information security 

must be performed. 

ISO/IEC 27001 – 7 
1 

Mandatory Initial Information Security Controls  

(for organizations with High, Medium and Low Information Risk rating ) 

3.  Information risk management Organizations should establish a process that provides a 

mechanism to ensure that top management knows current 

risks, and informed decisions can be made to use one of 

the risk management principles: risk avoidance, risk 

transfer, risk mitigation, or risk acceptance. The whole 

process of reducing risks to an organizational acceptable 

level should be effective and efficient. 

ISO/IEC 27001 – 

4.2; 

Top 10 

1 

4.  Management responsibility and 

commitment to information security 

Management should establish information security 

objectives and ensure that adequate information security 

measures are supporting the enterprise goals.  

Management shall actively support security within the 

organization through clear direction, demonstrated 

commitment, explicit assignment, and acknowledgment of 

information security responsibilities (ISO, 2005). 

ISO/IEC 27001 – 5; 

A.6.1.1 

1 

 

5.  Information security policy There should be a comprehensive documented information 

security policy defining information security, associated 

ISO/IEC 27001 – 

A.5.1.1 1 
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responsibilities and the information security principles to 

be followed by all staff. 

6.  Roles and responsibilities 

 

 

Ownership of critical information and systems should be 

clearly assigned. Asset owners’ responsibilities should be 

clearly defined and accepted. 

ISO/IEC 27001 – 

5.1 1 

7.  User education and awareness 

 

Security awareness programme should cover important 

details, including criticality and sensitivity of information, 

risks to that information and related security arrangements. 

Appropriate security awareness messages should be 

communicated to relevant individuals on a regular basis in 

order to ensure that they remain aware of the importance 

and need for information security on an ongoing basis. 

Top 10; 

ISO/IEC 27001 – 

A.8.2.2 

1 

8.  Managing user privileges 

 

An access management process governing entire user 

credentials lifecycle should be established. Principles of 

least privileges and segregation of duties should be 

enforced. 

Top 10; 

ISO/IEC 27001 – 

A.11.2.2 1 

9.  Malware protection  

 

Malware protection software should be installed on all 

systems exposed to malware, be up to date and protect 

against all forms of malware. 

Top 10 – A.10.4 

1 

10.  Physical protection 

 

Physical access to business facilities should be controlled. 

Access to critical facilities should be restricted to 

authorized individuals. 

ISO/IEC 27001 – 

A.9.1 

 
1 

11.  Business continuity and disaster recovery Alternative information processing arrangements should 

enable critical business processes to continue in the event 

of prolonged unavailability of people, information, 

technical infrastructure, premises and services. 

 

 

Back-ups of essential information and software should be 

performed regularly and tested.  

ISO/IEC 27001 – 

A.14; 

ISO 22301 

1 
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Initial to Intermediate Information Security Controls 

(for organizations with High and Medium Information Risk rating ) 

12.  Acceptable usage policies Detailed acceptable usage policies that define the way in 

which individuals are expected to use technology within 

the organisation should be defined and made known to and 

accepted by employees. 

ISO/IEC 27001 – 

A.7.1.3 

 2 

13.  Home and  mobile working  

 

Staff, working in remote environments, should be supplied 

with approved, robust and securely configured computing 

devices. 

 

Top 10; 

ISO/IEC 27001 – 

A.11.7 2 

14.  Incident management 

 

There should be a documented information security 

incident management process guiding on identification, 

response, recovery and post-incident review. 

Top 10; 

ISO/IEC 27001 – 

A.13 
2 

15.  Removable media controls 

monitoring  

 

Access to removable media should be controlled through a 

documented process. 

Top 10; 

ISO/IEC 27001 – 

A.10.7.1 
2 

16.  Patch management A patch management process should be established to 

manage updates to computer equipment, business 

applications, operating systems, user software and network 

components, in order to address potential vulnerabilities.  

ISO/IEC 27001 – 

A.12.6 

 2 

17.  Secure configuration 

 

A secure configuration must be implemented for all ICT 

systems using recognized configuration benchmarks (like 

CIS or DISA STIGs). 

Top 10; 

ISO/IEC 27001 – 

A.15.2.2 
2 

18.  Network security Network perimeter access should be controlled and 

unauthorized access and content must be blocked. 

Top 10;  

ISO/IEC 27001 –  

A11.4 

 

2 

19.  Security education / training  

 

IT staff should be trained to develop and apply information 

security controls. 

ISO/IEC 27001 – 

5.2.2 

 
2 
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Intermediate Information Security Controls 

(for organizations with High Information Risk rating ) 

20.  Sensitive physical Information 

 

Sensitive information held in physical form should be 

protected against corruption, loss or disclosure. Specific 

safeguards like identification and labeling, secure storage, 

protection against unauthorized disclosure, secure 

transportation, handling and disposing of sensitive 

physical information should be implemented. 

ISO/IEC 27001 – 

A.7.2.2 

 
3 

21.  Computer and  network installations 

 

 

Computer systems, network and telecommunications 

should be protected by adhering to fundamental security 

principles like security by design, defense in depth, least 

privilege, default deny, and fail secure. 

Partially in 

ISO/IEC 27001 

 3 

22.  Cryptographic solutions 

 

 

Cryptographic techniques should be used to protect the 

confidentiality of sensitive information, preserve the 

integrity of critical information and confirm the identity of 

the originator of transactions or communications. 

ISO/IEC 27001  – 

A.12.3 

 3 

23.  External network connections 

 

 

All external connections to the organization’s computer 

systems should be identified, documented and customized. 

Remote access should be controlled using strong 

authentication and encryption techniques. 

 

ISO/IEC 27001 – 

A.11.4.2 

 3 

24.  Intrusion prevention systems 

 

Network traffic should be routed through an IPS, prior to 

being allowed access to target systems, protecting network 

against attack or failure and limiting disclosure of 

information about network topology. 

- 

 
3 

25.  Malware awareness Users should be made aware of the actions required to 

minimise the risks associated with malware. 

- 
3 

26.  Security event logging 

 

 

Information about important security-related events should 

be recorded in SIEM logs and analysed on a regular basis. 

ISO/IEC 27001 – 

A.10.10.1, 

A.10.10.2 
3 
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27.  Environmental protection of critical IT 

facilities 

Critical IT facilities should be protected against fire, flood, 

environmental and other natural hazards. 

ISO/IEC 27001 – 

A.9.2.1 

 
3 

28.  Power protection of critical IT facilities Critical IT facilities should be protected against power 

outages. 

 

ISO/IEC 27001 – 

A.9.2.2 

 
3 

29.  DLP tools and processes A system preventing potential data breach by monitoring, 

detecting and blocking sensitive data while in-use 

(endpoint actions), in-motion (network traffic), and at-rest 

(data storage) should be used. 

- 

3 

30.  Security governance and management  A security governance programme should be established.  

(e.g., metrics and reporting, architecture, program 

management). 

Partially in 

ISO/IEC 27001 

 
3 

Optimized Information Security Controls 

(for organizations with High Information Risk rating ) 

31.  Continuous improvement process A continuous improvement process must be established ISO/IEC 27001 – 

8.1 
3 

 

Source:  Own elaboration based on GCHQ 10 Steps to Cyber Security; PwC 2013 Information security breaches survey and ISO/IEC 27001:2005
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The outcome of this step is a list of appropriate controls which can be implemented to 

mitigate information risks and secure the information. 

 

2.3.4 Implement missing control measures 
 

Protecting information requires a broad range of controls. Organizations should make 

sure that they are covering the full range of controls needed to protect the 

confidentiality, integrity and availability of business information from the full range 

of threats - including internal and external threats that are accidental and deliberate. 

Some of controls from Control Database identified as applicable, may be already in 

place and therefore a GAP analysis should be performed to identify missing controls. 

Particular attention should be given to implementation of controls with priority one 

and two and how effective they are. 

 

In order to define the detailed control requirements for organisation the risk 

assessment team should determine appropriate risk response strategies which will be 

applied: 

 

Risk mitigation – the level of risk is managed by introducing, removing or altering 

controls so that residual risk can be accepted in line with risk acceptance criteria 

(ISO/IEC 27005:2011). 

Risk retention – when risk meets the acceptance criteria, there is no need to implement 

additional controls and risk can be retained. 

Risk avoidance – when risk is considered to be too high or difficult to mitigate it 

should be avoided. 

Risk sharing (transfer) – when risk is shared with another party than can most 

effectively manage the particular risk (ISO/IEC 27005:2011). 

 

Controls selected to mitigate, retain, avoid or share the risks represent an input for the 

Risk Treatment Plan which should include control measures, allocated resources, 

responsible parties, and implementation plan and effectiveness evaluation. Risk 

assessment team should also obtain top management’s approval of the information 

security risk treatment plan and the acceptance of the residual risks. 

 

For guidance regarding control implementation best practices organizations are 

recommended to use existing standards on the commonly accepted guidance 

frameworks for information security management like ISO/IEC 27002:2005, COBIT 

and ISF Standard of Good Practice.  
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2.3.5 Monitor and evaluate effectiveness of information security risk 
 

One of the main goals of risk management process is to keep Top Management 

informed about the level of information risk faced by the organisation, with the aim of 

keeping risk at an acceptable level and improving business performance. Effective 

reporting and communication of information risk analysis results and risk treatment 

plan is therefore a key for an effective information risk management capability.  

 

Communication of information risks represents a key factor for promoting a positive 

risk assessment awareness throughout the organisation. Communication will ensure 

that those involved in risk response measures implementation understand the basis on 

which risk treatment plan was made and why particular actions are required (ISO/IEC 

27005:2011). 

 

The external and internal organisation environment is changing and so do the threats, 

vulnerabilities, likelihood and impacts of those threats. The risk profile of 

organisation should be continually monitored to detect these changes. Organisations 

should ensure that new assets, business processes and information threats are kept 

under control. The reviews of risks considered as low should be made periodically as 

due to new circumstances their impact may become higher, and a need for new 

control measures may have arisen.  

 

Risk review activities require proper inputs from risk monitoring, information security 

audit results and risk trend analysis activities. Depending on changes, audit findings 

and information security improvement actions the risk management process and 

framework may be updated in observance of changed threat landscape. 

 

2.4 Conclusions for Chapter 2 Risk Assessment for SMEs 
 

Our review showed that most existing risk assessment and management approached 

were not suitable for SMEs as even the risk assessment lifecycle would take usually 

between six months and a year. Therefore it is clear why most of the SMEs do not 

undertake a formal approach to risk assessment, as lack of proper expertise, time and 

unclear benefits outweigh perceived outcomes of implementation of better 

information security controls.   

 

We proposed a new high level approach to risk assessment tailored for organisations 

with lack of resources for an extended risk assessment approach advocated by existing 

standards and guidelines (obviously with SMEs in mind). Our approach allows 

organisations to eliminate weaknesses in security arrangements that expose the 

enterprise to unacceptable risk and degrade business performance, through a risk 

assessment and controls selection exercise which would take no more than a day. 
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With strong management support and enough flexibility, a proper information risk 

assessment can happen in organisations of any size and complexity. The key success 

factors are to involve top management, business owners and IT function presence in 

the assessment exercise, narrow down the information risks to a manageable number, 

seek consensus on the identification of proper controls, but be prepared to make own 

judgments and agree the control requirements with business representatives. 

Parties undertaking a risk assessment project should be able to articulate its benefits: 

ability to bring information risk under proper control, to see where attention should be 

focused and make a demonstrable, quantitative contribution to business success.  

 

Finally, a proper Risk Assessment and Risk Management approach makes information 

security practitioners able to play much more constructive role in the enterprise and a 

show that they are doing a good job, and contributing to business success. 
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3. Information Security Management System for SMEs 

3.1 Why implementing a set of security measures alone is not enough? 
 
Information security function together with other organisational business units has a 

goal to align with and to support the realization of organisation strategies and 

objectives. A distinct role of information security is however to secure the 

organisation by ensuring appropriate confidentiality, integrity and availability to its 

information. Information security has to defend against current and future threats and 

usually it is being done by implementing a set of information security and 

technological controls. Nevertheless the control measures as standalone mitigating 

factors are not enough to ensure proper information security, there is need for 

something more comprehensive. Experience of leading organisations showed that in 

order to establish, implement, operate, monitor, review, maintain and improve 

information security effectively they need an Information Security Management 

System - ISMS (ISO/IEC 27000:2009) which will govern all organisational process 

throughout information lifecycle. A Management System is defined as being a 

framework of policies, procedures, guidelines and associated resources to achieve 

objectives of the organization (ISO/IEC 27000:2009). Organisations have not only to 

implement proper information security controls, but also to ensure that they remain 

effective for the changing threat landscape and continue to support business objectives. 

 

SMEs are a special category of organisation with very limited resources but which 

face the same threats as big corporations do. As a consequence they need a tailored 

approach to ISMS implementation. This approach should take into account the speed 

with which process reengineering may be performed in smaller companies, while still 

supporting business operation. There is no consensus in the industry if SME should 

adopt just essential information security controls or full scope ISMS, Valdevit et al., 

(2009) proposed a guide where the set of ISO/IEC 27001 requirements was scaled 

down, in order to fit with the limited resources of most SMEs. The major failure of 

this guide is that it become (as many other guidelines for SMEs discussed in literature 

review) a selection of controls unable to support information security requirements as 

the researchers removed not only essential requirements but also management 

processes like audits as being “most expensive and time consuming task”.  

 

Only a proper management system is able to ensure adequate and effective 

information security. A management system should include organizational policies, 

structure, planning activities, responsibilities, practices, procedures, processes and 

resources as specified by ISO/IEC 27000:2009. Our opinion is that the only approach 

to implement ISMS in SMEs should be to establish information security controls 

priorities which could be implemented in a tiered model. This approach should remain 

compatible with ISO/IEC 27001 requirements and enable smooth transition to 

certifiable ISMS. Essential parts of any management systems like Management 

review of ISMS, Training, awareness and compliance, Internal audits and ISMS 

improvement should be mandatory for implementation by all organisations. 

 

There is one key success factor which importance is fundamental for SMEs, 

information security should be everyone business, maturity of their IT department is 

just not enough to allow rely just on controls. Building an Information Security 

culture in SMEs has potential to become a science and the differentiator between 

successful SMEs and those which are not.   
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3.2 Information Security Management System frameworks, a 

comparative analysis 
There are many drivers and benefits which indicate that organisations should adopt a 

mature framework in order to achieve appropriate information security and incident 

resilience. Nevertheless there is no simple answer to the question “Which framework 

should we adopt?”. Unless a company doesn’t have a requirement to comply with an 

industry standard like PCI-DSS or HIPAA, there is a wider choice. 

 

We will make a short review of most popular Information Security and IT 

Management standards, in order to identify which of them is most suitable for 

implementation in SMEs. 

 

ISO/IEC 27001:2005 

Is developed by – International Organization for Standardization, world’s largest 

developer of voluntary standards. 

Mainly used – the standard is used globally and is the most popular standard for ISMS 

certification in the world. 

Purpose – is to define requirements for implementation of a comprehensive set of 

information security controls for ISMS which may be voluntarily certified. 

Scope – standard specifies the requirements for establishing, implementing, operating, 

monitoring, reviewing, maintaining and improving a documented ISMS within the 

context of the organization’s overall business risks (ISO, 2005). 

Methodology – the standard introduces Deming’s cyclic model known as the “Plan-

Do-Check-Act” (PDCA) model that aims to establish, implement, monitor and 

improve the effectiveness of an organization’s ISMS. The PDCA cycle has these four 

phases:  “Plan” phase – establishing the ISMS, “Do” phase implementing and 

operating the ISMS, c) “Check” phase – monitoring and reviewing the ISMS, “Act” 

phase – maintaining and improving the ISMS (ISO, 2005). It has two main parts, the 

management system part requires organisation to establish a risk management 

approach, provide required resources, perform internal audits and continually improve 

ISMS. The controls part establishes a total of 133 controls in eleven sections: 

information security policy, organization of information security, asset management, 

human resources security, physical and environmental security, communications and 

operations management, access control, information systems acquisition, development 

and maintenance, information security incident management, business continuity 

management and compliance (ISO, 2005). 

Update frequency – the last update was performed in 2005, and because of that 

standard does not cover some of the latest threats like those introduced by a changing 

landscape. Nevertheless SMEs have to be prepared to face new challenges imposed 

with the advancement of cloud, software-as-a-service, unmanaged devices and 

increasing mobility (Kelly, 2011). 
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Standard of Good Practice 

Is developed by – ISF – The Information Security Forum  

Mainly used – standard is used globally by member corporations, public sector bodies 

and government departments, over half of members being Fortune 500 and Forbes 

2000 organisations. 

Purpose – is to cover the complete spectrum of information security arrangements 

that need to be made to keep the business risks associated with information systems 

within acceptable limits, and presents good practice in practical, clear statements.  

(ISF, 2013). 

Scope – standard specifies a comprehensive set of good practices for ensuring 

organisation resilience to respond to rapidly evolving threats, be agile and exploit new 

opportunities, and identify how regulatory and compliance requirements can be best 

met (ISF, 2013). 

Methodology – the Standard establishes statements of good practice as a series of 118 

topics or business activities grouped into 26 higher level ‘areas’ and the 4 ‘categories’ 

above. Each of the 118 topics contains all good practice controls relevant to that 

particular activity from an information security perspective. 

Update frequency – the standard is updated annually to reflect the latest findings from 

ISF research programme, input from global Member organisations, trends from the 

ISF Benchmark and major external developments including new legislation and other 

requirements (ISF, 2013). 

 

COBIT 

Is developed by – ISACA Information Security, Audit and Control Association 

Mainly used – in Unites States and by US listed corporations and their foreign 

subsidiaries. 

Purpose – COBIT 5 provides a comprehensive framework that assists enterprises in 

achieving their objectives for the governance and management of enterprise IT. It 

builds on more than 15 years of practical usage and application of COBIT by many 

enterprises and users from business, IT, risk, security and assurance communities 

(ISACA, 2012). 

Scope – COBIT helps enterprises to create optimal value from IT by maintaining a 

balance between realising benefits and optimising risk levels and resource use 

(ISACA, 2012).  

Methodology – COBIT 5 for Information Security refers to a number of enablers such 

as roles and job titles, committees and boards, processes, and policies. The unique 

characteristics of each enterprise will cause these enablers to be used in many 

different ways to provide information security in an optimal manner. COBIT 5 for 

Information Security uses guidance and examples to provide a pervasive view that 

explains each concept of COBIT 5 from an information security perspective (ISACA, 

2012). 

Update frequency – every five years. 
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To make a decision regarding the most suitable standard for implementation we need 

to evaluate three categories of factors. First, we should consider the context of SME 

organisations, their most common requirements and business process architecture, to 

determine a model which will be most suitable for them. Second is the step we just 

performed by reviewing standard purpose, scope and methodological approach to 

information security. Third, we have to quantify the ease of implementation and the 

possibility to set out bounds to three different groups of controls and organizational 

measures which should enable organisations to implement a functional management 

system with reduced maturity, intermediate maturity and fully operational ISMS, and 

support smooth upgrade to a higher category. 

 

Both ISF and COBIT provide a much more robust implementation methodology 

supported by implementation toolkits, however the complexity of COBIT doesn’t 

encourage an easy implementation. ISF SOGP is definitely a good candidate, however 

it is not an easy starting point and is usually used by organisations which have 

established basic control measures. ISO/IEC 27001 therefore is the most suitable 

standard, as its controls can be easily prioritized, the purchasing costs are low and it is 

supported by the entire set of ISO 27000 series guidelines. Even if ISO/IEC 27001 

doesn’t provide an implementation toolkit and templates, it can be used to design 

effective ISMS for SMEs. In next section we will propose our approach to a three 

phase implementation approach of ISMS in SMEs using ISO/IEC 27001. 
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3.3 A proposed Information Security Management System 

implementation framework for SMEs with implementation 

priorities and maturity levels 
 

The implementation of an Information Security Management System is an important 

project for any organisation as it involves participation of all employees and 

reengineering of business processes.  To ensure successful implementation of ISMS, 

the project should have support and commitment of management. The understanding 

and involvement of all stakeholders is essential not only during maintenance and 

operation, but also in implementation phase.  

 

We propose a three phase approach which represents an evolution of functional 

management systems with different levels of maturity: 

Phase 1 – ISMS with reduced maturity level, partially compliant with ISO/IEC 27001. 

Controls for this phase are controls with Implementation Priority 1 and 2 from Table 6 

High Level Controls Database (Based on GCHQ 10 Steps to Cyber Security; PwC 

2013 Information security breaches survey and ISO/IEC 27001:2005) 

Phase 2 – ISMS with intermediate maturity level, partially compliant with ISO/IEC 

27001. Controls for this phase are controls with Implementation Priority 1, 2 and 3 

from Table 6 High Level Controls Database 

Phase 3 – ISO/IEC 27001 ISMS, fully compliant with standard requirements 

Controls for this phase are all ISO/IEC 27001 Annex A controls. 

 

Figure 17 presents a high level view of these three phases of ISMS components 

implementation for SMEs, where the numbering corresponds to ISO/IEC 27001:2005 

clauses and Annex A controls. 
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Figure 17: Important components within ISMS implementation for SMEs in three maturity 

levels 

 

Source:  Own elaboration based on ISO/IEC TR 20000-5:2010 and ISO/IEC 27001:2005 

 

 

 

4.2.1 Define scope and boundaries 

5 Management responsibility (Resource provisioning; Training, awareness and competence) 

4.2.1 & 4.2.2 Risk Assessment & Treatment  

4.3 Documentation requirements (Control of documents, Control of records) 

4.2.1 Plan (Establish) ISMS (establish ISMS policy, objectives, processes and procedures) 

4.2.2 Implement and operate the ISMS (implement ISMS policy, controls, processes and procedures) 

4.2.3 Monitoring and review the ISMS (measure performance and report results to management review) 

4.2.4 Maintain and Improve the ISMS (take corrective and preventive actions) 

ISO/IEC 27001 Annex A 

Controls 

6 Internal ISMS Audits 

7 Management review of the ISMS 

Controls mandatory for implementation in all phases: 

A.5.1.1 Information security policy document 

A.7.1.3 Acceptable use of assets 

A.8.2.2 Information security awareness, education and training 

A.9.1 Secure areas 

A.10.4 Protection against malicious and mobile code 

A.10.7.1 Management of removable media 

A.11.2.2 Privilege management 

A11.4 Network access control 

A.11.7 Mobile computing and teleworking 

A.12.6 Technical Vulnerability Management 

A.13 Information security incident management 

A.14 Business continuity management 

A.15.2.2 Technical compliance checking 
 

Controls mandatory for implementation in phase 2 and 3: 

8 ISMS improvement 

A.7.2.2 Information labeling and handling 

A.9.2.1 Equipment siting and protection 

A.9.2.2 Supporting utilities 

A.10.10.1 Audit logging 

A.10.10.2 Monitoring system use 

A.11.4.2 User authentication for external connections 

A.12.3 Cryptographic controls 

 

Phase 1 ISMS with reduced 

maturity level 

Phase 2 ISMS with 

intermediate maturity level 

Phase 3 ISO/IEC 27001 

ISMS 
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The plan represents a generic approach covering implementation priorities of 

information security controls in accordance with PwC and GCHQ research and 

recommendation, and the author’s own ISMS experience. The approach may be 

adjusted to suit individual particularities of SMEs. SMEs are recommended to 

perform a GAP assessment first, to see which controls are already in place and if they 

are effective. 

 

We consider that the management part of ISO/IEC 27001 (Plan-Do-Check-Act core 

requirements) should be implemented for all organization, nevertheless willing to 

simplify implementation for organizations pursuing for an ISMS with reduced 

maturity level we decided that a formal continual improvement process may be 

defined at Phase 2, as some degree of comfort is offered by Risk Management process 

which is implemented from first phase. 

 

The table below introduces objectives for each phase. 

 

Table 7 Objectives of each phase 

 

Phase 1 ISMS with 

reduced maturity level 

Phase 2 ISMS with 

intermediate maturity level 

Phase 3 fully operational 

ISO/IEC 27001 ISMS 

Incorporates the findings 

of the GAP analysis and 

the business case. 

Implementation plan will 

be adjusted based on 

achievement analysis at 

the end of Phase 1. 

Implementation plan will 

be adjusted based on 

achievement analysis at 

the end of Phase 2. 

ISMS structure established 

and implemented 

including information 

security policy, 

management 

responsibility, risk 

assessment and treatment, 

internal audits, 

management review and 

initial controls. 

Policies implemented in 

phase 1 are revised, new 

policies and controls 

specific for phase 2 are 

implemented and a 

continual improvement 

process is put in place. 

Policies implemented in 

phase 1 and 2 are revised, 

the remaining controls of 

ISO/IEC 27001 Annex A 

are implemented and a 

continual improvement 

process is put in place and 

integration of all processes 

and a proper control of 

documented information is 

established. 

 

On completion of Phase 1, 

the organization will have 

implemented policies, 

processes and procedures 

to fulfill the requirements 

of ISMS with reduced 

maturity level, with focus 

on reacting quickly and 

effectively to information 

security events and 

incidents. All employees 

On completion of Phase 2 

organization will have 

implemented activities, 

processes, procedures and 

controls that enable it to 

prevent information 

security incidents and to 

keep the business risks 

associated with 

information systems within 

acceptable limits. 

On completion of Phase 2 

organization will have 

developed an information 

security protection culture 

and a good understanding 

of individual 

responsibilities in regard to 

protection of 

organizational assets. 

Measurement of the 

effectiveness and 
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are aware of their 

responsibilities and know 

how to report potential 

information security 

events. Organization 

knows exactly which users 

and entities are accessing 

its information. 

Organization’s processes 

will be able to support 

achievement of business 

objectives and will have in 

place a mature risk 

assessment and treatment 

plan. 

efficiency of the ISMS and 

supporting processes will 

be regularly performed. A 

proactive continual 

improvement process will 

be in place. As a result, the 

service provider will 

conform to all 

requirements of ISO/IEC 

27001. 

 

Analysis of status at the 

end of Phase 1. 

Analysis of status at the 

end of Phase 2. 

Analysis of the status at 

the end Phase 3, including 

a full internal audit and, 

where appropriate, 

corrective measures should 

be taken. 

By the end of Phase 1 the 

ISMS with reduced 

maturity level will provide 

the basis for Phase 2. 

By the end of Phase 2 the 

ISMS with intermediate 

maturity level will provide 

the basis for Phase 3. 

By the end of Phase 3 the 

ISMS will provide the 

basis for an adequate and 

effective information 

security and continual 

improvement. 

Source:  Own elaboration based on ISO/IEC TR 20000-5:2010 

 

 

The table below provides key characteristics used as basis for implementation of an 

ISMS in three phases. 

 

Table 8. Key characteristics of three phases ISMS implementation approach 

 

ISO/IEC 27001 

component 

1: ISMS with 

reduced maturity 

level able to react 

quickly and 

effectively to 

information security 

events and 

incidents. 

2: ISMS with 

intermediate 

maturity level able 

to prevent 

information security 

incidents and keep 

business risks under 

control. 

3: Fully integrated 

ISO/IEC 27001 

compliant ISMS 

which processes and 

procedures are 

continually 

improved. 

5 Management 

responsibility 

 

Information security 

policy and process-

specific policies and 

plans are defined. 

 

Information security 

policy and 

process-specific 

policies and plans 

are updated to 

support a more 

Information security 

policy and process-

specific policies and 

plans are updated 

and continually 

improved. 
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resilient ISMS. 

4.2.1 & 4.2.2 

Risk Assessment 

& Treatment 

Assets and threats 

to organizational 

assets are identified 

and appropriate 

controls are selected 

to mitigate the risks. 

Risk assessment is 

updated in line with 

implemented control 

measures and 

residual risks are 

prioritized. 

Risk management is 

a continuous and 

developing process 

which runs 

throughout 

organizations’ 

strategy and the 

implementation of 

that strategy (IRM, 

2002). 

4.3 

Documentation 

requirements  

Information security 

policy and process-

specific policies and 

objectives are 

documented. 

Processes and 

procedures which 

were implemented 

are documented. 

 

Updated 

information security 

policy and process-

specific policies and 

objectives are 

documented. 

Processes and 

procedures which 

were implemented 

are documented. 

The documentation 

is regularly updated. 

 

Updated information 

security policy and 

process-specific 

policies and 

objectives are 

documented. 

Additional processes 

and procedures 

which were 

implemented are 

documented. 

All information 

security roles and 

responsibilities are 

agreed and 

documented. 

5.2.2 & A.8.2.2 

Training, 

awareness and 

competence 

Organization 

personnel 

understand 

importance of 

protection of 

information. 

Top management, 

line managers, 

process owners and 

employees are 

aware of ISMS and 

their roles and 

responsibilities in 

its implementation. 

All information 

security 

management roles 

and responsibilities 

are agreed and 

documented. 

 

Organization’s 

personnel is aware of 

ISO/IEC 27001, 

their role in 

information security, 

and they are 

competent to 

perform their 

information security 

related activities. 

4.2.1 Plan the 

ISMS 

 

ISMS policy, 

objectives, 

processes and 

The ISMS policy, 

objectives, 

processes and 

Effectiveness of 

ISMS is measured. 
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procedures, relevant 

to managing risk 

and improving 

information 

security, are 

identified and 

documented. 

procedures are 

defined. 

Risks are 

documented and 

managed. 

 

4.2.2 Implement 

and operate the 

ISMS  

ISMS is established 

and implemented. 

 

ISMS is extended.  

ISMS 

implementation is 

completed. 

4.2.3 Monitoring 

and review the 

ISMS  

Events and 

incidents are 

recorded and 

analyzed. 

 

Reports on the 

process performance 

against ISMS 

policy, objectives 

and practical 

experience are 

produced and 

reviewed. 

The performance of 

the processes is 

monitored and 

corrective actions 

are taken as 

required. 

Internal audit and 

management reviews 

form a solid 

foundation for 

effective information 

security. 

4.2.4  

Maintain and 

improve the 

ISMS 

- 

Corrective and 

preventive actions 

processes are 

formalized and 

operational. 

Organization 

regularly implements 

identified 

improvements in the 

ISMS. Appropriate 

corrective and 

preventive actions, 

are taken based on 

the results of the 

internal ISMS audit, 

management review 

and relevant 

information, to 

achieve continual 

improvement of the 

ISMS. 

6 Internal ISMS 

Audits 

Organization 

conducts periodic 

internal audits 

Organization 

conducts periodic 

internal audits and 

appropriate follow-

up activities are 

being made. 

Internal audit focus 

on the critical risks 

to the organization. 

The organization’s 

strategy is a 

foundational element 



 
 

59 

 

for developing a 

risk-based audit plan 

(CIIA, 2013). 

7 Management 

review of the 

ISMS 

Top management 

review 

organization’s 

information security 

management system 

at planned intervals. 

Top management 

review 

organization’s 

information security 

management system 

at planned intervals. 

Scope of the review 

is comprehensive 

and all required 

elements are being 

reviewed.  

Management 

reviews are 

performed regularly. 

The outputs of the 

management review 

include decisions 

related to continual 

improvement 

opportunities and 

appropriate ISMS 

changes. 

8 Improvement 

programme 

 

- 

The concept of 

ISMS improvement 

is understood. 

Improvements are 

identified, recorded, 

planned and 

implemented. 

 

The effectiveness of 

planned 

improvements is 

monitored. The 

program also 

assesses the 

efficiency and 

effectiveness of the 

information security 

activity and 

identifies 

opportunities for 

improvement (CIIA, 

2012).  

A.5 Security 

policy 

A.5.1.1 Information 

security policy 

document 

 

A documented 

information security 

policy is in place. 

All employees are 

aware of their 

responsibilities in 

regard to 

Information 

Security Policy.  

A documented 

information security 

policy is established, 

communicated and 

reviewed regularly. 

A.6 

Organisation of 

Information 

Security 

- - 

Management 

approved the 

information security 

policy, assigned 

security roles and 

co-ordinate and 

review the 

implementation of 

security across the 

organization 
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(ISO/IEC 

27002:2005). 

A.7 Asset 

Management 

 

A.7.1.3 Acceptable use 

of assets 

 

An acceptable usage 

policy (AUP) 

defines the 

organization’s rules 

on how an 

employee should 

use organization’s 

information assets. 

 

A.7.2.2 Information 

labeling and handling 

 

Identification and 

labeling of sensitive 

physical information is 

performed. 

 

Organizational assets 

are appropriately 

protected. 

All assets have a 

nominated owner 

(ISO/IEC 

27002:2005). 

A.8 Human 

resource security 

 

A.8.2.2 Information 

security awareness, 

education and training. 

 

All employees and 

third parties receive 

appropriate 

information security 

awareness training. 

 

All employees and 

third parties receive 

appropriate 

information security 

awareness training. 

 

A.8 Information 

security is applied 

throughout an 

individual’s 

employment within 

the organization 

(ISO/IEC 

27002:2005). 

A.9 Physical and 

environmental 

security 

 

A.9.1 Secure areas 

 

Physical access to 

organizations’ building 

and perimeter is 

restricted to authorized 

individuals. 

 

A.9.2.1 Equipment 

siting and protection 

A.9.2.2 Supporting 

utilities 

 

Power supply to critical 

IT facilities is protected 

using uninterruptible 

power supply.  

Critical IT facilities are 

located in a safe 

environment and in 

rooms that are free from 

intrinsic fire hazards and 

fitted with fire detection 

and suppression 

systems. 

A.9 Organization 

premises and 

information are 

protected against 

unauthorized 

physical access, 

damage and 

interference. Critical 

IT facilities are 

protected against 

power outages and 

hazards (ISO/IEC 

27002:2005). 

A.10 

Communications 

and operations 

management 

 

A.10.4 Protection 

against malicious and 

mobile code 

A.10.7.1 Management 

of removable media 

 

Malware protection 

software is installed 

and correctly 

configured on all 

systems exposed to 

malware. 

Portable storage 

device access is 

A.10.10.1 Audit logging 

A.10.10.2 Monitoring 

system use 

 

Security-related 

event logs are 

produced and 

analysed regularly. 

An effective control 

framework is in 

place for all aspects 

related to 

communication and 

operation 

management. 
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restricted and 

protected against 

theft or copying. 

A.11 Access 

control 

 

A.11.2.2 Privilege 

management 

A11.4 Network access 

control 

A.11.7 Mobile 

computing and 

teleworking 

 

Appropriate access 

control 

arrangements are 

established to 

restrict access to 

business 

applications, 

information 

systems, networks 

and computing 

devices. 

A.11.4.2 User 

authentication for 

external connections 

 

External access to 

organization’s 

information systems 

and networks is 

protected by using 

strong 

authentication and 

encryption. 
 

 

 

Appropriate 

arrangements were 

made to restrict 

access to business 

applications, 

information systems, 

networks and 

computing devices, 

and the information 

stored on and 

processed by them 

(ISF SOGP, 2013). 

A.12 

Information 

systems 

acquisition, 

development 

and maintenance 

 

A.12.6 Technical 

Vulnerability 

Management 

 

A reliable patch 

management 

process is in place 

to manage updates 

to systems’ software 

and network 

components, in 

order to address 

potential 

vulnerabilities. 

A.12.3 Cryptographic 

controls 

 

Cryptographic 

controls are in place 

to ensure 

confidentiality, 

integrity and data 

origin authentication 

for sensitive and 

critical information, 

transactions and 

communications. 

Organization has 

established effective 

controls on correct 

processing in 

application, 

cryptography, 

security of systems 

files, security in 

development and 

software 

vulnerabilities 

(ISO/IEC 

27002:2005). 

A.13 

Information 

security incident 

management 

 

A.13 Information 

security incident 

management 

 

Information security 

events and requests 

are recorded and 

analyzed. 

 

Incident and event 

resolution records 

are analyzed in 

order to identify 

appropriate 

measures action to 

reduce potential 

future impact and 

ensure the 

effectiveness of 

their resolution. 

 

The effectiveness of 

incident 

management process 

is monitored. 



 
 

62 

 

A.14 Business 

continuity 

management 

 

A.14 Business 

continuity management 

 

Business continuity 

arrangements 

enable critical 

business processes 

to continue 

following 

interruption to, or 

failure of, critical 

business processes. 

Alternative 

information 

processing 

arrangements are 

established for each 

individual business 

environment. 

 

Business impact 

analysis and risk 

assessments are 

used to develop 

departmental 

business continuity 

plans which are 

tested. 

 

The BCP plan is 

tested regularly. 

Performance of the 

business continuity 

provisions is 

reviewed and areas 

for improvement 

identified. 

 

A.15 

Compliance 

 

A.15.2.2 Technical 

compliance checking 

 

Information systems 

configuration is 

regularly checked 

against security 

configuration 

standards. 

A secure 

configuration is 

implemented for all 

ICT systems using 

recognized 

configuration 

benchmarks 

 

Organization has a 

mature process for 

ensuring compliance 

with legal 

requirements, 

security standards 

and protects access 

to system audit 

facilities (ISO/IEC 

27001:2005). 

Source:  Own elaboration based on ISO/IEC 27001:2005, ISO/IEC 27002:2005, ISO/IEC TR 

20000-5:2010 and ISF SOGP 2013 

 

Implementing Information Security Management task pose a series of challenges on 

SMEs, nevertheless with proper top management commitment, prioritization and 

implementation roles and responsibilities definition organizations may achieve real 

benefits and ensure adequate protection of company assets. Prioritization of 

implemented information security controls can efficiently enable organization to 

concentrate on the critical business processes, applications and information flows. 

Particular attention should be paid to users training and promotion of value and 

importance of information security throughout the organization as only coordinated 

efforts will be able to integrate information security in organization’s business 

processes. 
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3.4 Continuous improvement approach 
 

Our approach emphasizes the importance of continual improvement and the 

implementation approach is designed with a smooth transition between maturity 

phases. SMEs are recommended to ensure continuous improvement in information 

security throughout organization by performing the following activities:  

 

a) Perform regularly internal audits and management reviews. Their results should 

provide clear direction for improvement and keep the ISMS effective. 

b) Monitor the information security incidents, react to them promptly and establish a 

resolution knowledge base. 

c) Address information security aspects as part of business planning processes. 

d) Take appropriate corrective and preventive measures. 

 

The implementation of continual improvement management process in SMEs has a 

major importance due to the fact that most SMEs will not be able to implement all 

required information security controls due to resource constraints. As a consequence 

the only way to mitigate impact of missing controls is by performing appropriate 

information security monitoring and incidents review.  

 

A key step of information security improvement process should become risk 

assessment by monitoring organization’s exposure to new information security threats 

and implementing the mitigation actions. It has a particular importance for SMEs as 

they cannot tolerate implementation of new frameworks which are slowing down 

business processes.  

3.5 Conclusions for Chapter 3 A proposed Information Security 

Management System implementation framework for SMEs with 

implementation priorities and maturity levels 
 

 

We proposed an implementation approach of Information Security Management 

System for SMEs in three phases. The phases are an ISMS with reduced maturity 

level, ISMS with intermediate maturity level and ISO/IEC 27001 fully operational 

ISMS. All three phases are compliant with generic management system requirements 

ensuring that SMEs do not implement a subset of controls which will become obsolete 

soon. SMEs can benefit from adequate protection of their information assets by 

performing a high level risk assessment (an approach for it was proposed in Chapter 

2), selecting relevant information security controls and implementing them as part of a 

customized management framework we proposed in this chapter. 

 

Our approach is tailored for SMEs as it considers the desired maturity level and puts 

little pressure on business operations by optimizing resources and prioritizing tasks. 

The expected results are a forward looking, proactive information security 
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management system and improved organization perception of information security as 

a business oriented function supported by a streamlined risk management. 

 

By the virtue of having a long term continual improvement systematic plan of action 

for organization, a longer term approach can be adopted to planning and budgeting, 

and resources can be allocated and managed on a more effective basis. 

 

Finally, our three-phased approach is compatible with ISO/IEC 27001 at all phases, 

the final phase being organisations’ compliance to all standard requirements, which 

makes information security practitioners able to use all guidelines of ISO/IEC 27000 

family of standards and play much more constructive role in the enterprise security for 

SMEs by contributing to business success. 
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4. Implementing Information Security Governance in 

SMEs 
 

“Governing for enterprise security means viewing adequate security as a non-

negotiable requirement of being in business.” 
(Allen Julia, 2005) 

4.1 Do SMEs have the right to implement Information Security 

Governance? 
 

IT and Information Security Governance represent part of Enterprise Governance and 

are the responsibility of the board of directors and senior managers. The IT 

Governance Institute defines Governance as set of responsibilities and practices 

exercised by the board and executive management with the goal of providing strategic 

direction, ensuring that objectives are achieved, ascertaining that risks are managed 

appropriately and verifying that the enterprise’s resources are used responsibly (IT 

Governance Institute, 2003). Raising the profile of governance in any company plays 

a vital role in aligning corporate functions with business goals. In this context 

Information Security Governance is defined as the direction and oversight of 

information security-related activities across an enterprise by senior management 

(Information Security Forum, 2011). ISG can be used as a tool to provide senior 

management confidence that information risks are properly managed, compliance 

assurance, protection of company reputation and providing greater confidence for 

clients, partners and other interested third parties. 

 

The question which arises is “Are SMEs mature enough to implement proper 

Information Security Governance?”. Our research has shown that most of the SMEs 

lack even some of the basic processes with regard to information security organization. 

Most SMEs are failing to invest in information security awareness and operations due 

to four reasons: limited budget, limited time to spend being educated, little 

appreciation of risk and fewer compliance drivers (Goucher, 2011). We acknowledge 

that most of the SMEs do not have even a proper enterprise governance approach. 

However in terms of information security the real benefits of a proper ISG by far 

outweigh effort required to put in place this process (Pironti, 2006). Moreover we 

consider that there is only one way to give information security a proper visibility in 

SMEs – by implementing an efficient and effective approach to Information Security 

Governance, being focused on its assurance and reporting components.  

 

Ensuring protection of sensitive information must be one of the major business 

objectives and should be considered in management strategies as a key factor 

contributing to company success. As such information security governance requires 

top management support, a security aware culture, promotion of good practices and 

compliance with policy (IT Governance Institute, 2006). ISG requires a top-down 

approach with clearly defined direction, objectives, risk appetite and enterprise 

security programme. The realization of enterprise security programme should be 

monitored using appropriate KPIs which should fit SMEs needs and be explained in a 

business language.  
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Given the main motivations for implementing an ISG as being concerns over civil and 

legal liability and protection of organization reputation (Johnston & Hale, 2009), there 

is no doubt that all companies should be engaged with implementing a proactive 

information security governance framework. 

 

4.2 Information Security Governance Frameworks’ comparative 

analysis 
 

As the requirement to protect information security becomes more conclusive, new 

guidelines and standards are developed to support effective implementation of 

information security governance. A review of published frameworks for ISG should 

assist in choosing the appropriate guideline for SMEs. There are a number of 

published frameworks which either address ISG or IT Governance, we will analyse 

three frameworks which consider to be most relevant. 

 

ISO/IEC 27014:2013 Information technology – Security techniques – Governance of 

information security 

Is developed by – International Organization for Standardization. 

Mainly used – the standard is published in 2013, however it has the potential to be 

used globally. 

Purpose – is to provide recommendation on governance of information security. 

Scope – is to provide guidance on concepts and principles for the governance of 

information security, by which organisations can evaluate, direct, monitor and 

communicate the information security related activities within the organisation 

(ISO/IEC, 2012). 

Methodology – the standard defines objectives of information security governance as 

being to align information security objectives and strategy with business objectives 

and strategy, deliver value to the governing body and to stakeholders and ensure that 

information risk is being appropriately addressed. Standard specifies six principles to 

provide a good foundation for ISG implementation (ISO/IEC, 2012): 

Principle 1: Establish organisation-wide information security 

Principle 2: Adopt a risk-based approach 

Principle 3: Set the direction of investment decisions 

Principle 4: Ensure conformance with internal and external requirements 

Principle 5: Foster a security-positive environment 

Principle 6: Review performance in relation to business outcomes 

Desired ISG outcomes were defined as governing body visibility on the information 

security status, agile approach to information risk, investment effectiveness and 

efficiency, and compliance. (FDIS ISO/IEC 27014: 2012)   

Update frequency – the guideline was released in 2013. 

 

ISF Information Security Governance Framework 

Is developed by – Information Security Forum. 

Mainly used – by Information Security Forum Member organizations. 
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Purpose – is to enable organizations to demonstrate how information security delivers 

value to stakeholders, achieves strategic goals and provides information risk assurance. 

Scope – is to provide a strategic mechanism to manage information risk and deliver 

information security across an enterprise by taking senior management’s direction, 

creating and performing information security-related activities that achieve the 

required aims and provide assurance, and offer timely reliable information on 

performance (ISF, 2011). 

Methodology – ISF Framework is based on three objectives for ISG and their 

associated activities: 

Deliver Value to Stakeholders – through improving effectiveness and efficiency, 

meeting stakeholders’ requirements enabling business initiatives and integrating with 

organizations’ processes (ISF, 2011). 

Achieve Strategic Goals – through executing strategic objectives, establishing risk 

appetite, sustaining commitment and maintaining security requirements (ISF, 2011). 

Provide Information Risk Assurance – through overseeing assurance programme, 

implementing risk assessment ensuring compliance, managing supply chain risk and 

monitoring and reporting on assurance (ISF, 2011) 

Figure 18: The ISF framework for ISG 

 

 
Source: ISF Information Security Governance Framework 2011  

 

Update frequency – the guideline was released in 2011. 
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Carnegie Mellon Governing for Enterprise Security (GES) Implementation Guide 

Is developed by – CERT Coordination Center (CERT/CC) – Center of Internet 

Security Expertise, at the Software Engineering Institute 

Mainly used – US 

Purpose – to help business leaders implement an effective program to govern 

information technology (IT) and information security. 

Scope – is to help management make well-informed decisions about many important 

components of GES such as adjusting organizational structure, designating roles and 

responsibilities, allocating resources (including security investments), managing risks, 

measuring results, and gauging the adequacy of security audits and reviews (Allen & 

Westby, 2007). 

Methodology – This three-part work presents eleven characteristics of effective 

security governance, which are intended to answer the question “How would I know 

effective security governance if I saw it?” The characteristics are (Allen & Westby, 

2007): 

- An Enterprise-wide Issue 

- Leaders are Accountable 

- Viewed as a Business Requirement 

- Risk-based 

- Roles, Responsibilities, and Segregation of Duties Defined 

- Addressed and Enforced in Policy 

- Adequate Resources Committed 

- Staff Aware and Trained 

- A Development Life Cycle Requirement 

- Planned, Managed, Measurable, and Measured 

- Reviewed and Audited. 

Chapter 2 defines the components and sequence of activities in an effective ESP. 

Chapter 3: Enterprise Security Governance Activities, provides four categories of 

activities that can be used to develop and sustain an enterprise security programme: 

governance; integration and operations; implementation and evaluation; and capital 

planning and review (Allen & Westby, 2007). 

Update frequency – the last release was in 2007 

 

We can notice that ISF and ISO frameworks overlap on most of the activities to be 

executed as parts of ISG, but there are some differences between these two and GES 

approach. Information security strategy alignment with business objectives, strategic 

objectives and their realization monitoring, and risk management and reporting are 

three main pillars of ISG frameworks we have reviewed. These pillars should be a 

basis for a framework able to optimize allocation of limited security resources for 

SMEs. The ultimate goal is to ensure that critical decisions are based on accurate 

information. Moreover accountability for safeguarding information accuracy should 

be achieved.  
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4.3 A proposal for a harmonized Information Security Governance 

model for SMEs  
 

Assurance of effectiveness and efficiency of information security processes and 

provisions should be the key elements for ISG implementation in SMEs, as they have 

insufficient resources for a full-scale information security methodology 

implementation in one phase and should ensure protection of critical assets first. We 

have recommended that SMEs can adopt a tailored approach for both information 

security risk management and ISMS. The maturity of implemented security controls 

should be aligned to organizations’ risk appetite and continually improved. ISG in this 

context is a tool which should give visibility over the key information risks and 

provide assurance that information is appropriately protected. With information 

security being a priority at the board level, organizations are more likely to realize 

benefits of their strategic goals. Effective engagement of information security and IT, 

enable organizations to take new opportunities while keeping the risks under control. 

The goal of SMEs executive management is therefore to understand how information 

security can assist the organization to meet the corporate strategy and effectively 

control the risks. 

 

SMEs may decide to choose a formal ISG framework as a guideline for proper 

governance implementation; however we recommend concentrating on 

implementation of the following five key steps which were generic for all three 

frameworks that we analyzed and are aligned with PDCA continual improvement 

model: 

 

 
Information security strategy alignment with business requires IS function to become 

strategic business enabler. Information security function should investigate new 

technologies and prepare for potential new business requirements ahead of business. 

This forward looking approach should enable IS function to become proactive and 

respond faster to new business initiatives. 

 

Strategic objectives are usually broken into programmes and projects and have longer 

realization timeframes (ISF, 2011). ISG should enable measurement of realization and 

ensure that an ongoing alignment of strategic and business objectives is in place. 

 

1 
•Information security strategy alignment with business 
objectives 

2 
•Setting strategic objectives and monitoring progress of their 
realization 

3 
•Setting the Risk Appetite 

4 
•Manage the Risks 

5 
•Performance Reporting 
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Setting the Risk Appetite has an impact on the information security objectives and 

shapes information security governance programme. Setting and quantifying the 

amount of risk the enterprise is prepared to knowingly take is an executive 

management task. Information security employees together with business units’ 

representatives should use it as guidance when developing new initiatives and projects. 

 

Risk management involves adopting of a risk assessment framework, performing the 

assessment, communicating the results and taking appropriate mitigation actions for 

risks exceeding enterprise risk appetite. ISG should provide executive management 

with required information regarding top risks in order to make a well-informed 

funding decision for risk mitigation. 

 

Performance reporting means reporting on security assurance by providing evidence 

to organization’s management that information risks are being managed effectively 

enterprise-wide. Executive management should be briefed on effectiveness and 

efficiency of security arrangements, potential improvements, information security 

risks exceeding risk appetite and required mitigation actions (ISF, 2011). 

 

Monitoring and reporting is one of the key deliverables of ISG and if properly 

performed it has potential to ensure management confidence in organizational control 

environment. The relevance of this topic for SMEs is so important that we will discuss 

a suitable reporting format in next subsection. 

 

 

4.4 A Framework for Information Security Monitoring and Reporting 
 

Performance evaluation of Information Security level in SMEs 

The question “What information should be used to report Information Security 

performance to the Board?” is a difficult one as there are divergent opinions in the 

industry and little academic research was performed to determine the most effective 

approaches. Defining relevant security metrics is hard because not all information 

security events can be used to make a judgment on the effectiveness of information 

security in organization. Moreover due to extent of automatic logging software 

facilities usage, there are thousands of security metrics that can be gathered, and the 

question is which of them are truly important. 

 

SMEs face significant difficulties in providing meaningful reports to the top 

management, and in order to address this issue we will propose a standard information 

security status report template. 

 

KPIs and performance benchmarking 

 

Information security standards often refer to key performance indicators (KPIs) for 

information security. Such KPIs can be key goal indicators which indicate whether 
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goals have been met, key compliance indicators used to indicate the level of 

compliance with defined requirements, and key risk indicators used to indicate the 

information risk profile of the organization. 

 

Information Security KPIs may cover cost of information security, number of 

information security incidents, risk management status, compliance issues and audit 

findings dashboard. KPIs must also show how information security function is 

delivering value to stakeholders, achieve established goals and keep risks under 

control. Status and success of ISG must be reported on regular basis and tailored to fit 

the audience, as most executive managers want KPIs expressed in business language. 

 

An integrated approach for reporting Information Security Status to the 

Stakeholders 

 

A template for reporting Information Security Status was proposed in ISO/IEC 27014. 

We decided to tailor this template to SMEs requirements and include some 

meaningful KPIs in it. As a result of including monitoring of realization of strategic 

objectives, risk management and IS performance indicators this report fulfills the goal 

to make information security visible at the aggregate level. 

 

The structure of report was based on Management Review Input and Output 

requirements, ISO 27014 report template, and own elaboration on relevant KPIs 

reporting. 

 

Selected KPIs ensure that organization monitors both business and the information 

security function objectives and top management is provided with a coherent, 

consistent and balanced picture of information security in the organisation. 

 

SMEs context data can help to develop a better tailored approach for a particular 

organisation, allowing information security and security metrics to be related to the 

organisation itself, which can improve the level of understanding of information 

security KPIs. Organizations are therefore encouraged to adjust this report in order to 

better fit their particular context. 
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Figure 19: Information Security Status Report 

 

Introduction 

 Scope and Period covered 

Overall Information Security Rating  

Good, Satisfactory Upper, Satisfactory Middle, Satisfactory Lower, Unsatisfactory 

 

Updates 

 Strategic objectives realization status   

 Follow-up actions from previous meetings 

 Progress towards Certification/Audits 

Status of IS training, Internal audit, Management review, past nonconformities 

 ISMS changes 

Documentation changes,  

New systems, and  

Implemented controls 

 Budgeting/staffing/training 

 Information security activities 

Business continuity management and Disaster recovery test status,  

IS awareness,  

Internal/external audit assistance,  

Penetration testing results 

KPIs 

 Percentage of information risk analyses performed 

 Number of key risks associated with critical environments 

 Percentage of open audit items 

 Number of incidents 

 Patch management status 

 Virus protection status 

 Feedback from Business and IT 

 Vulnerabilities or threats which were not adequately addressed 

 Open vs. Closed Audit Findings 

 Compliance to internal policies (staff awareness training and inappropriate sites 

accessed). 

Significant Issues 

 Results of information security reviews 

Recommendations, management responses, action plans, target dates 

 Progress in respect of major internal/external audit reports:  

Preventive and corrective actions status, Recommendations, management responses, 

action plans, target dates 

 Information security incidents:  

Estimated impact, action plans, target dates 

 (Non-)Compliance with related legislation and regulations 

Estimated impact, action plans, target dates 

 Improvement opportunities 

 Additional Issues 

Decision(s) required (if any) 

 

Source: Own elaboration based on ISO/IEC FDIS 27014 
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4.5 Conclusions for Chapter 4 Implementing Information Security 

Governance in SMEs 
 
Information Security Governance is a strategic mechanism to manage the information 

risks, ensure alignment with business priorities, ensure that IS objectives are achieved, 

provide assurance and offer reliable information regarding IS performance. 

 

We performed a comprehensive review of the three most used information security 

governance frameworks and proposed a five step ISG framework tailored to SMEs 

requirements. The key steps of our ISG framework are: 

- Information security strategy alignment with business objectives, 

- Setting strategic objectives and monitoring progress of their realization, 

- Setting the Risk Appetite, 

- Manage the Risks, 

- Performance Reporting. 

This ISG framework should give SMEs executive management adequate visibility 

over the key information risks and provide assurance that information is appropriately 

protected.  

 

The overall problem is that information security governance was considered a highly 

complex issue by many organizations. Few security metrics were able to provide 

meaningful information about non-technical and management concerns, or business 

objectives and ISG was seen as unnecessary overhead with hardly quantifiable 

outcomes. We developed a simple Information Security Status report template, based 

on ISO/IEC 27014, which can be used by organizations of any size to form a reliable 

view of information security function performance. This report has embedded ten key 

indicators which should enable organization effectively benchmark its actual 

performance against previous periods. 

 

Finally, organizations implementing information security governance framework raise 

the importance and show clear support to information security, which in the end will 

minimise information security risks, ensure value delivery from IT and protect 

reputation of organization. 

 

 

 

  



 
 

74 

 

  

5. Conclusion 

 
Information security began to be top priority issue not only for large corporations, but 

also for organizations of any size and activity domain. As a consequence there is a 

need for a tailored approach to its implementation in organizations of various sizes 

and with different risk exposure.  

 

Ensuring adequate information protection for SMEs is a domain where little research 

was made and availability of framed ISMS implementation approaches is low. We 

proved that SMEs today are exposed to similar threats to large corporations, however 

they could not implement a similar operational control environment and information 

security measures, due to constraints of resources and insufficient skills. 

 

To support information security improvement in SMEs we developed a simplified risk 

management approach supported by an effective threat assessment methodology and 

information security controls selection process; a three steps approach to 

implementation of information security management system in SMEs aligned with 

overall organizations’ risk rating; and an Information Security Governance framework 

for SMEs supported by a template for Information Security Status reporting. 

 

An effective and efficient risk management approach is essential for SMEs success. 

Organization’s risk appetite definition, communication and implementation are 

difficult to implement in environments where business context is changing fast and 

many ad-hoc decisions are taken. Therefore in SMEs risk management programme 

should become a board level priority and all relevant business functions should be 

involved. ISO/IEC 27005 provides a risk management process, however to implement 

it in SMEs a complete risk assessment methodology should be provided. Moreover 

the risk assessment exercise should provide results in days rather than months, as do 

most of mature RA frameworks. Our risk management framework enables 

organizations to perform a high level, information centric risk assessment, supported 

by information security controls database mapped to organization’s overall risk 

profile.  It permits organizations to perform a proper risk assessment in the context of 

business risks and provides accurate information about top information security risks, 

which are essential for an effective risk treatment programme.  

 

Implementing information security like an extract of information security controls 

doesn’t work. SMEs need something better and the approach taken by government 

and some professional organizations in providing reliable guidance is deficient as only 

a proper management system is able to ensure adequate and effective information 

security. Nevertheless there is a way to simplify ISMS implementation in SMEs by 

setting information security controls implementation priorities, based on a high level 

risk assessment. We proposed an approach with three phases of information security 

maturity: an ISMS with reduced maturity level, ISMS with intermediate maturity 

level and ISO/IEC 27001 fully operational ISMS. Being compatible with ISO/IEC 

27001 our approach permits organizations to use all ISO/IEC 27000 series guidelines 

and plays a much more constructive role in the enterprise security for SMEs by 

contributing to their business success. 
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Information security governance is considered to be too complex thematic for 

implementation in SMEs, however it is essential for business objectives and 

information security strategy alignment. We provided a method for capturing and 

presenting organization’s security status to senior management and the Board. Our 

security status report template includes relevant KPIs and discusses reporting and 

presentation process best practices in order to ensure business engagement. 

 

SMEs are agile for new business opportunities, however for a sustainable success this 

agility should be applied to their information security readiness as well. Government 

role should be to support information security maturity improvement for SMEs like in 

ecosystem as information security must be resilient to withstand to new threat types in 

its business environment. A proper risk management, ISMS implementation and 

information security governance methodology can make information security 

practitioners able to play much more constructive role in the enterprise and a show 

that they are doing a good job, and contributing to business success. 
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